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OueHouyHblE MaTepuanbl MpPeIHa3HAYeHbl JJs KOHTPOJS 3HAHUKW O0O0ydYaromuxcs 10
muctuminie «MHGopMalMoHHbIE CEeTH WHTErpajibHOro OOCIYKHMBAaHUSA» U MPEICTABISIOT COOOM
(GOHII OLIEHOUHBIX CPEICTB, OOPA30BAHHBIN COBOKYIHOCTHIO Y4EOHO-METOAMYECKUX MAaTepHaliOB
(KOHTPONBHBIX 3aJaHHI, ONUCAHWUN JIA0OPATOPHBIX pPAOOT), MPEIHA3HAYCHHBIX [UISI OICHKH
KayecTBa  OCBOGHMSI  OOyYalOIIMMHCA  JaHHOW  JUCHUIUIMHBI  KaK  4YacTH  OCHOBHOM
npodeccuoHabHON 00pa30BaTEIbHON TPOTPAMMBI.

Ilens — OIEHUTH COOTBETCTBHE 3HAHWIA, YMEHHN U YPOBHS MPHOOPETEHHBIX KOMIIETCHIIHIA
oOvdaromuxcsi IMelsM W TpeOOBaHHWSIM OCHOBHOW  00pa3oBaTENbHON TpOTpaMMBI B XOJI€
poBeJeHNs Y4eOHOro mpoiiecca.

OcHoBHas 3amava — o0ecneunThb OLIEHKY YPOBHS cthOPMUPOBAHHOCTH
o0menpodecCHOHATBHBIX KOMIETSHIIHA, MPUOOPETaeMbIX 00YYAIOIIMMCSI B COOTBETCTBUU C 3TUMU
TpeOOBaHUSIMU.

KonTtponp 3HaHuit oOydarommxcs MpOBOIUTCA B (opMme TeKylero KOHTPOJIS U
MIPOMEXKYTOUYHOU aTTECTALIUM.

Tekymii KOHTPOJIb YCIIEBAEMOCTH MPOBOJUTCS C LIENBIO OMPEICICHHS] CTENEHU YCBOCHHS
yueOHOr0 MaTepuayia, CBOEBPEMEHHOTO BBISBICHHUS W VCTPAaHEHHs] HEIOCTATKOB B IMOATOTOBKE
00VYaroIUXCsl U IPUHATUS HEOOXOAUMBIX MEp M0 COBEPIIEHCTBOBAHUIO METOAMKHU MPENOoIaBaHuUs
yueOHOW AMCUMIUIMHBLOPTaHU3allMi DPAOOTHl OOYYAIOIIMXCS B XOA€ VYYEOHBIX 3aHATUH H
IPOBEJICHUS, B CIy4ae HEOOXOAMMOCTH, MHAUBHUIYAIBLHBIX KOHCYIbTAIMK. K KOHTPOIO TeKyIen
YCIIEBAEMOCTH OTHOCSITCSI TPOBEPKA 3HAHMI, YMEHUH U HABBIKOB, MPUOOPETEHHBIX 00YUYAIOIIMHUCS
Ha MPAKTUYECKUX 3aHATHUIX U JIaOOPaTOPHBIX paboTax.

[TpomMexyTouHasi aTTecTalysl CTYICHTOB 10 JTaHHOW JUCUUIUIMHE POBOJUTCS HA OCHOBAaHUU
PE3YILTATOB BBIMIOIHEHUS W 3alIUTHl UMU J1a00PaTOPHBIX PAOOT W MpaKTHUECKUX 3aHATHH. [Ipu
BBHITIOJTHEHHH JTA0OPATOPHBIX PAOOT M MPAKTUYECKUX 3aHITHA MPUMEHSIETCS CHUCTEMa OIEHKH
«3auTeHo0 — He 3auTeHo». KonmuecTBO 1abopaTOpHBIX PabOT M NPAKTHUUECKUX 3aHITHH IO
JTUCIUIUIMHE ONPENETICHO YTBEPKIEHHBIM YU€OHBIM rpauKoM.

[To uroram Kypca CTYyJIEHTHI CAAIOT B KOHIIE ceMecTpa o0yueHus 3adyer. Dopma mpoBeeHus
3aueTa — AJIEKTPOHHBIN TECT B CUCTEME TUCTAHIIMOHHOTO O0VUCHUS «AKaIEMUS».

1 IMacmopT (poHIA OLIEHOYHBIX CPEACTB 0 JUCHUILIIMHE
ITK-4: Cnoco6en pa3padarbiBaTh 1U3aiiH MH(POPMALMOHHO-KOMMYHUKAIIMOHHOMH CHCTEMBI

IIK-4.1. IIpoextupyer uHPpPACTPYKTYpPYy HH(POPMANUOHHO-KOMMYHUKANMOHHOM
CHCTEMBI

3naer: IlpuHuunel noctpoeHus HHEGPACTPYKTYphl HHGOPMAIMOHHO-KOMMYHUKAIIMOHHON
CHUCTEMBI.

Ymeert: [IpoektupoBaTh HHGPACTPYKTYpPY HHGOPMAITMOHHO-KOMMYHUKAITMOHHOW CHCTEMBI.

Buaaneer: Mudopmanueil 0 TEXHHYECKUX XapPaKTEPUCTHKAX KOMIIOHEHT HH(PACTPYKTYpHI
MH(OPMaLIMOHHO-KOMMYHHUKAIIHOHHOW CHCTEMBI.

IIK-4.2. BpinojHsier pacmiMpeHde M 10pa0oTKy cyumiecTByromeid HHGOPMALMOHHO-
KOMMYHUKAIHOHHOMH CHCTEMbI

3naer: Bo3moxHBIE BapuaHThl MOIU(MUKAIMH  CYIIECTBYIOMIEH  MHQPOPMAIMOHHO-
KOMMYHUKAIIHOHHOM CHCTEMBI

Ymeer: Pacumpste u nopabaTeIBaTh CYILECTBYIOILYIO UH(POPMAITMOHHO-
KOMMYHHUKAIIIOHHYIO CUCTEMY

Buaageer: HeoOxoaumbiM Kpyro30poM B 00JIACTH TEXHUYECKUX CPEJICTB PACIIUPEHUS U
OpabOTKU CYLIECTBYIOMIEH HH()OPMAIIMOHHO-KOMMYHUKAIIHOHHOM CHCTEMBI

Ne Koutponaupyembie Kon HanmenoBaHue
n/n pa3aenbl AUCHUIIUHBI KOHTPOJIMPYeMOii OII€HOYHOI0 Cpe/IcTBa
KOMIIeTEHIINH

1 Bupryansasie nokansabie cetr (VLAN) [1K-4.1-3 OTYeT 0 MPaKTUYECKOM
11IK-4.1-Y 3aHITHH, DK3aMEH

[1K-4.1-B
[1K-4.2-3
[1K-4.2-Y
I1K-4.2-B




2 @OyHKINHY OBBIICHUS HAJCKHOCTU U [1K-4.1-3 KoHTpoabsHbIE BONPOCH,
MPOU3BOAUTEILHOCTH I[1K-4.2-3 JK3aMeH
3 AJnipecanyisi 1 MapuIpyTu3anus I1K-4.1-3 OTyer 0 MPaKTUYECKOM
T11IK-4.1-Y 3aHATHH, YK3aMeH
[1K-4.1-B
[K-4.2-3
[1K-4.2-Y
I1K-4.2-B
4 | KauectBo oociyxkuBanus (QoS) [1K-4.1-3 KoHTposibHBIE BOITPOCHI,
[1K-4.2-3 JK3aMEH
5 OyHKIMK obecTieueHust 0€30MacHOCTH U [1K-4.1-3 OtyeT o mabopaTopHOIt
OrpaHUYeHUs AOCTyNa K CeTH [IK-4.1-Y paboTte, OT4eT 0
I1K-4.1-B MPAKTUYECKOM 3aHSTHH,
[1K-4.2-3 3K3aMeH
[1K-4.2-Y
I1K-4.2-B
6 TexHonoruu 4acTHeIX BUPTYasbHbIX ceteil | [1K-4.1-3 OtueTt 0 1abopaTopHOI
VPN [K-4.1-Y pabote, 3K3aMeH
[1K-4.1-B
[1K-4.2-3
[1K-4.2-Y
I1K-4.2-B

Kpurepun oneHMBaHusi KOMIIETEHUMH M0 pe3y/JbTaTaM 3alIUTHI JIA00PaTOPHBIX PadoT,
NPAKTHYECKUX 3aHATHH H CAa4H IK3aMeHAa
1. YpoBeHb ycBOEHUS MaTepuaia, IpelyCMOTPEHHOIO IPOrpaMMOii.
2. YMeHMe aHAIu3upoBaTh MaTeprall, yCTaHABINBATh TPUYMHHO-CIIEICTBEHHBIE CBS3H.
3. KayecTBO OTBETOB Ha BOMPOCHI: JIOTUYHOCTh, YOEKIEHHOCTb, O0IIast 3Py UL

Kpurepuu nmpuema nadopaTopHbsIx padoT:

«3a4TEHO» - CTYACHT MPEACTaBUII MOJHBIM OTYET O JIabopaTOpHOU paboTe, OPUEHTUPYETCS B
MPEJICTAaBICHHBIX B paboTe pe3ynbTarax, OCO3HAHO W MPAaBUIBHO OTBEYAaET HAa KOHTPOJBHBIE
BOIIPOCBHI;

«HE 3a4TEHO» - CTYJIEHT HE MMEEeT OTueTa O JabopaTOpHOH paboTe, B OTUETE OTCYTCTBYIOT
HEKOTOpBIE MYHKTHI 3a/1aHUs Ha BBINIOJHEHHE padOThl, IPH HAJMYHUH MOJHOTO OTYETa CTYACHT He
OpPUEHTHUPYETCS B IPEACTABIEHHBIX Pe3y/IbTaTax U HE OTBEYAET Ha KOHTPOJIbHBIE BOIPOCHI.

AHaJIOrMYHbIE KPUTEPUU MPUMEHSIOTCS PU TPUEME OTUETOB O MPAKTHUECKUX 3aHATUSIX.

Kpurepuu BbICTaBICHUS OLIEHOK NPH aTTECTALMH PE3YIbTaTOB 00YUEHHS 110 TUCIUILTHHE B
BUJIC DK3aMeHa:

- Ha «OTJIMYHO» OLEHHUBAETCS TJIYyOOKOE pACKpHITHE BOMPOCOB, IIOCTABICHHBIX B
HK3aMEHALlMOHHOM 3aJaHuM, IIOHMMAHUKUE CMBICIA ITOCTABICHHBIX BOIIPOCOB, IIOJIHBIE OTBETHI Ha
CMEKHBIE BOIIPOCHI, IIOKA3bIBAIOIINE BCECTOPOHHEE, CUCTEMHOE YCBOEHHE yUeOHOT0 MaTepuana;

- Ha «XOpOLIO» OLICHUBAETCA IIOJIHOE PACKPBITHE BOIPOCOB, IIOCTABICHHBIX B
HK3aMEHALlMOHHOM 3aJaHuM, IOHMMAaHME CMBICIA IIOCTaBIEHHBIX BOIIPOCOB, HO HEAOCTATOYHO
IIOJIHBIE OTBETHI HA CMEKHBIE BOIIPOCHI;

- Ha  «YHOBJICTBOPUTEIBHO»  OLEHUBACTCS  HEIMOJHOE  PACKpbITHE
DK3aMEHALIMOHHOIO 3aIaHKs U 3aTPYJHEHUs [IPU OTBETaX Ha CMEKHBIE BOIIPOCHI;

- Ha «HEYJOBJIECTBOPHUTEIHHO» OILEHHUBAETCS C€Ia00€ M HEMOJHOE PACKPBITHE BOIPOCOB
HK3aMEHALMOHHOTO 3aJlaHUsl, OTCYTCTBHE OCMBICIECHHOI'O IPEICTABICHUS O CYILIECTBE BOIIPOCOB,
OTCYTCTBHE OTBETOB Ha JONOIHUTENBHBIE BOIIPOCHI.

BOTIPOCOB

2 IIpumepbl KOHTPOJILHBIX BOIPOCOB /IUIsI OLICHNMBAHUSI KOMIIETeHII Mt
I1K-4.1-3 n I1K-4.2-3
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Konuentparopsl. Cermenranus cetu. Moctel. KoMMyTaTtopbl JIOKadbHBIX —CeTEH.
DYHKIIMOHUPOBAHUE KOMMYTATOPOB JIOKAJIbHOM CETH.

Anroput™m mpo3pauyHoro mocrta. Tabmumbl xkommytanuu. [Ipoasmwxkenue (forwarding)
kanpa. ®unbrpanus (filtering) kanpa. Jlapuanas nepemaya (flooding).

Metoapl koMmyTaui. KomMMmyTanus ¢ MpoMeXyTOYHbIM XpaHeHreM. Kommyrarus 6e3
Oydepuzarumn.

Kommytupyromast marpuna. IIpon3BOOUTENBHOCT  KOMMYTHUPYIOLIEH — MaTpPHIIBL.
«Hebnoxupyromas» KOMMYTHPYIOILasi MaTpHLA.

KonTtpomnepsr ASIC. ApxuTekTypa ¢ pa3aensieMol MNUHOM. ApXUTEKTypa ¢ pa3aeasieMon
HaMAThIO.

ApXHUTEKTypa Ha OCHOBE KOMMYTAallMOHHOW Marpuisl. KoMMyTaropsl Ha OCHOBE
KOMMYTAIlMOHHOM  Matpuiitbl ¢ Oydepusanueit. Kommyratopel Ha  OCHOBE
KOMMYTAIIMOHHOIN MaTpHILIbI C apOUTPAKEM.

KommyTaropel ¢ BXOAHBIMH oudepensiMu. KoMMyTaTropel € BBIXOAHBIMH OYepEIsIMU.
KommyTatopsl ¢ BuUpTyalbHBIMH oOuepensiMu. KomMMmyTaTtopel ¢ KOMOWHUPOBaHHBIMH
BXOJHBIMH U BBIXOJHBIMH OUEPEIIMH.

OOmye NpUHIMIBI CETEBOro au3aiiHa. TpexypoBHEBas HepapXxu4ecKas MOJENb CETH.
DyHKIIMOHATIBHBIE BO3MOKHOCTH KOMMYTaTOPOB.

VLAN na ocHoe noptoB. VLAN Ha ocHoBe crannapta I[EEE 802.1Q.

. Onpenenenust IEEE 802.1Q. Teru VLAN 802.1Q. Port VLAN ID. Ilpoasuxenue kaapoB

VLAN 802.1Q.

[IpaBuna Bxomsmero Ttpaduka. I[IpaBwia mpoaBrkeHHs Mexay mopramu. [lpaBuna
UCXOJISIIETo TpadukKa.

Q-in-Q VLAN. ®opwmart kampa Q-in-Q. Peamuzammu Q-in-Q.

VLAN Ha ocHOBe opToB 1 npoTokoioB — crangapt IEEE 802.1v.

[TocTpoeHne akTHBHOHM TOIMOJOTHU CBs3yromero aepea. Bridge Protocol Data Unit
(BPDU). Cocrostaus moptoB mipu padote STP.

Taiimepst STP. U3menenne Tonosioruu. Hacrpoiika STP.

Rapid Spanning Tree Protocol. Pazmuuust mexny cocrostausmMu noptoB B STP u RSTP.
Ponu noptoB. ®opmat BPDU.

beIcTpBIil IEPEXO] B COCTOSIHUE NPOABUKEHUSA. MEeXaHNU3M MPEIJIOKEHUN U COTVIAIICHUMN.
Mexanusm usmeHnenus: tonojorur. Croumocts nytd RSTP. CoBmectumocts ¢ STP.
Hacrpoiika RSTP.

['pymnmel arperupoBanus. CTaTHYecKoe arperupoBaHUE KaHAIOB CBS3H.

Junamuueckoe arperuposanue, Ha ocHoBe crangapra IEEE 802.3ad (LACP).

Anpecarnus y3ioB (IP-agpecarust). Mapmpytuzanus. @u3ndeckue v JIOTHUECKHE apeca.
®opmart nakera IPv4. Ilpencrasnenue u ctpykrypa aapeca IPv4. Knaccosas agpecanus
IPv4. Yactapie u nyonnunbie aapeca [Pv4. Cnenmansabie [P-ampeca.

dopmupoBanue mnoxacetei. beckmaccoBas anpecamms [Pv4. CrnocoOsl kxoHpurypanuum
[Pv4-anpeca.

[Ipotokon IPv6. ®@opmar 3aromnoBka IPv6. IlpeacraBnenne u ctpykrypa aapeca I[Pvo.
Tunsl agpecoB IPv6.

dopmupoBanue uaeHTupukaropa narepgeiica. Criocods! konpurypanuu [Pvé-anpeca.

.[onste mapmpytuzanuu. Ilpomecc o00pa®oTkM mMakera MapHIPyTU3HPYIOIIUM

YCTPONCTBOM.

Kommyranus tperbero ypoBHs. CTaTudeckas 1 JUHAMHYECKAs MapIIPYTU3ALHS.

[Ipumep Hactpoiiku cratudeckoi Mmapupytusauuu IPv4. IIpoTokonsl nuHaMHUYECKOM
MapIIpyTU3aLUH.

JIMCTaHIIMOHHO-BEKTOPHBIE ITPOTOKOJIBI MAPIIPYTHU3ALUU.

[TpuHIMnI paboThl TUCTaHIIMOHHO-BEKTOPHOI'O AJIFOPUTMa MAPIIPYTH3ALHH.

[Tpobnemsl pu GYHKIMOHUPOBAHUY TUCTAHIIMOHHO-BEKTOPHOTO AJITOPUTMA.

IIpoTokon RIPv1.



32. IIporokonsl RIPv2, RIPng.

33. Moaenu QoS. [Ipuopuresanus nakeTos.

34. Knaccudukanus naketoB. MapKHpOBKa MaKETOB.

35. Yopapnenue neperpy3kaMu U MEXaHHU3MbI 0OCITYKUBaHUSI OUEpeICH.

3. IIpumepbl KOHTPOJILHBIX BONPOCOB /1JI51 OLIECHUBAHUSI KOMIIETEeH M i
IK-4.1-Y, I1K-4.2-Y, [1K-4.1-B u I1K-4.2-B
1. Kakue ectb peskxuMbl BBOJa KOMaH B KOMaHAHOM CTpoke?
2. Kak nepekiirouatbcst MEX1y pe:KMMaMH BBOJIa KOMaH B KOMaHHOM cTpoke?
3. Kak BoHTH B peKUMBI TNI00ATHHOM KOH(GUTYpAIIMU, aKTUBU3UPOBATH YACTHBIA BH/]T
KOH(UTYPAIMH U BBEIUTH U3 TUX PEIKUMOB?
4. Kax opMeHTHPOBATHCS B paHEE BBEICHHBIX KOMaH/1aX W MOBTOPATH UX?
5. Kakyro nndopmainio Bo3Bpamaer koMmauaa ping?
6. MOXHO 711, HaXOA5ICh Ha OJTHOM YCTPOMCTBE, MOMAPHO MPONMUHIOBATH BCE YCTPOMCTBA B CETU?
7. Ayt uero cny>kUT KomaHjaa traceroute?
8. Jlyist uero ciy>KUT KoMaHaa npotokon 7Telnet?
9. Kak 3anmate umsa xocrta?
10. Kakyto nH(pOpMaLKI0 MOXKHO TOCMOTPETh KOMaHaMu Show B 1oyib30BaTeNbCKOM pexume?
11. Kakyro uH(pOpMaImo MOXKHO ITOCMOTPETh KOMaHaMu Show B MpUBHIETHPOBAHHOM PEKUME,
HO HEJIb351 TOCMOTPETH B MOJIb30BATEIHCKOM pexuMe?
12. Kak nonHsTh HHTEp(]EIC 1 ONpPeeTUTh €ro COCTOsTHUE?
13. Kak HazHaunts IP agpec Ha untepdeiic u yoeauTbes, 4To OH Ha3HAYEH?
14. [Touemy MOT'YT HE TPOXOJUTh MUHTH MEXKY YCTPOUCTBAMHU?
15. Kak nprocTaHoBUTH U BO30OHOBUTH 1 elnet-ceccuio?
16. Kak 3akpbiTh Telnet coequHeHue?

3. ®opMBbI KOHTPOJISI

3.1. ®opmbl TEKyLIEro KOHTPOJIsA

Texymuit KOHTPOJIb M0 AUCHUUIUIMHE MMPOBOJUTCS B BUE TECTOBBIX OMPOCOB MO OTIEIHHBIM
TCMaM JUCHUIUINHBI, MPOBCPKHU SaI[aHI/Iﬁ, BBITIOJIHACMBIX CaAMOCTOATCIIBHO IIPU TIOATOTOBKE K
n1abopaTOpHBIM paboTaM M Ha IPAKTUIECKUX 3aHIATHIX.

3.2 @opMbI NPOMEKYTOUHOT0 KOHTPOJISI

dopma MPOMEKYTOUHOIO KOHTPOJS IO JUCHUIUIMHE — 3alluTa J1IabopaTOpHBIX paboT u
OTUCTOB O NPAKTUUCCKUX 3aHATHUAX.

3.3. @opMbl 3aKJIHYHUTETBHOT0 KOHTPOJISA

CDopMa 3aKIIIOYUTCIIBHOT'O KOHTPOJIA MO0 JUCHUIIJIMHE — 5K3aMCH.

4. Kputepuii 1omycka K 3adetry

K 3a4CTy JOMYCKAKOTCA CTYACHTHI, 3alllUTUBIINEC KO AHIO MPOBCACHHUA 3a4CTa IO paClIMCaAHUIO
9K3aMEHAIIMOHHOW CecCUU BCe JJabopaTOpHbIE pabOThHI U MPAKTUYECKUE 3aHATHSI.

CTy,Z[eHTBI, HC 3allIUTUBIINEC KO JHIO IPOBCACHHUA 3a4€Ta IO paCIIMCAHUTIO 3K3aM€HaHHOHHOﬁ
CecCMHM XOTsA OBl OJHY JIAOOPAaTOPHYIO pPabOTy MM OJHO NPAKTUYECKOE 3aHATHE, Ha 3adeTe
NOJy4aloT OIEHKY «HE 3aYTeHO». PelieHne o MOBTOPHOM 3ayeTe W CpOKaxX IMPOBEACHHUS 3ayeTa
NpPUHUMAeT JIeKaHaT T[0Cjie JIMKBUAAIMHU CTYACHTOM HMEIOLIEHCS 3a/J0JDKEHHOCTH IO
71ab0paTOPHBIM padoTaM U MPAKTHYECKUM 3aHATHUSM.
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