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1. OBIIME ITOJIOKEHUA

OneHOYHbIE MaTepUallbl — 93TO  COBOKYIMHOCTh  Y4€OHO-METOIMYECKHX  MaTepHajoB
(KOHTPOJILHBIX 3a/IaHUl, OMHCaHWi (OPM H TPOIENYp), NMPEIHA3HAYCHHBIX JUISI OLICHKH KadecTBa
OCBOCHHS OOYYAIONIMMHCS JAHHOW JHMCHUIUIMHBI KaK 4YacTH OCHOBHOH MpO(eCCHOHATBLHOU
00pa3oBaTeNbHON MPOTPAMMBEI.

Llens — OIEHHUTH COOTBETCTBUE 3HAHWMW, YMEHHH M YPOBHSI NMPUOOPETEHHBIX KOMIICTCHIIHIA,
oOydaromuxcsl mejisiM U TpeOOBaHUSM OCHOBHOW MpoQeCCHOHATBHONH 00pa30oBaTeIbHON MPOrpaMMBbI B
XO0JIe TPOBEICHUS TEKYIIEr0 KOHTPOJISI ¥ IPOMEKYTOYHON aTTeCTallNH.

OcHoBHast 3amada — O0OECIEYUTHh OILCHKY YpPOBHSA C(HOPMHPOBAHHOCTH OOIIEKYIbTYPHBIX,
o0menpoecCHOHABHBIX U TPOPECCHOHATBHBIX KOMIICTEHIIHMH, NpUoOpeTaeMbIX OOydYarommMcsi B
COOTBETCTBUH C STUMHU TPEOOBAHUSIMHU.

KoHTpomb 3HaHUH POBOAKUTCS B POPME TEKYIIETO KOHTPOJIS M TPOMEKYTOYHOM aTTECTAIUH.

Texymuii KOHTPOJb YCIEBAEMOCTH MPOBOJUTCS C IENBI0 ONPEICICHUS CTCTICHH YCBOCHUS
yu4eOHOro MaTepualia, CBOCBPEMEHHOTO BBISIBICHUS W YCTPAaHCHHsT HEJOCTAaTKOB B IOJITOTOBKE
O0ydaromuXxcsi ¥ MPUHATHS HEOOXOJUMBIX MEp IO COBEPIICHCTBOBAHWIO METOJMKHU TPENOJIaBaHUS
y4eOHOW NUCHUIUIMHBI (MOJYJsl), OpraHU3alMi padOThl 0OYYaIOIIMXCS B XO/A€ Y4YeOHBIX 3aHATHI U
OKa3aHWs UM WHIUBHIyaJIbHOUW ITOMOIITH.

[TpoMeKyTOUHBI KOHTPOJIb IO JAUCIHUILIAHE OCYNIECTBISCTCS MPOBEICHUEM TEOPETUYESCKOTO
3ayera.

2. MACHHOPT ®OHJA OIIEHOYHBIX CPEJICTB IO JUCHUIIIMHE

Ne KountpoJsnpyemsle pa3ienbl (TeMbl) Kon Bupa, meton, popma
n/n AUCHUIIJIMHBI KOHTPOJII/IpyeMOﬁ OLICHOYHOI'0 MePONpUsTHS
KOMIIETEeHIIMHU (1A
€€ 4acTH)
Beenenue OIIK-10 (OIIK-10.3; 3a4yeT
OI1K-10.4)
CranaapThl HHGOPMAITHOHHOM OIIK-10 (OIIK-10.3; 3a4er
0e30macHOCTH OIIK-10.4)
Kpunrorpadudeckas 3amura nHGopManyn OIIK-10 (OI1K-10.3; 3a4ueT
OI1K-10.4)
CpenctBa kpuntorpapuuecKoi 3amuThl OI1K-10 (OI1K-10.3; 3a4eT
nHpopmanuu OI1K-10.4)

3. OIMCAHUE MMOKA3ATEJIEM U KPUTEPUEB OLIEHUBAHW S KOMIIETEHIIUI

ChopMupoBaHHOCTh KaXIO0W KOMIIETCHUUH (MM €€ 4acTH) B PaMKax OCBOCHHS NAaHHOM AMCLUIIIMHEBI
OIIEHMBAETCS 10 TPEXYPOBHEBOW IIKAJIE:

1) TOpOroBbIN YPOBEHD SIBISIETCS 00S3aTEIBHBIM Il BCEX OOYYAIOIIMXCS 1O 3aBEPIICHUH OCBOCHHS
TUCTIATITAHBL;

2) TUpPOIBUHYTHIH yPOBEHb  XapaKTEPU3yeTCS IPEBBIIICHUEM MHHHUMAIBHBIX  XapaKTEPUCTUK
c(OpPMHUPOBAHHOCTH KOMIIETEHIIMI MO 3aBEPLUICHUH OCBOCHHS AUCLUIINHEI,

3) 9Ta’oHHBINA YPOBEHb XapaKTEPHU3yeTCss MAKCUMAIbHO BO3MOKHON BBIPAXKCHHOCTHIO KOMITETCHIIMI 1
SIBJIICTCS] BA)KHBIM Kaue€CTBEHHBIM OPHUEHTHPOM JIJIsl CAMOCOBEPIIEHCTBOBAHHS.



YpoBeHb 0CBOCHUSI KOMIIETEHIHH, (POPMHUPYEMBbIX TUCIHIIIMHON:

(l) onucarnue Kkpumepues u WKajibl OyeHueaHusl mecmupoeaHus.

Kpurepuii
IIxaJja oueHNBaAHUA purep
3 Gamna YPOBEHb YCBOCHUS MaTepHaia, MpeayCMOTPEHHOTO IPOTPaMMO: POLIEHT
(9TanoHHEIH YPOBEHD) BEPHBIX OTBETOB Ha TECTOBBIE BOIIPOCH OT 85 10 100%
2 Gaa YPOBEHb YCBOCHUS MaTepHaia, MpeayCMOTPEHHOTO TPOTPaMMO: IPOLIEHT
(IIpOIBUHYTHIN YPOBCHB) BEPHBIX OTBETOB Ha TeCTOBEIE BOIPOCH oT 70 10 84%
1 6ann YPOBEHb YCBOCHUS MaTepHaia, MpeayCMOTPEHHOTO TPOTPaMMO: IPOLIEHT
(TTOpOroBbIii ypOBEHB) BEPHBIX OTBETOB Ha TeCTOBEIE BOIPOCHI OT 50 10 69%
0 6amos YpOBEHb YCBOCHUS MaTepHaa, MpeayCMOTPEHHOTO TPOTPaMMOIA: IPOIIEHT
BEPHBIX OTBETOB Ha TECTOBBIE BOIPOCH! OT 0 110 49%

6) onucarnue Kpumepuee u UKajlbl OYeHUBAHUs meopemu4ecKkoco eonpoca.

IIIxana ouneHuBaHuA

Kpurepuii

3 Ganna
(3TaNOHHBIA YPOBEHB)

BBICTAaBJISIETCS CTYJEHTY, KOTOPBII J1aJl IIOJHBIM OTBET Ha BOIIPOC, ITOKA3aJl
ri1yOOKHe CHCTEMAaTU3UPOBAHHBIEC 3HAHUS, CMOT IIPUBECTH IPUMEPHI, OTBETHII
HAa JIOTIOJIHUTEJIBHBIE BOIIPOCHI IIPETOAaBaTENS

2 Gaya
(TIpoABMHYTHIN YPOBEHB)

BBICTABIISIETCS CTYAECHTY, KOTOPBII aJl TOJIHBIA OTBET Ha BOIIPOC, HO HA
HEKOTOPBIE TOTOJIHUTEIHHBIE BOITPOCHI MTPETIOIaBaATENS OTBETHUI TOJIBKO C
TTOMOIIIbIO HABOSIIIMX BOIIPOCOB

1 6amn
(TTOpOTOBBIi YPOBEHB)

BBICTaBIISIETCSI CTYACHTY, KOTOPBIH Jlall HETIOJIHEBIM OTBET Ha BOIIPOC B OHJIeTe U
CMOT OTBETUTH Ha JIONOJIHUTEIbHBIE BOIIPOCHI TOJIBKO C IIOMOIIBIO
IpEeno aBaress

0 6ayutoB

BBICTABJIACTCA CTYACHTY, KOTOpBIﬁ HE CMOT" OTBE€TUTDb HA BOIIPOC

4. TUITOBBIE KOHTPOJIBHBIE 3AJTAHUSA NJIN UHBIE MATEPUAJIbBI

4.1. IIpomesicymounas ammecmanyus (IK3amen)

Koa xomnerennuu

PesyabTaTsl ocBoenns OITOII
Conep:xxkanue KOMIeTEeHIIHI

OIIK-10

(OITK-10.3; OITK-10.4)

CrnocofeH aHaIM3MPOBATL TEHACHUMH PpPa3BUTHSI MeTONOB M CpPeACTB
Kpunrorpagpuyeckoil 3amuThl  HMH(pOPMANMH, HCNOJIb30BATh CPEACTBA
Kpunrorpagpuyeckoil  3amuThl  MHPOPMALMM TPH  pelleHuH  3ajadv

npogeccHoHAIbHOI 1eITeILHOCTH.

OIIK-10.3. Ocywiecmensnem ananu3 paoomsl Kpunmozpaghuueckux npomoroyios




c ucnoasvzoearnuem BAN - nozuxu.

OIIK-10.4 IIpoeooum ananuz Memooo8 Kpunmozpaguueckou 3aujumol
unghopmayuu, UCHOABIYEMBIX 8 KDURMOZPAPUUECKOM RPOMOKOJIe.

a) munoeble mecmoeble 60npocol:

=

2.

Bribepure 3apy0OexHble cTaHIApTH HH(POPMAIIMOHHON 0€30MacHOCTH:

«IIpoexTHpOBaHUE PEIICHUS 110 PYKOBOACTBY HH(pOpMALUEl U TEXHOIOTUSIMI (+);
ASA X3.9-1966;

ISO 2240;

«COBIT 2019 Bbuznec-monens: 3agaun pyKoBOJACTBA U yIIpaBieHUs» (+);

I'OCT P UCO/MDBK 15408-2012.

Kakoii HOpMaTHBHBIH JOKYMEHT COAEPXKHUT HH(OpPMAIHMIO, Kacaroulyrocs TpeOoBaHUI

JUIIEH3UPOBAHUS IEATEILHOCTH 110 pa3paboTke mu(poBaIbHBIX (KPUIITOTPahUIECKUX) CPEICTB:

[Tpuxaz ®CTIK Ne 17;
[Tocranosnenue [paButenscTBa PP Ne 313 (+);
@enepanbHblii 3ak0H «O0 wHPOpMaUK, WHPOPMAITMOHHBIX TEXHOJOTHAX W 3alIUTEe

uHpopmanun» Ne 149-D3;

3.

4.

Vka3 [Ipesunenta PO No 646.

Pesxxum 3ammtel nHGopManuu myTeM ucrnoib3oanuss CK3U MokeT ycTaHaBIMBaThCS:
TOJIbKO 00OJaaresieM HH(opMauy KoH(pUASHINAIBLHOIO XapaKTepa,

TOJIKO COOCTBEHHHKOM (BJIa/I€IbIIEM) HH(POPMAITMOHHBIX PECYPCOB;

YIIOJTHOMOYEHHBIMU JINLIAMH 00J1aaTeneit u (i) COOCTBEHHUKOB HH(OpMAITHH;

BCEMH BBILICOITUCAHHBIMU CyOBeKTaMH (+).

Kakue Buzapl s1eKkTpoHHBIX mnoamnuced ObiBaoT cornacHo O3 «OO6 31aeKTpOHHOM

moarc» Ne 63-D3:

5.

pocTasi AIEKTPOHHAS MOAMHUCH (+);

YCHJICHHAS 3JICKTPOHHAsI HOAIHCH (+);

MepCOHANbHAS AJIEKTPOHHAs MOINCH;

COBMECTHMMasi JIEKTPOHHAS MOJIITHUCH.

Kem omnpenenser ynonHomoueHHBIH (enepanbHblii oprad B cdepe ucnosib3oBanus Ol

cornacHo D3 «O06 snexTporHOM oamucu» Ne 63-D3:

6.

[TpaButenbcTtBOM PD (+);

®CB Poccuy,

OCTDOK Poccuy;

[Ipesunent PO.

B coorBerctBun ¢ CTP-K kpunrorpadguueckue cpeacTB 3aliUThl UHGOPMAIUU MOTYT

HCIIOJIB30BAThCA JIA IEpeaadun I/IH(l)OpMaHI/II/I 10 KaHaJlaM CBA3H, BBIXOAIIIHUM 3a:

YIPaBISIEMYIO 30HY;
KOHTPOJUPYEMYIO 30HY (+);
OXPaHsICMYIO 30HY,
obeperaeMyo 30Hy.




7.

Ha kakoli cramum co3fgaHusi CHCTEMbl 3aIUThl HH(GOPMAIMHM MPOUCXOJNUT 3aKyIKa

KpUNTOTpapUUECKUX CPEACTB 3alUIUThl HH(popMalu B coorBercTBUM ¢ CTP-K:

8.

Ha MPEANPOSKTHON CTaJIHH;

Ha CTaJUH MPOCKTUpoBaHus u peanmzaimu OU (+);

Ha cTaauu BBoja B neiicteue C3U;

Ha CTaJMH aHAITN3a.

B cootBerctBun ¢ Ilpukazom ®CBb P® Ne 66 HE0OXOAMMOCTH KpUMNTOTpadUUECKOM

3amuThl UHGOpMaUKU KOH(HUIESHIIMAIBHOTO XapakTepa Mpu ee o0paboTke W XpaHeHHe 0e3
nepeaayy Mo KaHajiaM CBsi3H, a Takxke BbiOop npumenseMbix CK3U onpenenstorcs: (HECKOIBKO

BAapUAHTOB):

aBTOpCTBa (+);

10.

11.

12.

obnasaTeneM gaHHoi nHpopmaryu (+);

noJib30BaTeseM (morpedurenem nanHoi uadopmanuu) (+);

YIIOJIHOMOYEHHBIM OPTraHOM,;

HOPMATHUBHBIMU JOKYMEHTaMH.

3amauamu Kpuntorpaduu sSBISIOTCS

COKPBITHE CBEJICHUH O Tiepeaade nH(OpMaIHH;

obecrieueHre KOH(MUACHIMATBHOCTH, IIEJIOCTHOCTH, HEBO3MOXKHOCTH OTKa3za OT

obecreyeHre 10CTYIHOCTH HH(POPMALINY;

3amuTa HHQOpPMAaIHH OT B3JIOMa.

Ha ocHOBaHMM KaKMX JOKYMEHTOB pa3padaThIBaeTCsi MOIEIH YIpo3?

[Tpuka3z ®CTIK Poccuu ot 25 nexabps 2017 r. N 23 (+);

IMpuka3z ®CTIK Poccun ot 11 dpespans 2013 . N 17 (+);

[Tpuka3z ®CTIK Poccun ot 25 nexadpst 2017 r. N 239 (+);

[Mpuka3z ®CTIK Poccun ot 14 mapta 2014 1. N 31 (+);

«Metoandeckuii ToOKyMeHT. MeTo/I1Ka OIleHKH yrpo3 6e3omacHocT HHpopManum» (+).
UYro Takoe MoIehb yrpo3?

JTOKYMEHT, COJICpIKaIllMil epeyeHb U OIKMCaHue yrpo3 Oe3onacHocT HHpopManuu (+);
nepeyeHb yrpo3 6e30macHOCTH HHpOpMalny;

nepeyeHb TpeOOBaHUM 10 3aIKuTe HHPOPMAIIUU OT Yrpo3 O€30MacHOCTH;

0a3a JaHHBIX, CO/IEpIKalllas IepeuyeHb U OMKMCaHue yrpo3 6e30MacHOCTH HH(OPMAIIHH.
Yro Takoe MOJENb HAPYLIUTEIS

abctpakTHOE ((popManu30BaHHOE WM HEPOPMAIUZOBAHHOE) OMNMCAHUE HAPYIINUTEIs

npaBuJ pa3rpaHuydeHus qocrymna. (+);

13.

14.

onucaHue CyObheKTa aTaki Ha aBTOMAaTU3UPOBAHHYIO CUCTEMY;
MIPEIOJIOKEHUE O BO3MOXKHOCTH HapyILIUTES;

onrcanue GYHKIUN HAPYIITUTEINS.

Kakue Buzbl Moieiel HapyImmTeNs CyIecTBYOT?
BepOanpHas (+);

¢dbopMyIbHas;

BEKTOpHas;

MaTpUyHasl.

[Ipu aHanmu3e aTaku Ha OOBEKT BBIACISIOT:

HCTOYHUK aTaku (+):


https://fstec.ru/normotvorcheskaya/akty/53-prikazy/702-prikaz-fstek-rossii-ot-11-fevralya-2013-g-n-17?highlight=WyJcdTA0M2NcdTA0M2VcdTA0MzRcdTA0MzVcdTA0M2JcdTA0NGMiLCJcdTA0NDNcdTA0MzNcdTA0NDBcdTA0M2VcdTA0MzciLCJcdTA0M2NcdTA0M2VcdTA0MzRcdTA0MzVcdTA0M2JcdTA0NGMgXHUwNDQzXHUwNDMzXHUwNDQwXHUwNDNlXHUwNDM3Il0=
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/obespechenie-bezopasnosti-kriticheskoj-informatsionnoj-infrastruktury/288-prikazy/1608-prikaz-fstek-rossii-ot-25-dekabrya-2017-g-n-239?highlight=WyJcdTA0M2NcdTA0M2VcdTA0MzRcdTA0MzVcdTA0M2JcdTA0NGMiLCJcdTA0NDNcdTA0MzNcdTA0NDBcdTA0M2VcdTA0MzciLCJcdTA0M2NcdTA0M2VcdTA0MzRcdTA0MzVcdTA0M2JcdTA0NGMgXHUwNDQzXHUwNDMzXHUwNDQwXHUwNDNlXHUwNDM3Il0=
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/obespechenie-bezopasnosti-kriticheskoj-informatsionnoj-infrastruktury/288-prikazy/1702-prikaz-fstek-rossii-ot-14-marta-2014-g-n-32?highlight=WyJcdTA0M2NcdTA0M2VcdTA0MzRcdTA0MzVcdTA0M2JcdTA0NGMiLCJcdTA0NDNcdTA0MzNcdTA0NDBcdTA0M2VcdTA0MzciLCJcdTA0M2NcdTA0M2VcdTA0MzRcdTA0MzVcdTA0M2JcdTA0NGMgXHUwNDQzXHUwNDMzXHUwNDQwXHUwNDNlXHUwNDM3Il0=

—  cpeny pOBEACHUS aTaKH;

—  OOBeKT araku (+);

—  TEeXHUYECKHE CPEeICTBA JUIsl IPOBEICHUS aTaKu.

15.  Kourpoaupyemas 30Ha - 3T0:

—  MPOCTPAHCTBO MPEObIBAHUS COTPYIHUKOB OPraHU3aLIUU BO BpeMs pabodero THS;

—  MPOCTPAHCTBO (TEPPUTOPHS, 3aHHE, YACTh 3[JaHHs, IOMEIIECHUE), B KOTOPOM HCKITIOUEHO
HEKOHTPOJIMpYyEeMOe MpeObIBaHHE MOCTOPOHHUX JIMIL, a TAK)K€ TPAHCIIOPTHBIX, TEXHUYECKHX W HHBIX
MaTepuaIbHBIX CPEACTB (+);

—  MPOCTPAHCTBO, B KOTOPOM BEJETCSI BUCOHAOIIOACHNE;

—  oXpasseMasi TeppUTOPHsl, 3aHHe, YaCTh 3/1aHUs, TOMEIICHUE,

- MOMEIIEHUE, B KOTOPOM pa3MelleHbl TEXHUUYECKUE CPEJCTBA 00bEKTa UH(POPMATHU3AIIIH.
16.  Bwuasl undopmanmonHoi 6€301acHOCTH:

—  TepcoHalbHas, KOPIOpaTUBHasl, TocyrapcTBeHHast (+)

—  KIIMEHTCKasl, CepBEpHasi, ceTeBas;

—  JIOKaJbHas, TI00abHasl, CMEeIIaHHAS;

—  YacTHasl, KOMIUIEKCHasl.

17. Uemum  undopmammoHHOW  OE30MACHOCTH —  CBOEBPEMEHHOE  OOHapy>KEHHeE,
MpeIyIpexIeHuE:
— UHCcaifilepcTBa B OpraHu3aluy,
— HECaHKIIMOHUPOBAHHOTO JIOCTYyMA (+);
— YpE3BBIYANHBIX CUTYALUH;
— TepeKoIUpoBaHUs HHPOPMAIIH.
18.  Ceprudukar cCOOTBETCTBHS - 3TO:
— JOKYMEHT B OyMa)XHOM BUJIE, CO/ICPKAIUI CBEICHUS O (U3NYECKOM JIUIIE;
— JOKYMEHT, COJICp KAl 3JIEKTPOHHYIO TOANHUCH (GU3UIECKOTO JIUIIA;
— JOKYMEHT, YJOCTOBEPSIOMIMKA COOTBETCTBHE OOBEKTa TPEOOBAaHHMAM TEXHUYECKHX
pErJIaMEeHTOB, HOPMATUBHBIX JOKYMEHTaM 110 3aiurte nHpopmarmu (+);
— JIOKYMEHT, CO/Iep KaIlliii OJMHUCh YOCTOBEPSIOIIETO EHTpa.
19. CK3U ObIBaIOT CIIETYIONIUX KIaCCOB:
- Al;
- KL ()
- B2;
- 2.
20.  Ha Bpewms otcyrctBus nonb3oBarenein CK3U momxHbL:
—  yJanuaTbes;
— OBITh HE aKTUBHBI (BBIKJIIFOYEH MOHHUTOD);
—  TIPW HAIAYUH TEXHUYECKOH BO3ZMOKHOCTH OBITH BBIKIIOUCHBI, OTKIIFOYCHBI OT JTMHUA
CBSI3M U YOpaHbI B OlleuaThIBAEMbIC XpaHUIHUINA (+);
—  OBITh 320JIOKMPOBAHBI.
21.  Kem ocymecTBiIseTcsl KOHTPOJbL 3a CoONrojeHreM npaBmwi moibs3oBanus CK3U u
YCJIOBUM MX MCTIOJIb30BAHUS?
— oOnazareneM M Mmojb3oBareraeM(oTpeOuTeNneM) 3alniaeMoi nupopMamu;
— @CBb Poccuy;



22.

23.

24.

—  ®Cb Poccun, obnamgareneM U mojib3oBareseM (MOTpeOUTeNeM) 3aIluaeMon
uapopmanuu (+);

— @®CTOIK Poccun.

Brnanenen ceprudukara Kiro4a MOIIMHCH 00s3aH:

— XPaHUTh B TAalHE 3aKPBITIA KIIHOY AJIEKTPOHHON noAmnucHu (+);

— XPaHUTh B TAallHE OTKPBITHIA U 3aKPBITHIN KIIFOU 3JICKTPOHHOM MOJITUCH;

— XPaHUTh B TAallHE OTKPBITHINA KIFOY AJIEKTPOHHOU TIOIHCH;

Yro moATBEpKAACT IOPUIHMUECKYIO 3HAYMMOCTbD IEKTPOHHOW TOJIHCH B IOKyMEHTE?

cepTu(UKaT KIFo4a MPOBEPKU dICKTPOHHOM moanucH (+);

OTKPBITBHIN KJIXOU IIPOBEPKH JIEKTPOHHOM IOIIINCH;

JOTOBOP OKa3aHHUs yCIIYT;

cxema JIOCTOBEPHOU TIOIITHCH.

VY I0CTOBEpSIONMNI I[IEHTpP, BBIIABIIMKA CEPTUPHUKAT KIHOYA TPOBEPKU DIICKTPOHHOU

IIOAIIMCH, 00s13aH AHHYJIUPOBATH €TO:

0 3asBJICHHUIO B MUCHMEHHOM (hopMe JIF000T0 MOIb30BaTeNsT HHPOPMATMOHHOM
CUCTEMBI,

YIIOCTOBEPSIOLINIA IEHTP HE UMEET IpaBa aHHYIUPOBaTh ceprudukatst JlI;

110 3asBJICHHUIO B MUCHbMEHHOW (hopMe BIIaieTIbIla cepTUHUKATA KITF0YA TPOBEPKH

ANIEKTPOHHOU Toamnucu (+);

110 3as4BJICHUIO PYKOBOAUTCIIA OpraHu3aliu, COTPYAHUKOM KOTOpOfI ABJIACTCA BJIaACIICH

ceptuduKaTa KIIroua MPOBEPKH JIEKTPOHHOM ITOIHCH;

25.

Hmeer mm IOPUIUYCCKYIO CUITY BJJICKTPOHHAA HOANHNCH, €CJIM OHa HMCIIOJIB3YCTCA HC B

COOTBCTCTBHUH CO CBCACHUAMM, YKA3aHHBIMHA B CepTI/I(i)I/IKaTe:

26.

217.

28.

uet (+);

HE BCer/a,

na.

Xam-pyHKIUSA - 3TO:

3JIEKTPOHHAs! MTOJIMTUCh JOKYMEHTA,

JTOKYMEHT, COIEPKaIIHiA AIEKTPOHHYIO TIOIMHICH (PU3NYIECKOTO JINIIA,
GbyHKIHSI, 0TOOpaXKaroIIas CTPOKH OUT B CTPOKH OUT (DUKCHPOBAHHOM THHBI (+);
CTpoKa OMT, coJiepKaliast JIEKTPOHHYIO HOIHCh.

CK3U ObIBaIOT CIIEAYIONIMX KIIACCOB:

Al;

K1 (+);

B2,

2.

Kakoii acmekt wuH(popManmoHHOW Oe3omacHOCTH (MMOMHMO TpeX CTaHJAPTHBIX:

KOH(HIEHIINATIBHOCTb, LIEIOCTHOCTh M IOCTYIHOCTh) obecneunBaeTcst C3U ViPNet?

29.

— HJICHTUYHOCTb,

—  CarocCTaBJIAEMOCTb;

—  ayTeHTHYHOCTH (+);

— PpaBHO3HAYHOCTD.

JIJ1s 4ero MCIoJb3YITCS aCHMMETPHYHBIC aliTOPUTMBI udpoBanus B cucteme ViPNet?
—  TOJIyYeHHUS ITOJMUCH a0OHEHTOM;



— JUIs Iepeayr HHPOPMAIMU TI0 OTKPHITBIM KaHaJIaM CBSI3H;
— Uit oOMeHa KJItoyaMu M poBaHus v AIEKTPOHHOU noanucu (+);
— U1 TYHHEITUPOBAHUSL.
30. B dgem cocToar npo0iaeMbl CHMMETPUYHOTO MH(PPOBaHUA?
— B 0OeCIICUeHUH JOBEPCHHOI JJOCTAaBKH Kiro4el (+);
— B COXPAaHCHMHU B TalHE KIKOYEH JIEKTPOHHOM IOJIINCH;
— B POCTE KOJIMYECTBA KJIFOUEH C POCTOM YHMCIIa ToJIb3oBaresiei (+);
— B HEJOBEpUHU AOOHEHTOB APYT APYTY.
31. K kakomy Tumy cereit otHocsiTcst cetn ViPNet?
— BHpPTyaJIbHOMY (+);
— I00anbHOMY;
—  3aKpBITOMY;
— KOpPHOPAaTUBHOMY.
32.  Jns gero ucnonbdyercs Kpunrekc:
— U1 UQpPOBaHUs JOKYMEHTA;
— JUISl TIOJTYYCHUS SJIEKTPOHHOM MOIMUCH B YAOCTOBEPSIOIIEM [ICHTPE;
— JUIS CO3/IaHMsI DJIEKTPOHHOM MOINUCH JOKYMEHTa (+);
— IS TIOJTyYEHUS cepTU(HKATA ITOJIb30BATEIIS.
33. Jnst uero HyxHa nporpamma Kpunrtollpo CSP:
— 1 paboThI Ha TOCYAAPCTBEHHBIX MopTaiax (+);
—  OTIPaBKHU OTYETHOCTH B HAJIOTOBYIO (+);
— JUISl pETUCTPALIMK OHJIAH-KAacChl B HAIOTOBOI (+);
—  3JIGKTPOHHOT'O JJOKyMEHTO00OpOTa ¢ KOHTpareHTamu (+);
— — y4acTus B JIEKTPOHHBIX TOprax (+).

6) munoeble meopemuuecKue 6onpocot:

1. Kakue HOopmaTuBHBIE JOKYMEHTHI B cepe KpunTorpapuueckoi 3aiuTbl HHPOpMAIUH
Be1 3Haere?

2. HazoBute Buapl mudpoBaibHbIX (KpUNTOrpaUyecKux) CpeACTB KpUOTOrpaduyecKoi
3alIUThI UH(OPMALIHH.

3. Kakyto mHpoOpMaIuio a0KeH cojepkaTh cepTU(UKAT KI0Ya MPOBEPKH AJIEKTPOHHOU
HOJIUCH?

4. Ha3zoBute BuAbI 3JI€KTPOHHBIX NOAMUCEN U ONMUIINTE UX.

5. [Ipy KakuMX YCIOBHAX WCIOJB30BAHUE KPHUNTOTPAPUUECKHX CPEICTB  3aIIUTHI
nH(popmanuu o043aTeIbHO B COOTBETCTBUU C 3aKOHOATENLCTBOM PD.

6. KakoB nopsi1ox o1ieHKH yrpo3 6e30macHOCTH HHQOpMAaIiH?

7. [lepeuncnure prcku HHGPOPMAITMOHHOHN 0€30M1aCHOCTH.

8. Bunsl kpunrorpaduyeckux cucTeM.

9. KeM npoBouTes oneHka yrpo3 06e3onacHocTd HHGpOpMauu?

10.  IlpunHimmnsl pa3pabOTKU MOJIETH YIPO3.

11.  Cxema npoBeneHHs OLIEHKH yrpo3 6€30MaCHOCTH WH(OpPMAIIHH.

12. VcxomHble MaHHBIE U ONpPEACICHUS HETaTHBHBIX TOCIEACTBUN OT peaHu3aldyd YIrpo3

6e30MacHOCTH HH(OPMALIUH.



13.
14.
15.
16.
17.
LlenoctHOCTSD.
18.
19.
20.
21.
22.
23.
24.
25.
26.
217.
28.

OcHOBHBIE BU/IbI HApYIIHUTENEH 0€30acCHOCTH MHPOPMAIIUH, ITOIJICIKAIINE OIICHKE.
Kareropuu Hapymmreneir 6e30macHOCTH HHPOPMALIUH.

CyObekTbl HHPOPMAITMOHHOMN 0€30MaCcHOCTH.

OCHOBHBIE COCTABIISIONINE HHPOPMALMOHHON O€30MaCHOCTH .

OcHoBHBIE TOHATHA  Kpunrorpaduyeckoro mporokona. KoH(puaeHIHaTbHOCTS.
Aytentudukanus. [{udpposas moanuce.

Anroputm pabotet CK3U VipNet kineHT.

TyHenupoBaHue.

TpebGoBanus Kk KpuntorpadhUIECKUM X eI -(yHKIIHIM.

Xemr-¢pyakuus MD4 u MDS.

IToctpoenne VPN-cereii.

[Mpununst padotsr CK3U KpuntolIPO.

Anroputm pabotsl CK3U VipNet kiueHT.

Pa6ora nporpammel VipNet Coordinator.

. UudpactpykTypa oTKphIThIX Kitoueit PKI.

Kpocceprudukanys yrnocToBepsOUINX [ICHTPOB.

TexHonoruu ayreHTU(HUKALINY.

Tunoeguvie KOHmMpOJ/libHblEe 3A0aHUA UIU UHbLE mamepuaiibl

Tumnosble 3aJaHUS M BONPOCHI /IVIsl 3a4eTa M0 JUCHHUILIHHE (CBOAHBIN CITHCOK)
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18.
19.

20.
21.

OCHOBHBIE TIOHATHS U OTIPEIEIECHUS.

OCHOBHBIE TIOHSTHS U OTIPENICIICHUS 110 KITI0YY U KIFOUYEBBIM JJOKYMEHTaM.
OcHOBHBIE 33124 KPUNITOTpaQHH.

KondpuneHmaipHOCTb.

CHUMMETpPUYHBIE U ACCUMETPUYHBIC KPUITTOCUCTEMBI.

Bunae! kpunrocucrem.

LleaocTHOCTS.

AyTeHTH QUKL

OeKTpOHHAs OJHCE.

. YIIpaBiieHUE CEKPETHBIMU KiltouaMu. [IpensapurenbHoe pacnpeaeneHue KIrouen.

. OTKpBITOE pacnpesiesieHne KIoYei.

. Cxema paznieneHnust cekpera.

. UndpactpykTypa oTKpBITHIX KiItouei. CepTugukarsl.

. LleHTpHbI cepTrdukanuu.

. MexayHapoHble CTaHAAPTHI 1O MHPOPMAITMOHHON OE€30MaCHOCTH.

. Poccuiickie HopMaTUBHO-TIPaBOBbIE JOKYMEHTHI 110 3allUTe HHPOPMALIUH.

. Poccuiickne HOpMaTHBHO-TIPaBOBbIE JOKYMEHTBI IO KpHUITOrpaduyecKoil 3amuTe

UHpOpMaLINH.

TpebGoBaHUsI K IMLIEH3UATY B 00JIACTH KpUNITOTpaduiecKor 3aluThl HH(OPMAIUH.
JIOKyMEeHTBl [UIsl TOJY4YeHMs] JUIEH3UM B 00JacTH KpUNTOrpauuecKoil 3aIuThl
uH(pOpMaLIUH.

[ToHsiTHE CHMMETPUYHON KPHUNTOCHCTEMBI.

[TonsiTHE acCUMETPUYHON KPUIITOCUCTEMBI.



22. Anroputm J{uddu-Xenmana.

23. Kpunrorpaduueckuii anroputm «Marma

24. Kpunrorpaduueckuii anroputm «Ky3HeunK»

25. Undpactpykrypa OoTKphIThIX Kirouei PKI.

26. DNeKTpOHHAs OJMKCh U €€ IPUMEHEHHE.

27. Bubl 37IEKTPOHHBIX MTOAHUCEH.

28. Cpencraa mudpoBanus nHGOpMAIMK Ha KECTKHUX auckax (Ha npumepe Secret Disk).
29. Ycranoka u Hactpoiika CK3U1 Kpunrollpo.

30. Ucnonp3oBanue Kpunrollpo npu nepenave nHpopMauy B BBIYUCIUTEIBHBIX CETSX.
31. Ycranoska u Hactpoiika CK3U VipNet kiuenra.

32. UcnonszoBanue CK3U VipNet npu nepenade nHOpMALUK B BBIYUCIATEIBHBIX CETSX.
33. MexcereBbie okpanbl CK3U «KoHTHHEHTY.

CocraBun
CTapIlui npenojasarenb Kadeapsl
«MupopmanmoHHas 6e30MaCHOCTH T.1. Kanunkuna

Onepatop 340 000 "Komnahus "TeH3op"
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