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(peccroHanbHON 00pa3oBaTENbHON IPOTrPAMMBI.

1. OBIIME ITOJIOKEHUA

OreHOYHBIE MAaTEPHATIBI — 3TO COBOKYITHOCTh y4€OHO-METOINIECKUX MATEPHAIIOB
(KOHTPOJIBHBIX 3aJaHHH, OMMMCAHUKN (HOPM U MIPOIIEAYDP), MPETHAZHAUYCHHBIX JJIS1 OICHKH
KauecTBa OCBOEHUS OOYYaIOMIMMUCS JAHHOW AUCIUILUIMHBI KaK 4YaCTU OCHOBHOW MpO-

[lenb — OIEHUTHh COOTBETCTBUE 3HAHUM, YMEHUM U YPOBHS MPHOOPETECHHBIX KOM-
NeTeHIni, o0y4Jaromuxcs neynsm u Tpedoanusm OITOIT.
OcHoBHas 3a7a4a — 00€CIEUUTh OIEHKY YPOBHS C(OOPMUPOBAHHOCTH OOIIEKYJIb-
TYpPHBIX, 001IeTPOodhEeCCHOHANBHBIX U MPOGHECCHOHATBHBIX KOMIIETEHITUMN.
KoHTpoas 3HaHuil 00ydYaromuxcs MpoOBOJUTCA B (opMe MPOMEKYTOUHOM arTe-
CTaIluH.
[IpoMexxyTouHasi aTTeCTalys N0 JUCIHUIIMHE OCYUIECTBIISICTCS MPOBEACHUEM dK-
3aMecHa.

2. ITACHHOPT ®OHJIA OHEHOYHBLIX CPEACTB 110 JUCIHUIIJIMHE (MO-

AYJIIO)
KoOHTpo/IpyeMBIe pasieis! (Tembl) aucun- | Kox kontpoaupye- | HAUMeHOBanme
n/n INJIMHBI MOl KOMIICTCHIIMU OLICHOYHOI'0
(pe3ybTaThl 1O pa3aeiam) (nsm eé yacrTm) MeponpHSATHS
1 2 3 4
1 | Tema 1. Beenenue B IUCHUILIAHY IK-1.1 OK3aMeH
2 | Tema 2. OCHOBBI KOMIIBIOTEPHBIX CETEH IIK-1.1 DOK3aMeH
3 | Tema 3. MoHHUTOPHUHT COOBITHI HH(DOPMa- [K-1.2 JK3aMEH
ITMOHHOM 0€30MacCHOCTH
4 | Tema 4. TexHM4YeCKUE CpeaCTBA OOHAPY- [K-1.2 DK3aMEH
YKCHHSI BTOP)KCHUH
> | Temas.C P ML €
ema 5. Craaus ataku «Pa3Benkay K3aMEH
8 8 MK-1.2
6 Tera 6. C IK-1.1 3
ema 6. Cramqus araku «/locTtaBkay K3aMEH
8 a TK-1.2
7 IIK-1.1
Tema 7. Cranus ataku « OKCILTyaTays OK3aMeH
I1K-1.2
8 Tema 8. MeToabsl aBTOMAaTH3aIliH BBISBIIC- IK-1.1 DK3aMCH
HUS MHIMIEHTOB b MK-1.2
9 | Temao. Craguu araku «3apaxeHue, 3a- lK-1.1 DK3aMeH
KpeIUieHUe, YHUUTOKECHHUE CIICIOB) [K-1.2
10 | Tema 10. Texmuxu Kpa)kyl YYETHBIX JaH- lK-1.1 JK3aMeH

HbIX nosib3oBaresei B OC Windows

[1K-1.2




3. OIMCAHUME NOKA3ATEJIEV 1 KPUTEPUEB OLIEHVUBAHUS
KOMIETEHIIUN
ChopMUPOBAHHOCTh KaXJOW KOMIIETEHLIIMM B paMKax OCBOCHHUS JaHHOU
JAUCHHUIIIIMHBI OHCHHUBACTCSA 110 TpGXYpOBHGBOﬁ HIKaJIC:

1) TOpOTOBBII YPOBEHB SIBISICTCS OOS3aTENBHBIM IJII BCEX OOYYAIONIMXCS IO
3aBEPILIECHUN OCBOEHUS JUCLUUIUINHBL

2) TPOABHWHYTHI YpPOBEHb XapaKTEPU3YeTCs IMPEBBIICHUEM MUHHUMAIBHBIX
XapaKkTepUCTUK CHOPMUPOBAHHOCTH KOMIETEHIIMA 1O 3aBEpUICHHUH OCBOCHUSA
TUCLUIUINHBL

3) OSTaJOHHBI  YpOBEHb  XapaKTEPU3yeTCs  MaKCHMajlbHO  BO3MOXKHOM
BBIPAKEHHOCTBIO KOMIIETEHIIMI U SIBJISETCS Ba)XKHBIM Kau€CTBEHHBIM OPHUEHTHPOM IS
CaMOCOBEPIICHCTBOBAHHSI.

YpoBeHb 0CBOCHMSI KOMIIETEHIUH, (P OPMUPYEMBbIX IUCHMILIIMHOMN:

Onucanue Kpumepuees u Kajivbl OyeHUBAHUA meopemuieckKkoco sonpoca.

HlIkana ouenuganusn Kpurepuii

- BBICTABJISIETCS CTYICHTY, KOTOPBIM aJI TOJHBIM OTBET HA
3 6aia BOIIPOC, MTOKa3aJl IMyOOKHUE CHUCTEMaTU3UPOBAHHBIC 3HA-
(3TaJIOHHBIN YPOBEHB) |HUS, CMOT HPUBECTHU MPUMEPBI, OTBETUII HA JOTOJIHU-

TCIIbHBIC BOIIPOCHI ITPCIIOAABATCIIA.

- BBICTABJISICTCS CTYIEHTY, KOTOPBIM JaJI ITOJHBIM OTBET HA
7 Gamia BOITPOC, HO Ha HEKOTOPBIE TOMIOJIHUTENBHBIE BOIPOCHI
(MpOABUHYTHIN YPOBEHB) |IPENOJABATENSI OTBETUI TOJIBKO C TOMOUIBIO0 HABOASIINX

BOTIPOCOB.

- BBICTABJISICTCS CTYICHTY, KOTOPBIM J1aJl HeTIOJIHBIM OTBET
1 Gamn

9 Ha BOIIPOC B OMJIETE U CMOT OTBETUTH Ha JOTIOJIHUTEb-
(IOpOTOBBII YPOBEHB)

HBIC BOIIPOCHI TOJIBKO C ITIOMOIIBIO IIPCIIOAAaBaATCIIA.

- BBICTABJISICTCS CTYICHTY, KOTOPBIM HE CMOT OTBETHTH Ha
0 GatoB

BOIIPOC

Ha sk3amen evinocumcsa uemvlpe meopemuueckux eonpoca. MaKCUMalbHO
CTYJEHT MOXeT HaOpaTh 12 GamnoB. ITOroBelif cymMMapHbIi 0alll CTy/IE€HTa, MOTy4YeH-
HBIA TPU TPOXOXKICHUU MPOMEKYTOUHOM aTTecTaluy, MEPEeBOAUTCA B TPAJAULIUOHHYIO
GopMy O cHCTEME: «OTIUYHOY», «XOPOIIO», «yJAOBIECTBOPUTEILHO» U «HEYIOBIIETBO-
putensHo». [1Ikana nepeBoia 6ajI0B B OILICHKU:

oT 10 1o 12 6a110B - «OTINYHOY,



oT 7 10 9 6aJIoB - «XOPOIIIOY;
oT 3 10 6 6aJIOB - «yJAOBJIETBOPUTEIIHLHOY;
MeHee 3 0aJlIOB - «HEYIOBJICTBOPUTEIHHOY

4. TUITIOBBIE KOHTPOJIBHBIE 3A/IAHUA NN UHBIE
MATEPHUAJIbI

4.1. IlIpomesccymounas ammecmayus (IK3amen)

Koabi Pesynomamut oceoenus OIIOI
KOMIIETEeH UM Cooepoicanue komnemeHuyuil
K-1.1 [IpoekTupyeT cpecTBa U CUCTEMbl HH(POpMaTH3aIuY B 3aIUIICH-
' HOM HUCITOJIHEHUU
K-1.2 [IpoekTupyeT CUCTEMBI 3alUTHI UHPOPMAIIMK HA O0BEKTaX UH-

dbopmaruzanuu

Tunoevie meopemudecKue eonpocuolt.

1.
2.

9.

Yro Takoe koMmbroTepHas cetb? Uem ormuuaercss LAN ot WAN?

Janite onpenenenne cetu HtepHer. fBnserca mu cetb MaTeprer LAN nimm
WAN.

3. Uem mozens OSI orimnuaercs ot monenu TCP/IP?
4,

Ousnueckuii ypoBeHb mozaenu OSI. Kak mpuHATO Ha3plBaTh JaHHBIE Ha
JAHHOM ypOBHE?

Kananpubiii ypoBeHb Mojenu OSI. Kak mpuHATO Ha3plBaTh JIaHHBIE Ha
JAHHOM YpOBHE?

CeteBoii ypoeHb mojaenu OSI. Kak npuHsATO Ha3bIBaTh JAHHBIC HA JAHHOM
ypOBHE?

Tpancnoptasiii ypoBeHb moaenu OSI. Kak npuHsTO Ha3piBaTh JaHHBIE Ha
JAHHOM ypOBHE?

CeancoBsiii ypoBeHb Monenu OSI. Kak mnpuHSATO Ha3biBaTh JaHHBIE Ha
JAHHOM ypOBHE?

Yposenb npencrasinenuss mogenu OSI. Kak mpuHSATO Ha3bIBaTh JTaHHBIE Ha
JAHHOM ypOBHE?

10.[Tpuknagnoit ypoBenb mojnenu OSI. Kak npuHSATO Ha3bIBaTh JTaHHBIE Ha

JAHHOM YpOBHE?

11.Yr1o Takoe uHKancymsuus’?
12.Yto Takoe nopt? Ha xakom ypoBHe OSI ricionbs3yeTcs u 1J1s 4ero.
13.ITporokon HTTP. YUem URL otmuuaercs ot URI? Yem HTTP otnugaercs ot

HTTPS.

14.TTpotokon DNS. B dyem 3akimrouaercss MEpapXUYHOCTh PadOThl JaHHOMU

CITY>KOBbI?

15.IIporokon DHCP. Urto Takoe BpeMst apeHabl?
16.I1porokon POP3. Kakue nopTsl o ymoauanuto ucnosibzyer POP3 u POP3S?
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17.ITporokon IMAP. Kakoii nopT uCnoJyib3yeTcsi 0 yMOJTYaHUIO?

18.1Iporokon SMTP. Kakoii mopT UCIIOIB3yeTCs O YMOITYaHUIO?

19.I1porokon SSH. Kakoif mopT UCoab3yeTcs 0 YMOTYaHUIO?

20.IIporokon FTP. Kakoit mopT ucoias3yercst 1o yMOI4aHUIO?

21.ITpotokon IP. Ha xakom ypoBHe OSI paboraer? Kakue Bepcuu CymecTByroT
U YeM OTJIMYaIOTCs?

22 .ITpotokon UDP. Ha kakom ypoBHe OSI padotaet? Uem otnuyaercst ot TCP?

23.ITporoxon TCP. Ha xakom ypoBue OSI padoraer? Uem otnuuaercst or UDP?

24.Yto Takoe ceteBoit koHIeHTpaTop? Ha kakom ypoBae OSI paboraet?

25.Yto Takoe ceteBoit kommytatop? Ha xakom ypoBae OSI paboraer?

26.Yto Takoe ceteBoit mapmpytuzatop? Ha xakom yposae OSI paGoTaet?

27.Y9to Takoe VLAN?

28.Yto Takoe VPN?

29.Yem VLAN otnuuaercs ot VPN?

30.Kak pa6oraet mpotokon ARP?

31.Yto Takoe MAC ampec?

32.Yto Takoe IP ampec?

33.NAT. lns uero HyHa JaHHAs TEXHOJIOTHUS U Kak paboTaer?

34.]laliTe ompeneneHue CIEAYIOIMMM TOHATHAM: «3amura HHPOPMALUN,
«CucTreMsl 3aITUTHI HH(POpMAITUN

35.Cucremsl knacca HIDS. OcHoBHBIE (PyHKIIMY U HA3HAYEHUE CUCTEMBI.

36.Cuctemsl knacca NIDS. OcHoBHble (YyHKIIUM ¥ Ha3HAYCHHE CHCTEMbI. Yem
IPS otnmnuaercs ot IDS?

37.Cuctembl kiacca Antivirus. OCHOBHBIE (DYHKIIMH U CIIOCOOBI BBISBICHUS
BIIO.

38.Cucrembr kmacca DLP. OcHOBHbIE ypOBHU KOHTPOJII W METOIbI aHAIHM3a
JTAaHHBIX.

39.Cuctembr knmacca WAF. Ilpumepsl BUIIOB yIrpo3, OT KOTOPBIX MOMKET
3amuTuTh WAF.

40.Cucremnl knacca Proxy. Buawl cepBepoB Proxy. Kak wucmonw3ytorcs s
3amuThl HHGOpMaIu?

41.Cucremsl knacca Firewall. [TpuHITMner orpaHuyeHus J0CTyIa K pecypcam.

42.Cucrembl knacca Vulnerability Scanner. OcHOBHbIE 3alaydl ¥ METOJbI
CKaHUPOBAHUS.

43.Cuctemsl kiacca Sandbox. Kak gaHHBIE CHCTEMBI MOYKHO KCIIOIB30BATh IS
3alUThl UHGOpMaIu?

44.Cuctemsl kiacca SIEM.

45.9t1o Takoe Cyber-Kill Chain. Kak ncnonbs3yeTcst 17151 BBISIBJICHUS HHIIUIACHTOB
UB?

46.]Jlaiite onpenenenue moHsATHio «Muumnent Wb». Jlns dero HeoOxomammo
MPOBOAUTH paccieoBaHue UHIUAEHTOB YB?

47.Nmap. Ha kakux cTaausix aTakd MOXKET HCIOJIb30BaThca? (OCHOBHBIE
BO3MO>KHOCTH UHCTPYMEHTA.

48.Enumeration techniques. Ha kakux ctagusix aTaku MOXKET HCTOJIb30BATHCS?
Kaxyro nndopmaruio MOKeT MOTyYUTh 3TOYMBITUICHHHUK U IS 9YeT0?



49. Brute-force. Ha xakux ctagusix ataku MOXET HCMOJb30BaThbes? [lo xakum
IPOTOKOJIAM MOKET OCYIIECTBIIATHCSA aTaka U noyemy?

50.Kakumu kaHallaMH 3J0YMBIIUIEHHUK MOXET OCYIIEeCTBUTH AoctaBKy BIIO
BHYTpb 3amuiiaemMoro nepumerpa? Kak mnpu 3ToM MOXKET ObITh
UCIOJIb30BaHa COlIMANIbHAS MHXKEHEpusi?

51.Yrto Takoe skciutyatanus yszsumoctei? Kakue ObIBatoT 3KCIIIOUTHI?

52.Yto Takoe Payload 1 yem oH oTiMuaeTcst OT IKCIIOUTa?

53.11o xakum npuszHakam MokHO BeISIBUTH BI1O Ha 3amumaemom xocte? Kakue
C3U nu1st 3TOro MOKHO HCIOJIb30BATH?

94.Kak g BbIABICHUS WHUUJECHTOB Vb MOXHO HCHOJB30BaTh PEMyTAIUIO
BHeIIHUX pecypcoB cetu MutepHeT? Uto Takoe C&C?

55.Ut0 Takoe MOBBILIEHWE MPUBWIETHA? [l Kakux CTaauil XapaKTepHbI
ofo0HbIE aTaku?

56.Yto Takoe Persistence? J{nst kakux cTaguil XapakTepHbI IOJIOOHBIC aTaKu?

57.0numure npumMep crnocoda MoBHIIECHUS TPUBUIICTUH.

58.UT0 Takoe «Murpanus», s 4ero UCroib3yeTcs 3JI0YMBIIITICHHUKAMU?

59.Uto Takoe Pivoting, 115 4ero UCMoib3yeTcs 370YMBIIUIEHHUKAMU ?

60.0OnuimTe TaKTUKU 3JI0YMBIINIJICHHUKA, HCIOJNb3YeMbI€ [JISl YHUUYTOXKECHUS
CJIEJIOB.

61.Yro Takoe SAM B OC Windows? Kakue ataku Ha SAM wMoryt
MCIIOJIb30BATHCS 37I0OYMBIIUICHHUKAMH U 3a4€eM.

62.3a uto orBeuaet ciyx06a LSASS B8 OC Windows. Kakue cyiecTByIOT pucku
NB? cBs3annbIe ¢ 3TOM CyK00M1?

63.Yto Taxkoe NTDS.DIT? Kakpe arakm MOTYT MCHOJIB30BaThHCSA
3MOYMBINIJICHHUKAMU 1 329€M.

64.SBnsiercs mu ucnonbzoBanue npotokonaa NTLM Ge3onacHbiM 1 mouemy?

65.11potokon Kerberos. Jlaitre onpenenenus nousitusim: KDC, TGT, TGS.

66.0nuimTe BO3MOXHOCTH HUHCTpyMeHTa Mimikatz.

67.0numurre npuHIMI npoBeaeHus ataku DCSync.

68.OnuimuTe TpUHIKII TpoBeaeHus aTaku PTH.

69.0OnummTe TpUHIMI NpoBeaeHus aTaku Kerberoasting.

70.Onummte ocHoBHBIE TpUHITUIEL «Password Cracking»

CocraBun
Crapmmii npenonasarens kadeapst Ub /ML.A. TlaBnyHun/

3aBenyrouuii kadeapoit Ub /B.H. IIpxeropauHckuii /
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