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Pacnpeaeﬂeﬂne YacoB JUCHHUIIJIMHBI IO CeEMeCcTpam

Cemectp
(<Kypc>.<Cemectp 10 (5.2)
Ha Kypce>) Hroro
Henens 16
Bun 3anstuii vII PII v PII

Jlekruu 48 48 48 48
JlabopaTopHubie 16 16 16 16
[MpakTryeckne 32 32 32 32

Wuas kouTakTHAS 0,35 (0,35 (0,35 |0,35
pabora

KoncynbprupoBanue |2 2 2 2
nepes SK3aMeHOM H

IIPaKTUKOHI

Uroro ayn. 98,35 198,35 (98,35 198,35
Konrakrnas pa6ora |98,35 198,35 [98,35 [98,35
Cawm. paboTa 46 46 46 46
Yackl Ha KOHTPOJIb 35,65 | 35,65 | 35,65 | 35,65
Uroro 180 (180 [180 |180

r. Pa3ans




[porpammy cocTaBui(u):
cm. npen., [laerynun Makcum Anamonvesuy

Pabouast mporpaMma ANCIUTUINHEL
Mertoabl U cpecTBa 00HAPYKEHHMsI BTOPKeHUIl B ABTOMATU3HPOBAaHHbIE CHCTEMbI
paspaborana B cootBercTBuH ¢ ®T'OC BO:

®I'OC BO - cnienmanuret no crenuaibaoctd 10.05.03 MadopMannonHas 6€30MacHOCTh aBTOMATH3UPOBAHHBIX cHCTeM (IIPHKa3
Munobpaayku Poccun ot 26.11.2020 r. Ne 1457)

COCTaBJICHa Ha OCHOBAHHMH Y4eOHOTO IIJIaHa:
10.05.03 UHO®OPMALIMOHHA I BESOITACHOCTb ABTOMATU3NPOBAHHBIX CUCTEM
YTBEPKIECHHOTO YIEHBIM coBeTOM By3a oT 26.01.2024 mpotokom Ne 8.

Pabouast nporpamma o00peHa Ha 3aceiaHiy Kadeapsl
HNudopmanuonHoii 6e30nacHOCTH

IIporokon o 17.06.2024 r. Ne 12
Cpok neiictBust nporpammsbl: 2024-2030 yu.r.
3aB. kadeapoii [Ipxkeropnunckuii Buktop Hukonaesuu



Buzuposanue PII/] 1y1g ucnosiHeHus B 04epeIHOM y4eOHOM roay

Pabouas mporpamma nepecMoTpeHa, 00Cyx IeHa U ooOpeHa st
ucnoyHenus B 2025-2026 yueGHOM rofy Ha 3acegaHuy Kadeapsl
HNudopmanuoHHoii 6e30macHOCTH

IIporokom o __ 20251, Ne

3aB. xadenpoit

Buzuposanue PIIJ] 1Jis1 MCIOJIHEHHSI B OYepeTHOM YUeOHOM roay

Pabouas mporpamMmMa riepecMOTpeHa, 00CykIeHa U 0JJ0OpeHa IS
ncnonaenns B 2026-2027 yueOHOM roy Ha 3acemaHnu Kaheapol
HNupopmanuoHHoii 6e30MaCHOCTH

IIpoTokom ot ___ 2026 r. Ne

3aB. xadenpoit

Buzuposanue PIIJI nJis1 MCIIOJIHEHHMSI B OYepeJHOM Y4eOHOM roay

Pabouas mporpamMmMa repecMoTpeHa, 00CykIeHa 1 0J00peHa [is
ucnoyiHenus B 2027-2028 yueGHOM rofy Ha 3acegaHuu Kadeapsl
HNudopmanuonHoii 6e3onacHocTH

[Iporokom o ___ 2027 . Ne

3aB. kadeapoii

BusupoBanue PIIJ] 1J1s1 MCIOJIHEHHSI B OYepPeTHOM YUeOHOM roay

Pabouas mporpamMMa repecMoTpeHa, 00CykIeHa U 0J00peHa Jis
ncnonaenns B 2028-2029 yuebHOM roay Ha 3acemaHuu Kaheapol
HNudopmanuonHoii 6e3onacHocTH

IIpoTokomor ___ 2028 r. Ne

3aB. kadenpoii




1. IIEJIM OCBOEHMSI TUCLIUILIAHBI (MOIY.JIST)

1.1|Ienpto ocBOCHHS JIUCIIUTUIMHBI SIBIIIETCS TIOMydeHHE 00yUJaIONTUMUCS 3HAHUH B 00J1acTH OOHAPYKCHHS JEHCTBUI
3JI0YMBIIIJICHHUKOB TIPH UX BO3JEHCTBUU Ha BHIYHUCIUTEIBHBIE CETH, HEOOXOIUMBIX [UIsl PEILICHNUS 3a/1a4 00ecTIedeHust
WHPOPMAMOHHON 0€30MTaCHOCTH B MPO(PECCHOHANBHON NeSTeIHHOCTH.

1.2|3agavamMu JTUCHMITIHHBL ABISIOTCS .

1.3]- nomyueHne TeOpETHUECKUX 3HAHUH O OCHOBHBIX NMPHU3HAKaX CETEBBIX BTOPXKEHHUN U aTaK;

1.4]- momydeHne TEOPETUUCSCKUX 3HAHUI O OCHOBHBIX CHCTEMaX 3alUThl HH)OPMAIIMU U ME-XaHH3MOB, IPUMCHSIEMBIX IS
MIPOTHBOACHUCTBUS peaTU3aIiy aTaK;

1.5]- TMOJTYYCHNE TCOPETUICCKUX 3HAHHMI O OCHOBHEIX TaKTHUKaX M TEXHHUKaX 3JIOYMBIIIIJICHHU-KOB JIA p€ajin3aliy aTak.

2. MECTO JUCHHUIJIUHBI (MOJY.JISI) B CTPYKTYPE OBPA3SOBATEJIBHOM IPOI'PAMMBI

Hux (pazmen) OIT: |Bl.B

2.1| TpeGoBaHus K NpeABAPUTEIHLHON MOAT0OTOBKE 00y4aI0IIErocs:

2.1.1|HayuHo-uccnenoBarenbckas paboTa

2.1.2|I1pon3BOACTBEHHAS TIPAKTHKA

2.1.3|Mogenu yrpo3 u HapymuTenei 6e3omacHocTH HHPOopMA 00HEKTOB HHYOPMATH3ANN

2.2| Jucuuminnbl (MOIYJIM) H MPAKTUKH, JUIsI KOTOPHIX 0CBOEHHE TAaHHON TUCIMILUIMHBI (MOIYJIsl) HEOGX0TUMO KaK
npeauiecTByo1Iee:

2.2.1|TToaroroBKa K MpOIEAype 3aIIUTH U MPOLEAYPa 3alIUThI BBITYCKHOH KBaTH()UKAIIMOHHON pabOThI

2.2.2|IIpeaaumioMHas MpakTUKA

3. KOMIIETEHIIMY OBYYATIOIIETOCSI, ®OPMHUPYEMBIE B PE3YJIbTATE OCBOEHHUS T CLIATIJINHBI
(MOJY.JIST)

IIK-4: Cnoco0eH pa3padaTbiBaTh CHCTEMbI 3alIIUTHI HH(POPMAIUM ABTOMATU3HMPOBAHHBIX, UCIOJIB3YyeMbIX B TOM YHCJIE HA
00beKTaX KpUTUYecKOoi HHGPOPMALMOHHON HH(PPACTPYKTYPHI, B OTHOIIEHHUH KOTOPBIX OTCYTCTBYET HE00X0IMMOCTh
TMPUCBOEHUSI UM KATErOPUH 3HAYMMOCTH

IIK-4.1. TectupyeT cucTeMbl 3aIIUTHI HHPOPMALUM ABTOMATH3HPOBAHHBIX CHCTEM

3HaTL

- COBpEeMeHHbIE HH(POPMAIMOHHBIE TEXHOJIOTUH (ONepAIlMOHHBIE CUCTEMBbI, 0a3bl JAHHBIX, BBIYUCIUTEIILHBIC CETH);

- CIT0COOBI peai3aui HeCAHKIIMOHUPOBAHHOTO JIOCTYTA K HH()OPMAIHK U CIIeIHAIbHBIX MPOrPAMMHBIX BO3JACHCTBHI Ha
HH(OPMAIINIO U €€ HOCHTENIN B ABTOMATU3UPOBAHHBIX CUCTEMAX;

- OCHOBHBIC KJIACCHI M BHBI YSI3BHUMOCTEH MPOrPaMMHOI0 00€CIICUeHUSI.

YMmern

- pa3pa6aTBIBaTB KOHUICIIIHUIO CpeI[CTB U CUCTEM I/IH(bOpMaTI/I?,aHI/II/I B 3allIMIUICHHOM UCIIOJIHCHUU.

Baagers

- HaBbIKAaMHU (POPMHUPOBAHUS TPEOOBAHUI K CPEJCTBAM M CHCTEMaM MH(GOPMATHU3AIMH B 3aIUIICHHOM HCIIOJHCHUH.

IK-4.3. Pa3pabaTsiBaeT IKCIIYaTAIHOHHYIO TOKYMEHTAIMI0 HA CHCTEMbI 3aIUTHI HH(OPMAIINHA ABTOMATH3HPOBAHHBIX
cucTeM

3HaThL

- YA3BUMOCTU WH(POPMAIIMOHHBIX CHUCTEM,

- METOJIBI 3aIIUTH MH(POPMAITUH OT YTEUKH IT0 TEXHUICCKUM KaHaJlaMm;

- mporpaMMHBbIe (ITPOTPaAMMHO-TEXHUYECKUE) CPEICTBA 3al[UTHl ABTOMATH3MPOBAHHBIX CUCTEM OT HECAHKIIHOHUPOBAHHOTO JOCTYIIa
K HHPOPMAIIMHU U CICIHATBHBIX IPOTPAMMHBIX BO3JICHCTBUII Ha HEe.

YmMmeTnh

- IPOBOIUTH aHAJIK3 yrpo3 6e30nacHOCTH HHMOPMAIUK Ha 00BbEKTE HHPOPMATU3AIHH.

Baagers

- HABBIKAMU Pa3pabOTKH aHATUTHYECKOTO0 000CHOBAHUS HEOOXOJUMOCTH CO3/JAHUS CUCTEMBI 3alUTHl HHYOPMAIHH HA 00BEKTE
uadopmaruzanuu (Moeau yrpo3 6e301MacHOCTH HHPOPMAIHH).

IIK-5: Cnocoden pazpadaTbIiBaTh CHCTEMbI 3alIUTHI HHPOPMALUM ABTOMATH3MPOBAHHBIX CHCTEM, HCIOJIb3YeMbIX B TOM
YHCJIe Ha 00beKTaX KPUTHYECKOH MH(POPMAIMOHHOI HH(PPACTPYKTYPHI, B OTHOLICHHH KOTOPBIX OTCYTCTBYeT
He00X0IMMOCTh MPHUCBOEHUS UM KATEroOpuy 3HAYUMOCTH

IIK-5.1. O6ocHOBBIBaET HEOOXOAMMOCTH 3AIUTHI HHPOPMALIMU B ABTOMATU3UPOBAHHON cucTeMe




3HaTh
- COBpPEMCHHBIC HH(POPMAMOHHBIC TEXHOJIOIHH M CPEICTBA 3alUThI HH(POPMALINY;
- (hakTOPBI, BO3CHUCTBYIONIME HA 3aIUINAEMY0 HHPOPMAIHIO B aBTOMAaTU3UpOBaHHbIX cuctemax (AC).

Ymersn

- ONIPEIEISITH KJIACcC 3AIIUICHHOCTH aBTOMATH3UPYEMOH CHCTEMBI.
Baagernb

- HaBBIKaMHU (OpMHpOBaHUs TpeboBaHM K 3amuTe nHpopMmanuu B AC.

IIK-5.3. Pa3paGaTpiBaeT apXHTEKTYPY CHCTEMBI 3aIUTHI MHPOPMALMH ABTOMATH3NPOBAHHON CHCTEMBI

3HaTh
- (hakTopBI, BO3ACHCTRYIOIIKE HA 3anuiacMyto nHGopMalwio B AC;
- METOABI U cIIOCO0BI, 00caenoBanus ycinouit pyHknuonupoBanus AC.

Ymernb
- ONPEJEISITh YIPO3bl 6€30MacHOCTH HHPOPMAIMU B 00beKTaX HHYOPMATH3ALIUH.
Baagernb
- HaBBIKaMH (POPMHUPOBAHUS TIepeUHs yrpo3 Oe3omacHoCTH nHpopMannu, odpadaTsiBaemoii B AC.

B pe3yJibTaTe 0CBOCHUS TUCHUTIIMHBI (MOTYJIsI) 00YYAIOMIMIICS I0KEH

3.1|3naTn:

3.1.1]- COBPCMCHHBIC I/IH(l)OpMaLII/IOHHLIG TCXHOJIOTHH (OHepaHI/IOHHHe CHCTEMBI, 0a3bl JAaHHBIX, BEIYHUCIIUTCIIBHBIC CGTI/I);

3.1.2|- crioco0bl peanu3anyy HeCAHKIIMOHUPOBAHHOTO AOCTYIA K MHPOPMAIMU U CIIEHAIBHBIX IPOrPaMMHBIX BO3ACHCTBUI Ha
nH(pOpMannIo U ee HOCUTENN B aBTOMATU3UPOBAHHBIX CUCTEMAX;

3.1.3|- OCHOBHBIE KJIACCHI U BUIbI yf[SBI/IMOCTCﬁ IporpaMMHOTO obecreueHus.

3.1.4]- ysa3BUMOCTH WHPOPMAIMOHHBIX CHCTEM;

3.1.5- MeToxBI 3aUTHl HHPOPMAIIMHU OT YTEUKH 110 TEXHUYECKUM KaHaJlaM;

3.1.6|- mporpammHsbie (IPOrpaMMHO-TEXHHYECKUE) CPEICTBA 3AlUTHI ABTOMATH3UPOBAHHBIX CUCTEM OT HECAHKIIMOHUPOBAHHOT'O
JOCTyTa K HHGOPMAIIMK U CTICIIUATBHBIX IPOTPAMMHBIX BO3JCHCTBUI HA HEe.

3.1.7|- coBpemeHHbIe HH)OPMALMOHHBIE TEXHOJIOTHH U CPEICTBA 3alIUThl HHPOPMAINY;

3.1.8]- dakTopkl, BO3IEHCTBYIOIINE Ha 3AIMIIAEMYI0 HHPOPMALIHIO B aBTOMAaTH3UpOBaHHbBIX cucteMax (AC).

3.1.9]- dakropsl, Bo3ACHCTBYIOIIKE HA 3amuiiaeMyto nHdopMmalwio B AC;

3.1.10]- meTop! 1 criocoObl, 00cenoBanus yciuoBuitl pyHkiuoHupoBanus AC.

3.1.11

3.2|Ymern:

3.2.1]- paSpa6aTLIBaTL KOHICIIHUIO CPEACTB U CUCTEM I/IH(l)OpMaTI/ISaI_II/II/I B 3allIMIIICHHOM HCIIOJTHCHHUU.

3.2.2|- npoBoaMTH aHAU3 YIpo3 Oe30macHOCTH HH(pOpMaNUU Ha 00beKTe HHOPMATH3ALIUH.

3.2.3|- onpenensaTh KiIacc 3alIMIIEHHOCTH aBTOMATU3UPYEMON CHCTEMBI.

3.2.4]- onpenensTs yrpo3sl 0€30MaCHOCTH HHPOPMAIUHU B 00BEKTaX HH(PpOPMAaTH3AINH.

3.3|Baanersn:

3.3.1|- HaBBIKaMH (HOPMUPOBAHUS TPEOOBAHUI K CPEACTBAM M CHCTEMaM MH(POPMATH3AIMH B 3aI[UIIICHHOM HCIIOJHEHNH.

3.3.2|- HaBBIKaMH Pa3pabOTKH aHAJUTHYECKOTO 000CHOBAHHMSI HEOOXOIUMOCTH CO3JIaHMsI CUCTEMBI 3allUThl HHQOpMALUK Ha
o0bekTe nHpopMaTH3aLMHU (MOJIEIH YIpo3 6e30MacHOCTH HH(POPMALIHN).

3.3.3|- HaBbIKamMu (OpMHUpPOBaHUs TpeOOBaHUH K 3amuTe nHpopmaryu B AC.

3.3.4|- HaBbIkamMu (OPMHUPOBAHUSI IIepeyHs yrpo3 Oe3onacHocTH nHpopMmanuy, oopadaTeiBaemoii B AC.

4. CTPYKTYPA U COAEP)XAHUE JUCLHUIIJIMHBI (MOAYJIS)

Kopg HaumenoBanue paszaenos u trem /Bua 3ausitusi/ | Cemectp /| Yacos | Komneren- | JIureparypa Dopma
3aHATUSA Kvpc 00701 KOHTDOJISA
Pa3nen 1. BBeneHue B THCHHILTHHY

1.1 Beenenue B qucuuiuiuny. /Temal/ 10 0




1.2

Ienp u3yueHwus, 3aJa41 U MECTO TUCIUIIMHBI B
CTPYKType OCHOBHOH MpodecCuoHaATbHON
00pa3oBaTeIbHOM NIPOrPaMMbI MOATOTOBKU
CHEUAJIMCTA 0 3alUTe HHPOPMAIHH.
[TnanupyeMbie pe3yabTaThl 00yUESHUS 110
JUCIUIUIAHE. BUas! n 00bEMBI yueOHOH pabOTHI 1
cojiepKanne UCIUTUIHHBL. /JIex/

10

[1K-5.1-3
I1K-5.1-y
I1K-5.1-B
I1K-5.3-3
IIK-5.3-Y
I1K-5.3-B
[1K-4.1-3
[1K-4.1-y
I1K-4.1-B
[1K-4.3-3
I1K-4.3-Y
I1K-4.3-B

JI1.1J11.2

J11.3J12.1

J12.2 J12.3
3132

Koncmekr
JICKITAH.

1.3

U3yuenne koucmekra sekmuit. /Cp/

10

I1K-5.1-3
IK-5.1-y
I1IK-5.1-B
I1K-5.3-3
IIK-5.3-Y
I1K-5.3-B
[1K-4.1-3
[K-4.1-y
I1K-4.1-B
[1K-4.3-3
I1K-4.3-Y
I1K-4.3-B

JI1.1J11.2
JI1.3712.1
J12.2 J12.3

MTOJITOTOBKA
KOHCIIEKTa IO
BOIIpOCaM
Tembl. Kpatkuit
OIpocC MO TeMe
Ha
KOHCYJIbTall! K
9K3aMeHY.

Pa3gen 2. OcHOBBI KOMIIBIOTEPHBIX CeTel

2.1

OCHOBBI KOMITBIOTEPHBIX ceTeit /Temal

10

2.2

BBenenne B OCHOBBI KOMITBIOTEPHBIX CETEHH.
OCHOBHBIE TIPOTOKOJIBI IIPUKJIAJHOTO YPOBHS CTEKa
TCP/IP. OcHOBHBIE ITPOTOKOJIBI TPAHCIOPTHOTO,
CEeTeBOro U KaHambHOro ypoBHst creka TCP/IP.
CeteBoe 00opymoBanue, npuHiplnel padoTel. Vian
u VpNn, npuHIHMITE TocTpoeHus cetell. [lepenaua
MaKEeTOB Ha CETEBOM M KaHaJbHOM ypOBHsIX. /JIek/

10

I1K-5.1-3
[IK-5.1-Y
I1K-5.1-B
[1K-5.3-3
I1K-5.3-Y
I1K-5.3-B
[1K-4.1-3
[1K-4.1-y
I1K-4.1-B
[1K-4.3-3
I1K-4.3-y
I1K-4.3-B

JI1.1J11.2

J1.3J12.1

J12.2 J12.3
3132

Koncmekr
JIEKLIUH.

2.3

Pa3paboTka cXxeMbl CeTH 3alluIiaeMoi
undpactpykrypsi /TIp/

10

[1K-5.1-3
IK-5.1-y
[1K-5.1-B
[1K-5.3-3
I1K-5.3-y
I1K-5.3-B
[1K-4.1-3
[1K-4.1-y
I1K-4.1-B
[1K-4.3-3
IK-4.3-y
I1K-4.3-B

JI1.1J11.2

JI1.3]12.1

J12.2 J12.3
3132

VYeTHbll onpoc
1o
Teme.PenieHue
3aaau.llpoBepka
JIOMAILHETr O
3a/1aHusl.

2.4

M3yueHune KkoHCTIEKTa JIEKIUH
IToaroToBka Kk NPakTUYECKOMY 3aHITHIO
TloaroroBka K sK3aMeHy

/Cp/

10

[K-5.1-3
[1K-5.1-y
[1K-5.1-B
[1K-5.3-3
[1K-5.3-Y
I1K-5.3-B
[1K-4.1-3
[1K-4.1-y
I1K-4.1-B
I1K-4.3-3
I1K-4.3-Y
I1K-4.3-B

JI1.1J11.2

JI1.3712.1

J12.2 J12.3
01052

MIOJITOTOBKA
KOHCIIEKTA 110
BOIIPOCAaM
Tembl. Kpatkuit
OIIPOC IO TEME
Ha
KOHCYJBTaI[H K
9K3aMeHy.

Paznen 3. MOHHTOPHHT COOBITHIA
HH(OpPMAIINOHHOM 0e30MaACHOCTH




3.1 MoOHHUTOPHHT COOBITHI MHPOPMALIMOHHON 10
6e3omacuoctu /Temal/

3.2 Bunb cucreM 3amuTsl nHGOopMaIuu. [IpuHITUIBI 10 I1K-5.1-3 JI1.1J11.2 KoHncnekr
paOOThI U UCTIONIL30BAHMS CUCTEM 3aIlUTHI [IK-5.1-Y JI11.3J12.1 JIEKITUH.
uapopmanuu: Host IDS, Network IDS/IPS, I1K-5.1-B J12.2 J12.3
Antivirus, Data Loss Prevention, Web Application I1K-5.3-3 D192
Firewall, Proxy, Firewall, Vulnerability Scanner, I1K-5.3-y
Sandbox, SIEM. IIpuHIKIIE! BEI-SIBJIEHUS aTak Ha [IK-5.3-B
ocuose monenu Cyber-Kill Chain. Co6situs UB u [1K-4.1-3
WX aHaJW3 Ij4 BeIABIeHUS atak. ManuaeHTe! Ub. [1K-4.1-Y
CriocoGrI pearnpoBanust Ha uHIAeHTH UB. /JTex/ IK-4.1-B

[1K-4.3-3
[1K-4.3-Y
I1K-4.3-B

3.3 PaccranoBka cucTeM 3aIuThl HHQOPMAIIUN IS 10 I1K-5.1-3 JI1.1J11.2 | YcrHBIHR ompoc
obecnieuennst Mb B 3auumaemoii HHGpacTpykType IK-5.1-y JI1.3712.1 o
Mp/ IK-5.1-B JI2.2 12.3 | teme.Pemenne

I1K-5.3-3 2132 3amau. llpoBepka
[1K-5.3-VY JIOMAIIHETO
[1K-5.3-B 3alaHus.
[1K-4.1-3

[1K-4.1-Y

[1K-4.1-B

[1K-4.3-3

I1K-4.3-y

I1K-4.3-B

3.4 N3yyeHne koHCTIEKTa KU 10 T1IK-5.1-3 JI1.1J11.2 MOATOTOBKA

IToaroToBKa K MpakKTHIECKOMY 3aHITHIO IK-5.1-Y JI1.3J12.1 KOHCIIEKTA TI0
IK-5.1-B J12.2 J12.3 BOIIpOCaM

ITonroToBka K 3K3aMeHy [1K-5.3-3 2192 TeMmbl. Kpatkuit

[Cp/ IK-5.3-Y OIpOC IO TeMe

I1K-5.3-B Ha
T1K-4.1-3 KOHCYJIbTAIlH K
[1K-4.1-y 9K3aMEHY.
I1K-4.1-B
I1K-4.3-3
I1K-4.3-y
[1K-4.3-B

Pa3nen 4. Texundeckue cpeAcTBa 00HAPYKeHUS

BTOP:KeHU M

4.1 TexHuueckue cpecTBa 0OHAPYKEHUS BTOPIKCHHUN 10
[Temal

4.2 ApxuTekTypa u o0miee ornmrcaHue CTeKa 10 [K-5.1-3 JI1.1711.2 Koncmekr
texHosoruit ELK. M3ydenue arentos amns cbopa [1K-5.1-Y JI11.3712.1 JIEKIIUH.
undopmanuun ¢ OC Windows, Linux. JlorupoBaue IK-5.1-B J12.2 J12.3
OC Windows, moJuTHKY ayIuTa. T1K-5.3-3 D132
W3zyuenune Bo3mMokHOCTEH Sysmon. M3yuenne IK-5.3-y
Bo3MoxHocteit cuctembl Network 1DS Suricata. IK-5.3-B
Ipusrimmne: paboTsr ¢ korconsio Kibana mst [1K-4.1-3
noucka 1 aHanuza coosrtuit Ub. Pazpa-6oTka [1K-4.1-y
3anpocoB Ha si3eike Query DSL. M3yuenue [IK-4.1-B
MPUHIUIIOB pa3paboTKH IaHeel BU3yann3a-1Iuu [1K-4.3-3
coObITnii. M3y4yenue oOIuUX NPHHIUIIOB [1K-4.3-Y
pPa3BOPAYMBAHMS UHCTPYMEHTOB JJI1 MOHUTOPHHTA I1K-4.3-B

Y IMarHOCTHKU HEUCTIPABHOCTEM.
[Tex/




4.3 3HaKOMCTBO CO CTEHAOM JJII MOHUTOPHUHTA 10 TIK-5.1-3 JI1.1 J11.2 VYerHblii onpoc
coObrtuii UB /Tp/ IK-5.1-Y J11.3712.1 1o
IIK-5.1-B J12.2 J712.3 teme.Pemenne
I1K-5.3-3 2132 3anad.lIpoBepka
IK-5.3-Y JTOMAIITHEr O
[1K-5.3-B 3alaHus.
I1K-4.1-3
[K-4.1-y
IK-4.1-B
I1K-4.3-3
IK-4.3-y
I1K-4.3-B
4.4 M3ydyeHne KOHCIIEKTa JICKITHI 10 T1K-5.1-3 JI1.1 J11.2 IOATOTOBKA
IToaroToBka K NpakTUUYECKOMY 3aHSITHIO IK-5.1-y JI1.3712.1 KOHCIIEKTa 110
IK-5.1-B JI2.2 J12.3 BOIIpOCaM
TToaroToBka K 3K3aMeHy I1K-5.3-3 2132 TeMbl. KpaTkuit
/Cp/ [1K-5.3-Y OIPOC MO TeME
I1K-5.3-B Ha
T1K-4.1-3 KOHCYJIbTallUU K
[K-4.1-y 9K3aMeHY.
I1K-4.1-B
I1K-4.3-3
IK-4.3-yY
I1K-4.3-B
Pasgen 5. Craaus araku «Pa3Beaka»
5.1 Cranus ataku «Passenka» /Tema/ 10
5.2 M3ydyeHne TaKTHK ¥ TEXHHK 3J0YMBIIUICHHAKA Ha 10 I1K-5.1-3 JI1.1J11.2 KOHCIIEKT
craauu «Pa3Benka». M3yueHne Bo3-MOXKHOCTEH [IK-5.1-Y JI11.3712.1 JIEKITUH
nHcTpyMeHTa Nmap. M3ydeHne TeXHUK U IK-5.1-B J12.2 J12.3
MHCTPYMEHTOB SHyMepaluu HHdopma-1uu. [1K-5.3-3 2192
W3ydeHne TeXHUK U HHCTPYMEHTOB, [IK-5.3-Y
ucnoib3yembix npu Brute-force arakax. /Jlex/ I1K-5.3-B
I1K-4.1-3
IK-4.1-y
I1K-4.1-B
I1K-4.3-3
I1K-4.3-Y
IK-4.3-B
5.3 MeToab!l BEISIBICHHS aTak Ha ctanuu «Pa3Benkay. 10 T1K-5.1-3 JI1.1 J11.2 YcTHBI ompoc
Mp/ IK-5.1-y J11.3712.1 o
IK-5.1-B J12.2 J712.3 TeMe.Perenne
I1K-5.3-3 2132 3amau. IlpoBepka
[1K-5.3-Y JIOMAIIHETO
I1K-5.3-B 3aIaHus.
IK-4.1-3
I1K-4.1-y
IK-4.1-B
[K-4.3-3
I1K-4.3-Y
IK-4.3-B
5.4 M3yueHmne KOHCIIEKTa JICKITUH. 10 T1K-5.1-3 JI1.1J11.2 MOATOTOBKA
IToaroToBka K MPaKTUYECKOMY 3aHSATHIO [1K-5.1-y JI1.3712.1 KOHCIIEKTA 110
IK-5.1-B J12.2 J712.3 BOTIpOCaM
IToaroroBka k sK3aMeHy [1K-5.3-3 2192 Tembl. Kpatkuit
ICp/ IK-5.3-Y OIIPOC TIO0 TEME
I1K-5.3-B Ha
T1IK-4.1-3 KOHCYJIbTAalluH K
[1K-4.1-y 9K3aMEHY.
IK-4.1-B
I1K-4.3-3
[1K-4.3-Y
I1K-4.3-B

Pa3nexn 6. Cragus ataku «/JocraBka»




6.1

Cragus ataku «Jlocraska» /Tema/

10

6.2

Crioco6s1 nocrasku BITO. Buab! ucroHseMbIX
¢aiinos. Kanasst gnocrasku BI1IO. /Jlex/

10

I1K-5.1-3
IK-5.1-y
I1K-5.1-B
[1K-5.3-3
I1K-5.3-Y
I1K-5.3-B
[1K-4.1-3
IK-4.1-y
I1K-4.1-B
[1K-4.3-3
[1K-4.3-Y
I1K-4.3-B

JI1.111.2

JI1.3712.1

J12.2 J12.3
01032

Koncmekr
JIEKLIUH.

6.3

MeTo/b! BBISBICHHS aTaK Ha cTaqun «JocTaBKay»
Mp/

10

[1K-5.1-3
IK-5.1-y
I1K-5.1-B
[1K-5.3-3
ITK-5.3-Y
I1K-5.3-B
[1K-4.1-3
[1K-4.1-Y
I1K-4.1-B
[1K-4.3-3
I1K-4.3-y
I1K-4.3-B

JI1.1J11.2

JI1.3]12.1

J12.2 J12.3
3132

VYcerHbll onpoc
1o
Teme.Pemenue
3anau.lIpoBepka
JIOMAILHET O
3a/1aHUS.

6.4

N3yueHne koHCTIEKTa JEKLIMI
IToaroToBka K NPakTUYECKOMY 3aHITHIO

IMoaroToBKa K dK3aMeHy
/Cpl

10

[1K-5.1-3
IK-5.1-y
I1IK-5.1-B
I1K-5.3-3
IIK-5.3-Y
I1K-5.3-B
[1K-4.1-3
[1K-4.1-y
I1K-4.1-B
[1K-4.3-3
I1K-4.3-Y
I1K-4.3-B

JI1.1J11.2

JI1.3]12.1

J12.2 J12.3
2192

MOATOTOBKA
KOHCIIEKTA TI0
BOIIpOCaM
tembl. Kpatkuit
OIIpocC MO TeMe
Ha
KOHCYJIbTAIlH K
JK3aMeHy.

Pazgen 7. Cragusa aTaku «KCIIyaTaIHD»

7.1

Cranus ataku «kcrutyatanus» /Temal

10

7.2

Buapl skcmioiiToB. TakTUKK U TEXHUKU
3JI0YMBIIICHHUKOB TP SKCILTyaTallnu
ysizBuMocteit. M3yuenne Metasploit Framework,
MSFvenom, MSF Multi handler. Cioco6st
(hopMupoBaHKS NOJE3HOH HArpy3Ku. [IpuHINTIEI
B3aUMOJICHCTBHS 370yMBIIITIEHHUKOB C
CKOMITPOMETHPOBAHHBIMH cucTeMamu. /JIek/

10

[K-5.1-3
[1K-5.1-y
I1K-5.1-B
[1K-5.3-3
[1K-5.3-Y
I1K-5.3-B
[1K-4.1-3
[1K-4.1-y
[1K-4.1-B
I1K-4.3-3
[1K-4.3-Y
I1K-4.3-B

JI1.1J11.2

J1.3J12.1

J12.2 J12.3
2192

Koncmekr
JIEKLIUH.

7.3

MeTtoabl BHISIBJICHHS aTak Ha CTaAUH
«Okcmnyaranust». /[TIp/

10

[K-5.1-3
[K-5.1-y
I1K-5.1-B
I1K-5.3-3
I1K-5.3-Y
I1K-5.3-B
[1K-4.1-3
[K-4.1-y
I1K-4.1-B
[1K-4.3-3
I1K-4.3-Y
I1K-4.3-B

JI1.1J11.2

J11.3J12.1

J12.2 J12.3
3132

VYeTHbli onpoc
1o
Teme.Pernenue
3aaau.lIpoBepka
JIOMAILIHETr o
3aJIaHusl.




7.4 N3yueHune KOHCIIEKTa JIEKIUI 10 TIK-5.1-3 JI1.1 J11.2 MOATOTOBKA
IToAroToBKa K MPAKTUYECKOMY 3aHSTHIO IK-5.1-y JI1.3J12.1 KOHCIIEKTA TI0
IIK-5.1-B J12.2 J12.3 BOIIpOCaM
TToaroToBka K 3K3aMeHy I1K-5.3-3 2132 TeMbl. KpaTkuit
/Cp/ [1K-5.3-Y OIPOC O TeME
[1K-5.3-B Ha
I1K-4.1-3 KOHCYJIbTAITUH K
[1K-4.1-y 9K3aMeHy.
[1K-4.1-B
[1K-4.3-3
[1K-4.3-Y
I1K-4.3-B
Pasnen 8. MeToabl aBTOMATH3AIMH BLIABJICHUS
uHuugenTos Ub
8.1 MerTtons!l aBTOMAaTH3AIMH BBISIBIIEHHAS HHIIMIEHTOB 10
B [Temal
8.2 W3yueHne NpUHIUIIOB aBTOMAaTU3aLlUH BBISIBICHUS 10 [1K-5.1-3 JI1.1J11.2 Koncnekr
nanuaeHtos Vb, npumensemsix B SIEM cucremax. IK-5.1-y JI1.3712.1 JeKIui.
Pa3paboTka mpaBui1 aBBTOMaTH3UPOBAHHOTO I1K-5.1-B J12.2 J12.3
BBISIBJICHHS HA MIPUMeEpe MocUC-TeMBbl « CUTHAID. [1K-5.3-3 2192
1JTex/ [1K-5.3-Y
I1K-5.3-B
I1K-4.1-3
[K-4.1-y
[1K-4.1-B
[1K-4.3-3
I1K-4.3-y
[1K-4.3-B
8.3 Pa3paboTka npaBui aBTOMaTU3UPO-BaHHOTO 10 [1K-5.1-3 JI1.1J11.2 | YcrHslii onpoc
BoIsiBIeHUst nHnuaeHToB Ub /TIp/ [1K-5.1-Y JI11.3712.1 o
IIK-5.1-B J12.2J12.3 | teme.Pemenne
[IK-5.3-3 2132 3amad.llpoBepka
IK-5.3-y JIOMAIITHEro
I1K-5.3-B 3aIaHus.
IK-4.1-3
[K-4.1-y
[1K-4.1-B
[1K-4.3-3
[1K-4.3-Y
[1K-4.3-B
8.4 N3y4eHne KOHCTIEKTa JICKIIHN 10 T1K-5.1-3 JI1.1 J11.2 IOTOTOBKA
IToaroToBKa K MpakTHYECKOMY 3aHSITHIO [1K-5.1-y J11.3]12.1 KOHCTIEKTa 110
IK-5.1-B J12.2 J712.3 BOTIpOCaM
[ToaroroBka k sK3aMeHy [IK-5.3-3 2132 Tembl. Kpatkuit
ICp/ IK-5.3-Y OIPOC IO TEME
[1K-5.3-B Ha
T1K-4.1-3 KOHCYJIbTallU K
[1K-4.1-y 9K3aMEHY.
[1K-4.1-B
I1K-4.3-3
[1K-4.3-Y
I1K-4.3-B
Pa3gen 9. Craguu atakm «3apakeHnmue,
3akpensieHne, YHUUYTOKEHUE CJIEOB»
9.1 Craguu ataku «3apaxenue, 3aKperieHue, 10

Yuuurtoxenue cinenos» [Temal




9.2 OnucaHue TaKTUK ¥ TEXHUK 3JI0yMBIIIJIEHHUKOB Ha 10 [1K-5.1-3 JI1.1J11.2 Koncnekr
cTausx «3apakeHue, 3aKperuieHue, Y HUITOXEHHE [1IK-5.1-VY J11.3712.1 JICKITAH.
cienoBy. M3ydyeHre OCHOBHBIX METOJIOB U IIK-5.1-B J12.2 J12.3
WHCTPYMEHTOB MOCT-3KcInTyaTanuu B OC I1K-5.3-3 2132
Windows. Tpunmumns: o6xoma UAC u noBbILICHUS I1K-5.3-y
npuBWICTHH. [IPUHITUITEI MUTPAITUH TTIOJIE3HOM I1K-5.3-B
Harpysku B mporeccsl OC Windows. Crioco6sl I1K-4.1-3
3aKpeIUIeHHs! 37I0yMBIIIJICHHUKOB Ha [1K-4.1-y
CKOMITPOMETUPOBaHHOM cucTeMe. M3ydenune [IK-4.1-B
npuHimnos Pivoting. Coco6sl co3nanus [1K-4.3-3
HeJleru-TUMHBIX nonb3oBaresneil B OC. CrocoOst I1K-4.3-Y
YHUUYTOKCHUS CIICIOB 3I0YMBIIUTICHHHKOM. /JIek/ I1K-4.3-B

9.3 MeTobI BRIBIICHUS aTaK Ha CTAIUAIX «3apakeHue, 10 T1K-5.1-3 JI1.1 J11.2 Oryer nio JIP,
3akperuieHue, Y HUUTOXEHUE Clie 0By /J1ab/ [IK-5.1-Y JI1.3J12.1 Bamura JIP.

IK-5.1-B J12.2 J12.3
I1K-5.3-3 3132
I1K-5.3-y

IK-5.3-B

[1K-4.1-3

IK-4.1-y

I1K-4.1-B

[1K-4.3-3

IK-4.3-yY

I1K-4.3-B

9.4 M3ydyeHne KOHCIIEKTa JICKITHI 10 T1IK-5.1-3 JI1.1 J11.2 IOATOTOBKA

IToaroToBKa K NpakTUUYECKOMY 3aHSITHIO [IK-5.1-Y J11.3]12.1 KOHCTIEKTa 110
IK-5.1-B J12.2 J12.3 BOIIpOCaM

ITonroToBka K 3K3aMeHy [1K-5.3-3 2192 TeMmbl. Kpatkuit

[Cp/ IK-5.3-Y OIpOC IO TeMe

I1K-5.3-B Ha
T1K-4.1-3 KOHCYJIbTAllUU K
[K-4.1-y 9K3aMEHY
I1K-4.1-B
I1K-4.3-3
I1K-4.3-y
I1K-4.3-B

Paznen 10. TexHUKHM KpaKu YYeTHBIX TaHHBIX

noJab3oBateneid B OC Windows

10.1 TexXHUKY Kpa)Ky YYETHBIX JaHHBIX I10J1b30BaTEIEH 10
B OC Windows /Tema/

10.2 OO1mye NpUHIMITBI XPAHEHNS YUETHBIX JJaHHBIX B 10 [K-5.1-3 Koncnexr
OC Windows. V3ydeHre MpHHITHITOB IK-5.1-y JIeKUUH.
ayreHTH(uKauu o nporokoiam NTLM, [1K-5.1-B
Kerberos. M3y4eHne TEXHUK U HHCTPYMEHTOB [1K-5.3-3
3J10-YMBIIIIEHHUKOB [UIsl M3BJICUSHHUS YYETHBIX I1K-5.3-Y
JaHHBIX nonk3oBatenei. /Jlex/ [1K-5.3-B

[1K-4.1-3
[1K-4.1-y
IK-4.1-B
TK-4.3-3
[1K-4.3-Y
TK-4.3-B
10.3 Merto1bI BBISIBICHUS] TEXHUK KPaXH YUETHBIX 10 TIK-5.1-3 Oruer no JIP,
JIAHHBIX MOJb30Barenei /J1a6/ [IK-5.1-V 3ammra JIP.
IK-5.1-B
I1K-5.3-3
I1K-5.3-Y
IK-5.3-B
[1K-4.1-3
[1K-4.1-y
I1K-4.1-B
[1K-4.3-3
I1K-4.3-yY

I1K-4.3-B




10.4

N3yueHune KOHCIIEKTa JIEKIUI
IToAroToBKa K MPAKTUIECKOMY 3aHSATHIO

TloaroroBka K sK3aMeHy
/Cpl

10

[1K-5.1-3
I1K-5.1-y
I1K-5.1-B
I1K-5.3-3
IIK-5.3-Y
I1K-5.3-B
[1K-4.1-3
[1K-4.1-y
I1K-4.1-B
[1K-4.3-3
I1K-4.3-Y
I1K-4.3-B

MIOATOTOBKA
KOHCTIEKTA 110
BOIpOCam
Tembl. Kpatkuit
OIpocC MO TeMe
Ha
KOHCYJIBTAIlNH K
JK3aMEHY

Pa3gen 11. KoHTposb, MOATOTOBKA K K3aMeHY

111

KouTtposb, moaroroska k sk3ameny /Tema/

10

11.2

IMoaroTtoBka K sk3ameHy /Ix3amen/

10

35,65

I1K-5.1-3
[1IK-5.1-y
I1K-5.1-B
I1K-5.3-3
IIK-5.3-Y
I1K-5.3-B
[1K-4.1-3
[K-4.1-y
I1K-4.1-B
[1K-4.3-3
I1K-4.3-Y
I1K-4.3-B

JI1.1J11.2

J1.3712.1

J12.2 J12.3
2192

Usyuenue
BOIIPOCOB.

Pa3gen 12. Unas koHTAKTHAasi padoTa

121

Wuas konTaktHast padora /Tema/

10

12.2

Ipuem sx3amena /MKP/

10

0,35

[K-5.1-3
[1K-5.1-y
I1K-5.1-B
[1K-5.3-3
I1K-5.3-Y
I1K-5.3-B
[1K-4.1-3
[1K-4.1-y
I1K-4.1-B
[1K-4.3-3
I1K-4.3-y
I1K-4.3-B

JI1.1J11.2

J1.3712.1

J12.2 J12.3
3132

OTBeThI Ha
KonTtpombHbIe
BonpocelOTBET
Bl Ha
JIOTIOJTHUTEIbHBI
€ BOIIPOCHI.

Paznen 13. Koncyabranun

131

Koncynbrarmu /Tema/

10

13.2

KoHcynmsTupoBaHue mepes 9K3aMeHOM |
npaktukoit /Kue/

10

[K-5.1-3
[1K-5.1-y
[1K-5.1-B
IK-5.3-3
I1K-5.3-Y
I1K-5.3-B
[1K-4.1-3
[1K-4.1-y
I1K-4.1-B
[1K-4.3-3
IK-4.3-y
I1K-4.3-B

JI1.1J11.2

JI1.3712.1

J12.2 J12.3
3132

Bomnpocs! k
sKk3aMeny.Peme
HHUE TUIIOBBIX
3a1a4.OTBETHI
Ha BOIPOCHI.

5. OHEHOYHBIE MATEPHAJIBI IO JUCHUTIJIMHE (MOAYJIIO)

OrneHOYHbIE MaTEePHAIBI IPUBEACHBI B TIPUIIOKEHUH K pabodell mporpaMme TUCIUTUTHHEL "METOIbI U CPEJICTBA OOHAPYKEHHSI

BTOpP)KCHHUII B aBTOMATH3UPOBaHHbIE cucTeMbl” (cM. mokymeHT "OM )




6. YYUEBHO-METOJANYECKOE U HH®OPMALNOHHOE OBECINEYEHUE JTUCHUIIJIMHBI (MOIY JIS)

6.1. PexoMenyemasi JuTEpaTypa

6.1.1. OcHoBHas IMTEpaTypa

No ABTOPBI, COCTaBUTENH 3arnaBue UsznarensctBo, | Komuuectro/
rof Ha3BaHUE
3bC

JI1.1 [KorensHukos E. B. Beenenue Bo BHyTpeHnHee ycrpoiictso Windows : yuebHoe Mockaa, 978-5-4497-0

nocooue Caparos: 315-6,
Wurepuer-Yuus | http://www.ipr
epcuTeT bookshop.ru/8
Wudopmanmons | 9432.html
pix TexHonorui
(UHTVYHUT), At
[Tu Ap Menua,

2020, 260 c.

JI11.2 |KorensHukos E. B. Beenenue Bo BHyTpeHHee ycrpoiictso Windows Mockga: ,

WHTYUT, https://e.lanbo
2016, 260 c. ok.com/book/
100722

JI1.3 |KorenpHukos, E. B. Beenenue Bo BHyTpenHee ycrpoiictBo Windows : yuebHoe Mockaa, 978-5-4497-0

rocooue CapatoB: 315-6,
Nnrepret-YHus | https:/Avww.i
epcuter prbookshop.ru
Hudopmannons |/89432.html
pix TexHonorui
(MHTYUT), Aii
[u Ap Menua,

2020, 260 c.
6.1.2. /lonoTHUTEIBLHAS JIUTEPATYPA
Ne ABTOpBI, COCTaBUTENH 3arnaBue Uz narensctBo, | Konmmuectso/
roj Ha3BaHUE
3bC

J12.1 |Denun @. O., Nudopmanmonnas 6e30macHOCTh : yueOHOe nocobue Mockga: 2227-8397,
Odurnepos B. I1., MOCKOBCKHM http://www.ipr
®enun O. O. TOPOJICKOM bookshop.ru/2

neparoruyecku |6486.html
1 YHUBEPCUTET,
2011, 260 c.

J12.2 |babun C.A. JlabopaTopus xakepa Cankr-IlerepOy |978-5-9775-3
pr: 535-9,1
BXB-Iletepbyp
r, 2016, 240c.

J12.3 |Munsos A. C., HupopmanmonHas 6€30MacHOCTb U 3amuTa HHGOPMALUH Jy6Ha: 978-5-89847-
Booriesa C. B., MPaKTUKyM I'ocynapctBenn |608-3,
Ocumnos I1. A., ITomos I https://e.lanbo
A A. YHHUBEPCHUTET ok.com/book/

«Jlyonay, 2020, (154490
85 c.
6.2. Ilepeuens pecypcoB HHPOPMATHOHHO-TeJIeKOMMYHHKANMOHHOI ceTn ""UHTepHeT"
C I MITRE ATT&CK
292 (U Elasticsearch

6.3 [lepeyens MporpaMmMHOro odecriedeHusi 1 HHPOPMAIMOHHBIX CIPABOYHBIX CHCTEM

6.3.1 IlepeyeHb JUIEH3NOHHOT0 H CBOGOTHO PACIPOCTPAHAEMOr0 MPOrPAMMHOI0 ofecrieYeHnsi, B TOM YHCJIe 0T€4eCTBEHHOT0

NMPoOM3BOACTBA

HanmenoBanue

Onucanne




Adobe Acrobat Reader Csobojguoe I10

VirtualBox Csoboguoe I10

6.3.2 Ilepeyens NHPOPMANMOHHBIX CIPABOYHBIX CHCTEM

7. MATEPUAJIBHO-TEXHUYECKOE OBECINEYUEHHUE JUCLHUIIJIMHBI (MOAY.JIA)

268  y4eOHO-aJIMMHUCTPATHBHBIH  KOPIyC. KOMIIBIOTEPHBIM  KJacC JUIs  NPOBEACHHS  Y4YEOHBIX  3aHATHH
CreranusupoBantas Mebenb (20 kommbroTepHbIX cTONOB), 20 TMEPCOHANBHBIX KOMIBIOTEPOB. B03MOXKHOCTH

MOJKJIFOUCHUS K ceTd MHTepHeT W oOecreueHueM JOCTyIa B AIICKTPOHHYI HH()OPMAIIMOHHO-00pa30BaTEIBHYIO CpeIy
PIPTY.

270 y4e0HO-aJMIUHUCTPATHBHBINA KOPITyC. yaeOHas ayIUTOPHS JJIS TIPOBEACHUS yUIeOHBIX 3aHATHH. CriennaaIn3upoBaHHast
Mebenb (42 mocago4HBIX MECTa), MArHMUTHO-MapKepHas Jocka. MyisTuMmenua mpoekrop, 1 skpan. PaGouee mecto (2
crona), 1 mepcoHaNbHbIN KOMIBIOTED, 1 HOYTOYK.

8. METOJUYECKUE MATEPHAJIBI IO JUCLHUILIMHE (MOAYJIIO)

Mertoanueckoe obecrieueHre AUCIUINTAHB IPHBEACHO B IPHIOKCHAM K paboUei mporpaMme TUCIUILTHHEL (CM. TOKyMeHT "MeTo bl

M CPEJICTBA OOHAPYKCHUSI BTOPKCHUM B aBTOMAaTH3UPOBAHHEIEC CHCTEMBI')

Onepatop 340 OO0 "KomnaHus "TeH3op"

[IOKYMEHT MOATMWUCAH 3/TIEKTPOHHOI MOANMCHIO
noanncAHoO ®reoy BO "PrPTY", PIPTY, lNpxeropavHckuii Buktop 04.07.24 21:02 MNpocTas nognucb
3ABEAYOLLUMM Hvikonaeswnuy, MpenoaasaTenb (MSK)
KA®EPbI
noanncAHoO ®reoy BO "PrPTY", PIPTY, NpxeropamHckuii Buktop 04.07.24 21:02 MNpocTas noanucb
3ABEAYIOLLMM Hwvkonaesuy, MpenoaasaTenb (MSK)
BbIMYCKAIOLLIEN
KA®EPbI
noANNCAHO ®reoy BO "PrPTY", PITPTY, Ep3binésa AHHa 05.07.24 09:26 Mpocras noanucs
HAYAJTIbHVUKOM YPOI AnekcanapoBHa, HauyanbHuk YPOI (MSK)

MpoBepbTe copepxxaHue Pr1, nHcbopMaumns Ay6nupyercs HECKONbKO pas




