MHHUCTEPCTBO HAVKH U BBICIIIET'O OBPA30BAHU S POCCUMCKOU ®EJEPALINN
OEJEPAJBHOE 'OCYJAPCTBEHHOE BIO/KETHOE OBPA30BATEJIbHOE
YYPEXJIEHUE BBICHIEI'O OBPA3OBAHUA
"PSISAHCKHI T'OCYJAPCTBEHHBIN PAJIMOTEXHUYECKHW YHUBEPCUTET UMEHU

B.®. YTKHUHA"
COI''TACOBAHO YTBEPXIAIO
3aB. BeIIyCKaroMei kadeaps IIpopexTop o POIIuM/]
A.B. Kopsuko

IIporpaMmMHoO-annmapaTHbie CpeICTBA 3aAMUTHI

HuHpopMaLUU
pabouas mporpaMma JUCIUIUTHHBI (MOTYJIA)
3akperuieHa 3a Kadenpon HNupopmanuoHHas 6e301acHOCTH
YueOHbIH I1aH 10.05.03_21 00.pIx
KBaHH(bHKaHHﬂ CTeNMUATUCT o 2armuTe nadhonvanun
dopma o0ydeHHS ouHas ‘

O611ast TPYI0EMKOCTh 6 3ET



Pacnpez[e.ﬂeﬂne YacoB JUCHUILIMHBI IO cEMeCTpamM

Cemectp
(<Kypc>.<Cemectp 7(4.1) 8(4.2)
Ha Kypce>) Hroro
Henens 16 16
Bun zanarui viI PII il PII v PII
Jlexuyuu 32 32 32 32 64 64
JlabopaTopusie 16 16 16 16
[pakTrueckne 16 16 16 16 32 32
Wuas konTrakTHAs 0,25 0,25 (0,35 (0,35 |0,6 0,6
pabora
KoncynetupoBanue 2 2 2 2
nepest 3K3aMeHOM U
NIPaKTUKOHI
Uroro ayn. 48,25 148,25 66,35 [66,35 |114,6 [114,6
KonrakThas pabora |48,25 | 48,25 |66,35 66,35 [114,6 |114,6
Cawm. pabota 51 51 6 6 57 57
Yackl Ha KOHTPOJIb 8,75 [8,75 |[35,65 35,65 |44,4 (44,4
HUroro 108 (108 |108 |[108 |[216 |216

r. Pa3ans




IMporpammy cocraBui(u):
K.m.H., Ooyenm, Kyzomun FOpuii Muxatinoguy

PabGouas mporpamma AUCIUIUIMHEL
IIporpaMMHoO-annapaTHbie CPeACTBA 3alIUTHI HHpOPMAaLUK
pa3paborana B coorsercTBHH ¢ ®T'OC BO:

®I'OC BO - cnerpranuret no cnenuansHoctd 10.05.03 MHdopmarmonHas 6€30MacHOCTh aBTOMATH3UPOBAHHBIX CHCTEM (TIPHKa3
Muno6prayku Poccnn ot 26.11.2020 1. Ne 1457)

COCTaBJICHa HA OCHOBAHUH y4eOHOTO IUIaHa:
10.05.03 THO®OPMALIMOHHASI BE3OITACHOCTb ABTOMATU3POBAHHBIX CUCTEM
YTBEPXKIECHHOTO Y4€HBIM coBeToM By3a oT 31.08.2021 npoTtokon Ne 11.

Pabouas mporpamma omo0peHa Ha 3aceaHuH Kadeaps
HNudopmauuonHas 06e30nacHOCTh

IIportokon ot 31.08.2021 r. Ne 1
Cpok neiictBus nporpammsl: 2021-2027 yu.r.
3aB. kadeapoii [Ipxkeropnunckuii Buktop Hukonaesuu



Busuposanmne PII/] nJist ucnoiHeHHsI B O4epeHOM YUeOHOM roay

Pabouas mporpaMmmMa nepecMoTpeHa, 00Cyx IeHa u oo0peHa st
ucnoyHeHus B 2022-2023 yuebHOM rofy Ha 3acegaHuy Kadeapsl
HNudopmanuonnas 6e30MacHOCTh

IIpoTokom ot ___ 2022 1. Ne

3aB. kadenpoii

Busuposanne PII/L nJisi MCIIOJIHEHHMS] B OYepPeJHOM Y4eOHOM roay

Paboyas mporpamma nepecMoTpeHa, 00CykIeHa U 0JJ00peHa JUIs
ucnoyHenus B 2023-2024 yyeGHoM roay Ha 3acegaHuy Kadeapsl
HNudopmanuonHas 06e30nacHOCTH

IIpoTokomor ___ 2023 1. Ne

3aB. kadeapoii

Busuposanue PIIJL nJist ucnoJiHeHHMsI B OYepeTHOM YUeOHOM roay

Pabouast mporpamma nepecMoTpeHa, 00CyxIeHa U 000peHa st
ucnoyiHeHus B 2024-2025 yyeGHOM roay Ha 3acegaHuu Kadeapsl
HNudopmanuonHas 6e30mMacHOCTH

IIpoTokom ot ___ 2024 1. Ne

3aB. kadenpoii

Busuposanne PII/L nJisi MClIoJIHEHHsI B OYepeHOM Y4eOHOM roay

Paboyas mporpamma nepecMoTpeHa, 00CykIeHa 1 0J00peHa [is
ucnoyiHeHus B 2025-2026 yyeGHOM rofy Ha 3acegaHuu Kadeapsl
HNudopmauuonHas 06e30nacHOCTh

IIpotokomor ___ 2025T. Ne

3aB. kadeapoit




1. IIEJIM OCBOEHMSI TMCLIUILIAHBI (MOIY.JIST)

1.1|Hensto aucumruinasl «IIporpaMMHO-anmaparHele CPEACTBA 3aAUTH HHOPMAIUN ABISETCS MOIyYCHNE 00yIarOIIMHUCS
3HaHMH, (POPMHUPOBAHNE Y HUX YMEHUI U HaBBIKOB, HEOOXOAMMBIX TPH IKCIUTyaTaIlii ¥ aAMUHACTPHPOBAHHS
MIPOrpaMMHO-aIIapaTHBIX CPEACTB 3alIUTHl HHYOPMAIMH C YUEeTOM TPpeOOBaHUH MO 00eCedYeHUI0 HHPOPMAIIMOHHON
0€3-0MacHOCTH JJIsl pELIeHUs 3a71a4 B Npo(ecCHOHANBHOM JesITeIbHOCTH.

1.2|3amauamMu  AUCHUILIMHGI SIBISAIOTCS:

13| MOJTydeHHe 3HAaHUH 00 OCHOBHBIX YSA3BUMOCTSAX M YIpo3axX 0€30MacHOCTH B MPOTPAMMHOM 00€CIICUCHHIH
ABTOMATH3MPOBAHHBIX CUCTEM; OCHOBHBIX yIp03ax 0€30MaCHOCTH JaHHBIX B aBTOMA-TH3UPOBAHHBIX CHCTEMaX; OCHOBHBIX
HATPABJICHUIX, CPEACTBAX U METOJIaX 3allIMThI IPOTPAMMHOTO 00eCICUeHHs aBTOMATU3UPOBAHHBIX CHCTEM; OCHOBHBIX
CPEeACTBAaX M METOJaX 3alIUThl JIAHHBIX B aBTOMATH3MPOBAHHBIX CUCTEMAX; MPOTPAMMHBIX CPEACTBAX 00eCIeYeHHs
nH(pOpMaMOHHOH 6e3-0MaCHOCTH B 3alIUIIEHHBIX OMIEPAIMOHHBIX CUCTEMAX;

14— MpHOOpETEHNE YMEHHS OIICHUBATh 3aITUIIICHHOCTh MPOTPAMMHOT0 00ECIICUCHHS U 3a-IIUIIEHHOCTh JaHHBIX B
ABTOMATH3MPOBAHHBIX CUCTEMAX; MPOBOINTH BBIOOP MPOrpaMMHO-AMIAPATHBIX CPEACTB obecneueHus HHYOPMAIUOHHOM
0€30MacHOCTH JIJIS KCIIOJIh30BAHUS X B CO-CTABE aBTOMATU3UPOBAHHOMN CUCTEMEI C IENIBI0 00SCIIeYCHUs TPEOyeMOro
YPOBHS 3alIUIICHHOCTA aBTOMATH3UPOBAHHON CHCTEMbI; IPUMCHSATH OCHOBHBIC CPEJICTBA U METOJIbI AyTCHTH()UKAIIUU
M0JIb-30BaTeNeH B ABTOMATU3UPOBAHHBIX CHCTEMaX; IPHUMEHSITh OCHOBHBIC CPE/ICTBA U METO/IbI 3aIIUThI IPOTPAMMHOTO
O6eCHe‘IeHI/I§I B aBTOMAaTHU3HUPOBAHHBIX CUCTEMAX, MNPUMEHATH OCHOBHBIC CPCACTBA U METO/IbI 3alIUTHI JITaHHBIX B
ABTOMATH3MPOBAHHBIX CUCTEMAX, B TOM YHCIIE CPEACTBA BOCCTAHOBIIC-HUSI JAHHBIX M MPOTPAMMHOI0 00eCIeYCHUsI
ABTOMATH3MPOBAHHBIX CUCTEM MOCIIE COOCB;

1.5|- NpUOOpEeTEHHE MPAKTUYECKUX HABBIKOB YKCILTYaTAlMH U aIMUHUCTPUPOBaHUs (HACTpoiiKa pasrpaHHICHUsI
JIOCTYIa, ayTeHTU(DUKALUK U ayUTa) IPOrPAMMHO-AMIAPATHBIX CPEACTB 3alUThl HHOOPMALIUK B aBTOMATH3UPOBAHHBIX
cUcTeMax.

2. MECTO JUCHUIIJIMHBI (MOIYJISA) B CTPYKTYPE OBPA3OBATEJIBHON NPOTPAMMBI

Huxn (pazmen) OIT: |B1.0

2.1| Tpe6oBaHus K MpeABAPUTEIHLHON MOAT0TOBKE 00y4aI0IIErocs:

2.2| JucuMminnbl (MOYJIM) H MPAKTHKH, /ISl KOTOPHIX 0CBOEHHE TAHHOU TUCHMILUIMHBI (MOIYJisl) HEOGX0TUMO KaK
npe/lIecTByolee:

2.2.1|Ilpon3BOACTBEHHAS TIPAKTHKA

2.2.2|TloaroroBka K MpoIeaype 3allUThl U MPOLEAYPa 3allUThl BBITYCKHOH KBaIH()UKAIIMOHHON pabOThI

2.2.3|IpeaaumiomMHas MpakTUKa

3. KOMIIETEHI[MHM OBYYAIOIIETOCsl, ©OPMUPYEMBIE B PE3YJIbTATE OCBOEHUSI JUCIIAMNIMHBI
(MOJY.JIsI)

OIIK-11: Cnoco0eH pa3padaTbIBaTh KOMIIOHEHTHI CHCTEM 3aIIUTHI HHPOPMAHMN ABTOMATU3MPOBAHHBIX CHCTEM;

OIIK-11.1. BeiGupaeT mporpaMMHO-annapaTHbIe CPeACTBA 3aIIATHI HHGOPMAINH /ISl HCTI0JIH30BAHUS B COCTaBe
aBTOMATH3HPOBAHHBIX CHCTEM

3uarnL

[IporpamMmmHO-anmapaTHbIE CPEICTBA 3aIUTH HHPOPMAIIIH, HCIIOJIE3YEMbIE B COCTABE aBTOMATU3UPOBAHHBIX CUCTEM

YMmern

Bri0upatsnporpaMMHO-amiapaTHbIe CPEACTBA 3alUThl HHPOPMAIIUH VISl UCIIOJIB30BAHUS B COCTaBE ABTOMATH3MPOBAHHBIX CUCTEM
Baagern

Hagbikamu BeIOOpa MPOrpaMMHO-AIIIAPATHRIX CPEACTB 3aIIUTHl HHPOPMAIIUH IS UCIIOIB30BaHUsI B COCTABE aBTOMATHU3UPOBAHHBIX
CHCTEM

OIIK-11.2. IlpuMeHsieT MPOrpaMMHO-aNNapaTHbIe CPeACTBA 3aIINThI HH(OPMauN 115 o0ecnieyeHUs 6€30MaCHOCTH
HHpopManMU B ABTOMATH3MPOBAHHBIX CHCTeMaX

3HaThL

[IporpamMmHO-anmapaTHEIE CPEICTBA 3alIUTHI HHPOPMALUH It oOecTiedeHus O€30MaCHOCTH HH(POPMALIMU B aBTOMATU3UPOBAHHBIX
CHUCTEMAX

YmMmerhb

[IpuMeHATH IpOrpaMMHO-aNapaTHBIC CPEJICTBA 3aIUTHl HH(GOPMAIIUHU s o0ecrieueHus 0€30MacHOCTH HH(POPMAIIAU B
aBTOMATU3UPOBAHHBIX CUCTEMAX

Baaners

HaBbIikaMy mpuMEHEHUs TPOTPaMMHO-AIMIAPATHBIX CPEICTB 3aIUTHI HHGOpMAaNUK 111 obecriedeHrst 6€30MacHOCTH NHPOPMAITUU B
aBTOMAaTH3UPOBAHHBIX CHCTEMAax

B pe3yibTaTe 0CBOCHUSI AUCHUTIUHBI (MOTYJIs) 00YYAIOIIHIACH T0OJKEH

3.1|3nars:

3.11 HpOFpaMMHO'aHHapaTHLIC CpCACTBA 3alllUThI I/IH(i)OpMaIII/II/I, HCHOJIb3YEMbIC B COCTAaBC aBTOMATHU3UPOBAHHLIX CUCTEM

3.1.2|[IporpammHoO-annapaTHbIE CPeICTBA 3alUThl HHGOpMAaLUK 11 oOecrieueHus 6e3011acHOCTH HH(pOPMaIUU B
aBTOMATH3HPOBAHHBIX CHCTEMax




3.2

YMerh:

321

BLI6I/IpaTI) 1 MPUMCHATH NPOrpaMMHO-alIapaTHbIC CPEACTBA 3alIUTBL I/IH(i)OpMaIII/II/I JUIA UCTIOJIB30OBAHHA B COCTaBC
ABTOMATU3UPOBAHHBIX CUCTEM

3.2.2

[TpuMeHsTh MporpaMMHO-aNapaTHRIC CPEICTBA 3aNTUTH HHPOPMAITUH I oOecTiedeHrsT 0e30TacHOCTH HH(pOpMAaIiH B
ABTOMATH3UPOBAHHBIX CUCTEMAaX

3.3|Baagers:

33.1

Haprixkamu BeIOOpa ¥ IPUMEHEHUS IPOTPaMMHO-AINMAPaTHRIX CPEJCTB 3aUTUTH HH(MOPMAIHUHU IS HCTIOJIB30BAHUSA B
COCTaBe aBTOMATHU3UPOBAHHBIX CUCTEM

3.3.2

HaBpIkamMy IpruMeEHEHUsI IPOTrPaMMHO-ANIAPAaTHBIX CPEACTB 3alUThl HHOPMALMHK At o0ecrieueH st 0€30MacHOCTH
nH(pOopMannyu B aBTOMATH3UPOBAHHBIX CHCTEMAX

4. CTPYKTYPA U COAEP) XAHUE JUCHHUIIJIMHBI (MOIYJIA)

Kon HaumenoBanue pa3nesioB u tem /Buj 3ausatusi/ | Cemectp /| Uacos | Komneren- | Jlureparypa ®opma
3aHATHS Kvpe 1070 KOHTDOJSA
Pa3gen 1. Beenenue. O6mue Bonpocst OBU n
aucoumannsl ITAC3HU

11 [Temal 7 0

1.2 CBsI3b TUCHIHIUIMHEI C IPYTHMH AUCITUTUTHHAMUA 7 2 OIlK-11.1-3| JI1.1J11.2 Koncmekr
y4eOHOT0 MIaHa. OIlK-11.1-y| JI1.3JI11.4 JIEKIIUH.
B3anMoCBsI3b OHATHIA. 3aIIUIIICHHOCTD, OIIK-11.2-3| JI1.5J11.6
yS3BUMOCTB, YTPO3a, HAPYIIHUTENb, aTaka, ymepo, OIlIK-11.2-y| JI1.7 JI1.8
PHCK. OIIK-11.2-B( JI1.9JI1.10
Buer nporpaMMHO-anmmapaTHEIX J1.11J12.1
(mporpaMMHO-TEXHHYECKHX) CPEICTB 3aIIUThI J12.2713.1
nrdopmanuu. OTIHYHSA X OT TEXHUYECKUX JI3.2 J13.3
CPEICTB 3alIUTH HHPOPMALINH. J13.4
Kanasb! yTeukn KOMIbIOTEpHON HH(POPMAIHH: 2132232324
3aIlMII[aeMbIe 3JIEMEHTHI; HICTOYHHKHU YIpo3; 35 56
OCHOBHbIE KaHAJIbl YTEYKH MHPOPMAIIMU U
cpencTBa ux oOpa3oBaHusl.

1Tex/

13 W3yuenne nmurepaTypsl IO BOTIPOCAM: 7 3 OIlK-11.1-3| JI1.1J11.2 IToxroroBka
- BHJIBI IPOTPAMMHO-AIIIaPaTHBIX OIIK-11.1-y| JI11.3J11.4 KOHCIIEKTA TI0
(mporpaMMHO-TEXHHIECKHIX) CPEICTB 3aIIUThI OIlK-11.2-3| JI1.5J11.6 BOIIPOCaM

[Cpl OIlK-11.2-y| JI11.7 J11.8 TEMBI.
OIIK-11.2-B| JI1.9J11.10 | Kpatkwuii ompoc

J11.1112.1 0 TeMe Ha

J12.2J13.1 |kOHCYyIBTAIMU K

J13.2 J13.3 JK3aMeHy
J3.4 (3auery).

013223524
3556
Pazgen 2. 3amura ot PIIB (ITMB)
2.1 [Temal/ 7 0




2.2 ITonstue PIIB. Bunsr PIIB. 10 OIIK-11.1-3| JI1.1J11.2 Koncmekr
Iporpammuste 3aknaaku (I13): moustue I13; BuabI OIIK-11.1-Y| JI1.3J11.4 JIEKIUH.
I13; momemnu paGoTh! (BO3EHCTBHS Ha OIlK-11.2-3| JI1.5J11.6
KOMITBIOTEpHBIE cUCTeMBI) [13 Ha KOMITBIOTEPHI, OIlK-11.2-y| JI1.7 JI1.8
3aIll|Ta OT IPOTPAMMHBIX 3aKJIaI0K (TIOMCK OIlK-11.2-B| JI1.9J11.10
HEJIOKYMEHTHUPOBaHHBIX (HEICKIAPUPOBAHHBIX) J1.1112.1
BO3MOXKHOCTEN); OHATHE H30JIHPOBAHHOM J12.2J13.1
MPOTPAMMHOM CpeIbl 1 H30JIMPOBAHHOTO JI3.2 JI3.3
KOMIIBIOTEPA; KOHTPOIb oTcyTcTBUs H/IB. J3.4
3ammTa OT TPOSHOB M BPEIOHOCHBIX YTHIIUT: 21323354
YTHJINTHI CKPBITOTO a/1-MUHUCTPUPOBAHUS 35 D6
(backdoor), exploit’st, rootkit’sr u mpocTo TPOSIHEI;

KEHIIOTTepBl; pYTKUTHI (DYTKUTHI YPOBHSI
MOJIB30BATENIs], PYTKUTBI YPOBHS spa). 3alluTa OT
TPOSHOB U PYTKHTOB.
3amuTa OT BUPYCOB: IIOHSATHE BUPYCa;
KIIaccu(uKaIys BUPycoB; (paitioBsIe BUPYCHI;
MaKpO-BHPYCHI; CETEBbIC BUPYCHI (YepBH);
HOYTOBBIC BUPYCHI; 3arPy309HbIC BUPYCHI; METO/BI
3aIUTHl BUPYCOB OT OOHAPYKESHUS; BPEIOHOCHBIC
YTUINTHI, CTIEUUaIbHbIC YIAKOBIIMKH U TapOJIbHbIC
B3JIOMIUMKH; aHTHBUpYCcHOE [10; MeTO B! 3aIUThI
oT BUpYycoB U [13; Genblit 1 YepHBIH AMUKH
(Blacklisting u Whitelisting).
BpenoHocHble nporpamMMBl 17151 MOOMIBHBIX
YCTPOUCTB.
Brenpenue BpegonocHoro I1O gepes aBro3arpysky
(peectp u ITnanuposumk Windows): kak ycTpoeH
peecTp; KIIFOYH aBTO3arpy3KH; OMUCAHUE
(ompenenenne) BO3MOKHOCTEH Pa3sHBIX BAPUAHTOB
aBTO3aIyCKa IPOTpaMM; IUTaHUPOBLIMK 3aJaHUI B
Windows.

1Tex/

2.3 W3yuenne nmurepaTypsl IO BOTIPOCAM: 6 OIlK-11.1-3| JI1.1J11.2 IToxroroBka
- suns! PIIB. OIlK-11.1-y| JI1.3J11.4 KOHCIIEKTA TI0
ICp/ OIIK-11.2-3( JI1.5J11.6 BOIPOCAM

OIIK-11.2-y| JI1.7 JI1.8 TEMBI.
OIIK-11.2-B| JI1.9J11.10 | Kpatkwuii ompoc
J11.1112.1 10 TeMe Ha
J12.2J13.1 |kOHCYyIBTAIMU K
J13.2 J13.3 JK3aMeHy
J13.4 (3auery).
013233524
3556

2.4 W3yuenne nmurepaTypsl IO BOTIPOCAM: 6 OIlK-11.1-3| JI1.1J11.2 IToxroroBka
- MOJIesTH paboThI (BO3ACHCTBHS Ha OIlK-11.1-y| JI1.3J11.4 KOHCIIEKTA TI0
KOMIIBIO-TepHbIe cucTeMbr) [13 Ha KOMITBIOTEPHI. OIlK-11.2-3| JI1.5J11.6 BOTIpPOCaM

[Cpl OIIK-11.2-Y| JI1.7 J11.8 TEMBI.
OIIK-11.2-B| JI1.9J11.10 | Kparkuii onpoc
J11.1112.1 0 TeMe Ha
J12.2J13.1 |kOHCYyIBTAIIMHU K
J13.2 J13.3 JK3aMeHy
J3.4 (3auery).
213223324
35 56

2.5 W3ydenue nurepaTypsl O BOIPOCAM: 6 OIlK-11.1-3| JI11.1J11.2 [ToxroroBka
- TPOSIHBI U PYTKUTHI; OIlK-11.1-y| JI1.3J11.4 KOHCIIEKTA 110
- 3aIIMTa OT TPOSIHOB U PYTKUTOB. OIIK-11.2-3| JI1.5JI11.6 BOTIpOCaM

[Cpl OIIK-11.2-y| JI1.7 J11.8 TEMBI.
OIIK-11.2-B| JI1.9J11.10 | Kparkuii onpoc
J11.1112.1 0 TeMe Ha
JI2.2J13.1 |kOHCyIbTAIMHU K
J13.2 J13.3 JK3aMEHY
J3.4 (3auery).
213223324

35 56




2.6

H3yueHue JUTEpaTypbl 10 BOIIPOCAM:

- BPEJOHOCHBIE IPOrPAMMBI JJIsi MOOUIIBHBIX

YCTpOICTB;

- O6enbiit 1 yepHbiit smmku (Blacklisting u

Whitelisting);

- BHeipenue BpenonocHoro 10 vepes

aBTO3a-rpy3Ky (peectp u [Inanuposmmk Windows)
/Cp/

OIlK-11.1-3
OIlK-11.1-Y
OIIK-11.2-3
OIlK-11.2-y
OIIK-11.2-B

JI1.1J11.2
JI1.3J11.4
JI1.5JI1.6
JI1.7 J11.8
JI1.9 J11.10
J1.1112.1
JI2.2713.1
JI3.2 J13.3
3.4
0132232324
35 56

Ioxroroska
KOHCIIEKTA I10
BOIIPOCAM
TEMBI.
Kpatkuii onpoc
IO TeMe Ha
KOHCYJIBTAIIHU K
9K3aMEeHY
(3auery).

Pa3gen 3. 3amura JaHHBIX

3.1

[Temal




3.2

HanpasneHust 1 METO/IbI 3aLIUTHI JTAHHBIX

- KOHTPOJTb JIOCTYIA K JIOKAJIbHBIM TIOPTaM,
BHEIITHAM HOCHUTEJISIM M IPUHTEPaM;

- pasrpanu4enue aocrymna kK pecypcam I1K;

- aHTUBUPYCHAS 3aIlUTA,;

- 3ammTa AanHeix ot yreuku (DLP);

- pe3epBHOE KOTTMPOBAHHE U BOCCTAHOBIICHHUE
(maHHBIX ¥ pa3zIenoB)

- mu(poBaHUE TAHHBIX:

- ucnionb3oBanre RAID-maccusos (RAID 1 -
3epKa’o);

- apxuBupoBanue ¢ mapoaem (WinRar);

- YCTpaHEHHUE MOTCHIIUABHBIX OIaCHOCTEH
XUIIEHUS TaHHBIX:

- OTCJIC)KMBAHUE BPEMEHHBIX (pailiioB;

- KOHTPOJIb 3aITUCH Ha IIEPEHOCHBIC HOCUTEIH,;

- OTKJTFOUCHHE CITy>KOBI «CepBepy;

- oTKITIOUeHHE yaaiseHHoro poctyna (RDP win
TEpPMHHAIBHBIN CepBep);

- YCTpaHEeHHUE MOTCHIMATIBHBIX OMACHOCTEH MOTEPH
JIAHHBIX:

- CTaOUIBHOE DIEKTPOIIUTAHHE;

- pe3epBHOE KOIIMPOBAHUE;

- 3aBepIICHHE TPAH3AKIUH 3aIIHCH KHOBOTOY
nepes yaalneHueM «CTaporoy (4To0bl He TOTepsATh
«CTapoey);

- KOHTPOJTb [IEJIOCTHOCTHU TIPOrPAMM U JaHHBIX;

- TapaHTHPOBAHHOE YHHUTOXKEHHE (3aTHpaHuUE)
JIAHHBIX.

[TporpamMMHBIE CpelIcTBa PE3EPBHOTO KOIMPOBAHUS
(Acronis Backup).

[IporpamMMmHbIe CpeICTBA BOCCTAHOBIICHHUS:

- TaHHBIX

- EasyRecovery

- RStudio

- GetDataBack
- pa3nesnoB
- Acronis Partition Expert (8 coctase Acronis Disk
Director)

[IporpamMMHBIE CPECTBA 3AIIUTHI JAHHBIX OT
YTEUKH:

- CTaTHUCTHKA COCTOSHUS TIPOOJIEMBI yTeueK
HHpOpPMALNHY;

- 33]]a4M CHCTEMbI 3aIUTHI OT YTEUCK JAHHBIX;

- Kaccu(UKaIUs BHYTPEHHUX HAPYIIUTENICH;

- ucnons3oBanne DLP-cucrem ms

NPEIOTBPAIIEHHS YTEUKH JTaH-HBIX:

- mpuHIUNEL paboTel DLP;

- ocHOBHBIE QyHKIMN DLP;

-coctaB DLP u ux Bumpl:

- xocrosble DLP;
- nutro30Bkie DLP;

- yHEBepcanu3anus cucreM DLP;

- mpuMeps! cuctem DLP;
Cpencrsa nipoBaHus TaHHBIX:

- EFS (MoxHO 3ammdpoBbIBaTh
OT/I€JIbHBIE TTATIKH)
- BitLocker + TPM (3aum¢ppoBbiBact

BECH pasjien)
Cpe/cTBa rapaHTHPOBAHHOTO YHUUTOKEHHS
(3atupanus) JaHHBIX:
- TpeboBaHUsI CTAHAAPTOB U PYKOBOASIINX
JIOKYMEHTOB K T'aPaHTHUPOBAHHOMY YHUUYTOXEHHIO
nHpOpMaH
- Ynanenue napopmanuu
- Bugpl ocraTounoit nadopmamnmn
- BoccranoBnenue ynaneHHOM HHOOpMAIUH
- Busibl rapaHTHPOBAHHOTO YHUUTOXKEHHSI
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nHdopmanuu
- locTOMHCTBa ¥ HEJOCTATKY aIllapaTHOTO U
MPOTPaMMHOT0 CIIOCOOOB TapaHTHPOBAHHOTO
YHHUYTOXEHUS HHPOpMaIuu
- AnmapaTHbIe CpeCTBA YHUUTOKEHUS
nHdopmanuu

- CpencTBa, HCIONB3YoImue HU3HISCKUN
MPUHIUI BO3EHCTBIUSI MATrHUTHBIM ITOJIEM

- CpezcTBa, UCTIONB3YIOIINE
MEXaHUYECKUI NMPUHIUI BO3JEHCTBUSA
- [IporpamMmmHO€ TrapaHTHPOBaHHOE YHHUYTOKEHHE
nHpOpPMATTH
- Haubonee n3BecTHBIC aropuTMBbl 3aTHPaHUS
nHdopmanuu
- Oco0eHHOCTH TaPaHTUPOBAHHOTO YHHYTOXKCHUS
nH(OpMaLUK C Pa3INYHBIX HOCUTEIICH
- CepTudunupoBaHHbIC TPOrPaMMHEIC CPEICTBA
yIaJIeHHs1 ¥ 3aTUPaHUs HHPOpMaIUU

- IIporpamma Terrier 3.0

- C3U Secret Net

- C31 Dallas Lock 8.0

- C3U Crpax NT
- becrinaTabie IMPpOTpaMMHBIC CPCACTBA YAAJICHUA U
3aTHUpaHus HHPOPMAIN

- [Iporpamma Eraser

- IIporpamma CCleaner

- Mem Reduct
- CpaBHEHHE IPOTPAMMHBIX CPEJICTB
rapaHTHPOBAHHOTO YHUUYTOXXKEHHS HH(popManuu
[TporpamMMHBIE cpeCcTBa KOHTPOJIS LIEIOCTHOCTH
IpOrpaMM U JaH-HbIX.

[TTex/
3.3 Nzydenne nurepaTypsl O BOMPOCAM: OIlK-11.1-3| JI1.1J11.2 [ToaroroBka
- cpencTBa MHU(POBAHUS TaHHBIX OIIK-11.1-y| JI1.3J11.4 KOHCIICKTA TI0
- ucnonp3oBanue RAID-maccuBoB OIIK-11.2-3| JI1.5JI1.6 BOIIpOCaM
- apXUBUPOBAHUE C MAPOJIEM OIIK-11.2-y| JI1.7 JI1.8 TEMBI.
- ycrpaHeHue (OTKIIIOUEHHE) MOTEHIIHATbHBIX JI1.9 J11.10 | Kpatkwuit onpoc
OIIACHOCTEM XUILEHUS JaHHbIX J11.1112.1 10 TEME Ha
- YCTpaHEHHE OMAacHOCTEH MOTepH TaHHBIX. J12.2J13.1 |kOHCYyIBTAIMU K
ICpl/ JI3.2 J13.3 9K3aMEHy
J3.4 (3auery).
013223524
3556
3.4 W3yuenne nurepaTypa 1o BOIPOCAM: OIlK-11.1-3| JI1.1J11.2 IToxroroBka
- mpuMeps! cuctem DLP; OIlK-11.2-B| JI1.3J11.4 KOHCIICKTA TI0
- cpaBHeHHue cucteM DLP. OIIK-11.1-y| JI1.5JI1.6 BOIIpOCaM
ICp/ JI1.7 J11.8 TEMBI.
JI1.9J11.10 | Kparkwuii orpoc
J11.1112.1 0 TeMe Ha
J12.2J13.1 |kOHCYyIBTAIIMHU K
J13.2 J13.3 JK3aMeHy
J3.4 (3auery).
213223324
35 56
35 N3yueHune nutepaTypa 1Mo BOIMpocam: OIlK-11.1-3| JI1.1J11.2 [Moaroroska
- cpeactBa mudposanus ganasix B OC Windows; OIIK-11.1-Y| JI1.3J11.4 KOHCIIEKTA 110
- CepTUPHUITUPOBAHHBIC U OeCTUIaTHBIS OIIK-11.2-3| JI1.5JI11.6 BOTIpOCaM
MPOrpaMMHEIE CPECTBA FapaHTUPOBAHHOTO OIlIK-11.2-y| JI1.7 JI1.8 TEMBI.
YHHU-YTOKEHHS TaHHBIX OIIK-11.2-B| JI1.9J11.10 | Kparkuii onpoc
[Cpl J11.11J12.1 0 TEME Ha
J12.2J13.1 |kOHCYyIBTAIIMHU K
J13.2 J13.3 JK3aMEHY
J3.4 (3auery).
213223324

35 56




3.6 W3ydenue nokyMeHTauK 10 NPOrpaMMHOMY OIlK-11.1-3| JI1.1J11.2 Ioxroroska
CPEJICTBY PE3epBHOIO KomupoBanusi ACronis OIIK-11.1-y| JI11.3J11.4 KOHCIIEKTa IO
Backup /Cp/ OIIK-11.2-3( JI1.5J11.6 BOIIPOCAM

OIlK-11.2-y| JI1.7 JI1.8 TEMBI.
OIIK-11.2-B| JI1.9J11.10 | KpaTkwmii ompoc
JI1.11J12.1 1o TeMe Ha
JI2.2J13.1  |KOHCYJbTAIlUH K
JI3.2 JI3.3 9K3aMEHY
J3.4 (3auery).
21322323524
35 D6

3.7 W3yueHne BO3MOXKHOCTEH U HACTPOEK MPO-TpaMM OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
cemeiictBa ACroNiS 1yt pe3epBHOTO KO-TIUPOBAHUS OIlK-11.2-B| JI1.3Ji1.4 0 TeMe.
(u.1) MIp/ OIIK-11.1-Y| JI1.5J11.6 |Penienue 3amau.

OIIK-11.1-B| JI1.7 J11.8 IIpoBepka
OIIK-11.2-3| JI1.9 J11.10 JIOMAIITHETO
OIIK-11.2-Y| JI1.11J12.1 3aJaHus.
J12.2713.1
J13.2 J13.3
J3.4
2132232324
35 D6

3.8 N3ydyeHue BO3MOXKHOCTEN U HACTPOEK MIPO-TpaMM OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
cemeiicTBa ACrONiS 1yt pe3epBHOIO KO-TIUPOBAHUS OIlK-11.2-B| JI1.3Ji1.4 0 TeMe.
(u.2) ITip/ OIIK-11.1-Y| JI1.5JI1.6 |Pemenue 3amau.

OIlK-11.1-B| JI1.7 JI1.8 IIposepka
OIIK-11.2-3| JI1.9 J11.10 JIOMAIIHETO
OIIK-11.2-V| JI1.11J12.1 3aIaHus.
J12.2713.1
J13.2 J13.3
J3.4
0132232324
35 D6

3.9 H3y4yeHnue BO3MOXKHOCTEH M HACTPOEK IPO-TPaMM OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
cemeiictBa ACrONIS 1yt pe3epBHOIO KO-TIUPOBAHMUS OIlK-11.2-B| JI1.3Ji1.4 0 TeMe.
(u.3) /Tip/ OIIK-11.1-Y| JI1.5JI1.6 |Pemenue 3amau.

OIlK-11.1-B| JI1.7 JI1.8 [Iposepka
OIlK-11.2-3| JI1.9 J11.10 JIOMAIITHETO
OIIK-11.2-V| JI1.11J12.1 3aIaHus.
J12.2713.1
J13.2 J13.3
J3.4
013223324
35 D6
3.10 Pa6ora ¢ nporpammamu cemeiicta ACronis OIlK-11.1-3| JI1.1J11.2 Ortuer mo JIP
(pe3epBHOE KOTIUPOBAHUE) OIIK-11.2-B| JI1.3J11.4 3amiura JIP.
J1a6/ OIIK-11.1-y| JI1.5JI1.6
OIIK-11.1-B| JI1.7 J11.8
OIlK-11.2-3| JI11.9J11.10
OIlK-11.2-y| JI1.11J12.1
J12.2713.1
J13.2 J13.3
J3.4
213223324
35 36
3.11 M3yuenune 1OKyMEHTaLUU 110 IPOrPaMMHBIM OIlK-11.1-3| JI11.1J11.2 IToaroroska
CpeACTBaM BOCCTAHOBJICHHUS ! OIIK-11.1-Y| JI11.3J11.4 KOHCIIEKTA 10
- TaHHBIX OIIK-11.2-3| JI1.5J11.6 BOIIpOCaM
- EasyRecovery OIlIK-11.2-y| JI1.7 JI1.8 TEMBI.
- RStudio OIIK-11.2-B| JI1.9J11.10 | Kparkuii onpoc
- GetDataBack JI1.11012.1 [0 TeMe Ha
- paszenos JI2.2J13.1 |kOHCYyIbTAIMU K
- Acronis Partition Expert (B coctase Acronis Disk JI3.2 J13.3 9K3aMEHy
Director) J3.4 (3auery).
/Cp/ 213223324

35 56




3.12 N3ydenue BO3MOKHOCTEN U HACTPOEK OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
IPO-TPaMMHBIX CPEJCTB BOCCTAHOBJICHMS JAHHBIX OIIK-11.2-B| JI1.3J11.4 O TEME.
Mp/ OIIK-11.1-Y| JI1.5J11.6 [|Pemenue 3anau.

OIIK-11.1-B| JI1.7 J11.8 IIpoBepka
OIIK-11.2-3| JI1.9 J11.10 JIOMAIITHETO
OIIK-11.2-Y| JI1.11J12.1 3aJaHus.
J12.2713.1
J13.2 J13.3
J3.4
21322323524
35 D6
3.13 BoccraHoBneHue TaHHBIX C TOMOIIBIO OIlK-11.1-3| JI1.1J11.2 Ortyer o JIP
MpO-TPaMMHO-aMmapaTHbIX cpeacts /J1a6/ OIlK-11.2-B| JI1.3Ji1.4 3ammura JIP.
OIlK-11.1-y| JI1.5J11.6
OIlK-11.1-B| JI1.7 J11.8
OIlK-11.2-3| JI1.9 J11.10
OIlK-11.2-y| Ji1.11J12.1
J12.2713.1
J13.2 J13.3
J3.4
2132232324
35 D6

3.14 M3yueHne BO3MOXKHOCTEH U HACTPOEK MPO-TpaMM OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
ceMeiicTBa ACrONiS Mo BOCCTAHOBIICHUIO Pa3/IeyioB OIlK-11.2-B| JI1.3Ji1.4 0 TeMe.
(u.1) /Tip/ OIIK-11.1-Y| JI1.5JI1.6 |Pemenue 3amau.

OIlK-11.1-B| JI1.7 JI1.8 IIposepka
OIIK-11.2-3| JI1.9 J11.10 JIOMAIIHETO
OIIK-11.2-V| JI1.11J12.1 3aJaHus.
J12.2713.1
J13.2 J13.3
J3.4
0132232324
35 D6

3.15 W3yueHne BO3MOXKHOCTEH M HACTPOEK MPO-TPaMM OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
ceMeiicTBa ACrONiS M0 BOCCTAHOBIIEHUIO Pa3IeNioB OIlK-11.2-B| JI1.3Ji1.4 0 TeMe.
(u.2) /Tip/ OIIK-11.1-Y| JI1.5JI1.6 |Pemenue 3amau.

OIlK-11.1-B| JI1.7 JI1.8 [Iposepka
OIlK-11.2-3| JI1.9 J11.10 JIOMAIITHETO
OIIK-11.2-V| JI1.11J12.1 3aIaHus.
J12.2713.1
J13.2 J13.3
J3.4
013223324
35 D6

3.16 H3y4yeHnue BO3MOXKHOCTEH M HACTPOEK HPO-TPaMM OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
ceMeiicTBa ACrONiS M0 BOCCTAHOBIIEHUIO Pa3IeNioB OIlK-11.2-B| JI1.3Ji1.4 0 TeMe.
(u.3) MIp/ OIIK-11.1-Y| JI1.5J11.6 |Pemenue 3anau.

OIlK-11.1-B| JI1.7 JI1.8 ITposepka
OIIK-11.2-3| JI1.9 J11.10 JIOMAIITHETO
OIIK-11.2-y| JI1.11J12.1 3aJaHHus.
J12.2713.1
J13.2 J13.3
J3.4
213223324
35 36
3.17 PaGoTa ¢ nporpamMmmamu cemeiicta ACronis OIlK-11.1-3| JI1.1J11.2 Ortuer mo JIP
(BoccTaHOBIIEHHE Pa3/IENoB) OIIK-11.2-B| JI1.3J11.4 3armura JIP.
J1a6/ OIlK-11.1-y| JI1.5J11.6

OIIK-11.1-B| JI1.7 J11.8
OIlK-11.2-3| JI1.9 J11.10
OIlK-11.2-y| JI1.11J12.1

J12.2713.1

J13.2 J13.3

3.4
213223324

35 56




3.18 W3ydenue nureparypsl IO IPOrpaMMHBIM 4 OIlK-11.1-3| JI1.1J11.2 Ioxroroska
cpencTBaM KOHTPOJIS eJaocTHOCTH mporpamm /Cp/ OIlK-11.1-y| JI1.3J11.4 KOHCIIEKTA 110
OIIK-11.2-3| JI1.5J11.6 BOIIpOCaM
OIlK-11.2-y| JI1.7J11.8 TEMBL.
OIIK-11.2-B| JI1.9J11.10 | KpaTkwmii ompoc
JI1.11J12.1 10 TeME Ha
JI2.2J13.1  |KOHCYJbTAIIUH K
JI3.2 JI3.3 9K3aMEHY
J3.4 (3auery).
01323354
35 56
3.19 M3yueHne TUIOBBIX HACTPOEK 2 OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
MPOTrpaMMHO-aINapaTHOTO CPECTBA KOHTPOIIS OIIK-11.2-B| JI1.3J11.4 0 TEMe.
nesoctroctH «OUKC 2.0.1x» /TIp/ OIIK-11.1-Y| JI1.5J11.6 [|Pemenue 3amau.
OIIK-11.1-B| JI1.7 J11.8 IIpoBepka
OIIK-11.2-3| JI1.9 J11.10 JIOMAIITHETO
OIIK-11.2-Y| JI1.11J12.1 3aJaHus.
JI2.2J13.1
JI3.2 J13.3
J3.4
01323354
35 56
3.20 Pa6oTta ¢ mporpaMMHO-anmnapaTHbIM CPEICTBOM 2 OIlK-11.1-3| JI1.1J11.2 Ortuer mo JIP
«DPUKC 2.0.1» /J1a6/ OIIK-11.2-B| JI1.3J11.4 3amiura JIP.
OIIK-11.1-Y| JI1.5J11.6
OIIK-11.1-B| JI1.7 J11.8
OIIK-11.2-3| JI1.9 JI1.10
OIlK-11.2-y| JI1.11J12.1
JI2.2J13.1
JI3.2 J13.3
J3.4
013233524
3556
3.21 Cnayva (npuem) 3auera /[UKP/ 0,25 |OIK-11.1-3( JI1.1J11.2 OTBeTHI Ha
OIIK-11.2-B| JI1.3JI11.4 KonTtpombHbIe
OIIK-11.1-y| JI1.5JI1.6 BOTIPOCHI
OIlK-11.1-B| JI1.7 J11.8 Pesynpratsr
OIIK-11.2-3| JI1.9J11.10 |peureHus 3amad.
OIlK-11.2-y| JI1.11J12.1 OTBeTHI Ha
J12.2J13.1 | momosIHATENBHBL
J13.2 J13.3 € BOIIPOCHI.
J3.4 PesynbraThl
D132 33 54 | TecTHpOBaHUS.
3556
3.22 IMoaroroBka k 3auery /3a0/ 8,75 |OIIK-11.1-3( JI1.1J11.2 3agaun K
OIIK-11.2-B| JI1.3JI11.4 3a4ery.
OIIK-11.1-Y| JI1.5J11.6 bunetsr k
OIIK-11.1-B| JI1.7 J11.8 3a4ery.
OIIK-11.2-3| JI1.9JI11.10 |Tectsl Kk 3auery.
OIlK-11.2-y| JI1.11J12.1
J12.2J713.1
JI3.2 J13.3
J3.4
213223324
35 56
Pa3nen 4. 3amuTta nporpamm
4.1 [Temal 0




4.2

Hanpasnenus 3aiiuthl IporpaMm.
Kitaccudukanus cpeicTB aTaku Ha CPeACTBa
3ammThl [10.
Knaccudukarus mero 1o 3amutet [10:

- metoabl 3amutel oT HCJI k I1O:

- 3alUTa C TOMOIIBIO PErUCTPAIIMOHHBIX
KOJIOB;

- 3allIMTa Ha OCHOBE KITI0YEBOro (aiina;

- 3ammTa MetooM ohline perucrparuy;

- 3allIUTa Ha OCHOBE alapaTHhIX
(3MIeKTPOHHBIX)  KITFOUEH;

- 3alIMTa C MOMOIIBIO MPOTEKTOPOB
(«HaBecHas» 3aIUTA);

- 3alUTa ¢ MOMOIIBIO KpUITOrpaguueckux
METOJIOB!

- UCIOJIb30BaHUE IU(POBAHHS;

- UCTIOJIb30BaHKE cTeraHorpaduu
(cokpeiTre uHGOpMaIHH B (haiinax ¢ Apyroi
uHpOpMauei);

- metos! 3amuTel 0T HCK (ITO Ha HOcHTEE HiIn
CaMoro HOCHTEJIs)

- METO/Ibl, 3aTPYAHSIONUE CUNTHIBAHUE
KOITHPYyeMOi HH(GOPMAIIMH ¢ MATEPHATBHOTO
HOCHTEIS (CTAHAAPTHBIME METOIAMU
KOITUPOBAHHUS):

- HeCTaHAapTHas pa30uBKa
(dopmarupoBanue) HocUTENS;

- HAHECCHUE HA TIOBEPXHOCTh HOCUTEIIS
CIEIUATbHBIX METOK;

- IpeHAMEpeHHast mopya (HCKaKCHHE)
OTJIABIICHHS 3AIHIAEMOr0 HOCUTEJIS;

- METO/IbI, MPETSATCTBYIOINE HCIIOIb30BAHUIO
CKOITMPOBaHHOM MHpopManny;

- npuBs3Ka 3amuimaemoro 10 k
YHUKAJIBHBIM XapaKTEPUCTHKAM KOMITBIOTEpa HITH
HOCHTEJIS;

- CKpBITOC XpaHeHue MaHHbIX win [10
(cTeranorpadus) wiu mHUGpoBaHUE TAHHBIX HIIH
M0;

- METOJIBI 3AIUTHI OT HECAHKIIMOHHPOBAHHOTO
MCCIIE/IOBAHMS, aHATM3a U BOCCTAHOBIICHUS
AIITOPUTMOB:
1) cTpyKTypHBIE METO/IbI 3AIUTHI OT AHATU3A
(ycnosxHeHus: aHanu3a)
a) MCKYCCTBEHHOE YCIIOKHEHHUE (3amyThIBAHHE)
(amrmn. obfuscation, o6¢dyckaitust) anroputMoB
00paboTKH JaHHBIX
0) MCKYCCTBEHHOE YCIIOKHEHUE CTPYKTYPBI
pOrpaM-Mbl
2) 3aTpyaHEHHE TU3aCCEMOTMPOBAHMS
(cTaTHveckoro aHaM3a IPOrpamMm)
a) MCIIO0JIb30BaHHE CAMOTECHEPUPYIOIINX KOJIOB
0) nMHAMHUYECKOE M3MEeHeHHe (MyTalus) Kojaa
PO-TPaMMbI
B) apXHBAIHsI KOJIA TPOTPAMMBI
r) mupoBaHue KoIa IpOrpaMmel
3) oOHapy KeHHEe U 3aTPYAHEHHE 0TI KU
(nMHAMIYECKOTO aHaJIH3a MPOrpaMm)
a) BBISIBIICHNE (DAKTA BBITIOJHEHHUS TPOTPAMMBI O]
OTJIATYUKOM
0) 3aTpyAHEHHE OTIAIKU

- HaBSA3BIBAHUE OTJIAMYHKY JIOXKHBIX TOUEK
OCTaHOBa

- 3aCOpeHHe KOHCOJIN OTJIa4HKa

- UCIIOJIb30BAHUE CBOETO OTIAIYHKa s
paboTs 3amuniaemoro 110

- UCMONb30BaHue (MPOBOLIMPOBAHHUE)
M3BECTHBIX MPOTPAMMHBIX OIIHOOK KOHKPETHBIX
OTJIaAYMKOB
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4) sMyJsIus IPOIIECCOPOB U OTIEPAIIMOHHBIX
CUCTEM
5) HecTaHmAPTHBIE METOIBI PA0OTHI C AlapaTHBIM
oOecrieycHrEM
6) HecranmapTHsie obpamenus K Gyukiwsam OC
IToctpoenue Texuuueckoit 3amutel [10 ot
HeCaHKIMOHUpoBaHHOro koruposanus (HCK):
a) CTpyKTypa CHCTEeMBI TEXHHYECKOMN 3aIUTHI OT
HCK.
6) Ioxcucrema BHEAPCHUS YITPABIISIONINX
MEXaHU3MOB.
B) [ToicucTeMa IPOTHBOACHCTBYS HENTpaTH3auu
3aIUTHBIX MEXaHU3MOB.
r) Briok oTBeTHOM peakiun
1) Biiok cpaBHEHHs XapaKTEPUCTHK CPEIIBL.
€) B0k ycTaHOBKH XapaKTEPUCTHUK CPEJIbI
3amura nporpamm ot HCJ] m HCK ¢ momomsio
PETUCTPAIIMOHHBIX KOJIOB!
- TpeboBanus k 3amute [10 ot HCK n
KIIaccu(UKAIIS METOOB 3aIlIHUTHI;
- METO/IBI IIPOBEPKU PErUCTPAIHOHHBIX KOIOB!
- YEPHBIN SMIHK;
- pelleHue CI0KHON MaTeMaTuYeCcKOu
3a/a4y,
- TaOJIMYHEIE METOIBI,
- IOCTOMHCTBA M HeocTaTku 3amuThl [10 ot
HCK.
3amuTta nporpamm ot HCJ] 1 HCK ¢ nomoribio
HABECHBIX 3alUT (IPOTEKTOPOB):
- KaKyIo 3alIuTy 00eCIIeYUBAOT MPOTEKTOPHI,
- KaKk paboTaroT IPOTEKTOPHI;
- CLICHapUH aTaku (- IeHCTBHS B3JIOMIIHKA
9TOM 3AIUTHI);
- 3aIUTa OT B3JIOMa MPOTEKTOPA;
- IPUMEPHI IIPOTEKTOPOB:
- ASProtect
- Armadillo
- VMProtect
- Themida/WinLicense
- HASP Envelope
- StarForce
- HEJIOCTATKH 3aIUThI C TOMOIIBIO
MIPOTEKTOPOB.
3amura 10 ot HCJl u HCK ¢ moMompio
3JEKTPOHHBIX KIIFOUEH:
- BUJIBI JICKTPOHHBIX KITFOUEH;
- COCTaB KIII0Ya,;
- AnmmapaTHas 9acTh
- OJIOK JIOTHKH,
- BJIOK TTAMSITH)
- [IporpammHuas 4acth
- IpaiiBep
- MOJTyJIb, BCTPaUBACMEIil B
samumaemoe 110
- BAPMAHTHI PEATH3AINH JICKTPOHHBIX
KITI04eil:
- Kitroun ¢ HeM3BECTHBIM aTOPUTMOM
- Kitroun ¢ M3BECTHBIM aITOPUTMOM
- Kiitoun ¢ nporpammupyembiM
ANTOPUTMOM
- Kiirouu ¢ Taiimepom
- CeTeBble KITIOYH
- IPUEMBI 3aLIUTHI KIFOYEH OT B3JI0Ma
- TOCTOWHCTBA ¥ HEJOCTATKH UCIIOIb30BaHU
kirouedt nis 3amutsl 110;
- IPOU3BOIUTEIH FIEKTPOHHBIX KITFOUCH:
- 3A0 «Ananaun P.J1.»
- Rainbow security (WibuKey)
- 3A0 "Akrtus-codr” (Guardant)




- «MynbtuCodr» (Rockey, panbie
Feitian Rockey)
- «Kommanus "Dpumerc"» (Sentinel

(HASP) HL)
1Tex/

4.3 W3ydenune muTepaTypsl O BOIPOCAM: OIlK-11.1-3| JI1.1J11.2 [MoxroroBka
MeTo/1b1 321U Tl OT HECAHKIIMOHUPOBAHHOTO OIIK-11.1-y| JI1.3J11.4 KOHCIIEKTA 110
UCCIICIOBaHMs, aHAJIN3a U BOCCTAaHOBJICHUS OIlK-11.2-3| JI1.5J11.6 BOINIpOCaM
ANTOPUTMOB: CTPYKTYPHBIE METOJIBI 3AIIUTHI OT OIlK-11.2-y| JI1.7 JI1.8 TEMBI.
aHanu3a (MCKYCCTBEHHOE YCIOKHCHHUE OIIK-11.2-B| JI1.9JI1.10 | Kparkuii onpoc
AJTO-pPUTMOB; UCKYCCTBEHHOE YCIIOKHEHHE JI1.11J12.1 o TeMe Ha
CTPYK-TYpBI IPOTPAMMBI); 3aTPyAHECHHE JI2.2]13.1 |KOHCynbTanuM K
J3acceM-0upoBanus (MCIOIb30BAHKUE JI3.2 J13.3 9K3aMEHY
CaMOTEHEePUPY-TOIUX KOJOB; TMHAMHUIECKOE JI3.4 (zauery).
u3MeHeHne (My-Tanus) Kojia mporpaMMabl; 213223324
apxXuBaNys KoJa MPorpaMMBbl; MK poBaHIe KoIa 25 D6
OpOrpaMMbl); OOHAPYKEHHE U 3aTPyIHCHHE
oTyIaky (BBISAB-JICHUE (haKTa BHIIOTHEHUS
MPOTPaMMBI O] OTIATYNKOM,; 3aTPyIHEHUE
OTJIJIKM - HaBSI3bIBAHUE OTJIATYMKY JIOKHBIX TOUEK
OCTaHOBA; 3aCOPEHHE KOHCOJIN OTJIaI4HKa,

UCIIOJIb30BaHHUE CBOETO OTJIAJYHKa JIJI PaObOThI
samuiiaemoro I10; ucnoibp3oBaHue
(mpoBOLMPOBAHUE) U3BECTHBIX MPOTPAMMHBIX
OIMOOK KOHKPETHBIX OTIAIYMKOB); MY
MPOLIECCOPOB U ONEPAIIMOHHBIX CHCTEM;
HECTaHJapTHBIE METOABI PA0OTHI C anmapaTHbIM
obecrieueHneM; HECTaHAAPTHBIC OOpALICHUST K
¢ynxnusam OC.
3amuTa nporpamm ot HCK ¢ nomoupto HaBec-HbIX
3aIIUT (IPOTEKTOPOB): KAKYIO 3AILHUTY
00ecIeynBaloT MPOTEKTOPHI; KaK paboTaroT
MPOTEKTOPHI; CIIEHAPHH aTaKH - ICHCTBUS
B3JIOMIL[MKA ITO 3aIIUTHI; 3alIUTa OT B3JIOMa
MPOTEKTOPA; MPUMEPHI IPOTEKTOPOB; HEIO-CTATKH
3aIUTHI ¢ TOMOIIBIO TpoTekTopoB. 3a-muTta [10 ¢
MOMOIIIBIO 3JIEKTPOHHBIX KITFOUEH: BUBI
3JIEKTPOHHBIX KIIIOYEH; COCTaB KJII0Ya; BAPUAHTHI
peanu3alyy 3JeKTPOHHBIX KITI04eil; JOCTOMHCTBA U
HEJIOCTATKN MCIIOJIBb30BAHUS KITFOUEH JUIS 3alUThI
I1O; npon3BOIUTENN SJIEKTPOHHBIX KITIOUEH.

/Cp/

4.4 W3ydenue 3auThl IPOrpaMM OT U3yUYEHUS OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc

craruyeckum metoaom /Tlp/ OIIK-11.2-B| JI1.3J11.4 10 TEME.
OIIK-11.1-Y| JI1.5J11.6 |Pemenwue 3amauy.
OIlK-11.1-B| JI1.7 JI1.8 ITposepka
OIIK-11.2-3| JI1.9 J11.10 JIOMAIITHETO
OIIK-11.2-y| JI1.11J12.1 3aJaHHus.
J12.2713.1
J13.2 J13.3
3.4
213223324
35 56
4.5 M3yuenue 3auTel IPOrpaMM OT U3yUYEHUS OIlK-11.1-3| JI11.1J11.2 Ortuer mo JIP
cratnyeckuM mMetonoM /J1ao/ OIIK-11.2-B| JI1.3J11.4 3amura JIP.

OIIK-11.1-Y| JI1.5J11.6
OIIK-11.1-B| JI1.7 J11.8
OIlK-11.2-3| JI1.9 JI1.10
OIlK-11.2-y| JI1.11J12.1

J12.2713.1

J13.2 J13.3

J3.4
213223324

35 56




4.6 M3ydenue 3amuThl IporpaMM OT U3Y4YEHUS 2 OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
J-HaMuaeckuM metogom /TIp/ OIIK-11.2-B| JI1.3J11.4 110 TEME.
OIIK-11.1-Y| JI1.5J11.6 |Pemenue 3amau.
OIIK-11.1-B| JI1.7 J11.8 IIpoBepka
OIIK-11.2-3| JI1.9 J11.10 JIOMAIITHETO
OIIK-11.2-Y| JI1.11J12.1 3aJaHus.
J12.2713.1
J13.2 J13.3
J13.4
21322323524
35 D6
4.7 M3yueHue 3alyThl IporpamMM OT U3yUEHHs 2 OIlK-11.1-3| JI11.1J11.2 Ortuer no JIP
IA-HaMHU4YeCKUM MeToaoM /J1a6/ OIIK-11.2-B| JI1.3J11.4 Sammura JIP.
OIlK-11.1-y| JI1.5J11.6
OIlK-11.1-B| JI1.7 JI1.8
OIlK-11.2-3| JI1.9 J11.10
OIlIK-11.2-y| JI1.11J12.1
J12.2713.1
J13.2 J13.3
J13.4
2132232324
35 D6
Pazgen 5. IlporpaMMHEBIe 1
MPOrpaMMHO-TeXHHYECKHE CPEICTBA
obGecneuyeHust 6e30MacHOCTH (He OTHOCSILIHECS K
3alUTe NPOrpaMM M JaHHBIX)
51 [Temal 0
5.2 DJIeKTPOHHBIN 3aMOK (anmapaTHBIA MOLYJIb 12 |OIIK-11.1-3| JI1.1J11.2 Koncnekr
JIOBEPEHHOM 3arpy3ku) «Cob6oib». OIlK-11.1-y| JI1.3J11.4 JIEKIHI.
CpencTBa 6e30mMacHO ayTeHTU(UKAINH THITA OIIK-11.2-3| JI1.5JI1.6
RuToken. OIlK-11.2-y| JI1.7 J11.8
C3MU SecretNet (SecretNet Studio) u Ctpax. OIIK-11.2-B| JI1.9 J11.10
[IporpamMmMHbIe cpeACcTBa TeHEpALMK HaposIeil. JI1.11J12.1
[IporpamMmHBIe cpecTBa  aHAN3a 3AIIUIICHHOCTH JI12.2J13.1
ceru (PeBuzop). J13.2 113.3
[JTex/ J3.4
013223324
35 D6
5.3 Nzydenne nurepaTypsl MO paseny cpeJcTBaM U3 2 OIlK-11.1-3| JI1.1J11.2 [ToaroroBka
paznena 5 /Cp/ OIIK-11.2-B| JI1.3J11.4 KOHCIIEKTA TI0
OIIK-11.1-y| JI1.5JI1.6 BOIIpOCaM
OIIK-11.1-B| JI1.7 JI1.8 TEMBI.
OIIK-11.2-3| JI1.9J11.10 | KpaTkwuii ompoc
OIlIK-11.2-y| JI1.11J12.1 1o TeMe Ha
J12.2J13.1 |kOHCYyIBTAIMU K
JI3.2 J13.3 9K3aMEHY
J3.4 (3auery).
21323354
35 36
54 Usyuenne C3U SecretNet /TTp/ 2 |OIK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
OIIK-11.2-B| JI1.3Ji1.4 0 TeMe.
OIIK-11.1-Y| J1.5J11.6 |Pemenue 3azmau.
OIlK-11.1-B| JI1.7 JI1.8 ITposepka
OIIK-11.2-3| JI1.9 J11.10 JIOMAIITHETO
OIIK-11.2-y| JI1.11J12.1 3aJaHHus.
J12.2713.1
J13.2 J13.3
J13.4
21323354

35 56




5.5 Uzyuenne C3U Crpax /Tp/ OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
OIlK-11.2-B| JI1.3J11.4 0 TeMeE.
OIIK-11.1-Y| JI1.5J11.6 |Pemenue 3amau.
OIIK-11.1-B| JI1.7 J11.8 IIpoBepka
OIIK-11.2-3| JI1.9 J11.10 JIOMAIITHETO
OIIK-11.2-Y| JI1.11J12.1 3aJaHus.
J12.2713.1
J13.2 J13.3
J13.4
21322323524
35 D6
5.6 N3yyenue C3U SecretNet u Crpax /J1a6/ OIlK-11.1-3| JI1.1J11.2 Ortuer mo JIP
OIIK-11.2-B| JI1.3J11.4 Bamura JIP.
OIlK-11.1-y| JI1.5J11.6
OIlK-11.1-B| JI1.7 J11.8
OIlK-11.2-3| JI1.9 J11.10
OIlK-11.2-y| Ji1.11J12.1
J12.2713.1
J13.2 J13.3
J3.4
2132232324
35 D6
5.7 W3ydenue cpeacT 6e30nacHON ayTeHTU(DUKA-ITHH OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
tuna RuToken (u4.1) /TIp/ OIIK-11.2-B| JI1.3J11.4 T0 TeMe.
OIIK-11.1-Y| JI1.5J11.6 |Pemenue 3amau.
OIIK-11.1-B| JI1.7 J11.8 IIpoBepka
OIIK-11.2-3| JI1.9 J11.10 JIOMAIIHETO
OIIK-11.2-V| JI1.11J12.1 3aIaHus.
J12.2713.1
J13.2 J13.3
J3.4
0132232324
35 D6
5.8 W3y4enue cpeacTs 6e30nacHON ayTeHTU(DUKA-ITUH OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
tuma RuToken  (u.2) /TIp/ OIIK-11.2-B| JI1.3JI11.4 IO TeMe.
OIIK-11.1-Y| JI1.5J11.6 |Pemenwue 3amauy.
OIlK-11.1-B| JI1.7 JI1.8 [Iposepka
OIlK-11.2-3| JI1.9 J11.10 JIOMAIITHETO
OIIK-11.2-V| JI1.11J12.1 3aIaHus.
J12.2713.1
J13.2 J13.3
J3.4
013223324
35 D6
59 Usyuenue ckanepa cetu «Pesuzop 2.0». /TIp/ OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
OIlK-11.2-B| JI1.3Ji1.4 0 TeMe.
OIIK-11.1-Y| J1.5J11.6 |Pemenue 3azmauy.
OIlK-11.1-B| JI1.7 JI1.8 ITposepka
OIIK-11.2-3| JI1.9 J11.10 JIOMAIITHETO
OIIK-11.2-y| JI1.11J12.1 3aJaHHus.
J12.2713.1
J13.2 J13.3
J3.4
213223324
35 36
5.10 N3yuenne nmporpammel «Pesuzop Ceru 2.0 /TIp/ OIlK-11.1-3| JI1.1J11.2 | YcrHblit onpoc
OIlK-11.2-B| JI1.3Ji1.4 0 TeMe.
OIIK-11.1-Y| J1.5J11.6 |Pemenue 3azmauy.
OIlK-11.1-B| JI1.7 JI1.8 ITposepka
OIIK-11.2-3| JI1.9 J11.10 JIOMAIITHETO
OIIK-11.2-V| JI1.11J12.1 3aaHHUs.
J12.2713.1
J13.2 J13.3
3.4
213223324

35 56




511 Ipuewm (cnaua) sxzamena [UKP/ 8 0,35 |OIIK-11.1-3( JI1.1J11.2 OTBeTHI HA
OIIK-11.2-B| JI1.3J11.4 Kontponbusle
OIIK-11.1-y| JI1.5J11.6 BOTIPOCHI
OIIK-11.1-B| JI1.7 J11.8 Pesynbratst
OIIK-11.2-3| JI1.9J11.10 |peureHus 3amad.
OIlK-11.2-y| Ji1.11J12.1 OTBeThI Ha

JI2.2J13.1 | momosTHATENBHBI
JI3.2 JI3.3 € BOIIPOCHI.
J3.4 Pesynbratst
D132 33 D4 | TecTHpOBaHUS.
35 D6

5.12 KoucynprupoBanue nepes sx3amenom /Kuc/ 8 2 OIlK-11.1-3| JI1.1J11.2 Bompocs! k
OIIK-11.2-B| JI1.3J11.4 9K3aMeHy.
OIlK-11.1-y| JI1.5J11.6 Pemenne
OIIK-11.1-B| JI1.7 JI1.8 |TumnoBsIX 3amad.
OIlIK-11.2-3| JI11.9J11.10 OTBeTH Ha
OIlK-11.2-y| JI1.11J12.1 BOTIPOCHI.

J12.2713.1
J13.2 J13.3
J3.4
2132232324
35 D6

5.13 IMoarotoBka K sk3ameny /Ok3amen/ 8 35,65 [OIIK-11.1-3| Ji1.1J11.2 3amauu K
OIIK-11.2-B| JI1.3J11.4 9K3aMeHy.
OIIK-11.1-y| JI1.5JI1.6 Bunetsr k
OIIK-11.1-B| JI1.7 J11.8 9K3aMeHy.
OIIK-11.2-3| JI11.9J11.10 Tectsl k
OIlK-11.2-y| JI1.11J12.1 9K3aMeHy.

J12.2713.1
J13.2 J13.3
J3.4
0132232324
35 D6

5. OUEHOUYHBIE MATEPHA.IBI 10 JUCLUIIIMHE (MOAY.JIIO)

O1LeHOYHbIe MaTepuabl [0 JAaHHOH IMCUMIUIMHE IPUBEICHBI B IPUIIOKEHHU K paboyell mporpaMMe AUCUUILIAHEL (CM. JOKYMEHT
«O1eHOYHBIE MaTepHUaIbl o AUcIUuInHe «[IporpaMMHO-armapaTHbie CPeCTBA 3aIUThH HH)OPMAIHHY).

6. YYUEBHO-METOJANYECKOE 1 TH®OPMALNOHHOE OBECINEYEHUE TUCHUIIJIMHBI (MOIY JIS)

6.1. PekoMeHnayemasi JuTepaTypa

6.1.1. OcHoBHas IMTEpPaTypa

Ne ABTOPBI, COCTAaBUTENH 3arnaBue Msparensctso, | Kommuectso/
roxn Ha3BaHUE
9BC

JI1.1 |Ilomemxkun A. A., Cucrema 3amuThl HHPOPMAILIUU OT HECAHKIIHOHHPOBAHHOTO Hosocubupck: |978-5-7782-1
Koporkux U. B. JIOCTyIa Ha OCHOBE ITPOTPaMMHO-AMNNAPATHOTO KOMILIEKCA HoBocubupcku |990-8,

«SECRET NET 5.0» : yue6HO-MeTOtMUECKOE 11ocoOue i http://www.ipr
rocynapctBeHH |bookshop.ru/4
BII 5015.html
TEXHUYECKUH
YHHUBEPCHTET,
2012, 47 c.

JI1.2 |PynenxoB H. A, TexHONMOTHA 3aIIUTH HHPOPMALIUU B KOMIIBIOTEPHBIX CETSIX Mockaa. 2227-8397,
Iponerapckuii A. B., Hurepuet-Yuus | http://www.ipr
Cwmupnosa E. B., epcUTeT bookshop.ru/7
CypoBoB A. M. Nudpopmanmons | 3732.html

pIX Texnomorui
(MHTYUT),
2016, 368 c.




Ne ABTOpBI, COCTaBUTENN 3arnaBue Uspatensctio, | Konuuectso/
roa Ha3BaHUE
3BC

JI1.3 |@omun J. B. Nudpopmanmonnas 6€30MacHOCTD U 3aIUTa HHPOPMALINH! Caparos: 978-5-4487-0

CIELUaIN3UPOBAHHBIE aTTECTOBAHHBIE IPOIPaAMMHEIE U Bysosckoe 297-6,

MpOrpaMMHO-aMNMapaTHble CPECTBA | y4eOHO-METOANYECKOe obpasoBanue, |http://www.ipr

nocooue 2018, 218 c. bookshop.ru/7
7317.html

JI1.4 |Acraiikun A. 1., Mertozbl 1 cpesicTBa oOecneueHns IporpaMMHO-aInapaTHON Capos: 978-5-9515-0
MaptsHoB A. I1., 3amUThl HHQOPMAIIHY | HAYIHO-TEXHUIECKOE N3JaHHe Poccuiicknii 305-3,
Huxomnaes /1. b., denepansuprii | http://www.ipr
domuenko B. H. sinepHslIii ienTp |bookshop.ru/6

— BHUNDD, 0959.html
2015, 224 c.

JI1.5 |Coxonos B. IT., KomupoBanue B cucreMax 3aniuTel HHPOPMALUH | yIeOHOe Mocksa: 2227-8397,
Tapacosa H. I1., nocobue MockoBcKui http://www.ipr
[Menyxun O. W. TexHudeckui | bookshop.ru/6

YHHUBEPCHUTET 1485.html
CBSI3U U
HHPOPMATHKH,
2016, 94 c.
JI1.6 |Ilerpenko B. U. 3amuTa IepcoHANBHBIX TaHHBIX B MHPOPMAIIMOHHBIX cucTeMax | | CTaBpOmob: 2227-8397,

yueOHOe mocodue Cesepo-Kaskas |http://www.ipr
CKHiA bookshop.ru/6
denepanbubrii  |6023.html
YHHBEPCHTET,
2016, 201 c.

JI1.7 |Epmaxos /1. T'., [TpumeHeHne aHTUBUPYCHBIX NPOTpaMM IJIsl 00ecTieueHHs ExarepunOypr: |2227-8397,

IMpucsoxueiit A. B. uH(popMaMOHHO# 6e30MacHOCTH Ypanbckuii http://www.ipr
dbenepansubiii | bookshop.ru/6
yauBepcurer, |6577.html
3bC ACB,
2013, 64 c.

JI1.8 |Kammeikos U. A., KomnproTepHast KpUMHHAIHCTHKA : Ta00paTOPHEIA pakTukyMm | CTaBpomos: 2227-8397,

Menemenko B. C. Cesepo-Kagkas |http://www.ipr
CKHH bookshop.ru/6
benepanpupiii  [9392.html
YHHBEPCHTET,
2017, 84 c.
JI1.9 |Cerues 1O. H. Cranaaptsl HHGOPMALMOHHOM 6€30MaCHOCTH. 3aluTa 1 Capatos: 978-5-4487-0
00paboTka KOH(QHICHINANEHBIX TOKYMEHTOB : yaeOHOe mocodre |By3oBckoe 128-3,
obpasoBanue, |http://www.ipr
2018, 195 c. bookshop.ru/7
2345.html
JI1.10 [T'motmra U. M. Cpencrsa 6e30macHOCTH orepannoHHo# cucrembl Windows Caparos: 978-5-4487-0
Server 2008 : yueOHO-MeTOANUECKOE TIOCOOME Bys3osckoe 136-8,
obpasoBanue, |http://www.ipr
2018, 141 c. bookshop.ru/7
2538.html
JI1.11 |Ixonc K. [1., lllema  |MHCcTpyMeHTaJbHBIE CpeCTBA 0OeCeYeHus 0€30I1aCHOCTH Mockga: 2227-8397,
M., Ixoncon b. C. Wnrepret-YHus | http://www.ipr
epcuter bookshop.ru/7
Nudpopmanmons [ 3679.html
pix TexHonorui
(UHTYWUT),
2016, 914 c.
6.1.2. lonoTHUTEIbLHAS JTUTEpPATypa
Ne ABTOpBI, COCTaBUTENN 3arnaBue Uspatensctio, | Konuuectso/
rox Ha3BaHHE

3bC




Ne ABTOpBI, COCTaBUTENH 3arnaBue Wsparensctso, | Komuuectso/
roJ Ha3BaHUE
9BC
JI12.1 Anmunuctpuposanne OC Unix Mocksa: 2227-8397,

Wnrepret-YHus | http://www.ipr
epcuter bookshop.ru/7
Nupopmanmons [ 3659.html

bIX TexHonoruu
(UHTVYUT),
2016, 303 c.

JI12.2 |AiBenc K. Anmunnctpuposanue Microsoft Windows Server 2003 Mocksa: 2227-8397,

Uurepret-Yuus | http://www.ipr
epcuter bookshop.ru/7
Nupopmarnmons | 3725.html

pIX TexHonorui

(MHTYUT),
2016, 486 c.
6.1.3. MeTtonuueckue pa3padoTKu
Ne ABTOpBI, COCTaBUTENH 3arnaBue M3znarensctBo, | Konmuectso/
roj Ha3BaHUE
9BC
JI3.1 |denwucos U. A. JlaGopaTOpHBIN MPAKTUKYM I10 TUCHUILINHE Mocksa: 2227-8397,
[IporpammHO-anmapaTHBIE CPECTBA 3aUIUTH HH(POPMAIAN MOCKOBCKHH http://www.ipr

Texaudyeckuii | bookshop.ru/6
YHHUBEPCHUTET 1529.html

CBSI3U U
nndopmaruky,
2016, 31 c.
J13.2 |Ky3pmun HO.M., [IporpamMMHO-anmapaTHbie CpeCTBa 0OECTICUESHUS Psizans: PULL ,
Kypakcun B.A., uHopMannoHHO# 6e30macHOCTH | MeToquueckue yKa3aHus PI'PTY, 2018, |https://elib.rsr
[psxeropmuuckuii B.H. eu.ru/ebs/dow
nload/1883
JI3.3 |Ky3bmun I0.M., 3amura nporpamm u ga"HbeIX. U.1 | Metoandeckue yka3aHus Psasans: PUL]

Kamunkuna T.U.

PI'PTY, 2019, ’https://elib.rsr
eu.ru/ebs/dow

nload/2119
JI3.4 |Ky3bpmuH I0.M., 3amuTa nporpamm U naHHbIX. YacTs 2. ccnenoBanue nporpamm |Psizans: PUL] ,
Kanuukuna T.1. JIMHAMHYECKAM METO/IOM: METO[I. yKa3. K J1ab. paboram : PI'PTY, 2020, |https://elib.rsr
Meroanueckue yKazaHus eu.ru/ebs/dow
nload/2638
6.2. Ilepeyenns pecypcoB HHPOPMAIHOHHO-TeIeKOMMYHHKALMOHHOI ceTH "'UHTepHeT"
21 |L OnekTpoHHO-O0nbIMoTEeuHas cucremMa «Jlanpy. — Pexxum nocryna: goctyn u3s kopriopariuHoi ce-tu PIPTY —
cBoGoanbIi (0e3 maposst). URL: https://e.lanbook.com/
22 |2 DnexTporHO-6HbMHOTeuHast cucteMa «|PRD00KS». — Pexxum moctyma: goctym u3 koprioparus-Hoit cetit PTPTY —
cBOOoaHBIN (03 mapoJs), goctyn u3 cetu MHtepHeT - mo maposro. URL: https://iprbookshop.ru/
23 |3 Onextponnas 6ubnmmoreka PIPTY. URL: http://elib.rsreu.ru/ . Pexxum moctyma: u3 xopropatus-uoit cetn PIPTY —
0 MApOJII0
D4 |4, Hayunas anextponHas 6ubnuoreka eLibrary. URL: http//e.lib/vIsu.ru/www.uisrussia.msu.ru/elibrary.ru
25 |5 bubnuoteka u popym mo nporpammuposanuro. URL: http://www.cyberforum.ru
26 |6. Hanwnonansustii oTkpbeITeid yauBepcuter MHTYUT. URL: http://www.intuit.ru/

6.3 [lepeyens MporpaMmMHOro odecriedeHusi 1 HHPOPMALMOHHBIX CIPABOYHBIX CHCTEM

6.3.1 IlepeyeHb JIMLUEH3NOHHOIO H CBOGOIHO PACIPOCTPAHIEMOr0 IPOrPaAMMHOI0 0GecneyeHtsl, B TOM YHCJe 0Te4eCTBEHHOT0

MPOMU3BOACTBA

HaunmenoBanue

Onucanue

Oneparnonnas cucrema Windows

KOMMep‘IeCKafI JIMICH3UA

Kaspersky Endpoint Security

Kommepueckas nuneH3ust

Adobe Acrobat Reader

Csoboguoe I10




LibreOffice Csob6oxnoe I10
VMware Player Csob6onanoe I10
6.3.2 IlepevyeHb HH(POPMALMOHHBIX CIPABOYHBIX CHCTEM
6.3.2.1 |CI/ICTeMa KoucynbrantlLiroc http://www.consultant.ru
7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYUEHHUE JUCLHUIIJIMHBI (MOAYJIA)

270 yueOHO-aAMHHHUCTPATHBHBINA KOPIyC. yaeOHas ayIUTOPHUS JJIS TIPOBEACHUS yUeOHBIX 3aHATHH. CriennaaIn3upoBaHHast
1 Mebenpb (42 mocago4HBIX MECTa), MArHMUTHO-MapKepHas Jocka. MyinsTuMmenua mpoekrop, 1 skpan. PaGouee mecto (2
crona), 1 mepcoHaNbHbIM KOMIBIOTED, 1 HOYTOYK.

268  yueOHO-aIMHHUCTPATHBHBIMH  KOPIyC. KOMIBIOTEPHBIM  KJacC IS NPOBEACHHS  y4eOHBIX  3aHATHH

2 CrernmanusupoBantas Mebenb (20 kommbroTepHbIX cTONOB), 20 TMEPCOHANBHBIX KOMIBIOTEPOB. B03MOXKHOCTH
MOAKIIIOUEHHsT K ceTn VHTepHeT M obecreueHneM I0CTyna B DJIEKTPOHHYIO MH(OpMalMOHHO-00pa30BaTeNIbHYIO CPEdy
PI'PTY.

8. METOAWYECKHUE MATEPHUAJIBI IO JTUCHUIIIMHE (MOYJIIO)

Mertoandueckne MaTepras 1o JaHHOM TUCIUILTHHE pUBeeHb! B [Ipumoxkennn 2 K pabodeil mpo-rpaMMe TUCIUILTHHEL (CM.
IOKyMeHT «MeToanueckoe obecrieueHne IUCIUILIHHBL «[IporpaMMHO-anapaTHbeie CpeaCTBa 3aUTH HHOOPMAIIHHY).

Onepatop 340 000 "KomnaHus "TeH3op" ——
[IOKYMEHT MOZAMUCAH 3/IEKTPOHHOW MOANMUCHIO
noanncAHO ®reoy BO "PrPTY", PIPTY, MNpxeropavHckuii Buktop 05.07.22 14:40 Mpocrtas noanuck
3ABEAYIOLLUMM Hvikonaeswy, Mpenogasatens (MSK)
KA®E/PbI
noanncAHO ®reoy BO "PrPTY", PIPTY, MNpxeropavHckuii Buktop 05.07.22 14:41 Mpoctas noanuce
3ABEAYLLUMM . Hukonaesuu, Mpenoaasatenb (MSK)
BbIMYCKAIOLLIEU
KA®E/PbI
noAanncAHO ®reoy BO "PrPTY", PIPTY, Kopsuko Anekcei 16.08.22 11:44 Mpocras noanuce
MPOPEKTOPOM 110 YP BsiuecnaBoBuy, MpopekTop Mo y4e6Hol paboTte (MSK)




