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Pacnpeue.ﬂeﬂue YacoB JUCHHUIIJIMHBI IO CceMeCcTpam

Cemectp
(<Kypc>.<Cemectp 8(4.2)
Ha Kypce>) Hroro
Henens 16
Bupn 3anstuii vII PII v PII

Jlexru 32 32 32 32
JlabopaTopusie 16 16 16 16
[pakTrueckne 16 16 16 16

Wuas konTrakTHAs 0,55 055 055 |0,55
pabora

KoncynbetupoBanue |2 2 2 2
nepest 3K3aMeHOM U

NIPaKTUKOI

Uroro ayn. 66,55 | 66,55 66,55 | 66,55
KonrakrHas pabora |66,55 | 66,55 [66,55 [66,55
Cawm. pabora 21 21 21 21

Yace! Ha koHTpOosts | 8,75 |8,75 [8,75 |[8,75

[Mucemennas padora |11,7 |11,7 |[11,7 11,7
Ha Kypce

Hroro 108 (108 |108 (108

r. Pa3aun
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Busuposanmne PII/] nJist ucnoiHeHHsI B O4epeHOM YUeOHOM roay

Pabouas mporpaMmma nepecMoTpeHa, 00CyxkaeHa u ogoOpeHa st
ucronHenus B 2026-2027 yuyeOHOM roy Ha 3aceIaHuu Kadeaphl
HNudopmannonHoii 6e30MaCHOCTH

IIpoTokom ot ___ 2026 r. Ne

3aB. kadenpoii

Busuposanue PII/L nJist MCIIOJIHEHHMS] B OYepeJHOM Y4eOHOM roay

Paboyas mporpamma nepecMoTpeHa, 00CykIeHa U 0JJ00peHa IS
ucnoyiHenus B 2027-2028 yueGHoM roay Ha 3acegaHuy Kadeapsl
HNupopmanuoHHoii 6e30MaCHOCTH

IIpoTokomor ___ 2027 1. Ne

3aB. xadenpoit

Busuposanue PII/] nJist ucnosiHeHHsI B 04epeTHOM YUeOHOM roay

Pabouast mporpamma nepecMoTpeHa, 00CyxIeHa U 000peHa st
ucnoyiHeHus B 2028-2029 yueGHOM roay Ha 3acegaHuu Kadeapsl
HNudpopmannonHoii 6e30naCHOCTH

IIpoTokom ot ___ 2028 r. Ne

3aB. kadenpoii

Busuposanne PII/L nJisi MClIOJIHEHHMSI B OYepeHOM Y4eOHOM roay

Pabouast mporpamMma nepecMoTpeHa, 06CyxIeHa 1 0J00peHa st
ucnoyHeHus B 2029-2030 yyeGHOM roay Ha 3acegaHuu Kadeapsl
HNudopmanuonHoii 6e3onacHocTH

IIpotokomor ___ 2029 . Ne

3aB. kadeapoii




1. IIEJIM OCBOEHMSI T CLIUILIAHBI (MOIY.JIST)

1.1|1lespt0 AUCUMIUIMHBI SBJSIETCS OTyYSHHE 00yUYarOIMMUCs 3HaHUH, HOPMHUPOBAHKE Y HUX YMEHUI U HABBIKOB,
HEO0OXOIMMBIX TIPH pa3paboTKe 6€30MacHOT0 MPOTrPAMMHOTO 00eCTIeUeHHS I PEIIeHUs 3a1a4 B MpodeccuoHATbHOM
JeATEIbHOCTH. .

1.2|3amauamMu  AUCHUILIMHGI IBISAIOTCS:

1.3|— nmony4eHue 3HaHWI 00 OCHOBHBIX YSA3BHMOCTSX M yrpo3ax 0e3omacHoCTH nHGopmanuu mpu paszpadotke I10 u ux
HCTOYHUKAX; 0 TPeOOBaHUAX K Ge30macHOMY TporpamMmmuomy obecriederto (I10) u mporpaMMHO-METOINIECKO#M
JOKYMEHTAIMH; O METO0JIOTHH OlleHKH Oe3onacHocty [10 1 ypoBHsIX n0Bepus U OlleHKe puckoB Oe3onacHoctH [10; 00
OpraHU3aLMOHHBIX U TEXHMYECKUX Mepax Mo pa3paboTke OezonacHoro I10, peannzyeMbpIX Ha pa3IMYHBIX CTaIUsIX
YKM3HEHHOTO IMKJIa pa3paboTku 6e3onacHoro [10, B TOM 4HcIie 0 HelsX 3THX Mep U 0 TpeOOBaHUX, IPEIbIBISEMBIX K UX
peanM3anyy; pyKOBOSIINX TOKYMEHTAX, PEriaMeHTUPYIOLIHMX MPOLECC CO3JaHus U COACPIKaHUE ITANIOB CO3AaHUs
6esomacHoro I10; pyKOBOISAIINX JOKYMEHTAX, PETIAMEHTHPYIOIINX aHaIn3 (ayauT, sKCepTusy) 6esomactocta 110 u
OLIEHKY CTETIEH! COOTBETCTBUS BhIsBICHHOH Oe3onmacHocTH [1O npeabsBieHHBIM TPEOOBaHUAM; O TOKYMEHTaX, KOTOPHIE
HE00X0IUMO pa3padbaTeIBaTh IPH BBHIIOTHEHUH paboT 1o co3manuro Oe3zomacHoro I10; o meprnoanIHOCTH, OCHOBHBIX
JTanax M MeToJax TecTupoBanus u ananusa [10; 00 MHCTpyMEHTaNBHBIX CPEACTBAX, IPUMEHsIeMbIe Ui TecTupoBanus 110,
€ro aHaJIM3a M OUCKA B HEM YSI3BUMOCTEI;

1.4|— npuoOpeTeHre yMEHUs BBIABISATH Yrpo3bl U ysa3BuMocTu 110; mpoBoquTh TecTupoBanue u anaiu3 [10; paspadaTeiBaTh
HEOOXOIMMYIO JOKYMEHTAIIHIO B Ipolecce co3nanus 6e3omnacHoro [10; pa3pabaTeiBaTh OpraHU3aIllMOHHBIC U TEXHHYCCKHE
MepBI 1o co3manuio 6e3omacHoro 10, peam3yeMbIX Ha pa3IUIHBIX CTAAMSIX KU3HEHHOTO IIUKIIA pa3pabOTKH 0€301acHOro
I1O; ouenuBath 6e30macHOCTh [10, ypoBHSX H0Bepust U pucku Oezonacuoctu [10; oleHMBATH CTENEHh COOTBETCTBUS
BbIsSIBIICHHOH Oe3onacHocTr [10 npeabsBIeHHBIM TPEOOBAHUSM;

1.5|— npuoOpeTeHue NpakTHIECKUX HABBIKOB BBISBICHHS YIpo3 U ys3BuMocteii [10; TectupoBanuu u ananuse [10; paspabotke
HEOOXOANMOM TOKYMEHTAIUH; Pa3pabOTKe OPraHU3aMOHHbBIX H TEXHUYECKUX Mep M0 pa3paboTke 6e3omacHoro I10,
peau3yeMbIX Ha Pa3IUYHBIX CTAIHMIX )KU3HECHHOTO MUKJIA co3anuio 6esonacuoro [10; onenke 6e3omacHocTh 10, ypoBHE
JoBepust 1 pucke 0ezonacuoctu [10; olleHKe CTeNeHH COOTBETCTBHS BIABICHHOH Oe3omacHocTu [10 npeabsBiIeHHbIM

TpeOOBAHUAM.
2. MECTO JUCHUIIJIMHBI (MOAYJISA) B CTPYKTYPE OBPA3OBATEJbHOM ITPOIr'PAMMBI
Iuxn (pazzmen) OIL: |b1.B

2.1| TpeGoBanus K NpeIBapuTeJbHOI MOJr0TOBKE 00y4alOIIErocs:

2.1.1]O0BexTHI 3amuTH HH)OPMAIIH

2.2| AucuMminnbl (MOXYJIM) M MPAKTHKH, /ISl KOTOPHIX 0CBOEHHE TAHHON TUCHMILUIMHBI (MOIYJIsl) HEOGX0TUMO KaK
npelIecTByomlee:

2.2.1|Ilpon3BOACTBEHHAS TIPAKTHKA

2.2.2|TloarotroBKa K MpoLeAype 3allUThl U MPOIEAYPa 3aIIUTHI BBITYCKHON KBATU(DUKAIIHOHHON paObOThI

2.2.3|IpeaaumiomMHas MpakTUKa

3. KOMIIETEHI{Y OBYYAIOIIETOCSI, ®OPMUPYEMBIE B PE3YJIbTATE OCBOEHMS JUCLUILTAHBI
(MOZY.JISN)

K-3: CnocodeH 01ieHUBATH YPOBEHb 0€30MACHOCTH KOMIIBIOTEPHBIX CHCTEM H ceTeil

[K-3.2. IpoBoauT aHAIN3 0€30MACHOCTH KOMIBIOTEPHBIX CHCTEM

3uarp

- OCHOBHBIC YSI3BHMOCTH ¥ YTPO3HI Oe30macHOCTH nHpopManuu mpu pazpadorke [10 1 ux Mc-TOYHHUKH;

- TpeGoBanus K Ge3omacHoMy miporpammuomy obecnederuto (I10) u mporpaMMHO-METOANYECKOM TOKYMEHTAIIUH;
- METOI0JIOTHIO olleHKH Oe3omacHocTH [10, 06 ypoBHsX noBepus 6e3omacuoctu [10;

- PYKOBOJIAIIIIME JIOKYMEHTBI, pErIaMeHTUPYIONINE aHau3 (ayaut, sSKkcreptu3sy) 6ezonacuoctrt  [10 U OlIEHKY CTENEHH COOTBETCTBHUS
BbIsIBIIEHHOH Oe3omacHocTH 10 nmpeabsBIeHHBIM TpeOOBaHUM;

- IEPUOINIHOCTh, OCHOBHBIE ATAITBI M METOJIBI TeCTUPOBaHM 1 aHanm3a [10.

Ymernb

- BBISIBIIATE YIpo3Hbl U ya3sumoctH [10;

- IPOBOJIUTH TeCTHpOBaHUe U aHau3 [10;

- onieHUBaTh Oe3omacHocTh [10, ypoBHH noBepus U pucku 6e3onacHoctH [10;

- OLICHMBATh CTETICHb COOTBETCTBHS BBIIBIEHHOI Oe3onacHocTH 10 npenbsBiIeHHBIM TpeOOBaHUM;

- COCTaBJIATH U 0(OPMIIATh AHATUTHYECKUI OTYET 10 pe3yIbTaTaM MPOBEJCHHOTO aHAIN3a YSI3BIMOCTEH;

- pa3pabaThIBaTh MPEATI0KEHHS 10 YCTPAHEHHIO BBISIBICHHBIX YSI3BUMOCTEH.

Baagers

- HaBBIKAMH BBIABIICHHA yrpo3 U ysa3Bumocreii [10;

- HaBBIKAMU TeCTUpOBaHMUU U aHanu3e [10;

- HaBbIKaMH OTIeHKH Oe3omacHocTu 10, ypoBHS noBepus u pucka 6e3onacHoctu 110;

- HaBBIKAMU OLICHKHU CTEIICHH COOTBETCTBUS BBIIBICHHOW Oe3onmacHocTd [10 nmpeabsBIeHHBIM TPEOOBAHUSM,;

- HaBBIKAMU yTIpaBlieHus ysi3BumocTsmu [10.




B pe3ysibTaTe 0CBOCHUSI AUCHUTINHBI (MOTYJIs) 00yYAIOIIHIACS T0JKEH

3.1|3nars:
3.1.1|- ocHOBHBIE YSI3BUMOCTHU M yrpo3bl Oe3onacHocTH HH(popMaLuu npu paspadorke [10 u ux uc-TouHUKY,;
3.1.2]- TpeGoBanus k Ge3omacHoMy mporpammHoMy obecrieueruto (I10) u mporpaMMHO-METOANYECKOM TOKYMEHTAIIHH;

3.1.3

- METOIOJIOTHIO OlleHkH Oe3onacHoctu 110, 06 ypoBHsx goBepus 6e3onacuoctu 110;

3.14

- PYKOBOJAIHNEC TOKYMCHTBI, PCIJIaMCHTHUPYIOINWEC aHAIN3 (ay,Z[I/IT, 3KCHepTVI3y) 6e3omacuoctu  I10 u OLICHKY CTCIICHU

COOTBETCTBUS BBISABICHHOM Oe3omacHocTu 11O IpeaAbABICHHBIM TpeGOBaHI/IHM;

3.1.5|- nepnoIUIHOCTH, OCHOBHBIE 3TAIBl M METOBI TECTUPOBAaHKA U aHanmm3a [10.
3.2| YmeTh:
3.2.1]- BBISIBIATH yTpo3Hl u ys3BuMmocT [10;
3.2.2|- mpoBoauTh TecTupoBanue u aHanus [10;
3.2.3]|- ouenuBath O6e3omacHocTh [10, ypoBHE noBepus u pucku 6ezomacHocTH [10;
3.2.4]- oleHUBATH CTETIEHb COOTBETCTBHS BEIBIEHHON Oe3omacHocTH [10O mpeapsaBIeHHBIM TPeOOBaHUSM;
3.2.5(- cocTaBnsaTh U 0OPOPMIIATH AHAITUTUUECKHUH OTYET MO pe3yIbTaTaM IPOBEJACHHOTO aHaIN3a YsI3BUMOCTEH;

3.2.6]- pa3pabaTeIBaTh MPEATIOKECHUS IO YCTPAHSHHUIO BEISBICHHBIX YSI3BUMOCTEH.
3.2.7
3.3|Baagern:
3.3.1|- HaBBIKaMU BBIABJICHUSA YTpo3 U ys3Bumocteit [10;
3.3.2|- naBbIKkaMu TecTUpOBaHuU U aHanuse [10;
3.3.3]| - HaBBIKaMu oreHKH Oe3omacHocTH [10, ypoBHS moBepus u pucka 6e3onmacuoctu 110;
3.3.4|- HaBBIKAMH OLIEHKH CTEIICHU COOTBETCTBUS BhIsIBICHHOW Oe3onacHocTH [10 nmpeabsBieHHBIM TpeOOBaHHSM,;

3.3.5|- naBrIKaMu ympaBieHus ya3BUMocTsiMA [10.
3.3.6
4. CTPYKTYPA U COAEPKAHUE TUCHUIIJINHBI (MOIY JISI)
Kon HaumenoBanue pa3aenios u tem /Buj 3anusarusi/ | Cemectp /| Uacor | Komneren- | Jluteparypa ®opma
3aHATHS Kvpe 1070 KOHTDOJISI
Pa3gen 1. BBeneHue B THCHHUILTHHY
11 [Temal 8 0
1.2 AKTyambHOCTH Oe3omacHoit pazpabotku [10 8 2 [K-3.2-3 JI1.1711.2 Koncmekr
(TpeGoBanust pyKOBOAAIINX JOKyMEHTOB. Ommbka [K-3.2-y J11.3J11.4 JIeKIUH
nipu pazpadotke [10 MoxkeT 00epHYTHCS IS [1K-3.2-B JI1.5J11.6
HPOrPaMMHUCTA YTOJOBHBIM CPOKOM. 3a4eM J1.7
TECTUPOBAThH MPOrPaMMBbI Ha O€30TTaCHOCTh JI1.8J12.1
(ys13BUMOCTB)). J12.2J13.1
IIpobaemsr Oe3omacHo paspadotku [10. Cpenctso J13.2
Antndummar.START s popmupoBaHus 21323354
TpeboBaHuii o O6e3zonacHoit pazpabotke I10. 35 D6 D7 D8
[Toaxompl K ONpeaesIeHUIO TOHATHS 0€301aCHOTO 39 310 911
IO: 312313314
a) I1O 6e3 ys3BUMOCTEM 215516 217
6) 1O B KOTOPOM YCTpaHEHBI YSI3BUMOCTH 218 319 520
B) [1O croco6HOe MPOTHBOCTOSTH OTMPECICHHOMY 221 522 323
MOTeHIHANy HanmaaeHus - cpaBHUTh [ OCT P 3524 525 526
HNCO-MDK 18045—2013 (ITpunoxenue B) u D27 2328 529
Meroauky BoisiBieHus ysizsumocreit u HAB B I10 330
(Mpunoxxenue 4) 1uis onpeesieHUs NOTeHIUaa
HapYIIATEIs.
[JTex/




13

W3ydeHue auTepaTypsl 1 KOHCTekTa Jekuuii /Cp/

[1K-3.2-3
[K-3.2-y
[1K-3.2-B

JI1.1J11.2
JI1.3J11.4
JI1.5J11.6
J1.7
JI1.8J12.1
J12.2713.1
J3.2
01323334
35 56 27 08
99 3510211
012313314
315 216 217
318 319 20
021 322 323
324 2925 326
327 2328 929
330

Ioxroroska
KOHCIIEKTA I10
BOIIPOCAM
TEMBI.
Kpatkuii onpoc
10 TeMe Ha
KOHCYJIBTAIIH! K
9K3aMeHy
(3auery).

Pa3gen 2. ba3oBasi TepMUHOJIOTUS 0e30MAaCHOM
pa3padorku I10. [lepexts [1O, ysa3zBumocTH
HO u HAB ITO

2.1

[Tema/

2.2

OcHOBHBIE IOHATHA Oe30macHoi pa3zpadotku [10
(Cnosaps). ITepeuens TunoBsix Aedextos 10 u
(dhopm ux mposisienus ). Knaccupuxanus

ysizBumocreit [10 (13 Meroaukn). Kinaccudukarms

H/IB 1O (u3 Metoaukn).
[JTex/

[K-3.2-3
[K-3.2-y
I1K-3.2-B

JI1.1J11.2
JI1.3J11.4
JI1.5J11.6
J1.7
J11.8J12.1
JI2.2713.1
J3.2
0132232324
3556 D7 08
59 510 211
012 313314
315316 D17
218 519 520
321 322 323
324 325 226
D27 2528 329
330

Koncmekt
JIEKIIMH

2.3

Awnanus nedexros, yassumocteit u HIB T10 /TIp/

[1K-3.2-3
[K-3.2-y
I1K-3.2-B

J1.111.2
JI1.3J11.4
JI1.5J11.6
J1.7
JI1.8J12.1
J12.2J713.1
J3.2
013233524
35056 D7 08
59 510 011
012313314
215 516 517
318 319 520
021 3522 323
324 325 226
027 328 929
330

VYeTHbll onpoc
0 TEME.
Pewenue 3anau.
[Iposepka
JIOMaIIHEro
3a/laHusl.




2.4

W3ydeHue auTepaTypsl 1 KOHCTekTa Jekuuii /Cp/

[1K-3.2-3
[K-3.2-y
[1K-3.2-B

JI1.1J11.2
JI1.3J11.4
JI1.5J11.6
J1.7
JI1.8J12.1
J12.2713.1
J3.2
01323334
35 56 27 08
99 3510211
012313314
315 216 217
318 319 20
021 322 323
324 2925 326
327 2328 929
330

Ioxroroska
KOHCIIEKTA I10
BOIIPOCAM
TEMBI.
Kpatkuii onpoc
10 TeMe Ha
KOHCYJIBTAIIH! K
9K3aMeHy
(3auery).

Pa3gen 3. Yrpo3sl 6e3onacHocTH HHGOpMAMHT
npu paspadorke IO

3.1

[Temal

3.2

Yrpo3sl 6e30macHOCTH HHPOPMAIMK Ha pa3HbIX
cramusx JKII I1O (cormmacao 'OCT P 58412-2019
"3amuTa nHpopmaiuu. Pa3paborka 6€30macHOTO
I1O. Yrpo3sl 6e30nacHOCTH HHPOPMAIIH TIPU
paspabotke I10") u MepsI 10 pa3paboTke
6e3omacHoit pazpabotke 110 (u3 TOCT P
56939-2016) msist ycTpaHeHus yrpo3
(comocraBneHue yrpo3 u Mep IPUBEICHO B
Ipunoxennu A x TOCT P 58412-2019). /Jlex/

[1K-3.2-3
[K-3.2-y
I1K-3.2-B

J1.1J11.2
J11.3J11.4
JI1.5J11.6
J1.7
J11.8J12.1
J12.2J13.1
J3.2
01323354
3506 D7 08
59 510 511
012313314
215 216 017
318 319 520
021 322 323
324 325 226
D27 228 329
330

Koncmekr
JIEKLIUI

3.3

Amnanus yrpo3 6e3onacaoctu 110 u mep
6e3omacHoit paspaborku 10 npotus yrpos /TIp/

[1K-3.2-3
[K-3.2-y
I1K-3.2-B

J1.111.2
JI1.3J11.4
JI1.5JI1.6
J1.7
JI1.8J12.1
J12.2J713.1
J3.2
01322323524
3536 27 08
39 310 911
312313314
215 516 517
318 319 520
321 322 323
D24 325 326
D27 328 329
330

VYeTHbll onpoc
10 TEME.
Pemenue 3amau.
IIpoBepka
JIOMAIIHEr O
3aJaHHs.




3.4 W3ydeHue auTepaTypsl 1 KOHCTekTa Jekuuii /Cp/ [1K-3.2-3 JI1.1J11.2 Ioxroroska
[K-3.2-y JI1.3J11.4 KOHCIIEKTA 110
I1K-3.2-B JI1.5J11.6 BOIIPOCaM
J1.7 TEMBL.
JI1.8J12.1 | Kpatkwuii onpoc
J12.2713.1 10 TeMe Ha
J13.2 KOHCYJIbTAITUH K
31322 33 54 9K3aMEHY
35526 D7 D8 (3auery).
59 510 511
212 513314
315 316 D17
318 319 20
321 3522 323
324 325 D526
D27 2528 329
330
Pa3gen 4. Oprann3zanuoHHbIe H TEXHHYECKHE
Mephl o pa3padorke OesonacHoro I1O,
peann3yeMbIX HA Pa3IMYHbIX CTAAHAX
JKM3HEHHOI0 HUKJIa pa3padoTku 0e301MacHOro
no
4.1 [Temal
4.2 Mepsrt o 6e3omacHoit pazpadotke [10 cormacHo [K-3.2-3 JI1.1711.2 Koncmekr
I'OCT P 56939-2016: [K-3.2-Y JI1.3J11.4 JICKITHIA
a) Mepsl 1o paspabotke 6e3zomacHoro 110, IK-3.2-B JIL.5 J11.6
peau3yeMble P BHITIOTHCHUH aHAH3a J1.7
TpeboBanwmii k I10. JI1.8J12.1
6) Meps no paspabotke 6e3onacuoro I10, J12.2J713.1
peanu3yeMble IPU BBIITOJHEHUH POESKTUPOBAHUS J3.2
apxurektypsl [10. 21323354
B) MepsI 110 pa3zpabotke 6e3omacuoro 10, 3526 D7 D8
peanu3yeMble IpU BBIIIOJHEHUH KOHCTPYUPOBAHUS 39 310 911
u xoMrutekcupoBanwus [10. D12 313314
r) Mepsi o pazpabotke 6e3omacuoro 110, 915 516 517
pean3yeMble IPH BHITTOTHSHUT 218 319 520
KBaJH(pHUKanHOHHOTO TecTupoBanus [10. 221 9522 323
1) Mepsl 1o pazpabotke 6e3omacHoro 10, 224 325 526
peanu3yeMble IPH BHITTOTHEHUH HHCTAIUIANUH [10 D27 328 529
u noaaepxku npuemku I10. 230

e) Mepsl o pa3zpabotke 6e3omacHoro 10,
peanu3yeMble IpU peIIeHN: MpodieM B
MPOTrPaMMHOM 00ECIIEYeHNH B TIpoLiecce
9KCIUTyaTaIHH.

%) Meps! o paspabotke 6e3omacuoro I10,
peanusyeMsble B IPOLIECCE MEHEIKMEHTa
JIOKyMeHTalel 1 KOHUrypanuei mporpaMMsl.
3) Mepsi 1o paspabotke 6e3zonacuoro I10,
peanusyemsle B IPOLIECCE MEHEIKMEHTa
HHPPACTPYKTYpOii cpensl paspadbotku [10.
1) Mepsl 1o paszpabotke 6e3omacHoro 10,
peanusyemsle B IPOLIECCE MEHEIKMEHTa
JIOACKHMHU PECYPCAMHU.

K11 6e3omacHoii paspaborku I10 cormacao TOCT
P UCO-M3K 27034-1 UndopmannoHHbIe
TexHosoruu. besonacHocts npunoxxenuit. Yacts 1.
Be3zonacHOCTh MPHUIIOKEHHH.

3amuTa 1O oT B3510Ma ¥ HECAHKIIUOHUPOBAHHOT'O
HCITOJIB30BaHMS.

[Jlex/




4.3

Meps! 1o pazpadotke 6e3onacnoro 10 coriacHo
T'OCT P 56939-2016 /TIp/

[1K-3.2-3
[K-3.2-y
[1K-3.2-B

JI1.1J11.2
JI1.3J11.4
JI1.5J11.6
J1.7
JI1.8J12.1
J12.2713.1
J3.2
01323334
35 56 27 08
99 3510211
012313314
315 216 217
318 319 20
021 322 323
324 2925 326
327 2328 929
330

VYceTHslii onpoc
0 TEME.
Pewenue 3anau.
IIposepka
JIOMalIHEro
3aaHUs.

4.4

Beszonacuas pazpabdotka I1O cormacao ['OCT P
NCO-MDBK 27034-1-2014 /TIp/

I1K-3.2-3
[K-3.2-y
I1K-3.2-B

JI1.1J11.2
J11.3J11.4
JI1.5JI1.6
J1.7
J11.8J12.1
JI2.2713.1
J3.2
0132232324
35 56 27 08
59 510 511
012 313314
315316 D17
218 519 520
321 322 323
024 325 326
D27 228 329
330

VYeTHBIN onpoc
0 TEMe.
Pemenue 3amau.
[Iposepka
JIOMAIITHEr o
3aaHus.

4.5

AHanu3 caiita ¢ UCIOJIb30BaHUEM HHTEpdeiica
Chrome DevTools B 6pay3epe Google Chrome
[JTa6/

[1K-3.2-3
[K-3.2-y
I1K-3.2-B

J1.1J11.2
J11.3J11.4
JI1.5J11.6
J1.7
J11.8J12.1
J12.2J713.1
J3.2
013233524
35056 D7 08
59 510 011
0123513314
215 516 517
318 319 520
021 322 323
324 325 226
D27 2528 329
330

Ortuer no JIP
3amura JIP.




4.6

Pabora ¢ cuctemoit kouTposs Bepeuii Git /J1a6/

[1K-3.2-3
[K-3.2-y
[1K-3.2-B

JI1.1J11.2
JI1.3J11.4
JI1.5J11.6
J1.7
JI1.8J12.1
J12.2713.1
J3.2
01323334
35 56 27 08
99 3510211
012313314
315 216 217
318 319 20
021 322 323
324 2925 326
327 2328 929
330

Ortuer no JIP
3amura JIP.

4.7

3anuTa NporpamMM OT MCCIIENOBAHMSA CTATHYECKUM
Metonom /J1ab/

I1K-3.2-3
[K-3.2-y
I1K-3.2-B

JI1.1J11.2
J11.3J11.4
JI1.5JI1.6
J1.7
J11.8J12.1
JI2.2713.1
J3.2
0132232324
35 56 27 08
59 510 511
012 313314
315316 D17
218 519 520
321 322 323
024 325 326
D27 228 329
330

Ortuer mo JIP
Sarura JIP.

4.8

3armuTa IporpaMM OT MCCIIET0BAHUS
IMHAMHAYECKUM MeTonoMm /J1a6/

[1K-3.2-3
[K-3.2-y
I1K-3.2-B

J1.1J11.2
J11.3J11.4
JI1.5J11.6
J1.7
J11.8J12.1
J12.2J713.1
J3.2
013233524
35056 D7 08
59 510 011
0123513314
215 516 517
318 319 520
021 322 323
324 325 226
D27 2528 329
330

Ortuer no JIP
3amura JIP.




4.9

W3ydeHue auTepaTypsl 1 KOHCTekTa Jekuuii /Cp/

[1K-3.2-3
[K-3.2-y
[1K-3.2-B

JI1.1J11.2
JI1.3J11.4
JI1.5J11.6
J1.7
JI1.8J12.1
J12.2713.1
J3.2
01323334
35 56 27 08
99 3510211
012313314
315 216 217
318 319 20
021 322 323
324 2925 326
327 2328 929
330

Ioxroroska
KOHCIIEKTA I10
BOIIPOCAM
TEMBI.
Kpatkuii onpoc
10 TeMe Ha
KOHCYJIBTAIIH! K
9K3aMeHy
(3auery).

Pa3gen 5. BoisiBienue ysiseumocreii 1 HIB B
mo

5.1

[Temal

5.2

Kontponas orcyrcteust HAB (66110 panbiie mo P/
T'ocrexkomuccu).
CoBpeMeHHbI TOIX0 K BBISIBICHHUIO YS3BUMOCTEH
B I10 (0630p 'OCTog, Ilpukazo ®CTOK Poccun
U JIp. PYKOBOAIIHX JTOKYMEHTOB),
VYA3BUMOCTH BeO-TIPUIIOKEHU HA IPUMEpE
OWASP TOP TEN.
Beisenenue ysazsumocreid 1 HJIB no Meroauke
BbIsiBIEHMS ysa3BuMocTeidl 1 H/IB B I1O:
- 9Tanbl BBIBICHUS YA3BUMOCTEH
- coJeprkaHne paldoT 1O BEISIBIICHUIO YSI3BUMOCTEH.
MeTtoap! uccaenosanusa I10 Ha HamTHnuMe
ys3BuMocTeit (mo Merouke).
HNucrpymenTtsl uccnenoBanus 110 Ha Hanuuue
ys3BuMocTei (mo Mertouke).

[TTex/

[1K-3.2-3
[K-3.2-y
I1K-3.2-B

J1.1J11.2
J11.3J11.4
JI1.5J11.6
J1.7
J11.8J12.1
J12.2J13.1
J3.2
01323354
3506 D7 08
59 510 511
012313314
215 216 017
318 319 520
021 322 323
324 325 226
D27 228 329
330

Koncmekr
JIEKLIUI

5.3

Nzydenne mopsika 1 0COOEHHOCTEH BBISBICHUS
ysizBumocteit u HJIB TTo cornmacHo Meromuxe /TIp/

[1K-3.2-3
[K-3.2-y
I1K-3.2-B

J1.111.2
JI1.3J11.4
JI1.5JI1.6
J1.7
JI1.8J12.1
J12.2J713.1
J3.2
01322323524
3536 27 08
39 310 911
312313314
215 516 517
318 319 520
321 322 323
D24 325 326
D27 328 329
330

YeTHbll onpoc
10 TEME.
Pemenue 3amau.
IIpoBepka
JIOMAIIHEr O
3aJaHHs.




5.4

Nzyuenne ysI3BUMOCTH BEO-IIPUIIOKECHU N3 CIIUCKA
OWASP TOP TEN /TIp/

[1K-3.2-3
[K-3.2-y
[1K-3.2-B

JI1.1J11.2
JI1.3J11.4
JI1.5J11.6
J1.7
JI1.8J12.1
J12.2713.1
J3.2
0132232324
35 56 27 08
99 3510211
012313314
915 216 017
318 319 20
021 322 323
024 325 326
327 2328 929
3230

VYceTHslii onpoc
0 TEME.
Pewenue 3anau.
IIposepka
JIOMalIHEro
3aaHUs.

5.5

HcenenoBanue mporpaMM CTaTHIECKUM METOZIOM €
nomolusto au3accembiepa IDA. Yszsumoctu
TapOJIBHOM 3aIuThl Iporpamm /J1a6/

I1K-3.2-3
[K-3.2-y
I1K-3.2-B

JI1.1J11.2
J11.3J11.4
JI1.5JI1.6
J1.7
J11.8J12.1
JI2.2713.1
J3.2
0132232324
35 56 27 08
59 510 511
012 313314
315316 D17
218 519 520
321 322 323
024 325 326
D27 228 329
330

Ortuer mo JIP
Sarura JIP.

5.6

HccrnenoBanue ya3BUMOCTEH MporpaMm
cratuyeckuM ananuzaropom PVS Studio /JT1a6/

[1K-3.2-3
[K-3.2-y
I1K-3.2-B

J1.1J11.2
J11.3J11.4
JI1.5J11.6
J1.7
J11.8J12.1
J12.2J713.1
J3.2
013233524
35056 D7 08
59 510 011
0123513314
215 516 517
318 319 520
021 322 323
324 325 226
D27 2528 329
330

Ortuer no JIP
3amura JIP.




5.7

HccnenoBaHue mporpaMM JHHAMHYECKHM METOIOM
¢ momolsto otnaguuka OllyDbg /J1a6/

[1K-3.2-3
[K-3.2-y
[1K-3.2-B

JI1.1J11.2
JI1.3J11.4
JI1.5J11.6
J1.7
JI1.8J12.1
J12.2713.1
J3.2
01323334
35 56 27 08
99 3510211
012313314
315 216 217
318 319 20
021 322 323
324 2925 326
327 2328 929
330

Ortuer no JIP
3amura JIP.

5.8

HccnenoBanue ya3BUMOCTEN IPOrpPaMM ¢
nomolbko ¢aszzepa American Fuzzy Loop. /JTa6/

I1K-3.2-3
[K-3.2-y
I1K-3.2-B

JI1.1J11.2
J11.3J11.4
JI1.5JI1.6
J1.7
J11.8J12.1
JI2.2713.1
J3.2
0132232324
35 56 27 08
59 510 511
012 313314
315316 D17
218 519 520
321 322 323
024 325 326
D27 228 329
330

Ortuer mo JIP
Sarura JIP.

5.9

W3ydenune nuTepaTyphl U KoHcekTa Jekiui /Cp/

[1K-3.2-3
[K-3.2-y
I1K-3.2-B

J1.1J11.2
J11.3J11.4
JI1.5J11.6
J1.7
J11.8J12.1
J12.2J713.1
J3.2
013233524
35056 D7 08
59 510 011
0123513314
215 516 517
318 319 520
021 322 323
324 325 226
D27 2528 329
330

IToaroroska
KOHCIEKTA IO
BOIIpOCaM
TEMBI.
Kpatkwuii onpoc
1o TeMe Ha
KOHCYJIbTalluH K
9K3aMEHY
(3auery).

Pasnen 6. Meroas! anajaunsa IO

6.1

[Temal




6.2

Bungs! rectupoBanus I[10.
Crarunueckuii anaaus I10.
Junamuueckuii anaaus I10.
®da3zszunr I10.

[Jex/

[1K-3.2-3
[K-3.2-y
[1K-3.2-B

JI1.1J11.2
JI1.3J11.4
JI1.5J11.6
J1.7
JI1.8J12.1
J12.2713.1
J3.2
01323334
35 56 27 08
99 3510211
012313314
315 216 217
318 319 20
021 322 323
324 2925 326
327 2328 929
330

Koncmekr
JIEKITUH

6.3

Ananus 3¢ GeKTHBHOCTH METOAOB CTaATHIECKOTO U
JquHamMudeckoro ananu3os I10 /TIp/

I1K-3.2-3
[K-3.2-y
I1K-3.2-B

JI1.1J11.2
J11.3J11.4
JI1.5JI1.6
J1.7
J11.8J12.1
JI2.2713.1
J3.2
0132232324
35 56 27 08
59 510 511
012 313314
315316 D17
218 519 520
321 322 323
024 325 326
D27 228 329
330

VYeTHBIN onpoc
0 TEMe.

Pemenue 3amau.

[Iposepka
JIOMAIITHETo
3aaHus.

6.4

N3ydenune nuTepaTypsl U KoHcIekTa Jgekiuid. /Cp/

[1K-3.2-3
[K-3.2-y
I1K-3.2-B

J1.1J11.2
J11.3J11.4
JI1.5J11.6
J1.7
J11.8J12.1
J12.2J713.1
J3.2
013233524
35056 D7 08
59 510 011
0123513314
215 516 517
318 319 520
021 322 323
324 325 226
D27 2528 329
330

IlogroToBka
KOHCIICKTa 110
BOIIpOCaM
TEMBI.
Kpatkwuii onpoc
10 TEME Ha

KOHCYJIbTAllUU K

9K3aMEHY
(3auery).

Pa3gen 7. YnpasiieHue puckaMu
uHopManoHHOii Ge30macHOCTH NTPH
paspat6orke I1O

7.1

[Temal




7.2

[onsTre pucka HHGOPMALMOHHON OE3011aCHOCTH.

0030p TOKYMCHTOB 10 YIPABICHHUIO PUCKAMU
MHPOPMATMOHHOK 0E30MMaCHOCTH
OrneHrBaHUE pUCKa HHPOPMAIIMOHHOM
0e30MacHOCTH.

O0paboTKa PUCKOB.

IIpunsiTie pucKoB.

[Tex/

[1K-3.2-3
[K-3.2-y
[1K-3.2-B

JI1.1J11.2
JI1.3J11.4
JI1.5J11.6
J1.7
JI1.8J12.1
J12.2713.1
J3.2
01323334
35 56 27 08
99 3510211
012313314
315 216 217
318 319 20
021 322 323
324 2925 326
327 2328 929
330

Koncmekr
JIEKITUH

7.3

AHann3 0coOeHHOCTEH aHallN3a PHUCKa
6e3omacHocTn HHpOpManuy npu paspabdorke [10
Mp/

I1K-3.2-3
[K-3.2-y
I1K-3.2-B

JI1.1J11.2
J11.3J11.4
JI1.5JI1.6
J1.7
J11.8J12.1
JI2.2713.1
J3.2
0132232324
35 56 27 08
59 510 511
012 313314
315316 D17
218 519 520
321 322 323
024 325 326
D27 228 329
330

VYeTHBIN onpoc
0 TEMe.

Pemenue 3amau.

[Iposepka
JIOMAIITHETo
3aaHus.

7.4

W3ydenune nuTepaTypsl U KoHcTekTa Jekiui. /Cp/

[1K-3.2-3
[K-3.2-y
I1K-3.2-B

J1.1J11.2
J11.3J11.4
JI1.5J11.6
J1.7
J11.8J12.1
J12.2J713.1
J3.2
013233524
35056 D7 08
59 510 011
0123513314
215 516 517
318 319 520
021 322 323
324 325 226
D27 2528 329
330

IlogroToBka
KOHCIICKTa 110
BOIIpOCaM
TEMBI.
Kpatkwuii onpoc
10 TEME Ha

KOHCYJIbTAllUU K

9K3aMEHY
(3auery).

Pa3gen 8. Cnaua KypcoBoii padoThI U 3a4eTa ¢
OlIEHKOM

8.1

[Temal/




8.2

IIposepxa I13 x KP.
Cpnaua (npuem) kypcoBoit pabotsr /KITKP/

11,7

[1K-3.2-3
[K-3.2-y
[1K-3.2-B

JI1.1J11.2
JI1.3J11.4
JI1.5J11.6
J1.7
JI1.8J12.1
J12.2713.1
J3.2
0132232324
35 56 27 08
99 3510211
012313314
915 216 017
318 319 20
021 322 323
024 325 326
327 2328 929
3230

OreHka
KayecTBa
noarorosku I13
K KP.
Ornenka
KayecTBa U
ITOJIHOTEI
BBITNIOJIHEHUS
3amanus KP.

8.3

TlonroroBka K caade 3adeTa ¢ oneHkoit /3a0/

8,75

I1K-3.2-3
[K-3.2-y
I1K-3.2-B

JI1.1J11.2
J11.3J11.4
JI1.5JI1.6
J1.7
J11.8J12.1
JI2.2713.1
J3.2
0132232324
35 56 27 08
59 510 511
012 313314
315316 D17
218 519 520
321 322 323
024 325 326
D27 228 329
330

3amaun K
3auery.
bunets! k
3a4ery.
TecTsl k 3auery.

8.4

Koucynbsruposanue niepex 3auerom /Kuce/

[1K-3.2-3
[K-3.2-y
I1K-3.2-B

J1.1J11.2
J11.3J11.4
JI1.5J11.6
J1.7
J11.8J12.1
J12.2J713.1
J3.2
013233524
35056 D7 08
59 510 011
0123513314
215 516 517
318 319 520
021 322 323
324 325 226
D27 2528 329
330

Bomnpocs k
JK3aMEHY.
Pemenue

THUITOBBIX 3a/a4.

OTBeTHI HA

BOIIPOCHI.




8.5

Cpnaua 3auera ¢ onenkoi /UKP/ 8

0,55

[1K-3.2-3
[K-3.2-y
[1K-3.2-B

JI1.1711.2 OTBeThI Ha
JI1.3J11.4 Kontponbusle
JI1.5J11.6 BOIIPOCHI
J1.7 Pesynbratst
JI11.8J12.1 pemeHus 3aaad.
J12.2J713.1 OTBeTHI Ha
JI3.2 JIOTIOJTHATEBHBI
31322 33 54 € BOIIPOCHI.
3556 D728 | PesynbraTsl
09 510 211 | TectupoBaHmUs.
212 513314
315 316 D17
3218 519 520
321 3522 323
324 325 D526
D27 2528 329
330

5. OHEHOYHBIE MATEPHAJIBI ITO JTUCHUIIJIMHE (MOYJIIO)

OHeHO‘IHBIe MaTepHraJbl 110 JTAHHOM AUCHUIITIMHE IIPUBCACHBI B ITPUJIIOKCHUHN K pa60qeﬁ nporpaMme JUCHUITIIIMHBI (CM. JOKYMCHT
«OI_IGHO‘IHLIC MaTepHraJibl 10 JUCHUIIINHE «Pa3pa60TKa 0e30IacHOr0 nporpaMMHOTO obecreueHus KOMIIbIOTCPHBIX CI/ICTeM»).

6. YAEBHO-METOANYECKOE I UTHOOPMAIIMOHHOE OBECIIEYEHWE JUCHUIIJINHBI (MOIY JISI)

6.1. Pexomenayemasi JuTeparypa

6.1.1. OcHoBHas IMTEpaTypa

Ne ABTOpBI, COCTaBUTENH 3arnaBue N3znarensctBo, | Konmuectso/
roj Ha3BaHUE
3bC
JI1.1 |Kpuc Kacnepcku dyHaaMeHTaJIbHbIe OCHOBBI XakepcTBa. MckyccTBO Mocksa: 5-93455-175-
JM3acceMOIMpOBaHHS COJIOH-¢, 2,

2016, 446 c. http://www.ipr
bookshop.ru/9
0401.html

JI1.2 |beraes A. H., beraes | AHanmu3 mporpaMMHOTO KOJa TIPH TPOBEACHUU Cankr-IlerepOy |,
C. H., Kamusu C. B. CepTU(PUKAIHOHHBIX UCTIBITAHUI pr: HLY https://e.lanbo

NTMO, 2018, |ok.com/book/

41 c. 136488

JI1.3 |beraes A. H., beraee | TectupoBanue Ha IPOHUKHOBEHHE Cankr-IlerepOy |,
C. H., ®enoros B. A. pr: HUY https://e.lanbo

NTMO, 2018, |ok.com/book/

45 c. 136489

JI1.4 | Aunpuanos B. U., VHHOBaIIMOHHOE yIIpaBJeHHe pucKamMy HHPOPMAIIIOHHOM Cankr-Tlerep0Oy |978-5-91891-
Kpacos A. B., Oe3omacHOCTH : y4el. mocodue pr: CII6I'YT 092-4,
Jlunataukos B. A. um. MLA. https://e.lanbo

Bbonu-Bpyesuua |ok.com/book/

,2012,396 c. (181472

JI1.5 |beraes A. H., Kammue |BrisiBieH#e ySI3BUMOCTEH U HEJCKIIApUPOBaHHBIX Bo3MoxHOCcTel |CankT-IletepOy |,

C. B., Mapkesuu H. B IPOTPaMMHOM 00€eCIIeUeHIH © yueOHO-MeToauueckoe nocobue |pr: HUY https://e.lanbo
A., Mapuenko A. A. UTMO, 2020, |ok.com/book/

38 c. 190792

JI1.6 |beraes A. H., Kamiun |Mopuens 6e3omacHocTH cpeactsa, win Kak ¢popmansHo onucats | Cankr-IletepOy |,

C.B., Tasnos . JI., |HOACHCTEMBI TPOTPAMMHOTO O0ECTIEUEHHS pr: HUY https://e.lanbo
Mapkesuu H. A. y4e0HO-METOJUIECKOE ocodue HUTMO, 2022, |ok.com/book/

44 c.

283826




Ne ABTOpBI, COCTaBUTENN 3arnaBue UspatensctBo, | Konuuectso/
roa Ha3BaHUE
3bC
JI1.7 |berae A. H., Kamuur |TexHonorus pa3pabotku u ohopMiIeHHs OTIeTHBIX JokyMeHToB |CankT-IletepOy |,
C. B., Mapuenxo A. 0 pe3yJIbTaTaM IOHMCKa YS3BUMOCTEH B IPOIrPaMMHOM pr: HUY https://e.lanbo
A., Tycesa JI. A. obecreueHrH ;| y4eOHO-MEeTOJMIECKOe MOCoOue NUTMO, 2022, [ok.com/book/
S8 c. 283829
JI1.8 |Pommm, IT.T. KomanzHast pa3paboTka MporpaMMHOTO 00ECIICUCHNS C Mocksa: 978-5-7262-2
MOMOIIIBIO CUCTEMBI KOHTpoJIst Bepeuit GIT: koHenekT nekuuit :  |Hanuonansheii (846-4,
yae6Hoe mocobre uccaenosareibc | https://www.i
kuit saepubiii | prbookshop.ru
yuuBepcuter  [/132682.html
«MHUDNy,
2022, 106 c.
6.1.2. lononHUTeNbHASA JUTEpPaTypa
Ne ABTOpBI, COCTaBUTENH 3armnasue WspartensctBo, | Kommuectro/
roa Ha3BaHHE
9bC
JI2.1 |Oromrok A. A. 3amuTa IpWIOKEHUH 0T MoAnUKanuy. JJomoITHUTETbHbIE Canxr-Ilerepby |2227-8397,
Marepuansl ;| yueOHOe mocobue pr: http://www.ipr
Vuusepcurer  |bookshop.ru/6
UTMO, 2014, [6449.html
123 c.
J12.2 |Oromrok A. A. 3amuTa NpUIOKEHUH 0T MOANHKALUY ;| y4eOHOe Tocodne Cankr-Ilerep0y |2227-8397,
pr: http://www.ipr
VYuusepcurer |bookshop.ru/6
NUTMO, 2013, [6450.html
58 c.
6.1.3. MeTtoanyeckue pa3padoTku
Ne ABTOpBI, COCTaBUTENH 3arnaBue N3znarensctBo, | Konmuectso/
roj Ha3BaHUE
3bC
JI3.1 |Ky3smuH FO.M., 3ammrta nmporpamm u qanHbex. U.1 | Metoandeckne yka3aHus Psizanp: PULL ,

Kanuukuna T.U. PI'PTYV, 2019, |https://elib.rsr
eu.ru/ebs/dow
nload/2119

J13.2 |Ky3smuH FO.M., 3ammrta nporpamMM u qaHHbIX. Yacts 2. MccnenoBanue mporpamm |Pszans: PUL] ,
Kanunakuna T.U. JMHAMHYECKAM METOIOM: METOJ. YKa3. K Jiah. paboram : PI'PTY, 2020, |https://elib.rsr
Merouueckue yKazaHus eu.ru/ebs/dow
nload/2638
6.2. [lepeuens pecypcoB HHGOPMAIMOHHO-TEJIEKOMMYHHKAMOHHOI ceTn ''UHTepHeT"
D1 [OnextponHO-OMOIMOTEYHAs cucTeMa «JlaHby». — PexuM gocTyna: qoctym u3 kopnopatusHoi cetu PI'PTY — cBoboaHbIH

(6e3 maponst) URL: https://e.lanbook.com/

32  |Onextponno-6ubIHOTEUHAs cucTema «|PRD0O0KS». — Pesxxum moctyma: goctyn u3 kopnoparusHoii cetu PTPTY —
cBOOOaHBIN (0e3 maposs), noctyn u3 cetu MurepHer - no maposnto. URL: https://iprbookshop.ru/

23 [Dnexrponnas 6ubmmorexka PIPTY. Pexum noctyna: u3 kopmopatuBHoii cetrt PIPTY — mo mapomo. URL:
http://elib.rsreu.ru/

D4 |Hayunas snektponnas 6ubnuoreka eLibrary. URL: http//e.lib/visu.ru/www.uisrussia.msu.ru/elibrary.ru

35 |Hamwmonansusiii oTkpbITs yHuBepcuTeT MHTYUT. URL: http://www.intuit.ru

36 |beraes A.H., Kamuu C.B., Mapkesuu H.A., Mapuenko A.A., [Tasnos JI.Jl. CepTuduxanus nporpaMMHOro odecrieueHus 1o
TpeboBaHMAM JOBepus: YueOHo-MeToaudeckoe nocobue. - Cankr-Ilerepoypr: Yuusepcuter UTMO, 2020. - 40 c. URL:
http://books.ifmo.ru/file/pdf/2579.pdf

37 |beraes A.H., Kamun C.B., 3umnuenko C.A., Ceptudukanus nporpaMMHOro o0ecrieueHns! 1 aBTOMaTH3HPOBAaHHBIX CUCTEM B
pasinyHbIX cucTeMax ceprudukanuu. — CI16: Yausepcurer UTMO, 2018. — 45 ¢. URL:
http://books.ifmo.ru/file/pdf/2375.pdf

38 | Houenxkas F0.B., 3pikoB A.T'., [TomsikoB B.W. MeTos1 BepuHKAIMU BEMACIHTEIBHBIX TporieccoB. [Hacts 1]:
VYuebno-meroauueckoe nocodbue. - Cankr-IlerepOypr: Yausepcurer U TMO, 2019. - 142 c. URL:
http://books.ifmo.ru/file/pdf/2539.pdf

09 |3ammra nporpaMm u AaHHBIX | yueOHoe nocobue. — Cankr-IlerepOypr : CIIOI'YT um. M.A. Bonu-bpyesuua, 2020 —

Yactp 1 : Cioco6sr ananuza — 2020. — 72 ¢. URL.: https://e.lanbook.com/book/180081




210 [3ammra nporpamm u IaHHBIX : yueoHoe nocodue. — Cankr-IlerepOypr : CIIOI'YT num. M.A. bonu-bpyesuua, 2020 —
Yacte 2 : Cioco6sr 3ammutst aHanuza — 2020. — 52 ¢. URL: : https://e.lanbook.com/book/180082

311 |¥Opuues 1. Reverse Engineering mis naunnarommx. URL: https://beginners.re/RE4B-RU.pdf

312 |Tobwuac Kieitn /IlHeBHUK 0XOTHHKA 3a ommOKamu. [lyTemecTBre depes3 JKYHTIH MpodiieM 0€30IacHOCTH MPOrPaMMHOTO
obecneuenus - Mocka : JIMK Ilpecc, 2013. - 240 c. URL: https://e.lanbook.com/book/4812

D13 [Xosapa M. 19 cMepTHBIX TPEXOB, YTPOKAOMIMX 6€30MaCHOCTH porpamm. Kak He JTOMyCTHTh THIIHYHBIX OIHOOK / M.
Xosapn, J. Jle6nank, /1. Buera. - Mocksa: JIMK Ilpecc, 2009. - 288 ¢. URL: https://e.lanbook.com/book/1118

D14 [Xoapa M. Kak nHamucats Ge3onacHsiit kox Ha C++, Java, Perl, PHP, ASP.NET / M. Xogapn, /I. Jle6nanuk, /[. Buera. -
Mocksa: [IMK Ilpecc, 2018. - 288 c. URL: https://www.iprbookshop.ru/124992.html

315 |Ynpaenenue puckamu nHGopMaHoHHOH O6e3omacHocTH (KoHcnekT nekiun). URL:
https://www.securityvision.ru/blog/upravlenie-riskami-informatsionnoy-bezopasnosti-konspekt-lektsii/

D16 |AxryansHble Bonpoch! 3anmtsl HHGopmanuu . URL:
https://lib.itsec.ru/articles2/focus/aktualnye-voprosy-zaschity-informatsii

317 |Cepaeunsiit, A.JI. MeToauka BBISBICHUS YSI3BUMOCTEH M HEACKIApUPOBAHHBIX BO3MOXXHOCTEH B IPOTPaMMHOM
obecnieuennu. URL: https://ict.moscow/static/2-serdechnyj-a-1-4.pdf

318 |Ilamapsa B.A. Pazpabotka noBepenHoro I10. Be3osr n nepcnexruBbl. URL:
https://www.tbforum.ru/hubfs/TBF/Presentations2021_online/TBFOFFIline/TBF 11-02-21 hall 3/TIAJIAPSH 1_Pa3pa6otka
nosepernoro I10 - Be3ossr u nepcnextusbl. pdf

219 [®CTOK Poccun. Meronuueckuii 1oKyMeHT "MeToanka TeCTUpOBaHUsl 0OHOBJIEHHI 0€30MaCHOCTH MTPOTrPAMMHBIX,
nporpammuo-anmnapaTeix cpeacts” (yrB. ®CTOK Poccun 28.10.2022). URL:
https://fstec.ru/files/496/---28--2022-409/893/---28--2022-.pdf

520 |OWASP Top Ten. URL.: https://owasp.org/Topl10/

921 |0630p mybauxarmu NIST SP 800-218 "Secure Software Development Framework (SSDF) Version 1.1: Recommendations
for Mitigating the Risk of Software Vulnerabilities”. URL.:
https://www.securityvision.ru/blog/obzor-publikatsii-nist-sp-800-218-secure-software-development-framework-ssdf-version

D22 |NIST SP 800-218, Secure Software Development Framework (SSDF) V1.1: Recommendations for Mitigating the Risk of
Software Vulnerabilities. URL: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-218.pdf

323 |T'OCT P UCO/MDBK 15408-3-2013 UnbopmarioHHas TEXHOJIOTHsI. METO/Ibl U cpecTBa 00ecedeH s Oe30MacHOCTH.
MeTom0I0THs OIICHKH 0e30MacHOCTH HH(GOPMAIIMOHHBIX TexHooruil. Yacts 3. KOMIOHEHTHI 1OBEepHsl K OE30MAaCHOCTH.
URL.: https://docs.cntd.ru/document/1200105711

D24 | TpeboBanus 1Mo 6€30MACHOCTH HHPOPMALIUY, YCTAHABIMBAIOIINE YPOBHHU TOBEPHS K CPEICTBAM TEXHUYECKOM 3alUThI
uHpopManuu U cpecTBaM obecreueH s 6e30MacHOCTH HH(OPMAIHOHHBIX TEXHOIOTHH (BBIMKCKA). Y TBEPIKICHBI
IMpukazom ®CTIK Poccun Ne76 ot 02.06.2020 r. URL: https://docs.cntd.ru/document/566305930

325 |T'OCT P 56939-2016 3ammuTa napopmanuu. PazpaboTka Ge3omacHoro mporpammuoro odecredenus. URL:
https://docs.cntd.ru/document/1200135525

226 |I'OCT P 58412-2019 3ammura uapopmarmu. PazpaboTka 6ezomacHoro [10. Yrpo3sl Oe3omacHOCTH HHPOPMAIHN TIPH
paspabotke ITO. URL: https://docs.cntd.ru/document/1200164529

327 |TOCT P UCO/MDK 18045-2013 Nudopmanmnonnas texuosorus (UT). Metoms! u cpeacTBa obecredeHust 6e30MacHOCTH.
Merojonorust otieHKH Oe3ornacHocTu uHbopMaioHHbix TexHonorui. URL: https://docs.cntd.ru/document/1200105309

928 |I'OCT P UCO-MDBK 27034-1-2014 NuhopmamoHHbIe TEXHOJOTHH. METOIbI U CPEeICTBA 0OeceueH s 0e30MacHOCTH.
Bbesonacuocts npunoxennii. Yacte 1. O630p u obume nmoustust. URL: https://docs.cntd.ru/document/1200112883

229 |I'OCT P UCO-MD3K 27034-7-2020 NuahopManimoOHHBIE TEXHOJIOTHH. METOIBI U CPEeICTBa 0OecreueHus 0e30MacHOCTH.
BesonacHocth npunoxenuit. Yacts 7. OcHOBBI mporro3upoBanus gosepust. URL:
https://docs.cntd.ru/document/1200177466

230 [TOCT P UCO/MBK 27005-2010 UuhopmaiimoHHbie TEXHOIOTHH. METO/Ibl K Cpe/ICTBA 00ecneYeHns] 0e30MacHOCTH.
MenemkMenT pucka nHdopmannonHoi 6esomacHoctr. URL: https://docs.cntd.ru/document/1200084141

6.3 Hepeqeﬂb nporpamMmMHOro odecneueHus: 1 l/IH(l)OpMaIll/IOHH])IX CIIpaBOYHbIX CUCTEM

6.3.1 IlepeyeHb JULEH3NOHHOI0 U CBOOOTHO PACIIPOCTPAHSEMOr0 POrPAMMHOI0 ofecredyeHnsi, B TOM YHCJIe 0T€4eCTBEHHOTO

NPOM3BOACTBA
HaumeHnoBaHue Onucanue

Oneparnonnas cucrema Windows Kommepueckast nuiieH3us

Kaspersky Endpoint Security Kommepueckast nuneH3us

Adobe Acrobat Reader Cso6Gognoe I10

LibreOffice Ceob6oanoe 10

VirtualBox Cob6oanoe 10

VMware Player Csob6opanoe I10

6.3.2 Ilepevyens NHPOPMANMOHHBIX CIPABOYHBIX CHCTEM

6.3.2.1 |CI/ICTeMa KoncynbrantlLuroc http://www.consultant.ru




7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYUEHHUE JUCIHUIIJIMHBI (MOAY.JIA)

268  yueOHO-aIMMHUCTPATHBHBIM  KOPIyC.  KOMIBIOTEPHBIM  KJacc Il IPOBEAEHHS  y4eOHBIX  3aHSATHH
CrenuanusupoBanHas Mebenb (20 kommbroTepHbIX cTONIOB), 20 TMEPCOHANBHBIX KOMIBIOTEPOB. B03MOXKHOCTB

1 MOAKIIIOUEHHsT K ceTn VHTepHeT M obecreueHneM J0CTyna B DIEKTPOHHYI0O MH(OpMalMOHHO-00pa30BaTeNIbHYIO CPemy
PI'PTY.
270 yyeOHO-aIMUHUCTPATUBHBIN KOpITyC. ydeOHast ayJuTOpHs JUIs MPOBEJACHUS YUeOHBIX 3aHATHH. Criennanu3npoBaHHas
2 Mebenp (42 mocaloYHBIX MECTa), MarHUTHO-MapKepHas mocka. MynbTHMenua npoektop, 1 skpan. Pabouee mecto (2

crona), 1 mepcoHanbHbIH KOMIBIOTED, 1 HOYTOYK.

8. METOAUYECKHUE MATEPHUAJIBI ITO JUCHUIIJIMHE (MOAYJIIO)

MeTtoandueckne MaTepHas 10 JaHHON TUCIMILTHHE PUBEICHBI B IIpriioskeHun 2 K paboueii mporpamMMe TUCIUTUTHHEL (CM.
IOKyMeHT «MeToamaeckoe o0ecriedeHne TUCIUIUIHNHEI «Pa3paboTka 6€30macHOro MpOrpaMMHOTO 00ecreueHIsI KOMIBIOTEPHBIX

CHCTEMY).

OnepaTtop 340 000 "KomnaHus "TeH3op"

JIOKYMEHT MOZMUCAH SMEKTPOHHOM MOAMUCHIO

noanncAHoO ®re0yY BO "PrPTY", PIPTY, MpXeropavHckuii Buktop 18.06.25 20:52 (MSK) Mpocras noanuce
3ABEAYOLLMM Hwvikonaeswnuy, MpenogasaTens

KA®EPHI

noanncAHo ®reoy BO "PrPTY", PIPTY, MNpxeropavHckuii Buktop 18.06.25 20:52 (MSK) Mpocras noanuce
3ABEAYIOLLNM Hukonaesuy, Mpenoaasatens

BbIMYCKAIOLLIEN

KA®EPbI




