MHHUCTEPCTBO HAVKH U BBICIIIEI'O OBPA3OBAHUS POCCUNICKOM ®EJIEPAIIAN
OEJEPAJTBHOE 'OCYJAPCTBEHHOE BIO/KETHOE OBPA30BATEJIbHOE
YUYPEXJIEHUE BBICIHIEI'O OBPA3OBAHUA
"PA3AHCKUM IT'OCYJAPCTBEHHBIN PAJJMOTEXHUYECKU YHUBEPCUTET UMEHHU
B.®. YTKUHA"

COI''TACOBAHO YTBEPXIAIO

3aB. BeIyCKaroMei Kadeaps

BaumTa B OIICPAIIMOHHBIX CUCTEMAX

pabouas mporpaMmma JUCHUTUIUHBI (MOTYJIs)

3akpereHa 3a kadenpoi HNudopmannonHoii 6e3omacHocTH
VueOHsIi mad 10.05.01 _25_00.pIx

KBammduxkarms CHenMAIHNCT 10 3a1uTe HHPOpMAHH
dopma o0ydeHHs OYHAas

OO0m1ast TpyA0EMKOCTh 6 3ET



Pacnpez[e.ﬂeﬂne YacoB JUCHHUIIJIMHBI IO CEMeCTpamM

Cemectp
(<Kypc>.<Cemectp 7(4.1) 8(4.2)
Ha Kypce>) Hroro
Henens 16 16
Bun zanarui viI PII il PII v PII
Jlexru 24 24 32 32 56 56
JlabopaTopusie 16 16 16 16 32 32
IIpaxkTryeckue 8 8 16 16 24 24
Wuas kourakTHas 0,25 0,25 (0,35 (0,35 |0,6 0,6
pabora
KoncynetupoBanue 2 2 2 2
nepest 3K3aMEeHOM 1
NIPaKTUKOI
Uroro ayn. 48,25 148,25 66,35 66,35 |114,6 [114,6
KonrakrHas pabora |48,25 | 48,25 |66,35 66,35 [114,6 |114,6
Cawm. pabora 51 51 6 6 57 57
Yace! Ha koHTpOosts | 8,75 | 8,75 [35,65 (35,65 (44,4 44,4
Uroro 108 (108 |108 ([108 |[216 |216

r. Psa3ans




[Iporpammy cocraBui(un):
K.m.H., Ooyenm, Kyzomun IOpuu Muxaiinosuy

Pabouas nmporpamMma AUCHUIUTUHEL
3amuTa B onepanHoHHbIX CHCTEMAX
pa3paborana B coorBercTBuH ¢ @T'OC BO:

®I'OC BO - cienanuter no cnennansiocty 10.05.01 Kommerotepras 6e3onacHocTs (ipuka3 MuHoOpHayku Poccun ot
26.11.2020 r. Ne 1459)

COCTaBJICHA HA OCHOBAHHHU Y4eOHOTO MJIaHa:
10.05.01 KOMIIBIOTEPHA BE3OITACHOCTD
YTBEPXKICHHOTO Y4E€HBIM coBeToM By3a 0T 28.02.2025 npoTtokomn Ne §.

Pabouas mporpamma ogo0peHa Ha 3aceqaHud Kadeaps
HNudopmanuonHoii 6e30macHOCTH

IIporokon ot 17.06.2024 1. Ne 12
Cpoxk geiictBus nporpammsl: 2025-2031 yu.r.
3aB. kadeapoii [Ipxeropnuuckuii Bukrop Hukomaesuy



BusupoBanue PII/] nJis1 ucnoJiHeHHMsI B 0UepeJHOM YUeOHOM roay

Pabouas mporpaMmma nepecMoTpeHa, 00Cy X IeHa U 0J00peHa IS
ucnoyiHeHus B 2025-2026 yuebHoM roay Ha 3acegaHuu Kadeapsl
HNudpopmanuoHHoOii 6€30MACHOCTH

IMporokomor 2026 . Ne

3aB. kadenpoit

Busuposanue PII/{ nJis1 MCIIOJIHEHHMS B 0UepPeHOM Y4eOHOM roay

Pabouvas mporpammMa nepecMoTpeHa, 00CyKIeHa U 000peHa s
ucnoyiHenus B 2026-2027 yuyeGHOM roay Ha 3acegaHuu kKadeapsl
HNudopmanuonHoii 6e30macHOCTH

IIporokomor 2027 1. Ne

3aB. kadenpoit

Busuposanue PII/I 1Jis1 MClIOJIHEHHS B 0UepPeTHOM Y4eOHOM roay

Pabogas mporpamma nepecMoTpera, 00CykKaeHa 1 0go0peHa s
ucnoyiHeHus B 2027-2028 yyeGHOM roay Ha 3acegaHuy Kadeapsl
HNupopmanuoHHoii 6€30MaCHOCTH

IMporokom ot 2028 r. Neo

3aB. kadenpoii

Busuposanue PII/{ nJisi MCIIOJIHEHHMS B OUepPeHOM Y4eOHOM roay

Paboyas mporpamMmMa repecMoTpeHa, 00CykIeHa U 000peHa s
ucnoyiHeHus B 2028-2029 yyeGHOM roay Ha 3acefaHuu Kadeapsl
HNudopmanuonHoii 6e3onmacHocTH

IIpotokomor 2029T. Ne

3aB. kadeapoii




1. EJIN OCBOEHUSA JUCHUTIJIMHBI (MOAYJIS)

1.1{Ilenbt0 QTUCITUTUIMHBI «3alTUTa B ONIEPAMMOHHBIX CHCTEMAX» SBISAETCS MOTYICHHE 00YIAOIIUMUCS 3HAHUH, (OPMUPOBAHNE
Y HUX YMEHUI1 U HABBIKOB, HEOOXOJMMBIX IPH HCIIOJIb30BAaHUU U HACTPONKE 3aLIMIIEHHBIX ONEPALMOHHBIX CUCTEM U
CHCTEM Ha UX OCHOBE JUIS pELICHHUS 33124 B IPO(eCCHOHANBHOMN NeITebHOCTH.

1.2 3az[aanI/I JUCHUITIIINHBI ABJISAOTCA:

1.3|— MOJTydeHHe 3HAHUH O 3alTUTHBIX MEXaHU3MaX U CPEICTBAX oOecIeueHUs 0€30MacHOCTH OMEePAIlMOHHBIX CUCTEM,
CPEeCTBAaX M METOJaX ayTeHTU(HUKALIMH TOJIb30BATEIICH B 3AIUICHHBIX OTEPAI[MOHHBIX CUCTEMaX, CPEICTBAX U METO/IaX
YIPaBJICHUS TOCTYIOM B 3allIMIICHHBIX ONEPAIIMOHHBIX CUCTEMAX, CPEICTBAX M METOJIaX Pealnu3allii MOJUTHKH ayTUTa B
3alIMIICHHBIX OTMIEPAMOHHBIX CUCTEMAaX, CPEJICTBAX U METO/IaX YIPABJICHHS POLECCAMH B 3ALMIIICHHBIX ONEPAIMOHHBIX
CHUCTEMaX, CPEJICTBAX U METOJIaX aHTUBUPYCHOH 3alUTHI B 3al[UICHHBIX OMCPAIMOHHBIX CUCTEMaX, CPEJCTBAX U METOIaX
MHTErpalliK 3aIIUIIEHHBIX OMIEPAIOHHBIX CUCTEM B 3aIUIICHHYIO CETh;

14— MpHOOpeTEeHNEe YMEHUS IPUMEHATH 3allIUTHBIC MEXaHU3MBI M CPEACTBA 00eciedeHHs 0€30IaCHOCTH 3aIUIIICHHBIX
OTIEPAIIMOHHBIX CHCTEM; OMPEACIIATh U KIacCH(UIIMPOBATH YIPO3bl HHOOPMALMOHHOM 6€30MTaCHOCTH OTIEPAMOHHBIX
cucrem; HOPMYyITHUPOBATh, HACTPAUBATh U PEATM30BBIBATh MOJIUTHKY O€30MACHOCTH 3aIUICHHBIX OMEPAIIMOHHBIX CHCTEM;

1.5]- NpUOOpeTEeHNE IPAaKTUIECKIX HABBIKOB MPUMEHEHHS 3aIIUTHBIX MEXaHU3MOB U CPEACTB 0OecreueH s
nH}pOpMaMOHHOI 0€30IaCHOCTH 3aIUIICHHBIX ONEPAIIMOHHBIX CHCTEM, ONPEIENICHUS U KIacCU(UKALUU YTrPo3
WHPOPMAMOHHON OE30MTaCHOCTH  OTIEPAMOHHBIX CUCTEM, (POPMYITHPOBAHUS TpeOOBaHMI HH(OPMAITMOHHOM
0€3011aCHOCTH K 3aIlIMIIEHHBIM ONEPAlIMOHHBIM CUCTEMAaM, HACTPOMKH 3aIUIIEHHBIX ONEPAL[MOHHBIX CHCTEM B
COOTBETCTBUH C TPEOOBAHUSIMH TIOJIMTHKU 0€30MIaCHOCTH, OLEHKH 3()()EKTUBHOCTH pean3aliu TpeOOBaHU
nH(popMaMOHHOI 0€30IaCHOCTH B 3aIMIIEHHBIX OMEPALMOHHBIX CUCTEMax U CUCTEMax Ha UX OCHOBE.

2. MECTO JUCHHUATIJIUHBI (MOJIY.JI5T) B CTPYKTYPE OBPA3OBATEJILHOU ITPOTPAMMBI

Hukn (pazmen) OIT: |El .0

2.1| Tpe6oBaHus K MpeIBaAPUTEIHLHON MOATOTOBKE 00y4YaIOLIerocs:

2.1.1|OnepanioOHHbIC CUCTEMBI

2.1.2|OCHOBBI paJMOTCXHUKH

2.2| Iucuunaunsl (MOAYJIH) U MPAKTHKH, AJI KOTOPHIX 0CBOECHHE JAHHOW JUCHUILTHHBI (MOIY/I51) HEOOX0IUMO KaK
npeanecTByOIIee:

2.2.1|Cetu u cucteMsl nepeaun HHGOPMALUH

2.2.2|I1pon3BOACTBEHHAS TIPAKTHKA

2.2.3| Teopus nadopmanmu

2.2.4|TloaroroBKa K MpOIEAype 3aIIUThI U IIPOLEAYPa 3aIUTHI BHITYCKHOH KBaIN(HUKaIMOHHOHN paboThI

2.2.5|IpegaumiomMHas mpakTUKa

3. KOMIIETEHIIAY OBYYAIOIIET OCSI, ®OPMUPYEMBIE B PE3VJIbTATE OCBOEHHS JUCIATIINHBI
(MOJLYJIS)

OIIK-9: Cnioco0en pemarthb 3a1a4u NpodeccuoHANbHOI eI TeIbHOCTH ¢ YYETOM TEKYIIEro COCTOSIHUSI U TeHIeH Uit
Pa3BUTHSA METOIOB 3aIIUTHI HH(POPMALUH B ONEPANMOHHBIX CHCTEMAX, KOMIILIOTEPHBIX CETHAX M CHCTEMAX YIPaBJIeHUS
0a3aMu JJaHHBIX, 2 TAKKe METOI0B U CPEJICTB 3alUTHI HHPOPMAIMHU OT YTEYKH M0 TEXHHYECKHM KAHAJIaM, ceTell U CHCTeM
nepexayu HHGOPMAINHT;

OIIK-9.1. ®opmMyJupyeT U HACTPAUBaeT NMOJUTUKY 0€30MACHOCTH ONePAIIMOHHBIX CHCTEM

3uarnL

DOpMYyTUPOBKY U HACTPONKHU TPABHUI TIOJUTHKU 0€30MACHOCTU OTEPAITMOHHBIX CUCTEM

YMmern

DopMynUpOBaTh M HACTPAUBATH MPABUJIA MOJUTHKHA OE30TIACHOCTH ONEPAIMOHHBIX CUCTEM
Baagernb

HagbikamMu (pOpMyITHPOBKH U HACTPOWKH MPABUJI TOJUTHKH OC30MTACHOCTH ONIEPAIMOHHBIX CHCTEM

OIIK-9.2. UcnoJib3yeT 3alliUTHbIE MEXaHM3MbI U CpeACTBa o0ecneyeHnsl 0e30MACHOCTH ONEPALUMOHHBIX CUCTEM /ISl pelleHust
3aa4 Mpo(eccCuoOHAIbHOM AeATeIbHOCTH

3uarn

OCHOBHBIC 3aIMUTHBIC MEXAHU3MbI U CpellCTBa o6ecnequI/m 6G3OH3CHOCTI/I OHepaL{I/IOHHBIX CHUCTEM JIs1 pemeHI/m 3aJ1a4
poeCCHOHATBHOM NesTeTbHOCTH

Ymerhb

HCTIOJIB30BaTh 3aIIUTHBIC MEXaHU3MBI U CPEIICTBA 00ecrieueH s OE30MaCHOCTH OTIEPAIIMOHHBIX CUCTEM ISl PEIICHUS 3a1a4
podecCHoOHATLHOM e TENbHOCTH

Baagernb

HABBIKAMU HCIIOJIb30BAHUS 3allIUTHBIX MEXaHU3MOB U CPEJICTB 00CCIIeUCHHS O€30MaCHOCTH OIIEPAIMOHHBIX CUCTEM JIJISI PEIICHUS
3a71a4 IPOoPEeCCHOHATEHON ACITEIHHOCTH




OIIK-12: Cnocobden AAMUHUCTPUPOBATH ONI€PAIIMOHHBIC CUCTEMbI U BBINNOJIHATD paﬁOTLl 1m0 BOCCTAHOBJICHHUIO
paﬁOTOCHO(!OﬁHOCTl/l NMPUKJIAAHOI0 U CHCTEMHOI'0 IPOrpaMMHOI0 oﬁecneqemm;

OIIK-12.2. BoInoJIHsIET YCTAHOBKY, 00C/Iy;KUBAHHE H BOCCTAHOBJIEHHE PA0OTOCNIOCOOHOCTH KOMIIOHEHTOB 00111ero u
CHEeNHMaJbHOT0 POrPaMMHOr0 odecreYeHust

3uarhb

TpeboBanust U MpaBUJIa  YCTAaHOBKH, OOCITY)KUBaHUS M BOCCTAHOBJIEHHUS PabOTOCIIOCOOHOCTH KOMIOHEHTOB OOIIETO 1
CHEHUATBHOTO POrPAMMHOTO 0OecTIedeHHs

Ymern

BEIMOMHATE YyCTaHOBKY, OOCITy>KUBaHHE U BOCCTAHOBIICHHE PAaOOTOCTIOCOOHOCTH KOMIIOHEHTOB OOIIETO M CIELUATIBHOTO
MIPOTPAaMMHOTO 0OecTieUeHHS

Baagernb

HaBrikaMu ycTaHOBKH, 0OCTYKHBAaHUSA M BOCCTAHOBIICHHUS PabOTOCIIOCOOHOCTH KOMITOHEHTOB OOIIIETro M CHEIHATBHOTO
MIPOTPAaMMHOTO 0OecTieUeHHS

OIIK-12.3. OneHnBaeT XapaKTePUCTHKHU BCTPOCHHBIX CPEICTB 3aIUTHI HHGOPMaNHMH ONePANlNOHHBIX CHCTEM U
MPUKJIATHBIX IPOTPaMM, UCIIOJIb3YyeT M HACTPAHBAET UX

3HaTh

XapaKTepHUCTUKH BCTPOSHHBIX CPEICTB 3aIIUTH HHPOPMAIINH OTICPAIIMOHHBIX CHCTEM W MPUKJIATHBIX IPOTpaMM, UX HACTPAUBaET
YMmerhb

OrneHnBaTh XapaKTEPUCTHUKN BCTPOSHHBIX CPEACTB 3aIIUTH HHPOPMAIIUH OIIEPAIIHOHHBIX CHCTEM W IPUKIIaTHBIX IPOTPaMM,
HCIIONIb30BaTh U HACTpauBaTh UX

Baagernb

HaBpikaMu OIIEHKHN XapaKTEPUCTHK BCTPOCHHBIX CPEICTB 3aIIUTH HH(POPMAIIH OTIEPAIMOHHBIX CHCTEM W IMPUKIATHBIX IPOTPaMM,
HCIOJIb30Bans U HACTPOIMKHU UX

B pe3yabrare 0ocBOeHMSI TUCHUILIUHBI (MOAYJIs1) 00y4aAIOLIUIiCS TOIKEH

3.1|3nare:

3.1.1| ®opMyTUPOBKH M HACTPOUKHU MPABUII HOJTUTHKHA OC30MACHOCTH ONEPAIUOHHBIX CUCTEM

3.1.2| OcHOBHBIE 3aIIUTHBIE MEXaHU3MBI M CPEACTBA 00ECTICUeHHUsT GE30MaCHOCTH OTIEPAIIHOHHBIX CHCTEM JUIS PEILIEHHS 3a1aq
po¢heCCUOHATIBHOM NeTeIbHOCTH

3.1.3| TpeboBanust u nMpaBuiia YCTaHOBKH, OOCIY)KMBaHHS 1 BOCCTAHOBJICHUS paOOTOCIIOCOOHOCTH KOMIIOHEHTOB O0IIEro U
CIELMAIBHOTO MPOrPaMMHOT0 00eCIICYeHUS

3.1.4| XapakTepuCTHKH BCTPOCHHBIX CPENICTB 3aIIUTH HH)OPMAIHH OTIEPAIIHOHHBIX CUCTEM U MPHUKJIATHBIX IIPOTPaMM, HX
HacTpauBaeT

3.2l Ymers:

3.2.1 (DOpMyJ'II/IPOBaTL 1 HACTpauBaTh IpaBuJjia MMOJIUTUKHU 0e30IMacHOCTH OINCPALMOHHBIX CUCTCM

3.2.2|Vcnonb30BaTh 3alllMTHBIE MEXaHU3MBI U CPEJICTBA 0OECIIeYeH s 6€30I1aCHOCTH OIIEPAllMOHHBIX CUCTEM JUIsl PEILIeHNUs 3a1a4
po(eCCHOHATBHOM NeATeTPHOCTH

3.2.3| BbInosHATh yCTaHOBKY, 0OCITY)KMBaHHE U BOCCTAHOBJIEHHE pabOTOCIOCOOHOCTH KOMIIOHEHTOB OOIIETro U CIEIMaIbHOTO
MIPOTPAaMMHOTO 00eCTieueHus

3.24 OueHuBaTh XapaKTCPUCTUKN BCTPOCHHBIX CPE/ICTB 3allIUThI I/IH(I)OpMaL[I/II/I OIICPAIMOHHBIX CUCTEM U IMPUKIIAIHBIX
mnmporpamMm, UCIOJIL30BaTh U HACTPAUBATH UX

3.3|Baaners:

3.3.1|HaBbikamu pOpMyIMPOBKY M HACTPONKH ITPABWII TIOJIMTHKH OE30TIACHOCTH OIIEPAIIOHHBIX CUCTEM

3.3.2| HaBBIKAMU UCITOJIL30BAHHUS 3alIUTHBIX MEXAaHU3MOB U CPCIICTB obecneuenus 0€30aCHOCTH OTICPAIMOHHBIX CUCTEM JJIA
penaicHus 3aga4q HpO(i)GCCI/IOHaJ'IbHOI\/‘I JACATCIBbHOCTHU

3.3.3|HaBbIkamMu yCTaHOBKH, 00CITYy)KHBaHUS U BOCCTAHOBJICHHUS pa0OTOCIIOCOOHOCTH KOMIIOHEHTOB OOIIET0 U CIEIHATEHOTO
MIPOTPaMMHOTO 00eCTieueHus

3.3.4|HaBbIkamMy OLICHKH XapaKTePUCTHK BCTPOSHHBIX CPEACTB 3alUThl HHYOPMAIMH ONIEPALIMOHHBIX CUCTEM M IPUKJIAJIHBIX
IIPOrpaMM, UCIIONIb30BaKs U HACTPOIKH UX

4. CTPYKTYPA U COJAEP’)KAHUE JUCUUILIMHBI (MOIY.JIS)

Kopg HaunmenoBanue pasaesioB u TeM /Buj 3auatus/ | Cemectp /| HacoB | Komneren- | JIuteparypa Dopma
3aHATHS Kvpe numun KOHTDOJSA
Paznen 1. O6mue Bonpocsl 6e3onacHoctu OC

11 O6mue Bonpocs! 6e3omacHocTr OC /Tema/ 7 0




1.2

VYrpossl 6e3omacHocTr OC. B3auMoCBsA3b NOHATHIA
3aIIMILEHHOCTb, YI3BUMOCTb, YTP03a, aTaKa,
ymiep6. Yrpo3sl 6e3onacaoctu OC:
Ki1accudukanus yrpo3 6e30macHOCTH, TUITIHIHBIE
ataxu Ha OC.
IToxxons! k moctpoeHuo 3anuueHHsx OC.
AIMUHHCTpPATHBHBIC MEPHI 3aIIUTHI. AJEKBaTHAS
nonuTrka 6e3onacHocTr. CTaHTAPTHI
3aIMIIEHHOCTH U aJIeKBaTHAasH ITOJIUTHKA
6e3omacaoctr. [Ipumepsr 3ammumenHsx OC.
TuroBas apXUTEKTypa MOJICUCTEMBI 3aIIUTHI
oTIepanioHHOM cucTeMbl. OCHOBHBIE (DYHKIHH
MOICUCTEMBI 3allUThl ONEPAMOHHOIN CUCTEMBI.
Pasrpannuenune noctyna Kk o0beKTaMm
OTIePAlIMOHHON CHCTEMBI: TIPABUIIa Pa3rpaHUICHIS
JIOCTYIIa, pa3pelnTesbHas CUCTeMa IOCTyIa.
Wnentndukamms, ayTeHTHOUKAIIL 1 aBTOPU3ALIAST
CyOBEKTOB JJOCTYIIA: COOTHOILICHHE
uACHTH()HUKAITNY, ayTCHTH()HUKAITIT 1
ABTOPH3AILNH, CIIOCOOBI U BUBI ayTEHTH()HUKAIINH,
UeHTU(HUKALUS U ayTEHTU(UKALUS C TIOMOIIBIO
UMEHH U Mapostst (METOIBI oI00pa mapos,
3alIMTa OT KOMIPOMETAIMH I1apoJIs ).
Wnentndpukanys u ayTeHTAPUKAIHS ¢ TIOMOIIHIO
BHEIIHUX HOCUTEJCH KITI0YeBOH HH(OPMAIIHH.
Wnentndukanus u ayrTeHTH(GUKALNS C TOMOIIBIO
OMOMETPHYCCKUX XapaKTEPUCTUK TOTb30BaTEICH.
AynuT: nenu ayaura, Tpe0OBaHUS K ayAUTY,
MIOJIUTHKA ayauTa. TeXHOIOTHS 3aIUIIICHHOTO
KaHajia. MexxceTeBoe 3KpaHupOBaHHeE.

/JTex/

OIIK-9.2-3
OIlK-12.2-3
OIIK-12.3-3

JI1.1J11.2
JI1.3 J11.4
J1.5
JI1.6J12.1
JI2.2J13.1
J13.2
01302323 24
2596

Koncmekr
JIEKIIUH.

13

V3ydeHre KOHCIIEKTA JICKIUH U JIUTEPaTyphl 110
Borpocam GezonacHoct B OC
/Cp/

24

OIIK-9.2-3
OIlK-12.2-3
OIlK-12.3-3

JI1.1J11.2
J1.3J11.4
J1.5
JI1.6J12.1
JI2.2J13.1
J3.2
0102033 24
25 26

ITonroroska
KOHCIIEKTa TI0
BOIIpOCaM
TEMBI.
Kparkwuii onpoc
o TeMe Ha
KOHCYJIbTAIluH K
9K3aMEHY
(3auery).

Pazngea 2. 3amura B OC Windows

2.1

Zammra B OC Windows /Tema/




2.2

KommnonenTsl noacucremsl 3anuthl. OOBEKTH U
cyowexThl foctyna B Windows.
Pasrpanudenne gocryma B OC Windows. Mertoabt
nocryna k oosexram B Windows. [IpaBa nocryna x
obrexTaM B Windows. [IpuBmiernn cyObekToB B
Windows. Paspemenus NTFS st daiinos n
namnok. Mapxkep noctyna (AC) moyib3oBarters.
Heckpunrop 3ammts! (SD) o0bekTa: cTpykTypa
JIECKPHIITOPA 3aIUThI, CIIUCKH yIIPaBICHHS
nmoctyriom (DACL u SACL), macka mpas B ACE,
¢naru B ACE - ux Ha3HaueHue, OTIIMYKe OT (iaros
B SD, ncnonb30BaHNE IPU HACIETOBAHUH.
Wnentuduxarop 6ezonacnoctu (SID)
nonb3oBarens. [IpoBepka nmpas 1octyna cyobeKkTa K
00BeKTy: 00muil mopsnok nposepku SRM mpas
JIOCTyIa CyOBEKTOB K 0OBEKTaM, JIBa BapHaHTa
(pyHKINHN) TPOBEPKH IpaB AOCTyMa CyOBEKTa K
00BEKTY, MPUMEpPHI IPOBEPKH MPAB JAOCTYIIA MIPU
obparnieHnn cyobekTa K 00bekTy. HazHaueHne
aTpuoyToB 3amuTs (DACL) co3gaBaemMbiM
(uoBbIM) O0OBekTaM B Windows. 3amura oT
HECAaHKIIMOHNPOBAHHBIX JEHCTBUH
aJIMUHHCTpATOpa.
IIpoueccoi-cepBepsl B Windows: ToIxoms! K
BBITIOJTHEHHIO IPUBHJIETHPOBAHHBIX JCHCTBUH B
Windows (BpeMeHHOE MOTyueHHE
JIOTIOTHUTENBHBIX OJTHOMOYHH (TTOTHOMOYHH
JIPYTOro MoJIb30BaTelsl), oOpalleHue K ycayram
mpoI1iecca-cepsepa), mporecc-cepsepsl B Windows,
OJIMLIETBOPEHHE MOJIH30BATEIIS.
Aynut 1 obHapyxeHue atak B Windows: sxypHaiI
ayaWTa, TIONIMTHKA ayANTa, TUIIBI PETHCTPUPYEMBIX
COOBITHH, UCTIONB30BaHKHE MH(POPMAIHHN H3
JKypHaJla ayuTa JUIs aHaIn3a (aHaIM3  IOIBITOK
perucTpanum, aHajau3 J0CTyna K 00beKTaM, aHaJIn3
BBITIOJTHAIOMINXCS 3aa4 (OTCIIC)KUBAHNE
MPOLIECCOB). AHAJIU3 UCIIOJIb30BAHUS TPUBUIICTHA,
aHaJIM3 COOBITHH C YUETHBIMHU 3aIUCIMH, aHAIIN3
M3MEHEHHMS MOJINTHK). TpeboBaHus K HOINTHKE
ayauTa. AIMHUHUCTPATOPBI U ayIUTOPBI
(pazneneHue).
BHenpeHne BpeIoHOCHBIX IPOTPaMM Yepe3 peecTp
Y TUTAaHUPOBIIMK 3a1aHui Windows: cTpyKTypa u
pacIooXeHNe peecTpa, KIIIOYH aBTO3arpy3KH Ui
BHEJIPEHUS MOTCHIIMAIBHO OMACHBIX MporpaMm (8
ciydaeB). [ImanupoBmuk 3aganuit B Windows,
Cpe/CTBa KOHTPOJISl aBTO3arpy3KH.
Homuruxu UTIC, SRP u Applocker: moaxosr k
CO3JaHHIO U30JUPOBAHHON ITPOrPAMMHOM Cpebl
10 Windows XP, nonuTuka orpaHnueHHOTO
ucnonb3oBanus mporpamm (SRP). [Momutnka
Applocker u ee cpaBHerne ¢ SRP.
Wnentndukanns, ayTeHTUPUKAIIS U aBTOPH3ALHS
nonb3oBareneit B Windows. Mexanusm
UIeHTU(HUKALUY, ayTEHTH(OUKAINN 1 aBTOPU3aLINH
B Windows: cTpykTypa MexaHn3ma
WACHTU(QHUKAINN U ayTeHTH()UKAINHU, BUIBI (THUIIBI)
BXoJ1a ¢ momolinsto Kerberos v.5. IIpoBaiinepst
ceTeBO ayTeHTU(HUKALUK B CHCTEMY,
UIeHTU(HUKALUS U ayTEHTU(PHUKALUS C TIOMOIIBIO
msvl _O(NTLM) - Bepxuuii, CpeHUIA ¥ HIKHHIHA
YPOBHH, HIEHTH(HUKALNS U ayTeHTH()HUKALIIS,
napaMeTpsl MICHTH()UKAIMN U ayTeHTH()UKAMN
B Windows, Credential Provider’sr (mocTaBoiku
yueTHbIX gaHHbIX) B OC Windows Vista u Beie.
Oco0eHHOCTH 3aIIUTH B cepBepHBIX Bepcusax OC
Windows.

/JTex/

20

OIIK-9.1-3
OIIK-9.2-3
OIIK-12.2-3
OIlK-12.3-3

JI1.1J11.2
JI1.3 J11.4
J1.5
JI1.6J12.1
J12.2J13.1
J13.2
01302323 24
2596

Koncmekr
JIEKIIUH.




2.3 HccnenoBanue cpeAcTB 3alIUTHI B ONEPALIMOHHOM OIIK-9.1-Y JI1.1 JI1.2 Ortuer no JIP
cucreme Microsoft Windows NT 4.0 /J1a6/ OIIK-9.1-B | J1.3J711.4 3amura JIP.
OIIK-9.2-V JI1.5
OIIK-9.2-B JI1.6J12.1
OIIK-12.2-3| JI2.2J13.1
OIIK-12.2-Y J13.2
OIIK-12.2-B| D1 2 23 B4
OIIK-12.3-Y D5 D6
OIIK-12.3-B
2.4 Uccnenosanne cucremsl 3amutsl B OC indows XP OIIK-9.1-Y | JI1.1J11.2 Oruer no JIP
/J1a6/ OIIK-9.1-B | J1.3J11.4 3amura JIP.
OIIK-9.2-Y JI1.5
OIIK-9.2-B JI1.6J12.1
OIIK-12.2-3| JI2.2J13.1
OIIK-12.2-Y J13.2
OIIK-12.2-B| D1 2 23 D4
OIIK-12.3-Y D556
OIIK-12.3-B
2.5 N3yuenue nmoacuctemsl 3amutel OC Windows 7 OIIK-9.1-YV | JI1.1J11.2 Oruer no JIP
/J1a6/ OIIK-9.1-B JI1.3J11.4 3amura JIP.
OIIK-9.2-Y JI1.5
OIIK-9.2-B JI1.6J12.1
OIIK-12.2-3| JI2.2J13.1
OIIK-12.2-Y J13.2
OIIK-12.2-B| D1 D2 23 D4
OIIK-12.3-Y D556
OIIK-12.3-B
2.6 N3yuenue nmoacuctemsl 3amutel OC Windows 7 OIIK-9.1-YV | JI1.1J11.2 YcTHBIH ompoc
Mp/ OIIK-9.1-B | JI1.3JI1.4 IO TEME.
OIIK-9.2-Y JI1.5 Pemenue 3agau.
OIIK-9.2-B | JI1.6J12.1 IIposepka
OIIK-12.2-3| JI2.2J13.1 JIOMAIIHEro
OIlK-12.2-y JI3.2 3a{aHus.
OIIK-12.2-B| D1 22 23 D4
OIIK-12.3-Y D556
OIIK-12.3-B
2.7 Wzydenune moncucremsr 3amutel OC Windows 8 u OIlK-12.2-3| JI1.1J11.2 YcTHEIH ompoc
10 /Tp/ J1.3J11.4 10 TEMe.
JI1.5 Pemenne 3amay.
JI1.6J12.1 [Iposepka
JI2.2J13.1 JIOMAIIHEro
JI3.2 3aJaHus.
2.8 N3zyuenne noacucremsl 3amutel OC Windows OIIK-9.1-y | JI1.1J11.2 Ortuer no JIP
Server /J1a0/ OIIK-9.1-B JI1.3J11.4 3ammra JIP.
OIIK-9.2-Y JI1.5
OIIK-9.2-B JI1.6J12.1
OIIK-12.2-3| JI2.2J13.1
OIIK-12.2-Y J13.2
OIIK-12.2-B| D1 22 53 54
OIIK-12.3-Y D5 D6

OIIK-12.3-B




2.9 Nzydenue moncucremsl 3ammtel OC Windows 2 OIIK-9.1-Y JI1.1 JI1.2 VYerHblii onpoc
Server(uacts 1) /IIp/ OIIK-9.1-B | JI1.3JI1.4 10 TeMeE.
OIIK-9.2-Y JI1.5 Pewenne 3amau.
OIIK-9.2-B JI1.6J12.1 [Iposepka
OIIK-12.2-3| J12.2J13.1 JIOMAIITHETO
OIlK-12.2-Y J3.2 3a/1aHusl.
OIlK-12.2-B| 21 32 23 54
OIIK-12.3-Y 35 D6
OIlK-12.3-B
2.10 N3ydenue noacucremsl 3anutel OC Windows 2 OIlK-12.2-3| JI1.1J11.2 | YcrHslii onpoc
Server(uacts 2) /Ip/ JI1.3J11.4 0 TeMe.
JI1.5 Pemenue 3amau.
JI1.6J12.1 IIpoBepka
JI2.2J13.1 JOMAIIHETO
J3.2 3a1aHUS.
211 W3ydenne KOHCTIEKTa JISKIUH U JTUTEPATYPHI TI0 24 OIIK-9.1-3 | JI1.1JI1.2 [MoxroroBka
3amure uHopmaiuu B OC Windows. /Cp/ OIlIK-9.2-3 | JI1.3JI1.4 KOHCIIEKTa 10
OIIK-12.2-3 Jd1.5 BOIIpOCaM
OIlIK-12.3-3| JI1.6J12.1 TEMBL.
JI2.2J13.1 Kparkwuii onpoc
J13.2 10 TEME Ha
2132 33 D4 |KoHCYNBTAINH K
25 26 9K3aMEHY
(3auery).
212 IMoxaroroBka k maboparopHeM paboram. /Cp/ 3 OIIK-9.2-3 | JI1.1JI1.2 [oxroroBka
OIlK-12.2-3] JI1.3J11.4 KOHCTIEKTa 110
OIlK-12.3-3 Jd1.5 BOIIpOCaM
JI1.6J12.1 TEMBI.
JI2.2J13.1 Kpatkuit onpoc
J13.2 10 TEME Ha
2132 33 D4 |KoHCYNBTAINH K
25 26 9K3aMEHY
(3auery).
2.13 Craua 3auerta /IKP/ 0,25 |OIIK-12.2-3| J1.1J11.2 OTBeTHI HA
J1.3J11.4 KonTtpombHbIe
JI1.5 BOIIPOCHI
JI1.6J12.1 PesynbTarsl
JI2.2J13.1 | permreHus 3amad.
J13.2 OTBeThl Ha
21 32 33 B4 | monoaHUTETHHBI
25 26 € BOIIPOCHI.
Pesynbratst
TECTHPOBAHUSI.
2.14 IMoxaroroBka k 3adery /3aqét/ 8,75 | OIIK-9.1-3 JI1.1 J11.2 3amaun K
OIIK-9.1-V | JI1.3J11.4 3a4ery.
OIIK-9.1-B J1.5 Bunetsr k
OIIK-9.2-3 JI1.6J12.1 3a4ery.
OIIK-9.2-V | JI2.2J13.1 |TecTsI k 3a4eTy.
OIIK-9.2-B J3.2
OIlK-12.2-3| 51 92 23 B4
OIlK-12.2-Y 2506
OIIK-12.2-B
OIIK-12.3-3
OIlK-12.3-Y
OIIK-12.3-B
Pazgen 3. 3amura B OC Unix (Linux)
3.1 /Tema/ 0




3.2 KoMnonenTsl noacucreMsl 3amutsl B Unix 24 OIIK-9.1-3 JI1.1 JI1.2 Koncmekr
(Linux). OIIK-9.2-3 | JI1.3JI1.4 JIEKIUH.
OO0BeKThI ¥ cyOBeKTHI HocTyna B B Unix (Linux). OIIK-12.2-3 J1.5
Pasrpannuenne nocryna B Unix (Linux). OIlK-12.3-3| JI1.6J12.1
Berpoennsie cpencta mmdposanus Unix (Linux). J12.2J13.1
Aynut u ooHapyxenue atak B OC Unix (Linux). J3.2
WnenTudukanus, ayTeHTUPUKALNS U aBTOPU3AIAS D1032233 54
nons3oBareneid B OC Unix (Linux). 25 26
IMpoueccri-cepepst B OC Unix (Linux).

Brenpenne Bpenonocusix nporpamMm B OC Unix

(Linux).

Oco0eHHOCTH 3aIIUTH B cepBepHBIX Bepcrsax OC

Unix (Linux).

KommoHeHTsI mosicucTeMsl 3amuThl B Unix

(Linux).

OOBeKThI ¥ cyObeKkTh nocTyna B B Unix (Linux).

Pasrparmdaenue nocrymna B Unix (Linux).

Bcerpoennsie cpencrsa mudposanus Unix (Linux).

Aynaut n obHapyxenue atak B OC Unix (Linux).

Wnentndukannus, ayTeHTUPUKAIS U aBTOPH3ALHA

nonb3oBareneil B OC Unix (Linux).

Ipomneccrr-ceprepst B OC Unix (Linux).

Buenpenue BpenponocHsix nporpamm B OC Unix

(Linux).

Oco0eHHOCTH 3alIUTHI B cepBepHbIX Bepcusax OC

Unix (Linux).

/JTex/
3.3 IoxaroroBka k 1aboparopHsM padotam /Cp/ 2 OIIK-9.1-3 | JI1.1JI1.2 [MoxroroBka
OIIK-9.2-3 | JI1.3JI1.4 KOHCIIEKTA 110
OIIK-12.2-3 Jd1.5 BOIIpOCaM
OIlK-12.3-3| JI1.6J12.1 TEMBL.
JI2.2J13.1 Kpatkuit onpoc
J13.2 10 TeEME Ha
21232 33 D4 |KoHCYNBTAINH K
25 26 9K3aMEHY
(3auery).
34 CTpyKTypa IMOICUCTEMBI 3aIllIUTHI HHPOPMAITUH B 2 OIIK-9.1-3 | JI1.1JI1.2 | YcrtHBIH ompoc
OC Linux /TIp/ OIIK-9.1-y | JI1.3J11.4 0 TeMe.
OI1K-9.2-3 JI1.5 Pemenne 3agau.
OIK-9.2-V | JI1.6J12.1 [Iposepka
OIlK-12.2-3| JI2.2J13.1 JIOMAIITHET O
OIlK-12.2-y JI3.2 3a{aHus.
OIlK-12.3-3| D1 92 93 B4
OIlK-12.3-Y 2596
3.5 Pasrparndenue nqocryna B OC Linux u.1 /TIp/ 2 OIIK-9.1-3 | JI1.1JI1.2 | YcrtHBIH ompoc
OIIK-9.1-y | JI1.3J11.4 IO TEME.
OIIK-9.2-3 J1.5 Pemenue 3agau.
OIK-9.2-V | JI1.6J12.1 [Iposepka
OIlK-12.2-3| JI2.2J13.1 JIOMAIITHET 0
OIlK-12.2-y JI3.2 3a{aHus.
OIlK-12.3-3| D1 92 93 B4
OIlK-12.3-Y 2506
3.6 Pasrpannuenue nocryna B OC Linux 4.2 /TIp/ 2 OIIK-9.1-3 | JI1.1JI1.2 | YcrHsIii onpoc
OIIK-9.1-Yy | J1.3J11.4 IO TEME.
OIIK-9.2-3 JI1.5 Pemenne 3agau.
OIIK-9.2-y | JI1.6J12.1 IIpoBepka
OIlK-12.2-3| JI2.2J13.1 JIOMAIITHET 0
OIIK-12.2-Y JI3.2 3aJIaHus.
OIlK-12.3-3| ©1 92 93 B4
OIlK-12.3-Y 32536




3.7 Pasrpannuenue nocryna B OC Linux 4.3 /TIp/ OIIK-9.1-3 | JI1.1JI1.2 | YcrHslii onpoc
OIIK-9.1-y | JI1.3J11.4 0 TEME.
OIIK-9.2-3 JI1.5 Pewenne 3amau.
OIlK-9.2-V | JI1.6J12.1 [Iposepka
OIIK-12.2-3| J12.2J13.1 JIOMAIITHETO
OIlK-12.2-y J3.2 3aaHUs.
OIIK-12.3-3| D1 92 D3 B4
OIlK-12.3-Y 3536
3.8 Aynut B Linux /Ilp/ OIIK-9.1-V | JI1.1JI1.2 | YcrtHBIH ompoc
OIlIK-9.2-3 | JI1.3JI1.4 0 TEME.
OIIK-9.2-Y JI1.5 Pemenne 3agau.
OIlK-12.2-3| JI1.6J12.1 [Iposepka
OIlK-12.2-y| JI2.2J13.1 JIOMAIIIHETO
OIlK-12.3-3 J3.2 3aaHUS.
OIIK-12.3-Y| 51 92 53 B4
3536
3.9 Berpoennsie cpencra mmdposanus B Linux /Tlp/ OIIK-9.1-3 | JI1.1JI1.2 | YcrtHBIH ompoc
OIIK-9.1-y | JI1.3J11.4 0 TEME.
OI1K-9.2-3 JI1.5 Pemenne 3agau.
OIlK-12.2-3| JI1.6J12.1 IIposepka
OIlK-12.2-y| JI2.2J13.1 JIOMAIITHEr 0
OI1K-12.3-3 JI3.2 3alaHus.
OIIK-12.3-Y| 51 92 53 B4
2556
3.10 Bcerpoennsle cpencTa 3amuThl HHPOPMALUK B OIIK-9.1-3 | JI1.1JI1.2 | YcrtHBIH ompoc
Asntra Linux 4.1 /TTp/ OIIK-9.1-y | JI1.3J11.4 IO TeMe.
OI1K-9.2-3 JI1.5 Pemenne 3agau.
OIIK-9.2-V | JI1.6J12.1 IIposepka
OIlK-12.2-3| JI2.2J13.1 JIOMAIITHEr o
OIlK-12.2-V JI3.2 3alaHus.
OIlK-12.3-3| 51 92 53 B4
OIlK-12.3-Y 2556
311 Bcerpoennsle cpencTBa 3amuThl HHPOPMAUK B OIIK-9.1-3 | JI1.1JI1.2 | YcrtHBIH ompoc
Asntra Linux 4.2 /TTp/ OIIK-9.1-y | JI1.3J11.4 IO TeMe.
OIIK-9.2-3 J1.5 Pemenue 3agau.
OIIK-9.2-V | JI1.6J12.1 [Iposepka
OIlK-12.2-3| JI2.2J13.1 JIOMAIITHET 0
OIlK-12.2-y JI3.2 3a{aHus.
OIlK-12.3-3| D1 92 23 B4
OIlK-12.3-Y 2556
3.12 Wzydenne moncuctemsr 3amuthl B OC Linux Yacts OI1K-9.1-3 JI1.1 J11.2 Oruer no JIP
1. IIpaBa mocryma B Linux /J1a6/ OIIK-9.1-VY JI1.3J11.4 3amura JIP.
OIIK-9.1-B J1.5
OIIK-9.2-3 JI1.6J12.1
OIIK-9.2-y | JI2.2J13.1
OIIK-9.2-B J3.2
OIlK-12.2-3| 51 92 23 B4
OIlK-12.2-y 2526
OIlK-12.2-B
OIlK-12.3-3
OIlK-12.3-Y

OIIK-12.3-B




3.13 Nzydenue moncucremsr 3anmthl B OC Linux Yacts OIIK-9.1-3 JI1.1 JI1.2 Ortuer no JIP
2. Aymut B Linux OIIK-9.1-Y JI1.3J11.4 3amura JIP.
OIIK-9.1-B J1.5
/J1a6/ OIIK-9.2-3 JI1.6J12.1
OIIK-9.2-V | JI2.2JI3.1
OIIK-9.2-B J3.2
OIIK-12.2-3| 31 D2 33 B4
OIIK-12.2-Y 35 D6
OIIK-12.2-B
OIIK-12.3-3
OIlK-12.3-Y
OIIK-12.3-B
3.14 Uzyuenue noacucremsl 3amutsl B OC Linux Yacth OIlIK-9.1-3 | JI1.1JI1.2 Oryer o JIP
3. Berpoennsie cpernctBa mugpoBanms B Linux OIIK-9.1-V | JI1.3JI1.4 3ammra JIP.
/J1a6/ OIIK-9.1-B J1.5
OIIK-9.2-3 JI1.6J12.1
OIlK-9.2-V | JI2.2J13.1
OIIK-9.2-B J3.2
OIIK-12.2-3| 31 92 33 B4
OIlK-12.2-Y 25 26
OIlK-12.2-B
OIlK-12.3-3
OIIK-12.3-Y
OIlK-12.3-B
3.15 Wzydenne moncuctemsr 3ammuthl B OC Linux Yacts OI1K-9.1-3 JI1.1 J11.2 Oruer no JIP
4. BcTpoeHHBIE CpelcTBa 3alUThl HHGOPMauu B OIIK-9.1-y | JI1.3J11.4 3amura JIP.
Astra Linux /J1a6/ OIIK-9.1-B Jd1.5
OIIK-9.2-3 JI1.6J12.1
OIIK-9.2-y | JI2.2J13.1
OIIK-9.2-B J3.2
OIlK-12.2-3| 51 92 53 B4
OIIK-12.2-Y 2536
OIIK-12.2-B
OIlK-12.3-3
OIlK-12.3-Y
OIlK-12.3-B
Paznen 4. BesonacHocts MoGuabHBIX OC

4.1 /Tema/

4.2 AKTyabHBIE YyTPO3bI 0€30MaCHOCTH MOOMIIBHBIX OIIK-9.1-3 | JI1.1J11.2 Koncnekr
OcC. OIlK-9.2-3 | JI1.3J11.4 JIEKIHUH.
Ocob6ennocty 3ammTtsl B OC Android: OI1K-12.2-3 JI1.5
- ayreHTH(UKaIKs U TexHosorus Smart Lock, OIIK-12.3-3| JI1.6J12.1
- nu(pOBBIC TIOIIHCH TTPIIIOKEHIH, JI2.2J13.1
- TIOJIHOMOYHS, JI3.2
- orparngeHus (momHomounii, API, Ha mocTym k 213223324
WHPOPMALINHU U yCTPOIcTBaM, Ha pabOTy B CETH, Ha 25 26

3aMyCK MPWIOKCHHUH, HA TOCTYII K TAMSITH,
- muQpoBaHUe TaHHBIX,
- TOBEPCHHAS Cpe/ia UCTIOTHEHHS,
- TOBEPCHHAS 3arpy3Ka,
- 3aIUTa OT CPhIBA CTCKa,
- TexHojiorus SELinux,
- TeXHoJIorust Seccomp,
- rexHoJorust SafetyNet.
Oco6ennoctn 3amuthl B OC 10S.
/Jex/




4.3 Wzyuenune nureparypsl 110 3a1uTe HHPOPMAILHH B 8 4 OIIK-9.1-3 | JI1.1JI1.2 Ioxroroska
OC Android. /Cp/ OIlIK-9.2-3 | JI1.3JI1.4 KOHCIICKTA 110
OIIK-12.2-3 J1.5 BOIIPOCaM
OIlK-12.3-3| JI1.6J12.1 TEMBI.
JI2.2J13.1 Kpatxkuii onpoc
J3.2 10 TEME Ha
21 32 53 D4 |KOHCYIbTAIIUHN K
35 D6 9K3aMEHY
(3auery).
4.4 Cnaua (mpuem) sx3amena /MKP/ 8 0,35 [OIIK-12.2-3( JI1.1J11.2 OTBeTHI Ha
JI1.3J11.4 KontponbHsle
J1.5 BOIIPOCHI
JI1.6J12.1 Pesynbrarsl
JI2.2J13.1 | peweHus 3agad.
J3.2 OTBeTHI Ha
0132 33 54 | 1ONOIHUTENBHBI
35 D6 € BOIIPOCHI.
Pesynbrarsl
TECTUPOBAHUSL.
4.5 KoncynerupoBanue nepex sx3amenom /Kuc/ 8 2 OIIK-9.1-3 | JI1.1JI1.2 Bompocsr k
OIlIK-9.2-3 | JI1.3JI1.4 9K3aMCHY.
OIIK-12.2-3 Jd1.5 Pemenne
OIlK-12.3-3| JI1.6J12.1 |THUIOBBIX 3aad.
JI2.2J13.1 OTBeTHl Ha
J3.2 BOTIPOCHI.
21322323 D4
2506
4.6 IMoaroroBka k sk3aMeHy /JK3aMeH/ 8 35,65 | OIIK-9.1-3 JI1.1 J11.2 3amaun K
OIK-9.1-V | JI1.3JI1.4 JK3aMeHy.
OIIK-9.1-B Jd1.5 Bunersr k
OIIK-9.2-3 JI1.6J12.1 9K3aMeHy.
OIIK-9.2-y | JI2.2J13.1 TecTsl K
OIIK-9.2-B J3.2 9K3aMeHY.
OIlK-12.2-3| 51 92 53 B4
OIIK-12.2-y 25096
OIIK-12.2-B
OIlK-12.3-3
OIlK-12.3-Y
OIIK-12.3-B

5. OLEHOYHBIE MATEPHAJIbI 10 JUCLUIIIUHE (MOAY.JIIO)

Or1eHOYHBIE MaTePHAaJIBl 110 JaHHON AUCIUITINHE IpuBeaeHs! B [Ipunoxxenun 1 k paboueit mporpamMme JUCHUIUIMHBEI (CM. TOKYMEHT
«O1eHOYHbIe MaTepHAIIBI TI0 AUCIUIUINHE «3alUTa B ONIEPALIMOHHBIX CUCTEMaX

6. YYHEBHO-METOANYECKOE 1 THOOPMAIIMOHHOE OBECIIEYEHUME JTUCHUITJIMHBI (MOAY JIs1)

6.1. Pexomenayemasi iureparypa

6.1.1. OcHoBHas1 IMTEpaTypa

Ne ABTOpBI, COCTaBUTENN 3armnaBue WznarensctBo, | Konmuuectro/
rox Ha3BaHHe
9bC
JI1.1 |Epmaxos II.T., [IprMeHeHne aHTUBUPYCHBIX IPOTPaMM JIsl 0OecTieueH s ExarepunOypr: |2227-8397,
IMpucsoxuelii A. B. nHpopManMoHHO# 6e30macHOCTH Ypanbckuii http://www.ipr
denepaneublii | bookshop.ru/6
yauBepcurer, |6577.html
3bC ACB,
2013, 64 c.




No ABTOpBI, COCTaBUTENH 3arnaBue WznarensctBo, | KommuectBo/
roa Ha3BaHUE
9BC

JI1.2 |Csrues 1O. H. Crannaptel HHOPMANMOHHOM Oe30MacHOCTH. 3aIlinTa ’ Caparos: 978-5-4487-0

00paboTKa KOH(QUICHIINAIBHBIX TOKYMEHTOB : yueOHOe mocodue |By3oBckoe 128-3,
obpasoBanue, |http://www.ipr
2018, 195 c. bookshop.ru/7
2345.html
JI1.3 |I'motuna . M. CpenctBa 6e30macHOCTH onepaimoHHoi cuctembr Windows Caparos: 978-5-4487-0
Server 2008 : yueOHO-METOAHIECKOE TIOCOOHE Bysosckoe 136-8,
obpasoBanue, |http://www.ipr
2018, 141 c. bookshop.ru/7
2538.html

JI1.4 Anvuanctpupoaane OC Unix Mocksa: 2227-8397,
Wnrepuet-YHus | http://www.ipr
epCUTET bookshop.ru/7
Nupopmanmons [ 3659.html
bIXx TexHonorui
(UHTVYWUT),

2016, 303 c.

JI1.5 |AiiBenc K. AnvmuancTpupoBanne Microsoft Windows Server 2003 Mocksa: 2227-8397,
Nurepuet-YHus | http://www.ipr
epcuter bookshop.ru/7
Nudopmanmons | 3725.html
bIx TexHonorui
(MHTYUT),

2016, 486 c.

JI1.6 |Hazapos, C. B., CoBpeMeHHBIC OTEPAIIMOHHBIC CUCTEMBI : YIeOHOE OCo0He Mockaa: 978-5-4497-2
[upoxos, A. U. Wntepuer-YHus [458-8,

epcuTeT https://www.i
Nudopmanmont | prbookshop.ru
pix Texuoorwuii |/133980.html
(MHTYUT), Aix
[Iu Ap Menua,
2024, 351 c.
6.1.2. JlonoJiHUTeIbHASA JINTEPATYpPA
Ne ABTOpBI, COCTaBUTENIH 3arnaBue UznmarensctBo, | KommuectBo/
roj Ha3BaHUE
9BC

JI2.1 |Jloxuukos II. C., ObecnieueHue 6€30MACHOCTH CETEBOI MHPPACTPYKTYPHI HA Mockaa, 978-5-4487-0
Muxaitnos E. M. OCHOBEOMEPAIMOHHBIX crcTeM Microsoft : mpakTukym Caparos: 080-4,

Nurepuet-Yuus | http://www.ipr
epcuTeT bookshop.ru/6
Nudbopmarnmons | 7389.html

pIx TexHonorui

(MHTYUT),

By3zosckoe

oOpa3oBaHue,

2017, 264 c.

JI2.2 |PynenxoB H. A., TexHomOTHN 3aMKTH HHPOPMAIIUN B KOMIIBIOTEPHBIX CETSIX Mocksa: 2227-8397,
[Mponerapckuii A. B., Wnrepret-YHus | http://www.ipr
Cwmupnosa E. B., epcuTeT bookshop.ru/7
CypoBoB A. M. Nndpopmanmons [ 3732.html

bix TexHonorui
(MHTYUT),
2016, 368 c.

6.1.3. MeTtoanyeckue pa3padoTku




Ne ABTOpBI, COCTaBUTENN 3arnaBue UznarensctBo, | Konmmuecto/
roj Ha3BaHHE
9BC
JI3.1 |3acopun C.B,, 3amuTa B ONEpallMOHHBIX CUCTEMaXx : METOJ. yKa3. K Jlab.paboram | Ps3ans, 2016, |60
Ky3pmun 10.M., 76¢.
IIp>xeropnunckuii B.H.
JI3.2 |3acopun C.B., 3amuTa B ONEpPalMOHHBIX CHCTEMaX : METOJ. yKa3. K J1al. Ps3anb, 2016, |60
Kyszemun 10.M., paboram 44c.
[Ip>xeropaunckuii B.H.
6.2. Ilepeyennb pecypcoB HHGPOPMALHOHHO-TEJIEKOMMYHUKANMOHHOM ceTH ""UHTepHeT"
21 |L OnekTpoHHO-O0nbIMoTeuHas cucrema «Jlanby. — Pexxum moctyna: goctyn u3 kopnopatusHoi ceti PIPTY —
cBoOoaHbI (6e3 maposs). URL: https://e.lanbook.com/
22 |2. DnekTpoHHO-0nbmoTeuHas cucrema «IPRbooks». — Pexxum moctyma: moctym u3 kopnoparuBHoi cetu PIPTY —
cBoOOIHBIH (6e3 maposs), moctym u3 cetu MuTepHeT - o mapoito. URL: https://iprbookshop.ru/
23 |3 Onexrponnas 6udnmoreka PIPTY. URL: http://elib.rsreu.ru/ . Pexxum nocrymna: n3 kopnoparusHoi cetn PITPTY —
10 MapOJI0
24 |4, Hayunast snexkrponnas 6ubnmoteka eLibrary. URL: http//e.lib/vlsu.ru/www.uisrussia.msu.ru/elibrary.ru
35 |5 bubnuoteka u popym o nporpammuposanuro. URL: http://www.cyberforum.ru
26 |6. Harmmonanesnsrit otkperTeiit yausepcurer MHTYUT. URL: http://www.intuit.ru/

6.3 [lepeyeHb NporpaMMHOro obecrnevyeHuss U ”HGOPMAIMOHHBIX CIIPABOYHBIX CHCTEM

6.3.1 IlepeyeHb JTUIEH3MOHHOTO U CBOOO/ITHO PACHPOCTPAHSAEMOI0 MIPOrPAMMHOI0 00eceYeHusl, B TOM YK CJIe 0Te4eCTBEHHOI 0

NPOU3BOICTBA

HaumenoBanue

Onucanne

OmneparmonHas cucremMa Windows

KOMMep‘IeCKaSI JIMOCH3UA

Kaspersky Endpoint Security

KOMMep‘IeCKaSI JIMOCH3UA

Adobe Acrobat Reader Csob6oauoe ITO
LibreOffice Cso6opanoe I1O
VMware Player Cso6opanoe I1O

6.3.2 TlepeyeHb MH(OPMALMOHHBIX CIPABOYHBIX CHCTEM

6.3.2.1 |CI/ICTeMa Koncynprantllntoc http://www.consultant.ru

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JMCIHUIIJIMHBI (MOAY JIs1)

270 y4eOHO-aJMUHUCTPATUBHBIN KOpPITyC. ydeOHast ayUuTOPHs AJIsl IPOBEACHHS YUeOHBIX 3aHATHH. Crennani3upoBaHHas

1 Mmebenb (42 mocaJovHBIX MeCTa), MarHMUTHO-MapKepHas jocka. MynbTuMmenua mpoekrop, 1 skpan. Pabouee mecto (2
cTOJa), 1 MepcoHABHBIN KOMITBIOTEP, 1 HOYTOYK.
268  y4eOHO-aJIMHHUCTPATHBHBIA  KOpPITyC. KOMITBIOTEPHBIA  KJacC i TPOBEICHHSA  y4eOHBIX  3aHATHU
2 CrermanmusupoBanHas MeOenp (20 KOMIBIOTEPHBIX CTOJIOB), 20 TIEPCOHAIBHBIX KOMITHIOTEPOB. B03MOXHOCTB

MOAKIIIOUEHHsT K ceTn VIHTepHeT M obeclieueHneM AOCTyIa B 3JEKTPOHHYIO MH(POPMAIOHHO-00pa30BaTEeIbHYIO Cpeay
PI'PTYV.

8. METOANYECKHUE MATEPHAJIbI 110 JUCHUIIJIMHE (MOAYJIIO)

MeTtoandeckue MaTepHabl 10 JaHHOH TUCIUIUIHHE IpUBeaeHBI B [Iprnoskennn 2 k paboueii mporpaMme JUCIUTUTHHEI (CM.

JOKYMCHT ((MCTOZ[I/I‘IGCKOG obecrieueHue JUCHUITIIINHBI <<3aH.lI/ITa B OIICPALMOHHBIX CUCTEMAX

OnepaTtop 340 000 "KomnaHus "TeH3op"

[IOKYMEHT NMOZAMWUCAH 3MEKTPOHHOI MOANMUCHIO

noanncAHO ®reoy BO "PrPTY", PIPTY, MpxeropavHckuii Buktop
3ABEAYOLLMM Hukonaesuy, Mpenoaasatens

KA®E[PbI

NOANMUCAHO ®reoy BO "PIrPTY", PIPTY, MNpxeropavHckuii Buktop
3ABEAYOLLUMM Hukonaesuy, Mpenoaasatenb

BbIMYCKAIOLLIEN

KA®E/IPbI

18.06.25 20:52 (MSK)

18.06.25 20:52 (MSK)

MpocTtas noanucb

MpocTtas noanucb




