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Pacnpeaeﬂeﬂne YacoB JUCHHUIIJIMHBI IO CeEMeCcTpam

Cemectp
(<Kypc>.<Cemectp 10 (5.2)
Ha Kypce>) Hroro
Henens 16
Bun 3anstuii vII PII v PII

Jlekruu 48 48 48 48
JlabopaTopHubie 16 16 16 16
[MpakTryeckne 32 32 32 32

Wuas kouTakTHAS 0,35 (0,35 (0,35 |0,35
pabora

KoncynbprupoBanue |2 2 2 2
nepes SK3aMeHOM H

IIPaKTUKOHI

Uroro ayn. 98,35 198,35 (98,35 198,35
Konrakrnas pa6ora |98,35 198,35 [98,35 [98,35
Cawm. paboTa 46 46 46 46
Yackl Ha KOHTPOJIb 35,65 | 35,65 | 35,65 | 35,65
Uroro 180 (180 [180 |180

r. Pa3ans
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Buzuposanue PII/] 1y1g ucnosiHeHus B 04epeIHOM y4eOHOM roay

Pabouas mporpamma nepecMoTpeHa, 00Cyx IeHa U omoOpeHa st
ucnoyHenus B 2025-2026 yueGHOM rofy Ha 3acegaHuy Kadeapsl
HNudopmanuoHHoii 6e30macHOCTH

IIporokom o __ 20251, Ne

3aB. xadenpoit

Buzuposanue PIIJ] 1J1s1 MCIOJIHEHHSI B O4epeTHOM YUeOHOM roay

Pabouas mporpamMmMa riepecMOTpeHa, 00CykIeHa U 0JJ0OpeHa IS
ncnonaenns B 2026-2027 yueOHOM roy Ha 3acemaHnu Kaheapol
HNupopmanuoHHoii 6e30MaCHOCTH

IIpoTokom ot ___ 2026 r. Ne

3aB. xadenpoit

Buzuposanue PIIJI nJis1 MCIIOJIHEHHMSI B OYepeJHOM Y4eOHOM roay

Pabouas mporpamMMa repecMoTpeHa, 00CykIeHa U 0J00peHa [is
ucnoyiHenus B 2027-2028 yueGHOM rofy Ha 3acegaHuu Kadeapsl
HNudopmanuonHoii 6e3onacHocTH

[Iporokom o ___ 2027 . Ne

3aB. kadeapoii

BusupoBanue PIIJ] 1J1s1 MCIOJIHEHHSI B OYepPeTHOM YUeOHOM roay

Pabouas mporpamMMa repecMoTpeHa, 00CykIeHa U 0J00peHa Jis
ncnonaenns B 2028-2029 yuebHOM roay Ha 3acemaHnu Kaheapol
HNudopmanuonHoii 6e3onacHocTH

IIpoTokomor ___ 2028 r. Ne

3aB. kadenpoii




1. IIEJIM OCBOEHMSI TUCLIUILIAHBI (MOIY.JIST)

1.1 {ensMu OCBOCHHUS TUCHMILIAHBI SIBJIIOCTCS:

1.2|- nomydeHure o0yJaroOIUMUCS 3HAHUI B 00JaCTH OOHAPYKCHUS ACHCTBHIA 37I0YMBIIICHHUKOB MPH WX BO3JCHCTBUH Ha
BBIYHCIUTEILHBIC CETH, HEOOXOAMMBIX TS PEIICHHUS 3a/1ad o0ecriedeHUs MHPOPMAIMOHHOM 0€30IacHOCTH B
po¢heCCHOHATBHOM IETEILHOCTH.

1.3|3amauaMu OCBOEHHUS TUCIIATUIHHEI SIBIIFOETCS

1.4]- MOJYYCHUEC TCOPETUUCCKUX 3HAaHUM O OCHOBHBIX MpU3HaKaX CETEBBIX BTOp)KeHI/Iﬁ U aTak,

1.5|- momydeHne TeOpeTHIECKHUX 3HAHMI O OCHOBHBIX CHCTEMaX 3aIUTHl HH)OPMAIIMHA M MEXaHU3MOB, IPUMEHIEMBIX IS
MIPOTUBOJICUCTBUS pealln3alliy aTax;

1.6]- TMOJYUYCHUEC TCOPETUUCCKUX 3HAaHUM O OCHOBHBIX TaKTHKaX U TCXHHKAX 3JIOYMBIIUICHHUKOB JJIA p€ajin3aliluy aTak.

2. MECTO JUCHHUIJIUHBI (MOJY.JISI) B CTPYKTYPE OBPA3SOBATEJIBHOM ITIPOI'PAMMBI

Hukn (pasmern) OIT: |B1.B

2.1| TpeGoBanus K NpeIBapuUTEJbHOI MOAr0TOBKE 00y4alOIIErocs:

2.1.1|KommeroTepHas rpaduka

2.1.2|Hay4Ho-HccnenoBaTenbCcKas padbora

2.1.3|IIpousBoacTBEHHAS TIPAKTHKA

2.1.4] OCHOBBI TEOPHH KUBYUECTH CIOKHBIX CHCTEM

2.1.5|OcHOBBI TEOPUHU HATCIKHOCTU

2.1.6| OOBeKTHI 3aIUTH HH)OPMATIH

2.1.7| AnnapaTHble CpEeJICTBa BBIYUCIUTEIEHON TEXHUKH

2.1.8|DneKkTpoHrKa 1 CXEMOTEXHUKA

2.1.9|NmxenepHas rpaduka

2.1.10(OcHOBBI TEOpHH KUBYUECTH CIOKHBIX CUCTEM

2.2| IucuMmianHbl (MOAY/IH) U NPAKTHKH, JUISI KOTOPHIX OCBOEHHE JaHHOH TUCHUIIMHBI (MO/LYJIsl) HEOOXOIUMO KAK
npeauniecTByo1Iee:

2.2.1|TToaroroBka K MpoLeaype 3allUThl U MPOLEAypa 3alUThl BBITYCKHON KBaTH()UKAIIMOHHON paboThI

2.2.2|TIpegmummoMHast IpaKTHKA

3. KOMITIETEHLMY OBYYAIOIIETOCSI, ®OPMHUPYEMBIE B PE3YJIbTATE OCBOEHHUS U CLIATLINHBI
(MOJYJIST)

IK-1: Cnoco6eH MpoeKTHPOBATH 00bEKTHI HHPOPMATH3ANUH B 3aIIUIIEHHOM HCIIOJTHEHHH W MPOBOIUTH PadoThHI 1O
TeXHUYECKOil 3amuTe nHGopManuu

IIK-1.1. Ipoexktupyer OBT B 3a1M11eHHOM HCIIOJTHEHUH

3HaThL

- COBpeMeHHbIE HH(POPMAIIMOHHBIE TEXHOJIOTUH (OMepAIlMOHHBIE CUCTEMBbI, 0a3bl JAHHBIX, BBIYUCIUTEIILHBIC CETH);

- COCO0BI peaNn3aiuy HECAaHKIIMOHUPOBAHHOTO JJOCTYTA K MHPOPMAIMH U CIIEIUANTBHBIX MPOTPAMMHBIX BO3JIEHCTBUIN Ha
HHPOPMALINIO ¥ €€ HOCUTEIN B aBTOMATH3UPOBAHHBIX CHCTEMaX;

- OCHOBHBIE KJIaCcChI ¥ BUJIBI YS3BUMOCTEH MPOTPAMMHOTO 00€CTICUEeHMSI.

Ymerb

- pa3pa6aTHBaTB KOHIICIIITUIO Cpe}lCTB U CUCTEM I/IH(I)OpMaTI/I?)a[H/H/I B 3alIMUIICHHOM UCIIOJIHCHUU.

Baanernp

- HaBbIKaMu (hOpMHUPOBaHMSI TPEOOBAHUH K CPENICTBAM U CHCTeMaM WH(POPMAaTH3alliy B 3alIUIIIEHHOM HCIIOTHCHUU.

MK-1.2. IIpoexkTHpyeT BblaeJIeHHbIE (3alIULIAeMBble) IOMeIIEeHHUsI

3HaThL

- ySA3BUMOCTH HUH(POPMAIIMOHHBIX CHCTEM;

- METO/IBI 3AIIUTHI HH(POPMAITUK OT YTEUYKH M0 TEXHUYESCKUM KaHaaMm;

- mporpaMMHbI€e (ITPOrPaMMHO-TEXHUYECKUE) CPEICTBA 3aLIUTHl ABTOMAaTH3MPOBAHHBIX CUCTEM OT HECAHKIIHOHUPOBAHHOTO JOCTYIIA
K HH(POPMAIIMHU U CHCIHATBHBIX IPOTPAMMHBIX BO3JICHCTBHUI Ha HEe.

YMmerb

- MPOBOJUTH aHAIIN3 yTPo3 6e30macHOCTH HH(popMaIy Ha 00beKkTe HHHOPMATH3AIINH.

Baanernp

- HaBBIKAMH pa3pabOTKH aHATUTHYECKOr0 000CHOBAHUS HEOOXOJMMOCTH CO3/JaHUSI CUCTEMBI 3alUTHl HHYOPMALIH Ha 00BEKTE
urdopmaruzanuu (MoJean yrpo3 6e301acHOCTH HHPOPMAIHH).

B pe3yJibTaTe 0CBOCHUS AUCHUTIINHBI (MOTYJIs1) 00YYAIOIHIACH T0KEH

3.1|3HaTl,:




3.1.1

- COBpEeMEHHBIC HH()OPMAIMOHHBIC TEXHOIOTHH (OTIEpAIlHOHHBIC CHCTEMBI, 0235l TAHHBIX, BEIYUCIUTEIBHBIC CCTH);

3.1.2

- cItocoOBI pea3anuy HECAHKITMOHUPOBAHHOTO JOCTYTIA K MH()OPMAINH 1 CIIEIHAFHBIX TPOrPaMMHBIX BO3/ICHCTBHI Ha
WHPOPMALINIO ¥ €€ HOCUTEIH B aBTOMATH3UPOBAHHBIX CHCTEMAX;

3.1.3|- oCHOBHBIC KJIACCHI M BUIBI YA3BUMOCTEH MPOrPaMMHOT0 00CCIICUCHUS.

3.1.4]- ysa3BUMOCTH HH(POPMAIMOHHBIX CHCTEM;

3.1.5]- MeTopI 3amUTH HHQOPMAIMH OT YTECYKH [0 TEXHUYECKAM KaHaJlaMm;

3.1.6|- mporpammusie (IPOrpaMMHO-TEXHHYECKHE) CPEACTBA 3AIIUTHI ABTOMATH3MPOBAHHBIX CUCTEM OT HECAHKIIMOHUPOBAHHOI'O

A0CTyna K I/IH(l)OpMaI_II/II/I 1 CIICHHAJIbHBIX MTPOTPAMMHBIX BO3JCHCTBUI Ha HEe.

3.1.7
3.2|Ymern:
3.2.1]- pa3pabaTbiBaTh KOHIIEIIIHIO CPEJCTB U CHCTEM HH(POPMATH3ALNH B 3aIUIIIEHHOM HCIIOJHEHAH.
3.2.2|- npoBOaMTH aHAIN3 Yrpo3 Oe30macHOCTH HH(pOpManny Ha 00beKTe HHPOPMATH3ALIUH.
3.3|Baagersn:
3.3.1|- HaBbIKaMH (POPMHUPOBAHUS TPEOOBAHUI K CPEICTBAM M CHCTEMaM MH(POPMATH3aIMH B 3aI[HIIEHHOM HCIIOJIHEHNH.
3.3.2|- HaBBIKAMH Pa3pabOTKU aHAJTUTHIECCKOTO 0OOCHOBaHMUS HEOOXOUMOCTH CO3JaHHUS CHCTEMBI 3aIUThl HHPOpPMAIMU Ha

00bekTe nHpopMaTusamu (MoaeIH yrpo3 6e30MacHOCTH HHYOPMAITHH).

4. CTPYKTYPA U COJEPKAHNE JUCLHUILINHBI (MOIY.JI5)

Kon HaumenoBanue pa3ngesio u tem /Buj 3anstusi/ | Cemectp /| Uacos | Kommeren- | Jlurepatypa ®opma
3AHATHS Kvpe I KOHTDOJS
Pa3gen 1. BBeqeHue B TUCHHILTHHY
11 Beenenue B quctmminny /Tema/ 10 0
1.2 Ilens n3ydeHus, 3a1a41 ¥ MECTO AUCIUTIINHBI B 10 2 T1IK-1.1-3 JI1.1 JI1.2 |Oruer, pK3aMeH.
CTPYKTYpPE OCHOBHOI MpohecCHOHATBLHON IK-1.1-y J11.4J712.1
00pa3oBaTeILHOM MPOrpaMMBbI TTOATOTOBKH IK-1.1-B 2192
CHCIHAIKCTA IO 3alUTe HHPOPMAIIUH. IK-1.2-3
[Tnanupyemble pe3yabTaThl 00yUEHUs 10 IK-1.2-y
mucnutuinHe. Buasl 1 006EMBI yueOHOW pabOTH 1 [1K-1.2-B
CoJIepKaHue TUCIUIIMHEL. /JTex/
1.3 Uzyuenne koucnekTa sekiuii /Cp/ 10 1 [K-1.1-3 JI1.1711.2 Uzydenne
K-1.1-y J11.4712.1 KOHCIIEKTa
[1IK-1.1-B D132 JIEKIUH
[K-1.2-3
IK-1.2-y
[K-1.2-B
Paznen 2. OcHOBBI KOMIIBIOTEPHBIX ceTel
2.1 OcHOBBI KOMIIBIOTEPHBIX ceTeir  /Temal 10 0
2.2 BBeneHnve B 0OCHOBBI KOMITBIOTEPHBIX CETEH. 10 5 T1K-1.1-3 JI1.3J12.2 |Oruer, sK3aMeH.
OCHOBHBIE TIPOTOKOJIBI IPUKJIATHOTO YPOBHS CTEKA IK-1.1-y 2132
TCP/IP. OcHOBHBIE ITPOTOKOJIBI TPAHCIIOPTHOT'O, [K-1.1-B
CETEBOI0 M KaHaJIbHOTO ypoBHs creka TCP/IP. IK-1.2-3
CeteBoe 000pyJ0BaHue, MPUHLHITBE paboThL. VIan IK-1.2-y
u VPN, npuHIMIEI TocTpoeHnsd cetel. [lepenayda IK-1.2-B
MaKeTOB Ha CETEBOM M KaHAJbHOM ypOBHsX. /Jlek/
2.3 Pa3paboTka CXeMbI CETH 3alHUIIaeMO 10 4 T1K-1.1-3 JI1.3712.2 |Oruer, 3K3aMeH.
uappactpyktypsr /TIp/ MK-1.1-y 31932
IK-1.1-B
IK-1.2-3
[K-1.2-y
I1K-1.2-B
2.4 M3yueHne KOHCIIEKTa JEKIUI 10 3 TIK-1.1-3 JI1.3J12.2 |Oruer, sk3aMeH.
IToaroToBka K NpakTUYECKOMY 3aHITHIO [K-1.1-y 31932
Ioaroroska k sk3ameny /Cp/ IK-1.1-B
IK-1.2-3
IK-1.2-y
IK-1.2-B
Paznen 3. MOHMTOPHHT COOBITHIA
HHPOPMALMOHHOI 0€30I1aCHOCTH




3.1 MoOHHUTOPHHT COOBITHI MHPOPMALIMOHHON 10
6esomacHoctn  /Temal
3.2 Bunb cucreM 3amuTsl nHGOopMaIuu. [IpuHITUIBI 10 IK-1.1-3 JI1.3J12.2  |Ot4er, 3K3aMeH.
paboTHI M UCIIONIB30BaHUS CHCTEM 3all[UThI IK-1.1-y 2192
urdopmanuu: Host IDS, Network IDS/IPS, [IK-1.1-B
Antivirus, Data Loss Prevention, Web Application I1K-1.2-3
Firewall, Proxy, Firewall, Vulnerability Scanner, [K-1.2-y
Sandbox, SIEM. IIpuHIKIIBEI BEISBICHHS aTakK Ha [IK-1.2-B
ocuose mozenu Cyber-Kill Chain. Co6eitust b u
UX aHaju3 A BelsiBIeHUs aTtak. MHmuaenter Ub.
CriocoGrI pearnpoBanust Ha uHIAeHTH UB. /JTex/
3.3 PaccranoBka cucTeM 3aIuThl HHQOPMAIIUN IS 10 T1K-1.1-3 JI1.3J12.2 | Otuer, 3K3aMeH.
obecrieuenns Vb B 3ammuiaeMoil HHQPACTPYKType K-1.1-y 2132
Mp/ IK-1.1-B
IK-1.2-3
[K-1.2-y
IK-1.2-B
34 N3yyenne koHCTIEKTa KU 10 IK-1.1-3 JI1.3J712.2 |Oryer, 3k3aMeH.
IToaroToBKa K MPakKTHIECKOMY 3aHITHIO IK-1.1-y 2192
IK-1.1-B
[ToaroroBka k sK3aMeHyY TIK-1.2-3
[Cp/ IK-1.2-y
I1K-1.2-B
Pa3nen 4. TexHuueckue cpeacTBa 00OHAPYKEHUS
BTOPKCHUH
4.1 TexHUYIECKHE CpeCTBA OOHAPYKCHUS BTOPIKECHUI 10
[Temal
4.2 ApxuTextypa u obliee onucaHue cTeKa 10 [IK-1.1-3 JI1.3]12.2  |Oruer, 5k3ameH.
texHonoruit ELK. M3ydenune arenToB mis coopa IK-1.1-y 2192
urpopmanuu ¢ OC Windows, Linux. Jloruposatue IK-1.1-B
OC Windows, moJUTHKY ayIuTa. TIK-1.2-3
Wzydenue BozmoxkHOCTEH Sysmon. M3yuenne [K-1.2-y
Bo3moskHOCTei cucrembl Network IDS Suricata. IK-1.2-B
Ipunnune: pabotsl ¢ koucosbio Kibana s
noricka u aHanusa coosituit Ub. PazpaboTka
3arpocoB Ha s3bike Query DSL. M3yuenue
MPUHIUIIOB pa3pabOTKy MaHelel BU3yaln3alui
coObITHii. M3ydueHne 00X MpUHIIMIIOB
pa3BOpavYMBaHUS HHCTPYMEHTOB JIJIsi MOHUTOPHHTA
Y TUarHOCTUKH HEHCIPABHOCTEH.
[TTex/
4.3 3HAKOMCTBO CO CTE€H/IOM [UII MOHUTOPHHTA 10 T1IK-1.1-3 JI1.3J12.2  |Otyer, 3K3aMeH.
coobrtuit Ub  /TIp/ MK-1.1-y 2132
IK-1.1-B
IK-1.2-3
IK-1.2-y
IK-1.2-B
4.4 N3yueHne KOHCIIEKTa JIEKITHi 10 T1K-1.1-3 JI1.3712.2 |Oruer, 3K3aMeH.
IToaroToBka K MPaKTUYECKOMY 3aHSATHIO IK-1.1-y 2192
IK-1.1-B
IToaroToBka K sK3aMeHy [K-1.2-3
/Cp/ [K-1.2-y
I1K-1.2-B
Pa3gen 5. Cragus ataku «Pa3Benka»
5.1 Cranus ataku «Pa3ssenka» [Temal 10
5.2 W3ydeHue TakTUK U TEXHUK 3JI0yMBIIIJIEHHUKA Ha 10 [K-1.1-3 JI1.3]12.2  |Otuer, 3k3aMeH.
craguu «Pa3Benka». M3yueHue Bo3aMoxHOCTEH [IK-1.1-VY D132
nHctpymentra Nmap. M3ydenue TexHUK U IK-1.1-B
MHCTPYMEHTOB YHyMepaly HHHOPMAaLUH. [1K-1.2-3
M3ydenne TeXHUK U THCTPYMEHTOB, IK-1.2-y
ucnone3yembix mpu Brute-force arakax. /JIex/ IK-1.2-B




5.3 MeTonp! BEIABIEHHUS aTak Ha cTagun «Pas3seaka» 10 TIK-1.1-3 JI1.3J12.2 |Oruer, sk3aMeH.
Mp/ I[IK-1.1-y D192
I[1IK-1.1-B
TIK-1.2-3
I[IK-1.2-Y
[1IK-1.2-B
5.4 N3ydeHne KOHCTIEKTA JIEKIIH. 10 TIK-1.1-3 JI1.3J12.2 |Oruer, sKk3aMeH.
IToaroToBka K NPakTUUYECKOMY 3aHSITHIO IK-1.1-y 2192
[IK-1.1-B
[ToaroroBka k sK3aMeHyY TIK-1.2-3
/Cp/ [IK-1.2-Y
[IK-1.2-B
Pa3nen 6. Ctagus ataku «/{ocTtaBkay
6.1 Cragus ataku «JloctaBka» [Tema/ 10
6.2 Cmioco0s! moctaBku BITO. Buas!l HComHAEMBIX 10 T1IK-1.1-3 JI1.3J12.2 | Otuer, 3K3aMeH.
¢aiinos. Kanasst nocrasku BI1O. /Jlex/ IK-1.1-y 2192
[IK-1.1-B
TIK-1.2-3
IIK-1.2-Y
[1IK-1.2-B
6.3 MeTonb! BBISIBICHHS aTak Ha cTaauu «JlocTaBkay 10 [IK-1.1-3 JI1.3]12.2  |Oruer, 5k3ameH.
Mp/ [IK-1.1-y 2152
[IK-1.1-B
TIK-1.2-3
[IK-1.2-y
[IK-1.2-B
6.4 M3ydeHune KOHCIIEKTa JICKITHI 10 T1IK-1.1-3 JI1.3J12.2 | Otuer, 3K3aMeH.
IloaroroBka K NpakTUYECKOMY 3aHSATUIO IK-1.1-y 2192
I[1IK-1.1-B
[ToaroToBka K SK3aMeHY TIK-1.2-3
ICp/ IK-1.2-y
I1IK-1.2-B
Pazgen 7. Cragusa aTaku «JKCIIyaTanus»
7.1 Cranust ataku «Jkcrutyatanusi»  [Temal 10
7.2 Bunp! sxcrmoiToB. TakTHKH ¥ TEXHUKH 10 TIK-1.1-3 JI1.3J712.2 | Oruer, 3K3aMeH.
3JI0YMBINIJICHHUKOB TIPH YKCILTY aTAI[IH IK-1.1-y 2132
ys3suMocteit. M3yuenne Metasploit Framework, IK-1.1-B
MSFvenom, MSF Multi handler. Crioco6sr I1K-1.2-3
(hopMupoBaHHs NOJE3HOH Harpy3Kku. [IpuHINTBI [K-1.2-y
B3aUMOJIEHCTBUS 3I0YMBIIJIEHHUKOB C IK-1.2-B
CKOMIIPOMETHPOBAHHBIME cHcTeMam. /Jlek/
7.3 MeToab! BBISIBICHHUS aTak Ha CTaJAuU 10 [K-1.1-3 JI1.3J12.2  |Oruer, 5k3ameH.
«Okcmnyarauusi»  [TIp/ IK-1.1-y 2192
[1IK-1.1-B
TIK-1.2-3
I[IK-1.2-y
[1IK-1.2-B
7.4 N3yueHne KOHCIIEKTa JEKIUI 10 TIK-1.1-3 JI1.3J12.2 |Oruer, sK3aMeH.
IToaroToBka K NpakTUYECKOMY 3aHITHIO [K-1.1-y 31932
I[1IK-1.1-B
IToaroToBka K sK3aMeHy IK-1.2-3
[Cpl IIK-1.2-Y
I1IK-1.2-B
Pasznen 8. Meroabl aBTOMATH3AUMH BLISIBJICHUSI
unnuaentos Ub
8.1 MeToapl aBTOMATH3aIlMK BBISIBJIEHHUS HHIIHIECHTOB 10

Wb /Temal




8.2 M3yuenune npuHIMIIOB aBTOMATU3ALIUHU BBISBJICHUS 10 TIK-1.1-3 JI1.3J12.2 |Oruer, sk3aMeH.
uanmaeHToB Ub, npumensiempix B SIEM cucremax. [IK-1.1-y D132
Pa3paboTka npaBui1 aBTOMaTH3UPOBAHHOTO IK-1.1-B
BBIBJICHHSI Ha TIpEMepe TocUcTeMbl « CUTHAIY. IK-1.2-3
[JTex/ IK-1.2-y
I1IK-1.2-B
8.3 Pa3paboTka npaBuiI aBTOMaTH3UPOBAHHOTO 10 IK-1.1-3 JI1.3J712.2 |Oruer, 3K3aMeH.
BbIsIBIICHUs UHIMACHTOB /TIp/ IK-1.1-y 2192
IK-1.1-B
IK-1.2-3
[K-1.2-y
IK-1.2-B
8.4 M3ydyeHne KOHCIIEKTa JICKITHI 10 T1IK-1.1-3 JI1.3J12.2 | Otuer, 3K3aMeH.
IToaroToBka K NpakTUUYECKOMY 3aHSITHIO IK-1.1-y 2192
IK-1.1-B
TToaroToBka K 3K3aMeHy T1K-1.2-3
/Cp/ [K-1.2-y
[IK-1.2-B
Paznen 9. Cranuu ataku «3apaikenue,
3akpenieHue, YHHUUYTOKEHHE CIeI0B»
9.1 Craguu ataku «3apaxeHue, 3aKperieHue, 10
VYauurtoxenue cienos» [Temal
9.2 OnrcaHue TaKTHK M TEXHHUK 3JI0YMBINIUICHHUKOB Ha 10 T1IK-1.1-3 JI1.3J12.2 | Otuer, 3K3aMeH.
cTamusax «3apaxeHue, 3akpeIuieHne, Y HUITO)XKEHUE IK-1.1-y 2192
cnenoB». 3yueHrne OCHOBHBIX METOJIOB U [IK-1.1-B
WHCTPYMEHTOB TocT-3KcIuryatanuu B OC IK-1.2-3
Windows. Tpuniumns: o6xoma UAC u nOBBIIICHHS [K-1.2-y
npuBuiieruil. [IpHHIUIIBI MUTpaLIUX TTOJIE3HON IK-1.2-B
Harpy3sku B poireccet OC Windows. Crioco6st
3aKpeIUICHIS 3I0YMBIIUICHHUKOB Ha
CKOMIIPOMETHPOBAHHOU crucTeMe. V3ydeHue
npuHIunos Pivoting. Crioco0bl co3manus
HEIIeTUTUMHEBIX ToJb3oBateneil B OC. CrocoObt
YHHUYTOKCHUS CIICIOB 3I0yMBIIUICHHHKOM. /JIek/
9.3 MeTomp! BRISIBICHHUS aTak Ha CTAAUAX «3apakeHHe, 10 T1IK-1.1-3 JI1.3J12.2  |Otyer, 3K3aMeH.
3akperieHue, Y HUUTOKEHHE CIie 0By [J1a6/ [IK-1.1-V 2192
IK-1.1-B
IK-1.2-3
[K-1.2-y
IK-1.2-B
94 N3yyenne koHCTIEKTa JEKITUI 10 IK-1.1-3 JI1.3J712.2 |Oryer, 3K3aMeH.
IToaroToBKa K MPAKTUIECKOMY 3aHSATHIO IK-1.1-y 2132
IK-1.1-B
[ToaroroBka k sK3aMeHy T1K-1.2-3
ICp/ IK-1.2-y
[K-1.2-B
Pazgen 10. TeXHUKHM KPasKu yYeTHBIX TaHHBIX
noJab3oBateneit B OC Windows
10.1 TexHUKH Kpakv YYETHBIX JaHHBIX MOJIb30BaTeNeH 10
B OC Windows /Tewma/
10.2 OO0u1re MPUHIUITEI XPaHEHHUS YIEeTHBIX JAHHBIX B 10 [K-1.1-3 JI1.3J12.2  |Oruer, 5k3ameH.
OC Windows. V3y4eHre MpUHIKIIOB IK-1.1-y 2192
ayteHTH(UKauu 1o npotoxoiram NTLM, [IK-1.1-B
Kerberos. M3y4eHne TEXHUK U HHCTPYMEHTOB [K-1.2-3
3JI0YMBIIUIEHHUKOB U U3BICYEHUS YUETHBIX IK-1.2-y
JaHHBIX nonb3oBatenei. /Jlex/ I1K-1.2-B
10.3 N3yueHne KOHCIIEKTa JIEKITI 10 IK-1.1-3 JI1.3J712.2 |Oryer, 3K3aMeH.
IToaroToBka K NpakTUYECKOMY 3aHITHIO [K-1.1-y 31932
IK-1.1-B
IToAroToBKa K 9K3aMEHY TIK-1.2-3
/Cpl/ IK-1.2-y
IK-1.2-B
Paznea 11. KoHTpoab, MOATOTOBKA K 3K3aMeHY
111 KonTpoiis, moAroToBka K sk3ameny /Tema/ 10




11.2

JaHHBIX oJbp30Barenei  /J1ab/

MCTOHLI BBISIBJICHUSA TCXHUK KPAXU YUCTHBIX 10

[K-1.1-3
IK-1.1-y
IK-1.1-B
[1K-1.2-3
[K-1.2-y
I1K-1.2-B

JI11.3J12.2
2132

11.3

Cnaua (npuem) 3agyera /UKP/

10

0,35

[K-1.1-3
IK-1.1-y
I1K-1.1-B
[1K-1.2-3
IK-1.2-y
I1K-1.2-B

JI11.3J12.2
01032

OTBeThI Ha
KontpombHsle
BornpockiPe3ynb
TaThI peIICHUs
3a1a4.OTBETHI
Ha
JIOTIOJTHUTENBHBI
e
Bonpocsl.Pesyn
BTaThI
TECTUPOBAHUS.

11.4

Koucynbranuu /Kuc/

10

[IK-1.1-3
IK-1.1-y
I1K-1.1-B
[1K-1.2-3
[K-1.2-y
I1K-1.2-B

JI1.3J12.2
3132

Bompocel

115

Dx3amed /Dx3amen/

10

35,65

IK-1.1-3
IK-1.1-y
IIK-1.1-B
[K-1.2-3
[K-1.2-y
I1K-1.2-B

JI11.3J12.2
3132

Bompocet

Pasnmen 12.

121

Beenenue B aucuuruiuny [Temal/

10

12.2

[Jlex/

10

[K-1.1-3
IK-1.1-y
I1K-1.1-B
[K-1.2-3
[K-1.2-y
IK-1.2-B

JI1.3J12.2
2192

Otuer, dK3aMeH.

12.3

/Cp/

10

IK-1.1-3
IK-1.1-y
IK-1.1-B
[K-1.2-3
IK-1.2-y
I1K-1.2-B

JI11.3J12.2
3132

OTtueT, SK3aM€EH.

5. OUEHOUYHBIE MATEPHAJIbI IO JUCLUILIMHE (MOAY.JIIO)

OrieHOYHbIE MaTepUalIbl MPUBECHBI B TIPHIIOKCHUH K paboueii mporpamMmmMe mo AUCIUIUTHHE (CM. TOKyMeHT "OIeHOYHBIC MaTepHAIIBI
10 AMCUMIUTMHE "3alnTa OT KOMIBIOTEPHBIX U CETEBBIX aTakK"

6. YAEBHO-METOANYECKOE I UTHOOPMAIIMOHHOE OBECIIEYEHHWE JUCHUIIJINHBI (MOIY JISI)

6.1. Pexomenayemasi JuTeparypa

6.1.1. OcHoBHAas JIMTEpPaTypa

ABTOPBI, COCTaBUTETHN

3araBue

W3narenscTBO,
roj

Komnuectro/
Ha3BaHHE
3BC




No ABTOpBI, COCTaBUTENH 3arnaBue UznarensctBo, | Komuuectro/
rof Ha3BaHHUE
3bC
JI1.1 [KorensHukos E. B. Beenenue Bo BHyTpeHHee ycrpoiictBo Windows : yuebHoe Mockaa, 978-5-4497-0
nocooue Caparos: 315-6,
Wurepuer-Yuus | http://www.ipr
epcuTeT bookshop.ru/8
Nudopmanmons | 9432.html
pix TexHonorui
(UHTVYHUT), At
[Tu Ap Menua,
2020, 260 c.
JI1.2 |KorensHukos E. B. Beenenue Bo BHyTpeHHee ycrpoiictBo Windows Mocksa: ,
UHTYUT, https://e.lanbo
2016, 260 c. ok.com/book/
100722
JI1.3 |PyccunoBuu M., Buytpennee ycrpoiicto Microsoft Windows:Windows Server | CII6.:ITutep, 5-7502-0085-
Conomon /1. 2003,Windows XP u Windows 2000.Macrep-kinacc : ITep.c aurn. |2006, 968c. X, 1
JI1.4 |KorensHukos, E. B. Beenenue Bo BHyTpeHHee ycrpoiictBo Windows : yuebHoe Mockaa, 978-5-4497-0
rmocooue CapatoB: 315-6,
Nurepuet-YHus | https:/Aww.i
epcuTeT prbookshop.ru
Hudopmannons |/89432.html
pix TexHonorui
(MHTYUT), Aii
[u Ap Menua,
2020, 260 c.
6.1.2. /lonoTHUTEIBLHAS JIUTEPATYpPA
Ne ABTOpBI, COCTaBUTENIH 3arnaBue M3znarensctBo, | Konmuectso/
roj Ha3BaHUE
3bC
J12.1 |babun C.A. JlaGopatopus xakepa Canxr-Ilerep0y |978-5-9775-3
pr: 535-9, 1
BXB-IletepOyp
r, 2016, 240c.
J12.2 |babun C.A. JlabopaTopust xakepa Cankr-IlerepOy |978-5-9775-3
pr: 535-9,1
BXB-Iletepbyp
r, 2016, 240c.
6.2. Ilepeyenn pecypcoB HHPOPMANMOHHO-TEJEKOMMYHUKANMOHHOM ceTH ""'UHTepHeT"
21 [MITRE ATT&CK
52 |Elasticsearch

6.3 Hepe‘leﬂb nporpaMmMHOro odecneueHuss U PlH(l)OpMaIIl/IOHHbIX CIIPpaBOYHBIX CUCTEM

6.3.1 IlepeyeHb JIMLEH3NOHHOI0 H CBOGOHO PACIPOCTPAHIEMOI0 IPOrPAMMHOI0 00eceyeHusl, B TOM YHCJIe 0Te4eCTBEHHOI0

NMPOMU3BOACTBA

HaumenoBanue

Onucanne

VMware Player

Csoboguoe I10

6.3.2 Ilepevyenb NH(POPMANMOHHBIX CIPABOYHBIX CUCTEM

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE NTUCIHUTIJIMHBI (MOJIYJIS)

264 y4eOHO-aJMUHNUCTPATUBHBINA KOPITyC. yueOHas ayAUTOPHs IS TPOBEACHHs yueOHbIX 3anaTHil Crelrann3npoBantas
me6enb (16 mocamounbix Mect), 5 pabounx MecT (CTOI), MArHUTHO-MApKepHast JJOCKa.




266 y4eOHO-aIMUHUCTPATHBHBIA KOPIIyC. Ja0OpaToOpHs CPEACTB 3aUUThl MH(POPMALUK JUIA TPOBEACHUS Y4EOHBIX
sansTri CrienuanusuposanHast Mebens (12 mocamounbix Mect), 4 pabounx Mecta (CTOJI), MArHUTHO-MapKepHast T0CKa

266 a yueOHO-aJMUHUCTPAaTUBHBIA KOPITyC. KOMIBIOTEPHBIN KJlacC MJIsl TNPOBENCHMS YYEOHBIX —3aHSTHH,
CaMOCTOSTENBHON paboThl oOy4aronmxcs CrenpanusupoBantas mebesb (14 KOMIBIOTEPHBIX CTONOB), 14 mepcoHaTbHBIX
KOMITBIOTEpPOB. B03MOXHOCTh TOAKIIOUEHHS K ceTH VHTepHeT M o0OecnedeHHeM JOCTyna B 3JIEKTPOHHYIO
nH(opMalMoHHO-00pa3zoBaresbHyto cpexy PI'PTVY.

268  y4eOHO-aJIMMHUCTPATHBHBIM  KOPIyC. KOMIIBIOTEPHBIM  KJacC  JUIs  NPOBEAEHHS  Y4YEOHBIX  3aHATHH
CrermanusupoBantas Mebenb (20 kommbroTepHbIX cTONOB), 20 TMEPCOHANBHBIX KOMIBIOTEPOB. B03MOXKHOCTH
MOAKIIIOUEHHsT K ceTn VHTepHeT M obecreueHneM I0CTyna B DJIEKTPOHHYIO MH(OpMalMOHHO-00pa30BaTeNIbHYIO CPEdy
PI'PTY.

270 yueOHO-aJMUHUCTPATUBHBIN KOpPITyC. yuyeOHast ay JUTOpHs JUIs MPOBEJACHUS YUeOHBIX 3aHATHH. Criennanu3npoBaHHas
Mebenp (42 mocasoYHBIX MECTa), MarHUTHO-MapKepHas mocka. MynbTuMenua npoektop, 1 skpan. Pabouee mecto (2
crona), 1 mepcoHanbHbIH KOMIBIOTED, 1 HOYTOYK.

270 y4e0HO-aJMIUHUCTPATHBHBINA KOPITyC. yaeOHas ayIUTOPHS JJIS TIPOBEACHUS yUIeOHBIX 3aHATHH. CriennaaIn3upoBaHHast
Mebenb (42 mocago4HBIX MECTa), MArHMUTHO-MapKepHas Jocka. MyisTuMmenua mpoekrop, 1 skpan. PaGouee mecto (2
crona), 1 mepcoHaNbHbIN KOMIBIOTED, 1 HOYTOYK.

8. METOAUYECKHUE MATEPHUAJIBI 11O JUCHUIIJIMHE (MOZAYJIIO)

Mertoauueckoe obecreueHne AUCIUIUTAHBI IPHBEACHO B IPHIOKCHUH K paboUei mporpaMmme mo AUCIUIUTHHE (CM. TOKYMEHT
"MeToaudeckue yka3zaHHs [0 JUCHUIUIMHE "3alIuTa OT KOMIBIOTEPHBIX U CETEBBIX aTak'

[OKYMEHT MOAMWUCAH 3/IEKTPOHHOI MOAMNUCHIO
noanncAHoO ®reoy BO "PrPTY", PIPTY, MpXeropnvHckuii Buktop 04.07.24 21:06 MNpocTas noanucb
3ABEAYOLLMM Hvikonaeswy, MpenoaasaTenb (MSK)
KA®EPbI
NOANUCAHO ®re0y BO "PrPTY", PIPTY, MpXeropavHckuii Buktop 04.07.24 21:06 MpocTas noanucb
3ABEAYIOLLNM Hwvikonaeswny, MpenoaasaTens (MSK)
BbIMYCKAIOLLIEN
KA®EPbI
noanncAHoO ®reoy BO "PIrPTY", PIPTY, Ep3binésa AHHa 05.07.24 09:24 MpocTtas nognucb
HAYAJTIbHUKOM YPOI AnekcanaposHa, HauyanbHuk YPOTT (MSK)
MpoBepbTe coaepxxanue PI, nHdopMaums AybnnpyeTcs HECKOMbKO pa3

Onepatop 340 000 "KomnaHusi "TeHzop" ———




