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1 OBHIME INOJIOXKXEHUA

Oyenounvie mamepuaivi — 3T0 COBOKYITHOCTh Y4€OHO-METOAMYECKUX MAaTEPUAIOB U MPOLEYP,
MpeAHa3HAYEHHBIX U OLIEHKH KadecTBa OCBOEHHsI OOy4YarOIIMMUCS JaHHOW JUCHUIUIMHBI KaK 4acTH
OCHOBHOH 00pa3oBaTelIbHON MPOrPaMMEI.

Ilenv — OUEHUTH COOTBETCTBUE 3HAHWM, YMEHHH U YpOBHS MPHOOPETEHHBIX KOMITETEHIIUH,
o0yJaromuxcsl IelsiM B TpeOOBaHHWAM OCHOBHOM 00pa3oBaTeNbHOW MPOrpaMMBbl B XO/€ TPOBEIEHUS
TEKYIEro KOHTPOJIS M MPOMEKYTOYHON aTTeCTal[UH.

Ocnosnasi  3a0aya — O00€CHEUUTb OLEHKY YpPOBHA C(OPMHUPOBAHHOCTH KOMIICTEHIUH,
proOpeTaeMbIX 00YJaIOIIUMCS B COOTBETCTBUHU C 3TUMH TPEOOBaHHUAMHU.

Kontposne 3HaHMiA 00y4atonuxcst IpoBOAUTCS B (hopMe MPOMEKYTOYHON aTTecTallui —3K3aMEeHa.

2 OIIMCAHME MMOKA3ATEJIEH U KPUTEPUEB OLIEHUBAHUS KOMIIETEHIIUA

C(I)OpMPIpOBaHHOCTI) Ka)K,I[OfI KOMICTCHIMU B paMKaX OCBOCHUA Z[aHHOﬁ JHUCHUITITHHBI

OLCHHUBACTCA 110 TpeXYpOBHeBOfI IKajae:
1) HOpOl"OBLIfI YPOBCHL SABJIACTCA 00s13aTeBLHBIM I BCEX 06yqa}0mnxc51 Mo 3aBCpHICHUU

OCBOCHHA JUCHUIIIINHBI,

2) TPOABHHYTHIM ypPOBEHH XapaKTEPHU3YeTCs IMPEBBLIIMICHHEM MHUHUMAIBHBIX XapaKTEPHUCTHK
c(hOpPMHPOBAaHHOCTH KOMITETCHITUH 10 3aBEPIICHUH OCBOCHUS JUCIIUILTAHEI;

3) OTaJOHHBIA YPOBEHb XapaKTEPU3YETCS MAKCHMAIbHO BO3MOXKHOM

BBIPa’KCHHOCTBIO

KOMIIETEHILIUH U SBJISIETCS BaXKHBIM Ka4€CTBEHHBIM OPUEHTHPOM VI CAMOCOBEPILIEHCTBOBAHMS.
YpoBeHb 0cBOeHMSI KOMIIETeHIUii, POPpMUPYEeMBIX AUCHHUILINHO M
Cl) onucadue Kpumepues U WKajlbl OYeHUsaArUA mecmupoearnus.

IIxana oneHNBaHUA

Kpurepuii

3 Gamna YPOBEHb YCBOEHHS MaTepHasla, MpPeayCMOTPEHHOTO MpPOrpaMMOoii:
(3TaNOHHBIN YPOBEHB) MIPOIIEHT BEPHBIX OTBETOB Ha TECTOBBbIE BONPOCH oT 85 o 100%
2 Gamna YPOBEHb YCBOEHHWS MaTepHasia, MpPeIyCMOTPEHHOTO MPOrpaMMOi:
(TIpOIBUHYTHIN YPOBEHB) MPOLIEHT BEPHBIX OTBETOB HA TECTOBBIE BONPOCH! OT 75 10 84%
1 Gayn YPOBEHb YCBOGHHUSI MaTepuala, IpeayCMOTPEHHOrO0 MPOrpaMMON:
(TIOpOroBBIN YPOBEHB) MIPOLICHT BEPHBIX OTBETOB Ha TECTOBbIE BONPOCH OT 60 10 74%
0 6asnoB YPOBEHb YCBOEHHUS MaTepHaya, MpelyCMOTPEHHOr0 MpPOrpaMMON:

MIPOIIEHT BEPHBIX OTBETOB Ha TecTOBbIe Bompock! oT 0 10 59%

6) onucaHue Kpumepues U WKajibl OYeHUusAaArUusl meopemuiecKkozo sonpoca.

IlIxkana ouenueanusn

Kpurepnii

3 baina
(3TanoOHHBINA YPOBEHB)

BBICTABIISICTCSl CTYJIEHTY, KOTOpPBIM JaJI NOJHBIA OTBET HA BOIPOC,
MoKa3an TiIy0OKHe CHCTEeMaTH3MpPOBAHHBIE 3HAHWSA, CMOT IPHBECTH
IIPUMEPBI, OTBETUJI HA JTONOIHUTEIBHBIE BOIPOCHI IIPENOAaBATEIS.

2 Gamna
(IpOABUHYTHIN ypOBEHB)

BBICTABJIACTCA CTYACHTY, KOTOpBIﬁ Jall IIOJIHBIM OTBET Ha BOIIPOC, HO
Ha HCKOTOPBIC AOMOJHUTCIIBHBIC BOIIPOCHI IMPEIIOAAaBaATC/IsI OTBCTUIL
TOJIBKO C ITIOMOIIBIO HABOAAIINX BOIIPOCOB.

1 6ann
(TIOpOroBHBIN ypOBEHB)

BBICTaBJIACTCA CTYACHTY, KOTOprﬁ Jall HEIIOJHBINA OTBET Ha BOIpPOC B
Ouiere ¥ CMOI OTBETHTH Ha JOIMOJIHUTEJIBHBIC BOIIPOCHI TOJIBKO C
TTOMOIIBIO MPENIOaAaBaTEIIA.

0 6ayutoB

BBICTABJIACTCS CTYACHTY, KOTOpLIﬁ HE CMOI' OTBETHUTH Ha BOIIPOC

6’) Oonucavue Kpumepues U WKajlbl OYEHUBAHUA NPAKMU4YeCKoc0o 3a0aHUA

Ixana oneHNBaHUA

Kpurepuii

3 Gamna 3aanue pereHo BepHO
(3TaNOHHBIN YPOBEHB)
2 Gamna 3amaHue pemeHo BEpHO, HO HWMEIOTCS TEXHWYECKHe HETOYHOCTH B
(IpOIBUHYTHIN YPOBEHB) BBITIOJTHCHUH
1 G6amn 3amaHue pemeHo BEpHO, C  JIOMOJHHUTENbHBIMHA  HAaBOAALIMMU
(OpOoroBBIi YPOBEHB) BOIIpOCaMU MpENnoAaBaTes
0 G6asnoB 3ajaHue He penieHo




Ha sx3amen BeiHOCHTCS: | mpakTHYecKoe 3a7aHue U 2 TeopeTndeckux Borpoca. CTyIeHT MOXKeT
HaOpaTh MakcuMyM 9 0amioB. TOroBelii CyMMapHBIH Ol CTYAEHTA, IOTYYEHHBIH MPH TPOXOKICHUH

MIPOMEKYTOYHOH AaTTeCTalluH, IIEPEBOMUTCS B TPATUIHUOHHYIO (OPMY IO CHCTEME «OTIHIHOM,
«XOPOIIOY, «YIOBIETBOPHTEIHHOY, KHEYIOBICTBOPHTEIHHON.
Ilkaya oueHUBaHUSA Kpurepnii
OTJINYHO 8 — 9 6amnos O0s3aTenbHBIM yCIIOBHEM SIBIISIETCS
(3TaJIOHHBIN YPOBEHB) BHIMIOIHEHHE  BCEX  INPEIYCMOTPEHHBIX B
XOPOIIIO0 6 — 7 GaytoB TEUEHHE CEMecTpa MPaKTHYECKUX 3aJlaHUil U
(IpOABUHYTHIN YPOBEHB) J1abopaTOPHBIX PadoT.
YIIOBIIETBOPUTEIEHO 4 — 5 GamnoB
(TIOpOTOBBIN YPOBEHB)
HEY/IOBJICTBOPUTEILHO 0 — 3 Gamnos CTyIeHT He BBIIOIHIII BCEX HMPELyCMOTPEHHBIX
B TCUCHUE CEMECTPa TEKYIINX 3aIaHHH

3 HACHHOPT OHEHOYHBIX MATEPHUAJIOB 1O JUCIHUIIJIMHE

Kon . HaumenoBanue
Koutpoaupyemsie pa3iensbl (TeMbI) KOHTPOJIMpyeMoi
AUCUHMIIAHBI KOMIeTeHI ! (MJIu OUCHOMHOTO
. cpeacTBa
e€ yacTn)
Pazmen 1. 3amaum u meiau  ceTeBOro
aIMUHUCTPUPOBAHUS, TMOHATHE O CeTEBBIX
NMPOTOKOJIAX U CJOYy:KOaX
Tema 1. 3Bagaum W  UEIM  CETEBOrO
aIMUHHCTPUPOBAHMS, TIOHATHE O  CETEBBIX
IPOTOKOJIAX U CcIyx0ax
[K-2.2 DK3aMeH
CereBoe aIMUHUCTPUPOBAHKE IIK-3.1
I1K-3.4
Tema 2. CereBble ornepalMOHHBIE CHCTEMBI (Ha
pUMepe OIEPAallMOHHBIX CHUCTEM CeMelcTBa
Windows Server), ycTaHoBka ¥ HacTpoilKa
CHCTEMBI MU
. [1K-2.2 DK3aMeH
CereBble omepanuoHHble cucteMbl  Windows K-3.1
Server 2003 K-3.4
Tema 3. Ilporokon TCP/IP, ciysx6a DNS
[1K-2.2 DK3aMeH
[Tporokon TCP/IP IK-3.1
I1K-3.4
[K-2.2 OK3aMeH
Cmyx6a DNS IK-3.1
I1K-3.4
Tema 4. Cnyx0a katanoroB Active Directory
[K-2.2 DK3aMeH
Cmyx06a xatamoroB Active Directory [K-3.1
I1K-3.4
Tema 5. CereBble IPOTOKOJIBI U CTYKO
[K-2.2 DK3aMeH
CereBbie MPOTOKOJIBI M CITYKO IK-3.1
I1K-3.4
Tema 6. YnaneHHwlii JOCTYH M BHPTyajbHBIC
YaCTHBIC CETH




N [1K-2.2 DK3aMeH
VYnaneHHbI AOCTYN W BHPTYalbHbIE YacCTHBIC IK-3.1
cem TK-3.4
Paznen 2. O0bekTbl aAMUHUCTPUPOBAHHUS H
MO/1eJIM YIIpaBJIeHUsl
Tema 7. OObEKTb AAMUHUCTPUPOBAHUS U MOZEITH
yIIPaBJICHHSI
[K-2.2 DK3aMeH
OOBEeKTHl  AJMUHUCTPUPOBAHUS U  MOJEITHU IK-3.1
yIIpaBJICHUS IK-3.4
Tema 8. ArMuUHHCTpUPOBaHHE KAOEIBHBIX CHCTEM
[K-2.2 DK3aMeH
AJMUHUCTPUPOBAHUE KaOETHHBIX CHCTEM IK-3.1
I1K-3.4
Tema 9. AnmMuHHCTpUpOBaHHE  mpolecca
KOHTPOJISI TPOU3BOAUTEIHHOCTH CHCTEMBI
[1K-2.2 DKk3aMeH
AJMUHUCTPHpOBAaHUE  Tpolecca  KOHTPOJSA K-3.1
MIPOU3BOUTEIHHOCTU CHCTEMBI. IIK-3.4
Tema 10. CayxObl TepmuHanoB B Windows
Server 2003
[K-2.2 DK3aMeH
Cnyx0b1 Tepmunanos B Windows Server 2003 IK-3.1
I1K-3.4
Tema 11. MOHHTOPHHI CETEBBIX YCTPOMCTB H
CEpBEpPOB
[K-2.2 OK3aMeH
MOHHTOPUHT CETEBBIX YCTPOUCTB U CEPBEPOB I1K-3.1
I1K-3.4
Paznen 3. O0beKTHl AAMHHHCTPHPOBAHUS H
MO/IeJIH YIIPaBJIeHUsl
Tema 12. CpenctBa obecrieueHus: 6€3011acCHOCTH
[K-2.2 DK3aMeH
CpenctBa obecrieueHus: 6€30MacHOCTH IK-3.1
I1K-3.4
[K-2.2 DK3aMeH
Buptyanbabie ManmHbl IK-3.1
I1K-3.4

Jnst 3a04HON (QOpMBI OOYYEHHUS JIOTMOJHUTEILHO MPEIyCMOTPEHBI KOHTPOJIBHBIE pPadOTHI,
BKJIFOYAIOIIUE BCE KOHTPOJIUPYEMbIE pa3/ienbl (TEMbI) JUCLHUIIIHHBL.



4 TUIIOBBIE KOHTPOJIBHBIE 3AJTAHUSA UJIX NHBIE MATEPUAJIBI

4.1 TllpomexyTouHasi aTTecTanus (IK3aMeH)

IIK-2: CnocoGeH BBINOJHATH NMPOEKTHPOBAHHE HH(OPMANMOHHBIX CHCTEM CpeIHero M KPYIHOIo
MacmrTada cI0KHOCTH

IIK-2.2. PazpadaTbiBaeT KOHIENIHMIO HHPOPMAIMOHHOH CHCTEMBI

a) munoesle mecmaoessvle 60npPOCovL 3AKPbIMO2O0 muna

1. VpoBuau monenu OSI, 3aTparnBaeMbic KOMMYTAaTOPaMH U MapIIpyTU3aTOPAMU TIPU
BBITIOJTHCHUH MU OCHOBHBIX (DYHKIIMI KOMMYTAIIMH MTAKETOB:

+ KananbHpii, CeTeBoil;

TpaHCTIOPTHBI;

IIpuxnaanoi;

CeaHCOBBII.

2. [Ipotokonamu ceteBoro ypoBHs Mojenu OS] sBisrorces:

ARP;

+ DNS, ICMP;

HTTP;

TCP.

3. Cucrema agpecaninu Ha KaHallbHOM ypoBHe Monenu OSI:
IP-agpeca;

+ MAC-anpeca;

COKeThI.

4. Cucremoit aapecaliy kakoro ypoBHst Mozenu OS] SBISIOTCS COKETHI ONEePaiOHHON
CHCTEMBI:

DU3NIECKUi;

KananbHBI;

CereBoii;

TpaHCTIOPTHBI;

ITpuxnagHou.

5. Kakoii cepep orBeuaer 3a BeiaeneHue [P-aapecos:

DNS-cepsep;

+ DHCP-cepgep;

SSL-cepgep.

6. ®ynkuun DNS-ceppepa:

+ Brigenenne ri106aibHOr0 CHMBOIBHOTO HMEHH TSI KOMITBIOTEPA; X
Brinenenune [P-anpeca;

BricraBnenue coorBerctBus [P-anpeca MAC-anpecy.

7. Kommyratopsl LAN omnpeneisiroT crmocod o0paboTKH BXOASIINX KaJPOB ITyTEM
BeAEHUS TAOJIHLBI . ...

+ MAC-anpecoB

IP anpecos

Yacrtubix [P

[Iy6muunsix [P

8. Eciu anpec Ha3HayeHHs He comepskuTes B Tabnuie MAC-anpecos miu
TpencTaBisieT co0oit mmpokoBemaTensHbIE MAC-anpec, To

Kanp ormipaBnsiercst o6patHo

Kanp BeICEUTAarOT BCeM y3nam

+ Kaap BeICBUIAIOT BCEM y371aM, KpOME UCXOASIIET0 OpTa

Tabnuia Mac- aJjpecoB He CYIIECTBYET

9. CranaapT KOHHEKTOpa CETEBOro Kadens:

RJ-232;

+ RJ-45;

COM.




10.Kakoii mpoTokon paboraet Ha ceTeBoM ypoBHe creka TCP/IP?

TCP

+ OSPF

HTTP

11. Kako# npoTokon ucnomnb3yercs s onpeneneaus MAC-aapeca o u3BectHomy [P-anpecy?
IP

+ ARP

ICMP

UDP

6) munoeble mecmoeble 60npPoOCsbl OMKpPbIMO20 muna

1. Vkaxute, Kakhe amnmapaTHbIE CpPEICTBA HEOOXOMUMBI Ui TOJKIIOYCHUS —BAIlEro
MEPCOHANBHOIO KOMITBIOTEPA K CETU Yepe3 TeleOHHYIO JTUHUIO:

(Mogem, TenehonHas JTHHS)

2. TIporpammHOe obecriedeHne, KOTOpoe AaET BOSMOKHOCTh A00HEHTY Ha CBOEM KOMITHIOTEPE

MPUHUMATh W OTMPABIATH MHUChMA, MPOCMATPUBATH KOPPECIOHICHIIUIO, (OPMHPOBATH TEKCT
TUCHhMa, HAa3bIBACTCA:

(TTouroBas mporpamma)

3. Yro takoe World Wide Web:

(BcemupHast nH(GOpPMAITHOHHAS CHCTEMA C THIIEPCBA3SAMH, CYIIECTBYIONIAs HA TEXHUIECKOH 6a3e

Internet)

4. TpuknagHas mporpamma, ajsi padbotsl mosib3oBatens ¢ WWW HasbiBaeTcs:

(Web-6pay3ep)

5. Kakoii Tvm cepBepa UCIONB3yeTCs A1 XpaHeHus ¢aitios?

(FTP-cepsep)

6. DNeKTPOHHBIN TOYTOBBIN AIMK MOJIb30BaTels E-mail co3maercs Ha

(mouToBOM cepBepe)

7. st mepenadn WHQPOPMAITHH B JIOKATBHBIX CETSIX OOBITHO UCTIONB3YIOT

(xabemn)

8. Kakoit u3 crioco0oB nmojkimoueHus K Internet obecrneunBaeT HAMOOIBIINE BO3MOXKHOCTH?

(TTocTosiHHOE MOAKIIOYECHHUE MO OMTOBOJIOKOHHOMY KaHAITy)

9. Moset iu ogHoMY IP-aapecy COOTBETCTBOBATH HECKOJIBKO JOMEHHBIX HMEH?

(Her)

10. KoMIuIeKe anmapaTHbIX U IPOrPaAMMHBIX CPEICTB, TIO3BOJISIONINX KOMITBIOTEpAM

O0OMEHHUBATHCS JAHHBIMU:

(KOMIIBIOTEpHAS CETH)

11. KoMmbroTep, MOJKIIOUCHHBIH K THTEepHET, 0053aTebHO HMEET:

(IP-ampec)

IIK-3: Cnoco0eH BBINOJHATH padoThl M yNpaBJjieHHe pPadoTaMH IO CO3JaHUIO M CONMPOBOKICHHUIO
HHGOPMAIMOHHBIX CHCTEM

IIK-3.1. PazpadaTbiBaeT, aHAJIN3UPYET U YTBep:kAaeT TpeOoBaHUsA K HHGOPMAIMOHHOM cHCcTeMe

a) munoeble mecmoesble 60npocsyl 3aKPvlmo2o muna

1. ®u3udeckue PIEeMEHTHI WU alapaTHOe 00eCIIeueHue CETH
+ YcTpoiicTBa U cpencTBa MOIKIIOYSHHUS

CpencrBa IOAKITIOYEHUS

VYerpolicTBa MOAKITIOYCHUS

CereBas cpena

2. CBsi3b B CETH OCYILIECTBIISIETCS Yepe3

+ cpensl mepeaadn

IP ucrounuka

Butyro napy

Mac-anpec HasHaueHUS

3. Pazpem Ha ceTeBOM ycTpOKCTBe, Yepe3 KOTOPhIH KaOeIH IMOAKIIOYSHBI K
KOMIIBIOTEPY UJIU APYTOMY CETEBOMY YCTPOUCTBY




Unrepdetic

+ Ouznueckuit mopr

CereBas mata

Pazvem RG-45

4. UnTepdeticHas muaTta win amantep cetn LAN, KoTopsiii obecrieunBaetr puzndeckoe
MOAKJIIOUYEHHE K CETH Ha HaCTOJIbHOM KOMIIBIOTEPE UK APYTOM YCTPOMCTBE.
UnTepdetic

Du3nyecKuii NopT

+ CereBas 1uiata

Pazrem RG-45

5. Onpenenenue yCTpOMCTB, TOPTOB M CXEMBI aJpeCallii.
Ousnueckuii uHTEPPEiic

duzndeckas TOMOIOTHS

+ Jloruueckast TOMONOTUs

Pazsem RG-45

6. L{esib Ka4eCTBEHHOTO MPOSKTUPOBAHUS CETH

I'pamoTHBIHM MOAX 0 K OM3HEC-LIETH

[IpaBunpHas peanu3amus TEXHHIECKOTO 3aJaHus

Hanexnas monutika 6€30macHOCTH

+ HckmrounTs Mr00bIe KPUTHYECKHE TOYKH OTKa3a

7. Kakoit MOIyiTh KOPIIOPATUBHOMN apXUTEKTYPhI CONEPIKUT 3AaHHUE WIIH TPYIIITY
3IaHUH, COCTOSIIIIYIO U3 HECKOJIBKUX JIOKAJIbHBIX CETEH B OIpeaenEHHON
reorpaguyeckoit oonactu?

Owiman npeanpusTIs

Kommuieke 3nanuit npennpuarus

O/ mpeanpusTus

I'panunia npeanpustTus

8. KopriopaTiBHas ceTs JOIDKHA MTOAIEPKUBATb. . ..
Bupryanuzanuto

OOMeH pa3TUYHBIMU THIIAMH CETEBOrO Tpaduka

+ CoBMeCTHYIO pa0OTy BCEX JOKAILHBIX CETMEHTOB

Csi3b ¢ IpoBaitnepom

9. O6opy0BaHKE KOPIIOPATUBHOr'O KJIACCa JIOJKHO OTIIMYATHCS
T'omom BeITycka

OrmeparimoHHON CHCTEMO¥

HuTtepdeticom

+ HanexxnocTtbro

10. Kaxoit Buj ceTeit Ha3pIBa€TCsl OJTHOPAHTOBOI ?

+ JlokanbHas ceTb

I'moGanbHast ceTh

KopnopatuBnas cetb

PeruonanbHas cetb

0) munogvle mecmosvie 60nNPOCH. OMKPHIMOZ0 MUNA
1. JInst mpoBEpKH CBSA3M C Y3JIOM UCTIOIB3YIOT KOMaHIY

(ping)

2. Jnst onipenieneHus MPOMEXKYTOUHBIX MapIIPyTU3aTOPOB (KOJMUYECTBO IIEPEXOI0B)
HCHOJIB3YIOT KOMaHIy

(traceroute)

3. s mpocMOoTpa TabIMIIbl MapIpyTU3alUK UCTIONB3YIOT KOMaHTy

(Show ip route)

4. Kakumu komannamu oboouku OC Windows MoxkaO TonmyunTh [P-ampec koMIbproTepa:
(ipconfig)

5. Ot gero 3aBucut kommaecTBo MAC -aipecoB KOMITBIOTEpa:

(kommyecTBO ceTeBbIX HHTEP(hEHCOB)

6. Kakoii ceTeBoii MpOTOKOII UCTIONIB3YETCS MPH BHIMOIHEHUH YTHIINTHI ping:
(ICMP)

7. CeTeBoii MPOTOKOJ- 3TO:



(Habop cormamieHuii 0 B3aMMOJICHCTBUSIX B KOMIIBIOTEPHOW CETH)
8. [Iporokon mapuipyru3saiuu (IP) odbecneunBaer:
(moctaBKy MH(GOPMALMK OT KOMIIBIOTEPA-OTIPABUTENS K KOMITBIOTEPY-TI0JTy4aTeIIo)

IIK-3: Cnoco0eH BBINOJIHATH PadoThl M yNpaBjieHHe padoTaMH IO CO3JAHHUIO M CONPOBOKICHHUIO
HHGOPMAIMOHHBIX CHCTEM

I1K-3.4. BoinosHsAeT pa3BepThiBaHNe HHPOPMAIMOHHOM CHCTEMBI Y 3aKa3YHKa

a) munoeble mecmoesble 60npocsul 3aKPvlmoz2o muna

1. Cers UnTepHET -

CBsi3b B mpesiesax OJHON ayJUTOPHA

CBsi3b, 00BEAMHSIONMIAST HECKOIBKO 3IaHUH

+ CBsi3b, 00BEAUHSIONIAS KOMITBIOTEPOB BCET'0 MUPA

CBs13b MEXKIYy ABYMSI KOMITBIOTEpaMU

2. CBsi3b, 0O0BEAMHSIONIAS HECKOIBKO 3JaHUH OJHOBPEMEHHO

I'moGanbHast ceTh

+ JlokanbHas ceTh

Pernonanenas cetb

KopmiopaTuBHas cetb

3. CereBast HHPPACTPYKTypa, MPeIOCTABIISIONIAS JOCTYII K JPYTUM CETSIM Ha OONBIION
TEPPUTOPHH; OOBIYHO TPHHAJUICKHUT MTPOBAKIepaM TeIEeKOMMYHUKAITUOHHBIX YCIIYT U
HaXOJIUTCS MOl UX YIPABICHUEM.

+ ['mob6anpHas ceth

T'oponckas cethb

JlokanbHas ceTh

PeruonanbHas cetb

4. CereBas nH(PaCTPyKTypa, KOTOpasi OXBaTHIBAET TEPPUTOPHIO OOIBIIIE, YeM
JIOKaJbHAas CeTh, HO MEHbIIIe TII00anbHOl cetr (HanpuMmep, ropoxn). Kak mpasuio,
yIIpaBJseT TOPOACKIUMHE CETSMU OJIHA OpTaHM3AIHsl, HATTPUMep, KPYITHBINA CETEBOI
oTepaTop

I'moGanbHast ceTh

+ ['opoackas ceTb

JlokanbHas ceTb

Pernonanbnas cetb

5. CBA3BIBAIOT OKOHEYHBIC YCTPOMCTBA B OTPAaHIMYCHHOMN 00JIaCTH, HAIIPHIMED, B JIOME,
IKose, opuCHOM 3AaHUH WM KOMIUIEKCE 3IaHHA.

WAN

WLAN

+ LAN

VLAN

6. CBsI3bIBAIOT JIOKAJIbHBIC CETH B OOIIMPHBIX reorpa)uuecKux 001acTAX, TAKUX KaK
ropoja, MITaThl, PETHOHBI, CTPAHBI WM KOHTHHEHTHI

+ WAN

WLAN

LAN

VLAN

7. CetsiMu OOBIUHO YIPABISIOT onepaTopsl cBsa3u (SP) wim MHTepHeT-IpoBaiineps
(I1SP).

+ WAN

WLAN

LAN

VLAN

8. O0bennHEHNE B3aUMOCBS3aHHBIX CETe B MUPOBOM MacIITade.

WAN

WLAN

LAN

+ NuTtepHer

9. TepMHH YacTO UCIONIBb3yeTCs A1 0003HaueHus yacTHbIX ceTeid LAN u WAN,




KOTOPBIC IMPUHAIJICKAT OpraHru3alivii U JOCTYIIHBI TOJIBLKO €€ YiICHaM, COTPyAHUKAM 1
IIpOYUM aBTOPU3O0BAHHBIM JIMLAM.
Internet
OKCTpaHeT
+ Uutpaner
0) munoewvle mecmoevie 6ONPOCH. OMKPHLIMO20 MUNA

1. Kakyto Hanbosee cIoXHYIO 3a/1a4y JODKHBI pemaTts otaensl UT ¢ yuérom pocta
KOJIMYECTBA IEPCOHABHBIX YCTPOUCTB, HAIPUMeEp cMapT(OHOB U IIAHIIETHBIX
KOMITBIOTEPOB, MOJKITIOUEHHBIX K KOPIIOPATUBHOM ceTn?

(6e3omacHOCTB)

2. Bo BpeMst IIIaHOBOM MPOBEPKH TEXHUYECKHUH CHEIUATNCT OOHAPYKHII, UYTO
ycranoBieHHoe Ha [IK mporpaMMHOe o0ecrieueHre OCYIIEeCTRIISUIO TAaHHBIN cO0p
JaHHBIX 00 UHTEPHET-CaiTax, MOCEeIaeMbIX IMOJIb30BATENISIMHU C JAHHOT'O
KommbloTepa. KakoMmy Ty yrpo3sl MoABEpraeTcs JaHHBINH KOMIIBIOTEP?
(mmumonckoe I10)

3. OCHOBHOH CTEK MPOTOKOJIOB ceT VIHTepHeT

(TCP/IP)

4. Kaxas ciryx6a OC Windows Server ucrions3yercs uisi yIpaBlieHUs: 6€30M1aCHOCTHIO
(Active Directory)

5. OcuoBHas ¢aitmosas cuctema OC Windows Server

(NTFS)

6. lnst uero ucrionbyercs ciryxk6a DHCP

(mst HazHaueHus [P-aapecon)

4.2 TunoBbie KOHTPOJIBHBIC BOIIPOCHI M 3a1aHUA K IK3aMCHY

3a7auy U LeNIN CETEBOro aJ]MUHUCTPUPOBaHUs. ba30BbIil HA0Op CETEBBIX CIYKO KOPIOPaTUBHOM
CETH.

Mopuenu mexcereBoro B3aumoneiictust (Mozaens OSI, monens TCP/IP -DARPA).

00630p penakuuii 1 GyHKIIMOHAIBHBIX BO3MOKHOCTeH cuctembl Windows Server 2000/2003.
YcranoBKa 1 HadanbHasl HACTpoOiKa cucteMbl. Beioop peskuma ycranoBku. [ImanupoBanue u
IpUOOPETEHHE CUCTEMBI.

[Tporokon TCP/IP. OcuoBbl dhyakuuonupoanus nporokoina TCP/IP (IP-  anmpec, macka
MIOJICETH, OCHOBHOM IITI03; TUIBI [P-aipec; Kiaacchl apecHOro NpocTpaHCcTBa; MyOINYHbIE U
npuatHbie [P-anpeca; orodpaxkenus [P-anpecoB Ha ¢puszndeckue anpeca; AeICHNE HA TOJCETH C
IIOMOIIbI0 MACKH IOJCETH.

Beenenue B [P-mapuipyTusanuio; noaiep:xka Tabiaui MapipyTu3auy.

Cmyx6a DNS (mpocTpaHcTBO UMEH, JOMEHBI, 30HBI; KOMITOHEHTHI CIIy)k0b1 DNS; mpocTpaHcTBO
uMmEéH DNS NuTtepHer.

Huarnoctuueckue yruautsl TCP/IP u DNS.

Cayx0a xaranoroB Active Directory. Moaenu ynpasnenus 6e3onacHocTbio «Pabouas rpymmay»
u «/lomennas mozenby». Haznauenue cinyx6s1 katanoros AD. ITporokon LDAP. OcHoBHbIE
TEpPMUHBI U NIOHATHUA (JIEC, AEPEBO, TIOMEH, OPraHU3al[MOHHOE M10/Ipa3AeeHue, I100anbHbIH
KaTasor).

NwmenoBanne oobektoB. [lnanupoBanue npoctpancTBa uMeH AD. OCHOBHbBIE BapuaHThI
CTpaTeruil nIaHupoBaHUs. YCTaHOBKA KOHTPOJUIEPOB JOMEHA.

Jlornueckas crpykrypa AD. @usndeckas crpykrypa AD, cailTsl, ylipaBieHUe perIuKanuen
AD. Cepsepsl ['nobanpHoro xaranora u Xo3sieBa orneparmii.

VYnpaBieHne nonb30BaTeIsIMU U TPYIIIAMU, THIIBI TOJIb30BATEIbCKUX YUETHBIX 3aIIUCEH;
Konuenmus rpynn AD (Tumnsl rpymi; 001acTb AeHCTBH TPYII, CTPATErus CO3AaHUs U
UCIIOJIb30BaHUS IPYI). YIIpaBiIeHHEe OpraHU3allMOHHBIMU 110/Ipa3IeJICHUsIMH, J1eJIeTUPOBAHNE
HOJTHOMOYMH. ['pynnoBbie MOTUTUKH (OOBEKTHI IPYIIOBBIX MOJIUTHK).

Cuctema 6e3onacHoctu (nporokon Kerberos, HacTpoiika mapameTpoB cucTeMbl 6€30MaCHOCTH).



ba3oBble U TuHaMUYecKue AUCKH, ToMa. [IpocToi TOM, COCTaBHOM TOM, YEPEIYIOIIHNICA TOM,
3€PKaJIbHBIA TOM.

@aitnosas cucrema NTFS. 3agaun ¢aiinosoit cucrembl. NTFS npenmymiectBa nepen FAT.
VYupasnenue goctynom Kk nankam. [logkmouenue ceteBbix nuckoB. Pazpemenns NTFS.
VYmpasieHnue A0CTYoM ¢ momolisio rpymnmn.Cxxatue U mudpoBanue nHhopMaIu,
nedparMeHTaIus.

CereBble IPOTOKOJIBI U CITYKOBI.

Cnyx6a DHCP. IIpouecc Haznauenus IP — anpecor. O0cinykuBaHne KIMEHTOB pa3HbIX [P —
cereil.

Cmyx6a WINS. Ciry:x6a RRAS.

Buptyanbnsie yactasie cetu. Texnonoruss VPN.

onnepxka B/l AD. Onpenenenue b/I. @aitnbl B/1. PezepBHoe konuposanue AD.
Boccranosnenne AD. [lepparmenranus, nepemerienne b/1.

Cnyx6a tepmunanoB Windows 2003. @yukiuu. Ciry>k6a TepmuHanoB u mpoTokos RPC.
Pexxumsbl pyakimonupoBanus. CpecTBa afMUHUCTpUpPOBaHUS. Pemenus Ha 6aze ciryxo
TEPMUHAJIOB.

MOHUTOPHUHT CETEBBIX YCTPOUCTB U cepBepoB. CpencTBa MoHuTOpHHTA. [IpOocMOTp COOBITHIA.
Aynaut. Hactpoiika nonutuk aynura. CTaHaapTHbIE NOJIUTUKU ayAUTa JIJ1s1 KOHTPOJUIEPOB
JloMeHa. MOHUTOPUHT MPOU3BOAUTENBHOCTH. Jucneruep 3anad. Koncons
«[Ipou3BOIUTENBHOCTH.

Onepatop 340 000 "Komnahus "TeH3op" —
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