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1 OBIIME INIOJIOKEHUSA

Oyenounvie Mamepuaivl — 3TO COBOKYITHOCTh Y1€OHO-METOJMYECKHX MATEPUAIOB U MPOILEIYP,
NpEaAHa3SHAUYCHHBIX JIsI OLICHKHM Kad€CTBa OCBOCHUA O6y‘IaIOIIII/IMI/IC$[ I[aHHOﬁ JUCHUIIIMHBI KaK 4YaCTUu
OCHOBHOM 00pa30BaTEeIbHOMN TTPOrPaMMEL.

IlJenv — OUEHUTH COOTBETCTBHE 3HAHWI, YyMEHUH W YPOBHS NPHOOPETEHHBIX KOMIICTEHIIHIA,
o0yJarommxcsl 1elsiM W TpeOOBaHWSAM OCHOBHOM 00pa3oBaTeNbHOW MPOrpaMMbl B XO/€ TPOBENEHUS
TEKYIIEro KOHTPOJIS U MPOMEKYTOUHOM aTTecTalllu.

Ocnosnas  3a0aua

o0ecIeunThb

OLICHKY YpPOBHA C(OPMHUPOBAHHOCTH KOMIECTCHIIUU,

npruodpeTaeMbIx 00YJaIOMIMMCS B COOTBETCTBUHU C TUMH TPEOOBaHHIMHU.
Kontposns 3HaHMii 00y4atonmxcst MpoBOAUTCS B popMe MPOMEKYTOYHOH aTTeCTallui —3K3aMeHa.

2 OITMCAHME MOKA3ATEJIEH 1 KPUTEPUEB OLIEHUBAHWS KOMIIETEHIIUIA

ChopMHpPOBAaHHOCTh Ka)X/IO0W KOMIIETEHIMH B paMKaX OCBOCHHUS JaHHOW AMCHUILIHHBI
OLICHUBAETCSI 110 TPEXYPOBHEBOM LIKAJIE:
1) mnoporoBeIii YpOBEHb SBISIETCS O00SI3aTENbHBIM ISl BCEX OOYYAIOUIMXCS IO 3aBEpIICHHU

OCBOCHHA JUCHUIIIINHBI,

2) TpOIBHHYTHIA YPOBEHb XapaKTEPH3YETCsl MPEBBIIICHHEM MHHUMAJBHBIX XapaKTePUCTHK
chOpMHUPOBAaHHOCTH KOMITETEHIIUN IO 3aBEPIIEHUN OCBOCHHUS JVCIIATIINHEI;

3) OTaJOHHBIH YPOBEHBb

XapaKTCpU3yeTCa MaAKCHUMAJIbHO BO3MOXH o BBIPAXKCHHOCTBIO

KOMIIETEHIUH U SBJIAETCS Ba)KHBIM KaU€CTBEHHBIM OPUEHTUPOM Il CAMOCOBEPILIEHCTBOBAHMSL.
YPpoBeHb 0CBOCHHMA KOMIIETCHIUI, (POPMHUPYEMBIX AUCLHUILINHOMN
a) onucanue Kpumepues u WKaibl OYeHUSAHUS MeCMUPOBAHUL:

IIIkaJjia ONEeHNBAHUA Kpurepunii
3 bamia YPOBEHb YCBOCHMSA MaTepuana, MPeLyCMOTPEHHOTO IPOrpaMMOi:
(3TaJOHHBINA YPOBEHB) MIPOLIEHT BEPHBIX OTBETOB Ha TECTOBBIE BOMPOCHI 0T 85 1o 100%
2 Ganna YPOBEHb YCBOGHHS MarTepuana, NPeIyCMOTPEHHOTO MpPOrpaMMOoi:
(IpOABHMHYTHIN YPOBEHb) MIPOLICHT BEPHBIX OTBETOB Ha TECTOBBIE BOIPOCHI 0T 75 10 84%
1 Gamn YPOBEHb YCBOEHHsI MaTepHuaia, IpeayCMOTPEHHOr0 IpOrpaMMON:
(TIOpOroBBIY YPOBEHB) MIPOIIEHT BEPHBIX OTBETOB Ha TeCTOBbIe Bonpockl oT 60 1o 74%
0 6amioB YPOBEHb YCBOCHHS MaTepuana, NPedyCMOTPEHHOIO IIPOrPaMMON:

MIPOLICHT BEPHBIX OTBETOB Ha TeCTOBbIE BOoOpockl 0T 0 10 59%

0) onucanue kpumepues u

WIKAJIbl OYeHUBAHUA meopemudecKkoco eonpoca.

IlIkana ouenueanusn

Kpurepnii

3 bamia
(3TaJOHHBIN YPOBEHB)

BBICTABIIACTCS] CTYACHTY, KOTOPBIM Jaj TIOJTHBIA OTBET Ha BOMPOC,
MoKa3an TIyOOKHe CHCTEMaTH3UPOBaHHBIC 3HAHUS, CMOT IPHBECTH
MIPUMEpbI, OTBETHJII Ha JIOTIOITHUTEILHBIC BOPOCHI MPEToIaBaTellsl.

2 Gama
(TpOIBUHYTHIN YPOBEHD)

BBICTABJIACTCA CTYACHTY, KOTOpLIﬁ Jall IMOJIHBIM OTBET Ha BOIIPOC, HO HAa
HCKOTOPLIC JOMNOJHUTCIIBHBIC BOIIPOCHI MPENoAaBaTeiid OTBECTUIIL
TOJIBKO C ITOMOIIBIO HABOAAIIMX BOIIPOCOB.

1 Gamn
(TIOpOTOBBIN YPOBEHB)

BBICTABIIICTCS CTY/IEHTY, KOTOPBIM [Tl HEMOIHBIN OTBET Ha BOIPOC B
OusieTe W CMOr OTBETUTh Ha MAOMOJHHUTENBHBIE BOMPOCH TOIBKO C
ITOMOIIIBIO TIPeToaBaTesl.

0 dayu10B

BBICTABJISICTCA CTYACHTY, KOTOpBIﬁ HC CMOI' OTBECTUTDH HAa BOIIPOC

8) onucanue Kpumepues u

WKAJIbl OYEHUBAHUA NPAKMUYECKO20 300aHUA.

Ixana oneHUBAHNUA

Kpurepnuii

3 bayra 3amaHue peneHo BEPHO
(3TaJOHHBIN YPOBEHB)
2 Ganna 3agaHue pEIIeHO BEPHO, HO HMMEIOTCS TEXHWYECKHE HETOYHOCTH B
(IpOABHMHYTHIN YPOBEHD) BBITNIOJIHCHUH
1 Gamn 3ajgaHue peEIIeHO BEpPHO, C JIOMOJHUTEIHHBIMH  HABOISIIAMHU
(TIOpOrOBBIY YPOBEHB) BOIIPOCAMU MTPENOJaBaTENs
0 6amroB 3amannie He PeneHO




Ha sx3amen BeiHOCHTCS: | mpakTHYecKoe 3a7aHue U 2 TeopeTndeckux Borpoca. CTyIeHT MOXKeT
HaOpaTh MakcuMyM 9 0amioB. TOroBelii CyMMapHBIH Ol CTYAEHTA, IOTYYEHHBIH MPH TPOXOKICHUH
IIPOMEXYTOYHOM aTTECTALUHU, IEPEBOJUTCS B TPAJUIIMOHHYIO (OPMY IO CHCTEME «OTIHMYHOY, «XOPOIIOM,

«KYOOBJICTBOPUTECIBbHO», KHEYJOBJIIECTBOPUTCIILHOY.

IIkana oueHuBaHust Kpurepnii
OTJINYHO 8 — 9 Gannos O0bs13aTenEHBIM YCIIOBHEM ABIISIETCS

(3TaNIOHHBIN YPOBEHB) BBITIOJTHEHUE BCEX MPEAYCMOTPEHHBIX B TCUCHHUE
XOPOIIO 6 — 7 6aynos cemecTpa MPAKTHYECKUX 3aJ]aHu i’ 17§

(TpOABUHYTHIN YPOBEHB) 1abopaTOPHBIX PadoT.
YIOBJIETBOPUTEIHEHO 4 — 5 6amnoB
(TIOpOTOBBIIA YPOBEHB)
HEYIOBJIETBOPUTEIIEHO 0 — 3 Gannos CTyZIeHT He BBIIOIHIII BCEX IMPELyCMOTPEHHBIX
B TEUCHHUE CEMECTPa TeKYIIMX 3aJaHui

3 HACHHOPT OHEHOYHBIX MATEPHUAJIOB 1O JUCIHUIIJIMHE

Kon . HaumenoBanue
Kountpoaupyemsie pa3iensl (TeMbI) KOHTPOJIMpyeMoi
AUCUHUIIIHHBI KOMIeTeHI ! (MU OUCHOMHOTO
. cpeacTBa
eé yacTn)

Pazmen 1. OcHOBBI ceTeBBIX TeXHOJOIHWIA.
IeTeporeHHble ceTH
Tema 1. OCHOBBI  CETEBBIX  TEXHOJOTHIA.
I'eTreporennsie cetn

IK-1.1 DK3aMeH
OCHOBBI CETEBBIX TEXHOJIOTHI IK-1.2

IK-2.1
Tema 2. CereBbie OnepannoOHHbIC CUCTEMBI

IK-1.1 DK3aMeH
CereBbie OreparmoHHbIC CHCTEMBI IK-1.2

IK-2.1
Tema 3. Ilporokon TCP/IP, ciysx6a DNS

IK-1.1 DK3aMeH
[Tporokon TCP/IP IK-1.2

IK-2.1

IK-1.1 DK3aMeH
Cmyx6a DNS [K-1.2

I1K-2.1
Tema 4. Cnyx0a kaTajaoro

IK-1.1 DK3aMeH
Cmyx06a KaTaioron IK-1.2

IK-2.1
Tema 5. Ciyx0a ¢aitnoB u neyatu

IK-1.1 DK3aMeH
Cnyx0a QaitioB u meyaTu I1K-1.2

IK-2.1
Tema 6. CereBbie IPOTOKOIBI U CIYXKOBI

IK-1.1 DK3aMeH
CereBbIe MPOTOKOJIBI M CITYKOBI IK-1.2

IK-2.1
Tema 7. YnpaneHHsld JOCTYH M BHPTyajbHbIC
YaCTHBIC CETH




. IK-1.1 DKk3aMeH
VYnaneHHpld OCTYNl M BUPTyaJbHbIE YacTHbBIE TK-1.2
cem MK-2.1
Paznen 2. AJIMHUHHCTPUPOBAHME cerei
reTeporeHHbIX ceTeii
Tema 8. AIMUHHCTPUPOBaHHE ceren
TeTEPOreHHbIX CETeH
IK-1.1 OKk3aMeH
AnMuHUCTpHpOBaHUE ceTel rereporennbix cereit | I1K-1.2
IK-2.1
Tema 9. AnmunuctpupoBanue creka TCP/IP B
CETEBBIX ONEPALMOHHBIX CHCTEMAaX
AnvmunanctpupoBanue creka TCP/IP B cereBbix gﬁ:i; Jrzamen
OIEepallMOHHBIX CHCTEMaX K-2.1
Tema 10. AnmunucrpupoBanue creka TCP/IP B
CETEBBIX ONMEPAIMOHHBIX CHCTEMax
AnmunuctpupoBanue creka TCP/IP B cereBbix gij; Jrzamen
OIEepaIlMOHHBIX CHCTEMaxX K2 1
Tema 11. CucremHOe ceTeBOe W TPHUKIATHOE
obecrieueHne reTeporeHHoN CeTH
IK-1.1 DK3aMeH
CucremHoe CeTEBOE 1 NPUKIATHOE oOecreyeHue K-1.2
TeTePOreHHOMN CeTn MK-2.1
Tema 12. KopriopaTUBHBIC CETH
IK-1.1 OK3aMeH
[TocTpoenue KOpHoOpaTUBHBIX CeTen IK-1.2
IK-2.1
Tema 13. CpenctBa agmuHuCcTpupoBaHus Linux,
Windows
IK-1.1 OKk3amMeH
CpencrBa agmuaHCcTprpoBanus Linux, Windows IK-1.2
IK-2.1
Pa3nen 3. be3onacHoCTh rereporeHHbIX ceTei
Tema 14. CpexnctBa obecrieueHus: 6€30MacHOCTH
TETEPOTr€HHBIX CEeTel
IK-1.1 DK3aMeH
AnnapatHple U NpPOrpaMMHBIE  CpEACTBa K-1.2
obecrieueHmst 6€30MaCHOCTH T€TEPOTreHHBIX CeTel K21

Jns 3aounoit ¢GopMbl OOy4YeHHs [OMOJHUTENBHO MPEAYCMOTPEHBI KOHTPOIBHBIE pPabOTHI,
BKJIIOYAIOIIME BCE KOHTPOJIUPYEMbIE pa3/elibl (TEMbl) AUCIUILTHHEI.



4 TUIIOBBIE KOHTPOJIBHBIE 3AJTAHUSA UJIX NHBIE MATEPUAJIBI

4.1 TllpomexyTouHasi aTTecTanus (IK3aMeH)

IIK-1: Cnocoden paspadaTbiBaTh TpeOOBaHMsSI, NPOEKTHPOBATH M BBINOJIHATH NPOrPAMMHYIO
peaau3anyio NporpaMMHOro obecrnevyeHust

IIK-1.1. AHanu3upyeT TpeGOBaHNS K MPOTPAMMHOMY o0ecnedeHHuI0

a) munoesle mecmaoesovle 60npPOCovL 3AKPbIMO2O0 muna

1. YpoBuu mogenu OS], 3aTparuBaemMbie KOMMYTaTOpaMU U MapIIpyTU3aTOPaMU MpU
BBITIOJTHCHUH MU OCHOBHBIX (DYHKIIMI KOMMYTAIIMH MTAKETOB:

+ KananbHbiid, CeTeBOM;

TpaHCTIOPTHBII;

IIpuxnaanoi;

CeaHCOBBIH.

2. Ilporokonamu ceteBoro ypoBHs moaenu OSI sBistoTCs:

ARP;

+ DNS, ICMP;

HTTP;

TCP.

3. Cucrema agpecaiiui Ha KaHaJIbHOM ypoBHe Mozenu OSI:
IP-agpeca;

+ MAC-anpeca;

CoKeThl.

4. Cuctemoii agpecaliii Kakoro ypoBHs Moaenau OS] sSBAs0TCS COKEThI ONEPaliMOHHOM
CUCTEMBIL:

Ddu3nyecKuii;

KananbHbIi;

CereBoii;

TpaHCTIOPTHBII;

IIpuxnagHou.

5. Kakoii cepep orBeuaer 3a BeiaeneHue [P-agpecos:

DNS-cepsep;

+ DHCP-cepgep;

SSL-cepgep.

6. ®ynkuun DNS-cepeepa:

+ Brigenenune ri106amrbHOr0 CHMBOIBHOTO HMEHH JUISI KOMITBIOTEPA; X
Brinenenune [P-anpeca;

BricraBnenune coorBercTBus IP-anpeca MAC-ampecy.

7. Llenb Ka4eCTBEHHOTO MPOSKTUPOBAHUS CETH

I'pamoTHBIif TOIX 0 K OU3HEC-TIeTTH

[IpaBunpHas peanu3aius TEXHUYECKOr0 3aJaHus

Hanexxnas nonutrka 6e30macHOCTH

+ VckinrouuTh JII00bIe KPUTHUECKUE TOUYKH OTKa3a

8. Kakoii Moy/ib KOPIIOPaTUBHOM apXUTEKTYPhI COACPIKUT 3AaHUE WU TPYIITY
3IaHUM, COCTOAILYIO U3 HECKOJIbKUX JIOKAJIbHBIX CETEN B OmpeenEHHON
reorpadpuyeckoi oomactu?

Ouiman npeaupusTHs

Kommneke 3nanuii npeanpustus

O mpennpusitus

I'panuia npennpusTus

9. KopriopaTuBHas ceTh JOJKHA MOAICPKUBATE. ...

Bupryanusanuto

OOMeH pa3THIHBIME THITAMH CETEBOTO Tpaduka

+ CoBMeCTHYIO pabOTy BCEX JTOKATBHBIX CETMEHTOB

Casi3b ¢ IpoBaiinepom

10. OGopyaoBaHHE KOPIIOPATUBHOI'O KJIACCA JIOIDKHO OTINYATHCS



T'omom BeIycka

OrneparmoHHON CHCTEMO

HuTtepdeticom

+ HanmexxaocThio

11. Kaxot#i Buj ceTeil Ha3pIBa€TCsl OTHOPAHTOBOI ?
+ JlokanbHas ceTh

I'noGanpHast ceThb

KopnopatuBnas cetb

PernonanpHas cethb

6) munoeble mecmoeble 60npPoOCsbl OMKpPbIMO20 muna

1. IlporpammHOe obecrieueHre, KoTopoe JaéT BO3MOKHOCTE A0OHEHTY Ha CBOEM KOMITHIOTEPE

MPUHUMATh W OTHPABIATH NMUChMA, NPOCMATPUBAaTh KOPPECHOHICHIUIO, (OPMHPOBATH TEKCT
MUCbMa, Ha3bIBACTCSL:

(ITouroBas mporpamMma)

2. 9to takoe World Wide Web:

(BcemupHas nH(popMalmoHHas CUCTEMa C TUTIEPCBSI3SIMH, CYIIECTBYIOIAs HA TEXHHUUECKOH Oaze

Internet)

3. [Ipuknagras mporpamma, s paboTsl momb3oBarenss ¢ WWW HazbIBaeTCs:

(Web-6paysep)

4. Kakoii THII cepBepa UCIOIb3yeTCsl Ul XpaHeHus (aiinos?

(FTP-cepBep)

5. DNeKTPOHHBIHM MOYTOBBIH MUK Moib30BatTens E-mail co3paercs Ha

(TmouToBOM cepBepe)

6. Moxer nu ogHoMy IP-ajipecy COOTBETCTBOBATh HECKOJIBKO JJOMEHHBIX HMEH?

(Her)

7. Komrieke anmapaTHBIX W IPOTPaMMHBIX CPEACTB, TO3BOJISIONINX KOMITHIOTEpaM

00OMEHMBATHCS TAHHBIMHU:

(KOMITBIOTEpHAS CETh)

8. Komnbrotep, moaxmoyeHHbINH kK HTEpHET, 00s3aTENbHO UMEET:

(IP-ampec)

IIK-1: Cnocoden pa3padaTbiBaTh TpeOGOBaHHUS, NPOEKTHPOBATh M BBINOJIHATH MNPOrPaMMHYIO
peajiM3alMIo NPOrpaMMHOI0 obecneyeHust

IIK-1.2. Pa3pabaTbiBaeT TeXxHMYEeCKHE cieNU(PUKANUN HA MPOrPAaMMHbIe KOMIIOHEHTbI

a) munoeble mecmoesble 60npoCsHl 3aKPvlMo20 muna

1. ®usnyeckue 31eMEHTHI UM alnapaTHoe 00ecreueHue CeTH

+ YcTpolicTBa U cpecTBa MOAKIIOUYEHHUS

CpencrBa NOIKITIOUEHUS

VYcerpoiicTBa NOAKIIOYEHUS

CereBas cpena

2. CBsI3b B CETH OCYILIECTBIISICTCS Yepe3

+ cpenbl epenayn

IP ucrounuka

Butyio napy

Mac-anpec Ha3HauUeHHS

3. PazbeMm Ha ceTeBOM yCTpOICTBE, Yepe3 KOTOPBI KaOemu MOIKITIOUeHBI K
KOMITBIOTEpY WJIM IPYTOMY CETEBOMY YCTPOUCTBY

Wnrepdeiic

+ duznueckuit mopr

CereBas miata

Pazvem RG-45

4. UnTepdeticHas mnata uimm agantep cetd LAN, KOTopblii obecrieunBaeT GU3nYecKoe
MOJK/IIOUYEHNE K CETH HA HACTOJIbHOM KOMITBIOTEPE WIIN APYI'OM YCTPONCTBE.



Unrepdetic

duznyecKkuit nopT

+ CereBas miaTa

Pazvem RG-45

5. OnpeneneHue yCTpOWCTB, IOPTOB U CXEMBI alpecalty.
Ousnveckuil nHTEPPEIiC

dusnueckas TONOIOTUS

+ Jloruyeckas TONOJIOTUs

Pazvem RG-45

6. Kommyratopsl LAN ompenenstor criocod 00paboTky BXOASIINX KaJpPOB MyTEM
BeIeHUS TaOIUIEI .. ..

+ MAC-anpecoB

IP anpecos

Yactusix [P

[Ty6muuneix 1P

7. Ecniu afpec Ha3Ha4YeHUS HE coiepikuTes B Tabnuie MAC-anpecos wim
npescTaBIseT co0oi mupokoBemarensHsii MAC-anpec, To
Kanp ornipasisiercs 06paTHO

Kanp BrIcbIIaIOT BCEM y3l1aM

+ Kazp BBICBUIAIOT BCEM Y3/1aM, KPOME HCXOSIIETO 0opTa
Tabnuma Mac- agpecoB He CYIIeCTBYeT

8. CTaHmapT KOHHEKTOpa CEeTeBOro Kadens:

RJ-232;

+ RJ-45;

COM.

9.Kakoii npotokoin paboraet Ha ceTeBoM ypoBHe creka TCP/IP?
TCP

+ OSPF

HTTP

10. Kaxkoii npoTokon ucrnonszyercs st onpenenenuss MAC-anpeca no uzsectaomy IP-aapecy?
IP

+ ARP

ICMP

UDP

6) munoeble mecmoesble 60npPoOCsvl OMKpPbIMO20 muna

1. Ykaxure, Kakue anmapaTHble CPEeICTBa HEOOXOOMMBI Ul MONKIIOUEHMs BAIIEro INEPCOHAIBHOIO
KOMITBIOTEpA K CETH Yepe3 Telne()OHHYIO JTHHHUIO:
(Monewm, TenedonHas M)
2. J171s1 MPOBEPKH CBS3H C Y3JIOM UCIONB3YIOT KOMaHIy
(ping)
3. J11st ompeeneHust MPOMEKYTOYHBIX MapIIPyTU3aTOPOB (KOIUYECTBO MEPEXOI0B)
HCIOIB3YIOT KOMaHIY
(traceroute)
4. JTnst mpocMOoTpa TabJIHIbl MapLIPyTU3aMH UCTIONIB3YIOT KOMaHIy
(Show ip route)
5. Kakumu komangamu obonoukn OC Windows MoxkHo nonyuuts [P-anpec komnbroTepa:
(ipconfig)
6. Ot vero 3aBucut KonmuyectBo MAC -afpecoB KOMIBIOTEpa:
(KONMUYeCcTBO CETEBBIX MHTEP(EHCOB)
7. Kaxkoii ceTeBoO# MPOTOKOI UCTIONB3YETCS TIPH BBITIONIHEHWH YTHIINTHI ping:
(ICMP)
8. CeTeBoli MPOTOKOI- 3TO:
(mabop cornameHui 0 B3aUMOAEHCTBUSIX B KOMIIBIOTEPHOM CETH)
9. [Iporokon mapmpyruzanuu (IP) obecnieunBaer:
(mocraBky MHPOPMALMH OT KOMIIBIOTEPA-OTIIPABUTEINS K KOMITBIOTEPY-TIOTY4aTEINIO)
10. dns mepenaun nHGOPMALIMHU B JIOKATBHBIX CETSIX OOBIYHO MCIIOIb3YIOT
(xabenp)



11. Kakoii u3 cioco0oB moakiIoyeHus K Internet odecrieurBaeT HauOONIBIINE BO3ZMOKHOCTH?
(ITocTosIHHOE MTOAKIIOYCHHE 10 ONTOBOJIOKOHHOMY KaHaIIy)

IIK-2: Cpnoco0eH BBINOJIHATH IPOEKTHPOBAHME INPOrPAMMHBIX CHCTEM CpeJIHero MU KpYIHOIo
MacmTada cCI0KHOCTH

IIK-2.1. PazpadaTbiBaeT OH3Hec-TPeOOBAHNSA K MPOTPAMMHOM cHCTeMe

a) munoeéoble mecmoeble 60npocsyl 3aKPsvlmo2o muna

1. Cetp MHTEpHET -

CBsi3b B mipesiesax OJJHON ayJUTOPHA

CBs3b, 00beIMHSAIONIAS HECKOIBKO 3JaHU I

+ CBs13b, 00BEIUHSIONIAS] KOMITBIOTEPOB BCETO MUPa

CBsi3b MEXKIY IBYMSI KOMITBIOTEpAMU

2. CBs13b, 00BEIMHSIONIAS HECKOJIBKO 3/IaHUN OJTHOBPEMEHHO

I'moGanbHast ceTh

+ JlokanbHas ceTb

PeruonanbHas cetb

KopniopaTtuBHas cetb

3. CereBast ”HQPACTPYKTYpa, IPEIOCTABIISIONIAS JOCTYI K IPYTAM CETSAM Ha OONBIITON
TEPPUTOPHH; OOBIYHO TPHHAJUICKHUT MTPOBAKepaM TeIeKOMMYHUKAITMOHHBIX YCIIYT U
HaXOAMTCS O] UX YIIPABICHUEM.

+ ['moGanbHast ceTh

T'oponckas cetpb

JlokasibHas ceTh

Peruonanbnas cetb

4. CereBas nHPpaCTPyKTypa, KOTOpast OXBaTHIBACT TEPPUTOPHIO OOJIBIIIE, YEM
JIOKaJIbHAS CEeTh, HO MEHBIIIE TJIO0ABHOM ceTr (HampuMmep, Topox). Kak mpasuiio,
YIIpaBJIsieT TOPOACKHUMHE CETSMU OFHA OpTaHU3aIsl, HallpuMep, KPYITHBIA CEeTeBOi
oreparop

I'moGanbHas ceTh

+ I'opojckas ceTb

JlokanbHas ceTb

Peruonanbnas cetb

5. CBA3BIBAIOT OKOHEYHBIE YCTPOMCTBA B OIPAaHMYCHHOM 00J1aCcTH, HAIIPUMED, B JIOME,
mIKose, opUCHOM 3AaHUH WM KOMIUIEKCE 3IaHHiA.

WAN

WLAN

+ LAN

VLAN

6. CBSI3BIBAIOT JIOKAJBHBIE CETH B OOIIMPHBIX reorpaduyeckux o01acTsIx, TAKUX KaKk
ropoja, MITaThl, PETUOHBI, CTPAHBI UM KOHTHHECHTBI

+ WAN

WLAN

LAN

VLAN

7. CetsiMu OOBIYHO YNPABISIOT onepatopsl cBsa3u (SP) wim MHTepHeT-IpoBaiineps
(1SP).

+ WAN

WLAN

LAN

VLAN

8. O0benHEeHNE B3aMMOCBI3aHHBIX ceTell B MUPOBOM MacITade.

WAN

WLAN

LAN

+ NutepHer

9. TepMHH 4acTO UCTIONB3YETCS I 0003HaUeHUS 9acTHEIX ceTeil LAN u WAN,
KOTOPBIE TIPUHAIICIKAT OpTaHU3AINH U JOCTYITHBI TOJBKO €€ YiIeHaM, COTPYIHUKAM U



IIPOYMUM aBTOPU3O0BAHHBIM JIMLIAM.
Internet
OKCTpaHeT
+ UnTpaner

0) munogule mecmnoevie 60nPOCHL OMKPHINOZ0 MUNA
1. Kakyto HanOoee CloKHYIO 3a1a4y 1ODKHBI pemats otaensl UT ¢ yuérom pocra
KOJTMYECTBA MEPCOHANBHBIX YCTPOMCTB, HAIPUMEDP CMAPT(OHOB U TIIAHIIETHBIX
KOMITBIOTEPOB, MOJKIIOUEHHBIX K KOPIIOPATUBHOM ceTn?
(6e3omacHOCTB)
2. Bo BpeMs 11aHOBOW IPOBEPKH TEXHUYECKHUH CIIEIUAINCT OOHAPYKHII, UTO
ycranoBieHHoe Ha 1K mporpamMHoe obecniedeHne oCynecTBISIIO TalHBINH cOOp
JaHHBIX 00 UHTEPHET-CaiiTax, IOCEIaeMbIX I10JIb30BATENISIMHU C JAHHOI'O
KoMIIbI0Tepa. KakoMy Tumy yrpo3sl moaBepraercsi JaHHBIH KOMIIbIOTEp?
(mmuonckoe T10)
3. OCHOBHOM CTEK MPOTOKOJIOB ceT VIHTepHET
(TCP/IP)
4. Kakas ciyx6a OC Windows Server ucrionb3yercs juist YIIpaBJIeHHs] 0€30IMacHOCThIO
(Active Directory)
5. OcnoBHas daiinopas cucrema OC Windows Server
(NTFS)
6. lnst wero ucnionbzyercs cryxk6a DHCP
(nns nHazHauenus [P-anpecos)

4.2 Tunosble KOHTPOJIbBHBIC BOIIPOCHI M 3aIaHUSA K IK3aMCHY

3aauy U LN CETEBOro aMUHUCTPUPOBaHUs. ba30BbIil HAOOp CETEBBIX CIYKO KOPIOpaTUBHON
CETH.

Mopuenu mexcereBoro B3aumoneiictust (Mozens OSI, monens TCP/IP -DARPA).

00630p penakuuii 1 GyHKIIMOHAIBHBIX Bo3MOXkHOCTeH cuctembl Windows Server 2000/2003.
VYcraHoBKa M HavasbHas HaCTpoiKa cucTeMbl. Beibop pexxnma ycranoBku. [InanupoBanue u
IPUOOPETEHUE CUCTEMBI.

[Tporokon TCP/IP. OcuoBbl ¢hyrakunonupoanus nporokoia TCP/IP (IP-  aapec, macka
MOJICETH, OCHOBHOM I1IJTI03; THIBI [P-asipec; Kiacchl aipecCHOro NpocTpaHCTBa; MyOJINYHbIE U
npuatHbie [P-anpeca; orodpaxxenus [P-anpecoB Ha ¢puzndeckue agpeca; AeIeHne Ha IOJCETHU C
MIOMOIIbIO MacKH MOJICETH.

Beenenue B IP-mapuipyTusanuto; nogiepxka Tabiaui MapipyTU3aluy.

Cayx0a DNS (mpoctpancTBO UMEH, JOMEHBI, 30HBI; KOMIIOHEHTHI ¢1y)0b1 DNS; mpocTpancTBO
umén DNS UnTtepHer.

Juarnoctuueckue yrunutel TCP/IP u DNS.

Cayx0a xaranoroB Active Directory. Mozaenu ynpasinenus 6e3onacHocTbio «Pabouas rpymmay»
u «JlomenHas monenb». Haznauenue ciryx0b1 katasnoroB AD. IIporokon LDAP. OcHoBHbIE
TEpPMUHBI U MOHATHUSA (JIEC, AEPEBO, TOMEH, OPraHU3ALMOHHOE MOApa3/ieJIeHHe, II100aTbHbIN
KaTajor).

NmenoBanne o0bekToB. [lnanupoBanue npocrpaHcTBa uMeH AD. OCHOBHbIE BapuaHThI
CTpaTeruil nJIaHUpOBaHUs. YCTaHOBKA KOHTPOJUIEPOB JOMEHA.

Jlornueckas ctpykrypa AD. @usndeckas ctpykrypa AD, caifTbl, ynpaBieHue periuKanuei
AD. Cepgepsi ['mobGansHOro karanora u Xo3si€Ba Oneparuii.

VYnpaBieHue nonb30BaTeNsIMU U IPYIIIaMH, THIIBI 10JIb30BAaTENbCKUX YUETHBIX 3aIIUCEH;
Konuenuus rpynn AD (Tunsl rpymi; 061acTs AecTBUS TPy, CTpAaTerus CO3IaHus U
UCTIOJIb30BAHMSI TPYII). YIPaBICHHE OPTaHN3allMOHHBIMU TOAPA3Ie/ICHISIMH, IeJICTUPOBAHNE
MOJTHOMOYHH. ['pynTIoBbIe MOTUTHKN (OOBEKTHI TPYIIIOBBIX MTOJUTHK).

Cuctema 6e3onacHoctu (nporokon Kerberos, HacTpoiika mapamMeTpoB cUCTEMBbI O€30MaCHOCTH).



ba3oBble U qTuHaMu4eckure AUCKH, ToMa. [IpocToit TOM, COCTaBHOM TOM, YEPEIYIOIIUKCS TOM,
3€PKaJIbHBIA TOM.

@aitnosas cucrema NTFS. 3agaun ¢aiinosoit cucrembl. NTFS npenmymiectBa nepen FAT.
VYupasnenue goctynom Kk nankam. [logkmouenue ceteBbix nuckoB. Pazpemenns NTFS.
VYmpasieHue A0CTYIIOM ¢ momoltisio rpymm.Cxxatue u mudpoBanue nHdopmMaiuu,
nedparMeHTaImsl.

CereBble IPOTOKOJIBI U CITYKOBI.

Cnyx6a DHCP. IIpouecc Haznauenus IP — anpecor. O0cinykuBaHne KIMEHTOB pa3HbIX [P —
cereil.

Cmyx6a WINS. Ciry:x6a RRAS.

Buptyanbnsie yactabie cetu. Texnomorus VPN.

Honnepxka B/l AD. Onpenenenue bJl. @aitnbl B/I. PezepBHoe konupoBanue AD.
Boccranosnenne AD. [lepparmenranus, nepemerienne b/1.

Cnyx6a tepmunanoB Windows 2003. @yukiuu. Ciry>k6a TepmuHanoB u mpoTokos RPC.
Pexumsbl pynkimonuposanus. CpeacTBa aAMUHUCTpUpoBaHus. Pemenus Ha 6ase ciryx0
TEPMHUHAJIOB.

MOHUTOPHHT CETEBBIX YCTPOUCTB U cepBepoB. CpeacTBa MoHuTOpUHTA. [IpOCMOTp COOBITHI.
Aynaut. Hactpoiika nonutuk aynura. CTaHaapTHbIE NOJIUTUKU ayAUTa JIJ1s1 KOHTPOJUIEPOB
JoMeHa. MOHUTOPUHT NPOU3BOAUTENBHOCTH. ucneruep 3aaau. Koncons
«IIpon3BOIUTENBHOCTBY.

Cnyx0a aiinos u neyatu. Hactpoiika. OcHOBHEIE ceTeBble MTPOTOKOJIbl. OCHOBHBIE CETEBbIE
ciyk0b1. Opranu3zanys y1ajieHHoro J0CTyma.

Bupryansnsle yactHbie cetd. Hactpoiika. Mcnonb3oBaHne CTOpPOHHUX BUPTYaIbHBIX YaCTHBIX
CEeTeH.

Cepsucsl Internet. Cepucsl Intranet. [Ipobiembl a AIMUHUCTPUPOBAHUS CEPBUCOB.
Tpancnopthas noacucrema cereit TCP/IP.

Hudopmarmonnslie pecypcesl Internet.

[TocTpoenne pacnpeneneHHbIX KOPIOPATUBHBIX CETEH.

[IpuHMns! opranu3anuy u ynpasienus HTepHeT-1IpoBaiiiepoB.

Onepatop 340 000 "Komnahus "TeH3op" —

[IOKYMEHT MOATMUCAH 3MIEKTPOHHOW MOANUCHIO
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