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1. O01mume moJI0KeHus

YaCTH OCHOBHOW 00pa3oBaTeIbHON MPOrPaMMBI.

TEKYILIEro KOHTPOJIA U MPOMEXKYTOYHON aTTECTALUH.

OOBaHMSIMU.

TOYHOMW aTTECTAIlMU, UTOTOBBIN KOHTPOJIb B (hopme 3aueTa.

Ol/;eHOLlele mamepudilol — 3TO COBOKYIIHOCTDb y‘-Ie6H0-MeTO,[[I/ILIeCKI/IX MaTCprajioB U IIPOLC-
AYyp, IPCAHA3HAUYCHHBIX I ONCHKH Ka4€CTBa OCBOCHMUA O6yanOHIHMHC$I I[aHHOﬁ JUCHHUITIIIMHBI KaK

[lenb — OLIEHUTH COOTBETCTBHE 3HAHMM, YMEHUI U YpOBHSA MPUOOPETEHHBIX KOMIETEHIMH,
o0ydJaromuxcs 1esiM 1 TpeOOBaHUSIM OCHOBHOM 00pa3oBaTeIbHOM MPOrpaMMBl B XOJ1€ IIPOBEICHHS

OcHoBHas 3a7jaua — 00ECIEeYUTh OLIEHKY YPOBHSI C(HOPMUPOBAHHOCTU OOIIEKYIBTYPHBIX U
po(eCCUOHATBHBIX KOMITETEHITUH, TPHOOPETAEMBIX 00YJAOIIMMCS B COOTBETCTBUH C 3TUMHU Tpe-

KoHTposp 3HaHuN 00y4aromuxcsi MPOBOAUTCS B (pOpME TEKYIIErO KOHTPOJIL M MPOMEXKY-

2. HacnopT OLCHOYHBIX MAaTCPHAJIOB 110 TUCIHUIIJIUHE

n/n

KontpoJsmpyemblie pa3ieibl
(TeMbl) AMCHMILIAHBI

Koa xonTpoaupyemoii KoMm-
neTeHIHU (WM ee YACTH)

HaumeHnoBanue
OIIEHOYHOI'0 CPeICTBA

Paznen 1. bazoBble moHATHSA
obnacTu 3amUTHl HHpopManuu u 6e3-
ONMacHOCTH HHGOPMALMOHHBIX  CH-
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[Ipobnema wuH(pOpPMALIMOHHON
Oe3onacHocTr  obOmecTBa.  OCHOBHBIE
TEPMUHBI U OMNPENICIICHUS] TAaHHON Mpe[-
MeTHOM oOnactu. 3agayd TO 3amuTe
“HpOpMAIM U HH(OPMAIMOHHBIX CH-
creM. YpoBHH (OPMHPOBAHHS PEKHMa
nHpopManmoHHo# 6e3onacHocTH. O630p
HOPMATHUBHO-IIPABOBLIX JOKYMCHTOB B
obnmactu 3ammtel uHGopManuu. [ocy-
JapcTBeHHbIE cTaHAapThl PO — pykoBo-
ISe  TOKYMEHTHl [ ocTexxomMuccHu
Poccun no 3amure unpopmanuu. /Tema/

1.2

Ipobnema HWH)OPMATMOHHOM
Oe3omacHocT  obOmecrBa.  OCHOBHBIE
TEPMHHBI U ONpEeTICHUs JaHHOH Mpea-
METHOM oOmacTd. 3afaund 1O 3aIluTe
uHbOPMAIMH ¥ HWHPOPMAIMOHHBIX CH-
creM. YpoBHH (OpPMHUPOBAaHUS pexRHUMaA
nHdopmanronHoi 6ezonacHoctu. O630p
HOPMaTHUBHO-TIPABOBBIX JTOKYMEHTOB B
obnmactu 3ammthl uHpopManuu. [ocy-
JapcTBeHHble cTaHmapTel PO — pykoBo-
JSde  JTOKYMEHTHI [ OCTEeXKOMHCCHU
Poccun no 3amure uHbopManuu.

Ouenka puckoB B cdepe uH-
(dopmanmonHoi Ge3omnacHocTd. OCHOB-
HBIE METOMBI CPE/ICTBA, MEXAaHH3MBI 3a-
mUTH HHOpMAIHK.

/J1ex/

OIlK-3.2
OIIK-3.3

3auer
IIpaktudeckas pabora
Jlabopartopnast pabora
CamocrosiTenbHas pabora




Pa3nen 2. Yrpo3sl nHpopmManuon-
HOW 0e30MacCHOCTH

21

HccnenoBanue NPUYMH HAPYIICHHS
Oe3omacHocTH. [loHsATHE Yrpo3sl UH(GOPMAIIH-
oHHOI Oe3omacHoct. Kiaccudukanus yrpos
10 Pa3TMYHBIM KIacCH()UKAINOHHBIM TIPHU3HA-
kaM. [Tonsarue ys3BuMoctu uHpopmanuu. Co-
BpeMEHHbIC BHIBI yrpo3. [loHsTue, BHUIHI,
KIaccubUKaNus, dTanbl pPeaar3alii TUIIOBBIX
CeTeBBIX aTaK. TeXHUYECKHE KaHANbl YTEYKU
nHdopmanu. Kananbl HecaHKIIMOHUPOBaHHO-
ro jocrymna Kk uapopmanuu. /Tema/

2.2

Uccnenopanue OpPUYMH HAPYIICHHUS
6ezonacHoctH. [ToHsATHE Yrpo3bl HHPOPMAIH-
OHHOM Oe3omnacHocTH. Kiaccudukanus yrpos
IO pa3JIMYHbIM KJ'laCCI/Id)I/IKaIlI/IOHHblM Ipru3Ha-
kam. [Monstue ysa3BuMoctu uHbopmaiwu. Co-
BpeMeHHbIe BUIBI yrpo3. [loHsThe, BHABL,
KITacCH()UKALMSL, STANbl PEATH3alHH THIIOBBIX
cereBbIX arak. TeXHHYECKHE KaHAIBl YTECYKH
napopmanuu. KaHaisl HECAaHKIIMOHMPOBAHHO-
ro focryna Kk nuapopmaruu. /Jlex/

OIlK-3.2
OIlK-3.3

3auer
IIpaktuueckas pabora
CamocrostenbHas padora
KontponrsHas padora

Pa3nea 3. O6mme noaxonasl K npo-
osieme 3amuTbl MHpopmanuu. OCHOBHBIE
METO/IbI M CPeJCTBA 3aLIMThI §€30MaCHOCTH

3.1

OO01muye moaXoabl K MpodiIeMe 3amu-
Tbl HHGopManun. OCHOBHBIE METOJIBI U Cpell-
CTBa 3amuThl 6e3onacuoctH /Tema/

3.2

Teopernueckue OCHOBBI HH(pOpPMa-
HOHHOH Oc3omacHOCTH. ITOHATHSA «0OBEKT,
«CYOBEKT», «CYIIHOCTBY», «mporeccy. [loHs-
THEe MoAeIn Oe30macHOCTH. Bumbl Mopeneit
0€30IacHOCTH B 3aBUCHMOCTH OT peajn3ye-
MBIX (YHKIME 3amuThl. [IOHATHE TOTUTHKH
Oe3omacHOCTH. MaHnaTHasl, JUCKPEIIMOHHAS,
polieBast HONMUTHKY Oe3omacHoCTH. /JIex/

OIlK-3.2
OIIK-3.3

3auer
IpakTHyeckas padora
JlaGoparopuas pabora
CamocrostenbHas pabora
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3. [loka3aTe/in M KPUTEPHH OLIEHUBAHUS KOMIIETEeHIMIi (Pe3yJIbTaTOB)
HA pa3jIMYHBIX 3Tanax ux GopMupoBaHUs, ONMCAHUE IKAJ OLlCHUBAHUS

Copmuposannocme Kaxcoou Komnemenyuu B PaMKax OCBOCHHUS JAHHOW JAMCHUIUIMHBI
OLIEHUBACTCS 110 MPexypoEHeSoOll WKale:
® [IOpPOTOBBIN YpOBEHb (YJOBIETBOPUTENbBHBIN) sSIBIIETCA 0043aTEIbHBIM IJIs1 BCEX 00yJaroImuxcs
10 3aBEPUIEHUH OCBOCHMSI TUCLIUIUINHBI;
® T[POJABUHYTHII YPOBEHb (XOpOIIMi) XapaKTepU3yeTcs MPEBBIIEHUEM MHUHUMAJIbHBIX XapakKTe-
PUCTUK CPOPMHUPOBAHHOCTH KOMIETEHLUH 110 3aBEPIIEHUN OCBOECHUS TUCIMIIIINHBI;
® DJTaJOHHBIA YpOBEHb (OTJIMUHBIN) XapaKTEpPU3yeTCs MAKCUMAJIbHO BO3MOXHOW BBIPAKEHHOCTHIO
KOMIETEHIIUH U SBJISETCS BaKHBIM KaYECTBEHHBIM OPHUEHTHPOM JUISl CAMOCOBEPIIEHCTBOBAHUS
00y4aemoro.
[Ipu nocraTouHOoM KauecTBe OCBOEHHUs Oonee 81% mpuBeAEeHHBIX 3HAaHUM, YMEHUN U HaBbI-
KOB IIPEIIOaBATEIb OLEHUBAET OCBOCHUE TAaHHOW KOMIIETCHIIMM B PAMKaxX HACTOSILEH JUCLMILIU-
Hbl Ha 3TAJIOHHOM YpPOBHE, IIPH 0CBOeHUHU Oosee 61% MpuBeAECHHBIX 3HAHUN, YMEHUI U HABBIKOB —
Ha TPOJBUHYTOM, IIpU ocBoeHUH Oomnee 41% mpuUBEeIeHHBIX 3HAHUN YMEHHMI U HaBBIKOB — Ha TOPO-
rosoM yposHe. [Ipu ocBoenun menee 40% npuBeNeHHBIX 3HAHUM, YMEHUH U HaBBIKOB KOMIIETEH-
1S B paMKax HacTOSALIEH JUCLUIUIMHBI CUUTACTCS HEOCBOCHHOM.

Yposenwv cghopmuposannocmu kax10ii KOMIETEHIIMU Ha pa3IMYHBIX dTanax ee popmupoBa-

HUS B MIPOIIECCE OCBOCHHUS TUCIMITIMHBI OLIEHUBACTCS B XOJI€ TEKYIIEr0 KOHTPOJIS YCIIEBAEMOCTH H
IPEICTaBICHO PA3IUYHbIMU BHJAMH OLIEHOYHBIX cpeAcTB. [IpernonaBaTtenem oLieHUBaeTCs COAEp-
JKaTelbHas CTOPOHA M KaYeCTBO YCTHBIX W MUCbMEHHBIX OTBETOB CTY/AEHTOB Ha WHAWBUIyallbHbIE
BOIIPOCHI BO BPEMsI MTPAKTHUYECKUX M JTAOOPAaTOPHBIX 3aHATHI, MaTEpUAIIOB, TPUBEICHHBIX B MUCH-
MEHHOM TECTHPOBAHUE IO TEOPETUYECKUM pazjenaM Kypca U pedepare. [JomOTHUTETBHBIM Cpea-
CTBOM OIIGHKH 3HAHWM M yMEHUI CTYACHTOB SBJISIETCS OTYET MO MPOBEICHHBIM J1a00OPaTOPHBIM pa-
00TaM M HX 3aIIUTa. YYUTHIBAIOTCS:

® YpPOBEHb YCBOEGHHUS MaTepHaia, IpeJyCMOTPEHHOr 0 IPOrpaMMoil Kypca;

® yMEHHE aHAIM3MPOBATh MAaTEPUA U yCTAHABIUBATH IPHUYNHHO-CIICACTBEHHBIE CBS3H;

® OTBETHl Ha BOIPOCHI: MOJIHOTA, APTYMEHTUPOBAHHOCTb, YOSKICHHOCTh, KAYECTBO OT-
BeTa (ero o0mIasi KOMIO3UIIUS, JIOTHYHOCTb, O0MIas SPYIUIIH);
KauyeCcTBO BBIIIOJHEHHOM J1a00paTOpHON padboTh! (MPOrpaMMHOIO MPOIYKTA);
IPaBUIBHOCTD BBHIMOJHEHHON KOHTPOJIBLHON paboThI (TecTa);
UCTIOJIb30BaHNE OCHOBHOM M JIOTIOJTHUTENLHON JINTEPATyPHI TIPU TIOATOTOBKE,
U IPUHUMAIOTCS BO BHUMAaHUE 3HAHUS, YMEHUs, HA8bIKU, TIEPEUUCICHHbIE B 1.2, pabo-
Yeil mporpaMMbl JUCHUTUTHHBI.

Kpumepuu ouyenueanus ypoBHsi chOpPMHUPOBAHHOCTH KOMIIETEHIIMU B MPOIIECCE BHITIOIHE-
HUS KOHTPOJIBHBIX 3aJaHHI:

41%-60% npaBUIBHBIX OTBETOB COOTBETCTBYET MOPOTOBOMY YPOBHIO C(POPMHUPOBAHHOCTH
KOMIIETEHIIMH Ha JaHHOM d3Tane ee popMUpoBaHUS;

61%-80% mpaBUIBHBIX OTBETOB COOTBETCTBYET MPOJABUHYTOMY YPOBHIO c(hOpMHUpPOBAHHO-
CTH KOMITETEHIIUH Ha JAHHOM dTare ee GOopMUPOBAHUS;

81%-100% mpaBUIBHBIX OTBETOB COOTBETCTBYET ATAIOHHOMY YPOBHIO C(OPMUPOBAHHOCTH
KOMIIETCHIIMH Ha JaHHOM dTarne ee (GopMupoBaHUSL.

CdopMupOBaHHOCTH YPOBHS KOMIICTCHIIUIA HE HUKE IIOPOTOBOTO SBJISETCS] OCHOBAHHEM TS
JIOITyCKa 00ydYaromerocss K MpoMeKyTOUYHOM aTTeCTalluy 10 JaHHOW aucrurinae. @opMoit mpome-
JKYTOYHOM aTTeCTaluy MO JAaHHOW AUCIUIUIMHE SIBJISETCS 3a4eT U 3K3aMEH, OLIEHUBAEMbIE MO MPH-
uaroit B ®I'BOY BO «PTPTY» cucreme.

3auer oueHuBaercs mno npuHsaTon B PI'BOY BO «PI'PTVY» cucreme «3auteHo» u
«HE 3a4TCHON:
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IxaJja oneHnBaHUSA

Kpurepun oneHuBanus

«3AYTCHO»

OYeHKU «3aumeHOo» 3aciyKUBAeT OOydaroluiics, MpOJEeMOHCTPUPOBAB-
LM TOJIHOE 3HaHME Marepuaja JAUCLUUILIIMHBI, YCBOMBLIMI OCHOBHYIO
JUTEPATYpPy, PEKOMEHI0BAHHYIO IPOrPaMMOM TUCLHUILIMHBL; TOKA3aBIINI
CHCTEMaTUYeCKHI XapaKkTep 3HaHUI, OTBETUBILUI Ha BCE BOIPOCH! Oule-
Ta WU JIOMYCTUBIINH MOTPENIHOCTh B OTBETE, HO 00JIaIAI0NIHNiA HE00X0-
JUMBIMH 3HAaHUSIMU JIJIs1 €€ YCTPAaHEHHS];

«HE€ 3a4YTCHO»

OYeHKU «He 3aumenoy 3acily’)KUBaeT o0yJaroIuiics, He claBuii Jadopa-
TOPHBIM TPAKTUKYM, IMPOJEMOHCTPUPOBABIIUN CEPbE3HbIE NPOOENHl B
3HAaHMUAX OCHOBHOI'O MaTepHalla U3y4EHHOW AWCLHILIMHBL, HE OTBETHB-
MK Ha BCE BOMPOCH OMIleTa U JONOIHUTEIbHbBIE BOIIpockl. Kak nmpasuio,
OLIEHKA «HE 3aYTEHO» CTABUTCS OOy4YaroIIUMCS, KOTOPblE HE MOTYT MpO-
JIOJDKUTH 00yYeHHE 0 TAHHOW 00pa30BaTeIbHON MpOorpaMme.

Ok3ameH oneHuBaercs 1o npuHaTo B ®I'bOY BO «PI'PTVY» uersipexbamibHON cucTeMe:
CHEYJOBJIIETBOPUTEIBHO», KYJIOBIETBOPUTEIBHOY», «XOPOLIO» M KOTIIMYHO»:

IxaJja oneHnBaHUSA

Kputepun oueHuBanus

«OTJIHYIHO»

cmyoenm 00JiceH: TIPOJEMOHCTPUPOBATh TTyOOKOE yCBOGHHE MaTepHa-
J1a; MCUYEPIIBIBAOIIE, MOCIIEA0BATEIbHO, TPAMOTHO U JIOTHUYECKU CTPOHHO
U3JIOKUTh TEOPETHUECKHI MaTepHalt; MPaBUIbHO (OPMYITHPOBATH OMpE-
JIeTICHUST; YMETh JIeNIaTh BBIBOJBI 110 M3JIara€MOMy MaTepuaiy; 0e3ymnped-
HO OTBCTUTH HC TOJIBKO Ha BOIIPOCHI 6I/IJ'IeTa, HO N Ha JOIIOJIHUTCIIbHBIC
BOITPOCHI B paMKax pabodvell MporpaMmbl TUCHUILUIMHBI; MTPOISMOHCTPH-
pOBaTh yMEHHUE MPABUIIBHO BBITOIHATH MPEIYCMOTPEHHBIC TPAKTUYCCKHEC
3aJIaHHUS;

«X0pouIo»

cmyoenm 00/ ceH: TPOJEMOHCTPUPOBATH JOCTATOYHO IIOJIHOE 3HAHUE
MaTepualia; MpoJAeMOHCTPUPOBATh 3HAHWE OCHOBHBIX TEOPETUUYECKHUX IO-
HATHUM; TOCTAaTOYHO IOCJIEI0BATEIbHO, TPAMOTHO U JIOTHYECKH CTPOMHO
U3NIOKUTh MaTe€pUall; yMETh CJeNlaTh JAOCTaTOYHO OOOCHOBAaHHBIE BBIBO-
IIbI; OTBETUTH Ha BCE BOIPOCHI OMIiIeTa; MPOJAEMOHCTPUPOBATH YMEHHE
MIPaBUJILHO BBITIOJIHATH NMPAKTUUECKHUE 3aJIaHUs, TP STOM BO3MOXKHBI He-
MPUHIMITHATIbHBIE OUTNOKH,

«Y/AOBJICTBOPH-
TeJIbHO»

cmyoeHm 0oxcen: TPOAEMOHCTPUPOBATH oOOlee 3HAHUE MaTepHaa;
3HATh OCHOBHYIO PEKOMEHIyeMYI0 y4eOHYIO JIUTEPATypy; YMETh CTPOHUTH
OTBET B COOTBETCTBUHU CO CTPYKTYpOH H3JaraéMoro BOIpOCa; MOKa3aTh
oO1iee BiaJeHUE MOHSATUHHBIM allapaToM TUCIUIUIMHBI; YMETh yCTpa-
HAThH JONYIIEHHBIC OMMUOKK B OTBETEC HA TCOPETUUYECKUE BOMPOCHI U TIPU
BBITIOJTHEHUH MPAKTUYECKUX 3aJaHui, J100 (IIpH HENpPaBUIHLHOM BBINOJ-
HEHUU MPAKTUYECKOro 3aJaHMsl) MO YKa3aHWUIO MpernofaBaTelis BBIMO-
HUTH JPYTUe MPAKTHUECKHUE 3aJaHHsL TOTO XKe pa3jena JUCIHUILINHBL;

«HEYAOBJICTBOPUTEC/Ib-
HO»

cmasumcs 6 ciyuae: HE3HAHUS 3HAYUTEIBHON YacTH MPOrpaMMHOIO Ma-
Tepuana; He BIaJCHHs TOHATUHHBIM almnapaToM; CYIECTBEHHBIX OMTHOOK
IpU U3JI0KEHUU Y4eOHOTrO MaTepuaa; HEyMeHHS CTPOUTh OTBET B COOT-
BETCTBHH CO CTPYKTYPOH H3JIaraeMoro BOIPOCa; HEYMEHUS JeTaTh BBIBO-
nel. Kak mpaBmiio, Takasi OlleHKa CTaBUTCS CTYJCHTaM, KOTOPhIE HE MOTYT
IPONODKUTE O0y4YeHHE MO JaHHOH 00pa3oBaTeNbHOM Mporpamme, a Tak-
e, eCIM CTY/CHT MOocje Hadala SK3aMeHa OTKa3ajcs ero C/IaBaTh, WA
HApYIIWJI MpaBUia CAa4YM dK3aMeHa (CIHUCBIBAJ, MOCKa3bIBal, 0OMaHOM
MBITAJICS MIOJIYYUTH 00JIee BBICOKYIO OLIEHKY | T.11.).




. TUOBbIe KOHTPOJIbHbIE 3aJaHUSl U HHbIE MATEPUAJIbI
4.1. lIpome:xyTOuHasi aTTecTanus (3a4er)

Kon Copnep:xanue IlepedyeHb MuIAHMPYEMBbIX Pe3yJIbTATOB
KOMIICTCHIIUHU KOMIICTCHIIUN 06y11emm o JTUCHUIIJINHE
OIIK-3: Cnocolen pemiaTh CTaHIAPTHBIE 3a1a4l NPo(ecCHOHAIBLHOM e TeJbHOCTH HA OCHO-
OITK-3 Be MH(pOPpMaNMOHHOH U OubIMorpaduyeckoil KyJbTypbl ¢ NMpUMeHeHUEeM HHGOPMAIHOHHO-
i} KOMMYHUKAIMOHHBIX TEXHOJIOTHIl M ¢ Y4eTOM OCHOBHBIX TpeGoBaHMii HH(OPpMALMOHHOMH 0e3-
ONACHOCTH

3HaTh npuUHLIUNB HHGOPMAIMOHHONH U OubIHorpaduueckoi
KYJABTYPbl, METO/BI U CPEACTBA PELICHHs CTAHAAPTHBHIX 3a/1a4
po)eCCHOHATIBHON JIEATEIBHOCTH C TPUMEHEHHEM HH(pOpMa-
OMOHHO-KOMMYHHKAIIHOHHBIX TEXHOJIOTMA M C Y4ETOM OCHOB-
HBIX TpeOOBaHUI MH(OPMAIMOHHONW 0E30MacCHOCTH.

IloHumaeT oCHOBHBIE TPedO- | YMeTh HCIONB30BaTh NPUHLIUIBI WHPOPMAIIMOHHON U OMOIHO-
OIIK-3.2 BaHus WH(poOpManMoHHON 0e3- | rpaduyeckoll KyJIbTypbl, METOJbl M CPEICTBA PEIICHUS CTaH-
ONMaCHOCTH JApTHBIX 3a7iad Npo(ecCHOHATIbHOIN NEeSTeTbHOCTH C NpPUMEHe-
HUEM HWH(OPMaIIOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHH U C
Y4eTOM OCHOBHBIX TpeOoBaHMI HH(pOPMAIMOHHOH 0e30macHo-
CTH.

Buaaners Meromamu ydera TpeOoOBaHWIT MHPOpPMAIMOHHON Oe3-
OIIACHOCTH.

3HaTh METOIBI M CPENCTBA PEUICHHS CTAHIAPTHBIX 3a1a4 IMpo-
(eccHOHANBEHON AEATENPHOCTH C MpPUMEHEHWeM uHpopmarm-
OHHO-KOMMYHUKAIMOHHBIX TEXHOJOTHHA M C Y4ETOM OCHOBHBIX
Pemaer 3agaum mnpodeccuo- | TpeOoBaHUIT MHPOPMALMOHHOW 0E30MACHOCTH.

HAJILHOW  JesiITeJIbHOCTH ¢ | YMeThb pemarh CTaHJapTHBIE 33/1a4d NPOQEeCCHOHANBHON nes-
npuMeHeHHeM  uHGOpPMANM- | TEIHLHOCTH c pUMEHEHHUEM UH( OPMAIIMOHHO-
OIIK-3.3 OHHO-KOMM YHHKAII OHHBIX KOMMYHHUKAI[HOHHBIX TEXHOJOTHH M C Y4ETOM OCHOBHBIX Tpe-
TeXHOJIOTHiIi C Y4eTOM OCHOB- | OOBaHWII MHPOPMALMOHHONW OE30MaCHOCTH.

HbIX TpeGoBaHuii wHpopMa- | Biagers MeTonaMu W CpelCcTBAaMU DEIICHHs CTaHIAPTHBIX 3a-
IMOHHOI 0e301acCHOCTH Jad MpopEeCCHOHANBHOW MAEATENLHOCTH C TNPUMEHCHHEM HWH-
(hopManMOHHO-KOMMYHUKALIMOHHBIX TEXHOJIOTUM M C y4eTOM
OCHOBHBIX TpeOoBaHHH MH()OPMAIIMOHHON 0€30MacHOCTH.

4.2. TeMbl IPAKTHYECKUX 3aHATHH

Tema 1. OcBoeHHME MPUEMOB BOCCTaHOBJICHHS (PaiiioB, HHOUIIUPOBAHHBIX BUPYCOM, MPU OT-
CYTCTBHUU aHTUBUPYCHOI'O IPOIPaMMHOT'0 00ECTIEYEHUSI.

Tema 2. OCHOBHBIE TPUHITUIIBI PA0OTHI C JIEKTPOHHOM MUGPOBOU MOIMHUCHIO.

Tema 3. OcHOBHBIEC TPUHIIUIIBI PAOOTHI AITOPUTMA OTEYECTBEHHOM IU(PPOBOIA

noanucu «Horapuyce»

Tema 4. 3yuenue creraHorpauaecKkoro MeToAa 3auuThl HHPOPMAIIUU OT

HECAaHKI[MOHMPOBAHHOI'O JOCTYIIA.

4.3. KoHTpobHbIEe BONPOCHI TEKYIIEr0 KOHTPOJISI HA MPAKTHYEeCKHX
3aHATHSAX U NPH 3aMTe 1a00pPaTOPHBIX padoT

bazoBsie mousaTHs qucuuIInebl « THGOpMaIonHas 0e30macHOCTh»

. Haiite onpenenenue nouarus «MHpopmaimonHas 6€30MacHOCTbY.

Jaiite onpenenenue noHATUS «3amuTa HHGOPMAITUN.

Haiite onpenenenue nousaTus « MHpopmanusy» ¢ TOUKH 3peHust HH(POpMaIIMOHHOM
0€30I1aCHOCTH.

5. Ha3zoBure cBoiicTBa nH(pOpMaIUK, HanOoJee 3HAYUMBIE C TOYKH 3PCHHS

CESESES




nH(pOpMaIMOHHOM 0€301TaCHOCTH.

6. Uem ompenensieTcsi ypoBEHb (CTETEHb) CEKPETHOCTH HH(POPMAIIMK UITU TOKyMeHTa?

7. Uro Takoe KOMMYEeCTBEHHAsl XapaKTePHUCTUKAa HHPOPMAIIUH, KAKUE METO/IbI OIPEIeTICHHS
JAaHHOW XapaKTePHCTUKHU CYIIECTBYIOT?

8. Uem xapakTepu3yIOTCs MparMaTuyeckre CBOicTBa HHGOpMAaIHK ?

9. [aiite onpenenenue noustus «MHudopMaioHHas cucreMa.

10. Yro moHMMaroT o vH(GOpMAIOHHBIM ITPOLIECCOM ?

11. Yem xapakTepu3yroTcs HHHOPMAIIMOHHBIE CUCTEMBI?

12. Yto Takoe 06paboTka nHpopMaly B HHPOPMALMOHHBIX CHCTEMAX ?

13. Yto Takoe puzmueckas cTpykTypa HH(GpOpMAIMOHHOW CUCTEMBI?

14. Yo Takoe soruveckas CTpykTypa HHPOpMaImOHHON CUCTEMBI?

15. Yto Takoe Tomonoruyeckast CTpykTypa uHGpOpMaMOHHON CUCTEMBbI?

16. Yto Takoe koHpuUryparus HHGOpMaImOHHON CUCTEMBI?

17.Yto Takoe apXuTeKTypa HHOOPMAITMOHHOW CUCTEMBI?

18. Uro Ttakoe nHpopManMOHHbIHN y3en?

19. Yto Takoe pecypchbl HHGOPMAIIMOHHON CUCTEMBI?

20.KTo cunrtaercs moiap3oBareneM HHGOPMAIIMOHHONH CUCTEMBI?

21. KakuMu KpUTEpUSIMHU MOXKHO OLICHUTh KaueCTBO MH(GOPMALIMOHHON CUCTEMBI?

22.YT0 OTHOCUTCS K CpeICTBAM oOecreueHus] HHPOPMAITMOHHBIX CUCTEM M X TEXHOJIOTHI?

23. JlaiiTe XapakTepUCTUKY pacpeeEHHbIX HHPOPMAITMOHHBIX CUCTEM.

24. Kakoil cTpyKTYpHBIN KOMIIOHEHT CUCTEMbI IOHUMAETCs TTO/1 00bEKTOM 3aIHUTHI?

25. Kakoil cTpyKTypHBIif KOMITOHEHT CUCTEMBI SIBJISETCS 3JIEMEHTOM 3aIIUTHI?

26. [lepeuncnute XapaKTePUCTUKH, BIUSIONINE HA 0€30MacHOCTh HH(POPMAIUH B

HH(POPMAIMOHHOW cHcTeMe?

27. Taiite onpeaeneHre NOHATHS «YTpo3a 0€30MacHOCTHY.

28. JlatiTe onpeneneHne MOHATHS «Y SI3BUMOCTh HHPOPMAIUN.

29.Yto Takoe araka Ha HH(GOPMAIIMOHHYIO CUCTEMY?

30.Yro Takoe yreuka nHpopmManuu?

31.Yro Takoe pasriamieHne HHPOpPMaIIH ?

32.YTo Takoe HECAaHKITMOHUPOBAHHBIN JOCTYII?

33. [laiite onpenenenue nousatus «llomuTtrka 6e30macHOCTH?

34. Kakyro yrpo3y HH(pOpMaIHH MPEACTABISIOT COO0M XaKepHl.

35. Yto Takoe 0eCKOHTPOJIbHBIN yX07 HHGOPMAITHH ?

36. Yo Takoe KaHaJl yTE€UYKU?

37.Ha3oBuTe BUABI KAHATOB YTEYKH ?

38. HazoBuTe Kiaccu(pUKAIMOHHBIC PU3HAKK YTPO3 O€30ITaCHOCTH.

39. Kakue Bubl yrpo3 CUMTAIOTCS] YMBIIUICHHBIMH, 8 KAaKUE HEMpeJHaAMEPEHHbIMU ?

40.YTo TaKkoe aKTHBHBIC U TTACCUBHBIE YIPO3bI?

41.TlepeuncnuTe MyTH HECAHKIIMOHUPOBAHHOTO TOCTYNA K HH(pOpMAIIH.

42.B yeM 0COOCHHOCTH Yrpo3 U yA3BUMOCTEH KOPIIOPATUBHBIX CETEl?

43.Tlepeuncnute BUABI aTak B [P-ceTsx.

44 Tlepeuncnute HanOosee odre npodieMbl 0e30nacCHOCTH MHPOPMAILIMOHHBIX CUCTEM.

45. TlepeuyricnuTe OCHOBHBIE TPYIINBI METOAOB U CPEJCTB 3aIUTHI HHPOPMAIIHH.

46.Yto BXOJUT B MOHATHE KOMIUIEKCHOW 3aIlIUTHI HH(pOopManun?

47.Ha kaxkue BUJIBI MOAPA3ICISAIOTCS CPEACTBA 3aITUThI HHGOpMaIUn ?

48. TlepeuricnuTe OCHOBHBIE CPEJCTBA 3AIIUTH HHPOPMAIIIH.

49. TlepeurcnuTe OCHOBHBIE METOBI 3aLTUTHI HH(OPMALIUH.

50. [epeuncnanre OCHOBHBIE MEXaHU3MBI 3aIIUTHI WH(OPMAIIHH.

51.TlosicauTe comepkaHue TMOAXOAOB K oOecredeHnto 0e30macHOCTH WHGPOpMAIMU W WH
(OpMAaLIMOHHBIX CUCTEM, U3JIOKEHHbIE B MEKI'OCYJaPCTBEHHBIX CTaHAapTaxX
MH(}OpPMAIIMOHHOIN 0€3011aCHOCTH.



4.4. TunoBbie KOHTPOJIbHBIE 32JaHUSI HUTOTOBOI'0 KOHTPOJIS
NPH NPOBe/IeHUH J1a0opaTOpHBIX padoT

3aoanue 1.

H3yuenue memooos Kpunmocpaguueckou 3auwjumsl uHpopmayuu ¢ UCnoIb306aHUEM
wugppos nepecmanosKku.

1. Ilughp mapwpymmnoii nepecmanogxu

2. Hlugpp nepecmanoexku « Cyumanay

3. Hlugp «Illosopomnasn pewemka»

4. Ilughp éepmukanvhoii nepecmano8Ku

5. Hlughp na ocnose mazuueckux Keaopamoes
3aoanue 2.

H3yuenue memooos Kpunmozpaguueckoil 3aujumol UHGOpMayuu ¢ UCNONALIOGAHUEM
wugpoe 3amenul.

1. Hlughp npocmoii 3amensvi

HIugp Ilezaps

Hlugp «Appunnas cucmema noocmanoeok Ilezapsa»
HTughp nozynzoswtii

HIugp «llonubuanckuii Keaopamy

HIugppyrwuwan maonuya Tpucemyca

N o g bk~ N

HTughp oucpammmneiit Ineiighepa
8. Hludgpyrowan cucmema omoghonos
3aoanue 3.

H3yuenue memooos Kpunmocpaguueckoiu 3aujumsl uHpopmayuu ¢ UCnOIbL306AHUEM
WUPPOB CLOHCHOIL 3aMEHDL.

1. HTughp I'poncehenvoa

2. Cucmema wmugposanus Buscunepa

3. Hlugp Buscunepa c asmoknouom

4. Ilughp Busrcunepa c nepemeuwtannvim anghagumom

5. /leotinon keadpam Yumcmona

4.5. TunoBble 3aJaHUS TPOMEKYTOYHOT0 KOHTPOJIsI
NPH BbINOJTHEHUH KOHTOJIBHBIX PadoT

3aoanue 4.

H3yuenue memooos Kpunmozpaghuueckou 3aujumel UHGOpmMayuu nymem npoeepKu npa-
6UNbHOCIMU KNI0Ya

3aoanue 5.

HIugposeanue memodom zammuposanus.



3aoanue 6.

HIugpposanue memooom Bepnama.

3aoanue 7.

Cucmemut ¢ omKkpoimvim Knouom. Anzopumm RSA

3aoanue 8.

Cxema wuugposanus Ilonuza — Xennmana.

3aoanue 9.
Cxema wugppoeanus Ine-I'amana.
3aoanue 10.

Hlugposanue c ucnonvzosanuem nomokosozo wugpa RC4

CTBaM.

4.6. TunoBbIe 3aJaHU 1JIsl CAMOCTOSITEIbHOI PadoThI.

Tema 1. IIpoGiieMsl 3amUTEl HHPOPMAITMOHHONW CHCTEMBI. 3allluTa sl OTKPHITHIX HHGOP-
MAaI[MOHHBIX CUCTEM.

Tema 2. XapakTepuCTUKH, BIUSIONINE HA 0€30MacHOCTh HHPOPMAIIUH.

Tema 3. BosmoxuocTu cetu IHTepHET 1 npo6ieMbl 6€30M1aCHOCTH.

Tema 4. Yrpo3bl U ysI3BUMOCTH KOPIIOPATUBHBIX CETEN U CUCTEM.

Tewma 5. 3agaun obecnieueHust HHGOOPMAIIMOHHON O€30MaCHOCTH CETEH.

Tema 6. [Tonutuka 6€30MaCHOCTH B CETSX.

Tema 7. Texuonoruu 6€30MaCHOCTH JaHHBIX.

Tema 8. Ucnonb3oBanre KOMOMHUPOBAHHON KPUIITOCUCTEMBI.

Tewma 9. Ctporas ayreHTH(pUKAIIHS.

Tema 10. IIporokon Kerberos. (

Tema 11. buomerpuueckasi ayTeHTHUPUKAIUS.

Tema 12. TunoBble petieHus Mo MPUMEHEHUIO MEXCETEBBIX IKPAHOB ISl 3AIIUTHI
WH(OPMAITMOHHBIX PECYPCOB.

Tewma 13. Knaccuduxanus cereir VPN.

Tema 14. YmnpaBneHue ceTeBoi 0€30MaCHOCTBIO.

Tema 15. 3akoHonaTenbHBIN YpOBeHb HH(POPMALIMOHHON 6€30MacCHOCTH

Tema 16. AHanu3 TEKyIIEro COCTOSHUS POCCUHCKOT0 3aKOHO/IaTENIbCTBA B 00IaCTH
nH(pOpMaIMOHHOM 0€301TaCHOCTH.

Tema 17. Mertoabl ynpaBieHuUs: CpeICTBaMH CETEBOW OE30MaCHOCTbIO

Tema 19. 3angaum ynpaBieHHs CUCTEMOH WH(OPMALIMOHHON 0€30MaCHOCTH MPEIIPUSTHS
Tema 21. OcBoeHHe TPUEMOB MPOTUBOJACHCTBUS pPA3pyIIAIOIIMM MPOrPAMMHBIM Cpell-

Tema 22. OCHOBHBIE TIPUHIIUAIIBI PAOOTHI C JIEKTPOHHOU H(PPOBOM MOIITHUCHIO.
Tewma 23. OCHOBHBIC MPUHITUITBI PAOOTHI AITOPUTMA OTEUECTBEHHOMN 1TU(POBOI
noanucu «Hotapuyc»
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4.7. Bonpochl HTOrOBOI0 KOHTPOJIS (K 3a4eTy) MO JUCHHUILJIHHE

Benenue. Cuenapuii 6e3omacHoil paboTel HH(OOPMAIIMOHHONW CUCTEMBI.
Bce onpenenenus nonsrus «MHpopmannonHas 6€30MaCHOCTbY.
Cocrasnsromue uHpopmanonHoit 6ezonacHoctu (MBb).

[TonsiTHe IpeAMETa 3aIHUTHI.

[TousTre 00bEKTa 3aIIKThL

ITonsaTre KOMINIEKCHOM CHCTEMBI 3aIITUTHI.

CucTeMHO-KOHIIENTYaTbHBIN TOIX0 K TOCTPOSHUIO CUCTEM 3aIUTHI.
Merons! u cpencra nocrpoenus Mb. Mx crpykrypa.

Buner coocrBennoro I10 cucremsr UbB.

Mertonb! u cpenctBa ooecnieuenus Ub.

MeTozbl, COCTaBIAIONINE OCHOBY MEXAHNU3MOB 3alUTHI.

OCHOBHBIE MEXAaHU3MBI 3AIIUTHI.

OcnosHble cpenctaa 3amuTel oT HC/I.

NHXeHepHO-TEXHUYECKUE CPECTBA 3aIIUTHI.

Mertozbl ¥ cpeicTBa 3alMThI OT yTeUKH 1Mo kaHajgam [IDMUH.

MeTtozs! u cpeacTBa OpraHu3allMOHHOM 3alUTHI.

OCHOBHBIE TIOHATHS TEOPHH WH(POPMALIMOHHON O€301TaCHOCTH.

[TonsiTue nHpoOpMauy Kak MpeaMeTa 3aiuThl

[TonsiTHe MH(MOPMALIMOHHOTO cepBHCa OE30MaCHOCTH.

CaoiicTBa HHpOpMALIUY.

3akoHoxaarenbHas 0aza B chepe Ub.

Crateu YK PO B o6nactu Ub.

Hopmarusno-nipasossie 0ocHOBBI b PO.

IlonsTue TaliHbI, BUIBI TAliH.

IlonsiTvie 1 CBOMCTBA 3AIIUILIEHHON CUCTEMBI.

WupopmanimoHHbIe CUCTEMBI KaK OOBEKT 3aIUTHI

XapakTepuCTHKH, BIMSIONIME Ha 6e301acHOCTh MH(OpMaluy B HH(OPMAIIMOHHON cucTeMe
CTpyKTypa 1 COCTaB OCHOBHBIX KOMIIOHEHTOB MH(OPMALIMOHHBIX CUCTEM
OO111e moaXo/bl K 3a1uTe HHPOPMALUU 1 HH()OPMAIIMOHHBIX CHCTEM
Pons crannapros Ub.

MexnyHapoansie ctanaapTsl 1b.

OteuecTBenHbIe cTanaapTsl Ub.

Ocobennoctu yrpo3 B IP-cersix.

OcHOBHBIE BUIBI YTPO3 HH(DOPMAITMOHHOM 0€30MMacHOCTH.
Knaccugukanus yrpo3 nHdopmMaoHHON 0€30MacHOCTH.

ATtaku Ha ceTb. ClieHapHil IpOBECHUS aTak.

Bune! aTak, B IP-ceTsax

[ToHsiTHE HECAaHKIIMOHUPOBAHHOTO focTyna K uHdopmaruu (HC).
Buaet HCJI.

OcHOBHBIE BU/IbI pa3pyLIAIOLINX TPOrPAMMHBIX CPEJICTB.

Kanane! yreuku nadopmarun. TexHUUECKUE KaHa bl yTEUKH UH()OpMAIIH.
MexaHn3MOB ayTeHTU(DUKALUU U UICHTU(DUKAIIH.

@OYHKIMY U Ha3HAYCHHE MEKCETEBBIX IKPAHOB.

TpeboBaHMsI K MEKCETEBBIM IKPaHaM.

Knaccugukarus MexceTeBbIX SKpaHOB.

MexaHu3MblI IOCTPOCHUST BUPTYaIbHBIX 3amiuiineHHbIX cetei (VPN-TexHomorum).
3anmTa UHTEPHET — MOAKIIOUYEHUH.
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3anmTa CUCTEMbI AJIEKTPOHHOM MOYTHI.
Paspymmarorue nporpaMMHbIE CPEICTBA.

Bupycbl. OcHOBHBIE IOHSITHS.

Knaccuduxkarnus Bupycos.

Kpunrorpadus. OCHOBHBIC TTOHATHSI.
CoBpeMeHHbIE AT OPUTMbI KpUIITOrpapHH.
[TonsiTne aGCOMOTHO CTOMKOTO THdpa.
Knaccudukamnus kpuntorpad@uyeckux aaropuTMOB.
[Tonsitue kpunTorpaduu ¢ OTKPHITHIM KITFOYOM.
[Tousitie snekrponHO# H@poBoit moanucu (DLIT)
[TonsiTre Xa1I-pyHKIuM.

Ocnosnble anroputmsl DI, ux paznuuus.

[IOKYMEHT MOATMUCAH 3MIEKTPOHHOW MOANUCHIO

COIrJIACOBAHO ®rboy BO "PrPTY", PIPTY, OBeukuH [eHHaaum
Bnaavmuposwy, 3aBeaytowmin kaceapoii BNM
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