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1 OBIIME ITOJIOXKEHUA

OHGHO'—IHBIe Marc€pualibl — 3TO COBOKYIIHOCTbH y‘—Ie6HO-MeTO}II/I'—IeCKI/IX MaTcpuraioB
(KOHTPOJIBHBIX 3a/1aHUl, OmHMCcaHUil (GopM M Mpouenyp), NpelHa3HAUYEHHBIX JUISI OLEHKH
KayecTBa OCBOCHUA O6y‘—Ia}OIIII/IMI/IC${ }IaHHOﬁ JAUCIHUITIINHBI KakK qacTu OCHOBHOI1
npodeccuoHaIbHON 00pa30BaTeIbHON MPOrPaMMBl.

[lenb — OLIEHUTH COOTBETCTBHE 3HAHWM, YyMEHHM M ypOBHSA MNPHOOPETEHHBIX
KOMIIETEHIIUN, oO0yyaromuxcs LelnsM W TpeOOBaHHSIM OCHOBHOW MpodecCHOHATBHON
o0pa3oBaTeNbHON MpOrpamMMbl B XOJi€ MPOBEAEHUS TEKYIIEro KOHTPOJIS U MPOMEXKYTOUYHOM
aTTecTaluu.

OcHoBHas 3a1a4a — 00eCneunTh OLIEHKY YPOBHSI C(hOPMUPOBAHHOCTH OOIIEKYJIBTYPHBIX,
ob1enpodeccuoHaIbHBIX U MPO(PECCHOHATBHBIX KOMIIETCHIIUN, TPHOOpETaeMbIX 00yYaroIuMCs
B COOTBETCTBHUH C OTUMHU Tpe6OBaHI/IﬂMI/I.

KonTtpons 3HaHn# NpoBOAUTCS B GOpME MPOMEKYTOUHOM aTTECTAIUH.

[IpomexyTouHas arTecTarus mpoBoAUTCs B hopme 3auéra. Dopma mpoBeIeHHs 3auéTa —
TE€CTUPOBAHUE, MTMCbMEHHBII OIIPOC MO0 TEOPETUUECKUM BOIPOCAM U BBIIIOJHEHUE NPAKTUUYECKUX
3aJaHuH.

2 ONMUCAHUE NMMOKA3ATEJIEM U KPUTEPUEB OIIEHUBAHUSI KOMIIETEHIIUM

ChopMupoBaHHOCTH KaX/10i KOMIIETCHLIUH (WJIM €€ 4acTH) B paMKaX OCBOCHMS JaHHOM
JUCHUILTUHBI OLICHUBAETCA MO0 TPEXYPOBHEBOM HIKAJIE:

1) moporoBbIif ypOBeHb SIBISCTCS O00A3aTeNbHBIM Ui BCEX OOydalomuxcs 110
3aBEepUICHUH OCBOCHHUSI TUCIUIUINHBI;

2) TUpOABUHYTHIM  ypPOBEHb  XapaKTEpPU3yeTCs  MPEBBIIICEHUEM  MHUHHUMAJIbHBIX
XapaKTEepPUCTUK C(POPMUPOBAHHOCTU KOMIETEHIIMH MO 3aBEPIICHUN OCBOCHUS AUCIUILINHBL;

3) DTaJOHHBIM YpPOBEHb XapaKTEPU3YETCs] MAKCHMAaJbHO BO3MOYKHOW BBIPAKEHHOCTBHIO
KOMITETEHIMI U SBJISETCS BaXKHBIM Kau€CTBEHHBIM OPUEHTUPOM JIJISi CAMOCOBEPILIEHCTBOBAHUS

YpoBeHb 0CBOCHUSI KOMIIETEHUH I, GOpMHUPYeMBIX AUCHUIIIMHOM:

Onucanue KPUTEPHUEB U HIKAJIBI OLICHUBAHUSA TCCTUPOBAHUSA:

IIkana oueHuBaHus Kpurepunii
3 Gamna YPOBEHb YCBOCHHMSI MaTepuaa, mpeyCMOTPEHHOTO
(3TayIOHHBIH YPOBEHB) MIPOrPaMMOii: MPOLIEHT BEPHBIX OTBETOB HA TECTOBBIE BOIIPOCHI
ot 85 10 100%
2 Gamnna YpOBEHb YCBOGHUSI MaTepHalia, mpeayCMOTPEHHOTO

(MpOABUHYTHINM YPOBEHB) | IPOTPaMMOii: IPOIIEHT BEPHBIX OTBETOB HAa TECTOBBIE BOMIPOCHI
ot 70 no 84%

1 Oamn YPOBEHBb YCBOCHUS MaTepHalia, peyCMOTPEHHOTO
(TIOpOTOBBIN YPOBEHB ) MPOTPAMMOii: IPOIIEHT BEPHBIX OTBETOB HAa TECTOBBIC BOMPOCHI
ot 50 10 69%
0 6ayoB YPOBEHb YCBOCHHS MaTepHaa, mpeayCMOTPEHHOTO
HpOT‘paMMOfII HpOHCHT BepHBIX OTBCTOB HAa TCCTOBBIC BOHpOCBI
ot 0 10 49%

Onucanue KPUTEPHEB U IIKAJbl OLICHUBAHUA TCOPETUIECCKOI0 BOmpoca:

Ikana oueHuBaHus Kpurepunii
3 6amna BBICTABIISICTCS CTYAEHTY, KOTOPBIN JaJl IIOJHBIA OTBET Ha
(3TaIOHHBIA YPOBEHB) BOIIPOC, IMOKa3aj NIyOOKHE CHCTEMaTU3UPOBaHHBIC 3HAHUS,

CMOT MPUBECTH NMPUMEPHI, OTBETUII HA IOTIOJTHUTEIbHBIE
BOIIPOCHI NpenogaBaTess




2 Gamna BBICTABJIIETCA CTY/IEHTY, KOTOPBIN JjaJl OJHBINA OTBET Ha
(IpoABUHYTHIN YPOBEHb) | BOMPOC, HO HA HEKOTOPBIE JOTOIHUTEIbHBIE BOIPOCHI
IIPETIO/IaBaTEIN S OTBETHII TOJIBKO C IIOMOLIBIO HABOJAIINX

BOITPOCOB
1 6amn BBICTABJIIETCA CTYIEHTY, KOTOPBIN JjaJl HENOJIHBIN OTBET Ha
(mOporoBbIit YPOBEHbD) BOIPOC B OMJIETE U CMOT OTBETUTH Ha JIOMOTHUTEIbHBIC

pernoaBaress

BOITPOCHI TOJILKO C TIOMOIIBIO IT

0 6annoB BBICTABJIICTCA CTYACHTY, KOTOpBIﬁ HC CMOTI"' OTBCTHUTDL Ha BOIIPOC

Onucanue KPUTEPUEB U IIKAJbI OHCHUBAHUA MPAKTHYICCKOI0 3aJaHUA:

IlIkaja oueHuBaHUs Kpurepuii

3 Gamna 3asiaua peleHa BepHO
(9TaJIOHHBINA YPOBEHB)

2 Gamna 3ajaya penieHa BepHO, HO UMEIOTCSl HETOYHOCTH B JIOTUKE

(IpOABUHYTHIN YPOBEHB) | pELICHUS
1 Gann 3asaua pelieHa BEpHO, C JOMOJHUTEIbHBIMU HABOASIIIUMU

(TOpOTOBHIY YPOBEHB) BONIPOCAMHU MPEHoJIaBaTes

0 OaoB 3ajaya He pelnieHa

Ha npome:xxyTo4Hy10 aTTecTanuio B (popme 3a4eTa BLIHOCHUTCS TeCT, TeOpeTHYeCKHUIi
BONPOC M 3aja4ya. MakcuMaJabHO CTYIEHT MOXeT HaOpaTh 9 OamioB. MTOroBblil cymMmapHBIii
0ayul cTyzneHTa, MOJyYeHHBIH MPU MPOXOXKAECHUM MPOMEXYTOUHOM aTTecTalliu, NepeBOJUTCS B
TPaJULHOHHYIO ()OPMY IO CUCTEME «3aUTEHO» U «HE3AUTCHOM.

OneHka «3a4TeHO» BBICTABISIETCSI CTYJACHTY, KOTOpbIH HaOpal B cymMMe He MeHee 3
0ayulIOB HpU yCJIOBMM BBIIOJHEHUS BCEX 3aJaHUil Ha YypOBHE HE HWXKE I[OPOTrOBOIO.
O0s3arenbHBIM YCIOBUEM SIBIISIETCS BBIIIOJHEHHE BCEX MPEJYCMOTPEHHBIX B TEUEHUE CEMECTpa

MPAKTHYCCKUX 3aJaHuM.

OneHka «He3a4YTeHO)» BHICTABIIAETCA CTYIEHTY, KOTOpbIH Habpan B cymMMe MeHee 3
0aJUI0B MJIM HE BBIIIOJIHUII BCEX MPEITyCMOTPEHHBIX B TEUEHHE CEMeCTpa MPAKTUYECKUX 3aJaHUH.

3 HACHOPT OHEHOYHbBIX MATEPHAJIOB 110 JUCHUITVIMHE

KoHnTposmpyeMmsle pa3aensl (TeMbl)

Kon xonTposupyemoii

Bua, meton, popma

JUCHUILINHBI KOMIIeTeHII UM (UM eé OLIEHOYHOI'0
YaCTH) MepPOnpUusTHS

Tema 1. OCHOBHbBIE TOHATHUS U ONPEIEICHUS OIIK-2, OIIK-5 3a4eT
Tema 2. [lepenaya TUCKPETHBIX CUTHAJIOB 110 OIIK-2, OIIK-5 saueT
KaHaJlaM CBSI3U
Tema 3. Hanpagsitomue cucteMsbl JTUHUN OIIK-5 saueT
CBSI3U U TIEpe/iayu JaHHBIX
Tema 4. MHOroKaHaJIbHBIE CHCTEMBbI OIIK-2, OIIK-5 saueT
nepeaavn JaHHBIX
Tema 5. becipoBOHBIE CHCTEMBI IIEPENAYU OIIK-2, OIIK-5
uHGbOpMaIUU satet
Tema 6. OCHOBBI IOCTPOEHUS ceTE OIIK-5
nepenayu MHGopmanuu 3aet
Tema 7. [IpomexxyTouHas arrecTaus OIIK-2, OIIK-5 3a4eT




4 TUITOBBIE KOHTPOJIBHBIE 3AJTAHUSA NJIN NHBIE MATEPHUAJIBI

4.1. IlpomexxkyTouHas aTTecTanus B (popme 3ayera

OIIK-5: Crioco0eH HHCTAJIMPOBATH MPOTPAMMHOE U aNlapaTHoe obecrevyeHue J1Js
HH(OPMALMOHHBIX H ABTOMATH3UPOBAHHBIX CHCTEM

OIIK-5.1. [Ipou3BoAUT MHCTANJISIIMIO IPOTPAMMHOI0 o0ecnedyeHus st
HH(OPMALMOHHBIX U ABTOMATH3HPOBAHHBIX CHCTEM

3HaTh
ocHoBHbIe BUEI [10, obecrieunBaromye paboTy © MOHUTOPHHT COCTOSIHHSI CHUCTEM TIepeaadn
JTAHHBIX

YMmernb
uHcTannuposath [10, obecneunBaroiiee paboTy 1 MOHUTOPUHT COCTOSIHHSI CUCTEM Tepeaadn
JTAHHBIX

Biaagernb
HaBbIKamMu B3aumojeicTus ¢ [10, obecneunBaromiuM paboTy ¥ MOHUTOPUHT COCTOSIHUS
CUCTEM IIepelau JaHHBIX

a) munogvie mecmoegule 60npocwl 3akpeimozo muna (OIIK-5.1):

1. Kakoe ycTpoiicTBo HE0OX0AMMO JUIsl CO3/1aHUE JIOKAJIbHOM ceTu?
KOMMYTATOP;
MapuIpyTU3aTop;
pOyTep;
KoZep.

2. YpoBenb Mofenu OS], Ha KOTOpoM paboTaeT MapIIPyTHU3ATOP:
KaHaJbHEIN;
CEaHCOBBIM;
ceTeBOM;
¢buznveckuil.

3. Cxonbko ypoBHeil B mojenu OSI?
7 ypoBHei;
21 ypoBeHb;
16 ypoBHel;
4 ypoBHS.

4. Yro Takoe OecrpoBOIHAS CETh?
CETh, B KOTOPOM JUISI Tepe/Iauul JTAHHBIX UCTIOB3YIOTCS METALTMYCCKHE KaOew;
CeTh, B KOTOPOM ISl Mepeiauyl TaHHBIX UCTIOIB3YIOTCS BOIOKOHHO-ONITUYECKHE
Kabenu;
ceThb, B KOTOPOii nepeaaya nHGpopManu ocylecTBIAETCS MPH MOMOIIH
3JIEKTPOMATHUTHBIX BOJIH B ONpPeAeIeHHOM YaCTOTHOM JMANa30oHe.

5. Kak naspiBaeTcst 010K TaHHBIX ceTeBOTO YpoBHs (network layer) momenu OSI?
MaKeT;
our;
CETMEHT;
Kazp.




0) munoevie mecmoawvie onpocwvt omkpovimozo muna (OIIK-5.1):

1. Knaccudukanusi KOMIBIOTEPHON CETH 10 TEPPUTOPUATILHOMY MPU3HAKY ?

OtBer:  KommnbloTepHble  CceTH  MOXKHO  KJIACCHPUUIHUPOBATHL IO
TePPUTOPHAILHOMY NPHU3HAKY, KOTOPBI omnpejesieT BeJUYUHY TEPPUTOPHHU, KOTOPYIO
NOKpHIBaeT cerb. Pasimmyaror:

= Tao6anbubie cetm (Wide Area Networks, WAN), T0 ecTb ceTH,
o0beIUHSAIOIMINE TEPPUTOPHAJIBLHO  PacCpeAOTOYEeHHbIe  KOMIIBIOTEPHI,
BO3MOKHO HAaXoJsilIMecs B Pa3IMYHbIX TOPOAaxX U CTPaHAX.

e JlokaabHble cetn (Local Area Networks, LAN) — 53T0 o00beguHeHHs
KOMIILIOTEPOB, COCPeI0TOYEHHBIX HA He0OJILIIOH TEepPpUTOPHUH, OOBIYHO B
paauyce He Oosiee 1-2 kM. B 00mem ciaydae JiokajJbHasi ceTh NMpeaAcTaBIsieT
coloit KOMMYHUKAIIMOHHYIO cucremy, NPHHAJIeKALLY IO OHOM
OpraHu3anmu.

2. V300pasuTte TUITOBBIE TOMIOJIOTHHU CETEH.
OTtBer:

%XTTTTQ

[TomHOCBsI3HAS TOTONOTHS (2);
Tomonorus 3Be3na (0);
Tomonorus o6mas muHa (B);
Tomosnorus KoibIo (T).

3. OCHOBHEBIE Tpe60BaHI/I$I, KOTOPBIM JOJI’KHA YAOBJICTBOPATH OpraHu3als BBIYUCIUTCIIbHBIX
ceTeil.
OrtBert:
® OTKPBITOCTh — BO3MOKHOCTh BKJIKYEHHS JONMOJHUTEIbHBIX IJIaBHbIX JBM,
TePMHHAJIOB, y3J10B M JIUHUI CBSI3H;
¢ THOKOCTb — COXpaHeHHe PA0OTOCIIOCOOHOCTH NPU U3MEHEHUM CTPYKTYPbI B
pe3yJbTaTe BbIX01a U3 cTposi IBM, IuHMi U y3J10B CBSI3H;
e 3(pPeKTUBHOCTH — 0OecneyeHue TpedyeMoro KauecTBa 00CayKUBAHUS
NoJib30BaTesiel NP MUHUMAJIbHBIX 3aTpaTax.

4. Yto Takoe MOHUTOPUHT KOMIBIOTEPHOI ceTn?

OtBer: MOHHUTOPMHI KOMIBIOTEPHOH CeTH — 3TO NPOLECC IMOCTOSHHOIO
OTCJICKUBAHUSA KOMIBIOTEPHOH CeTHM Ha HAJW4YWe MeAJIeHHBIX HJIH HeMCIPAaBHbIX
KOMIIOHEHTOB, NpPOBEPKA COCTOSIHHSI METPHK, B TOM 4HCJIe MeTPHK KauyecTBa
NPe0CTABJICHHS CepBHCA.

6) munoevte npakmuyeckue 3aoanusn (OIIK-5.1):

1. ITo IP-axgpecy onpenenuts ero Kiacce, HACHTU(UKATOPBI CETH U y37a:
e 199.151.153.120



2. ITo IP-agpecy onpenenuts ero Kiacce, HIeHTU()UKATOPHI CETH U y3I1a:
e 167.55.248.173

3. Ilo IP-anpecy ompenenuTs CIEAYIONINE MapaMeTpbl CETEBOM apXUTEKTYPhl: MAaCKy MOJCETH,
ajipec MOJACETH, aipec y3a:
e 16.234.100.32/10

4. Tlo IP-agpecy onpeAenuTh Clelyrolue napaMeTpbl CEeTeBOW apXUTEKTYpbl: MAacKy MOJICETH,
azipec MOJCETH, aJipec y3ia:
e 148.206.96.162/17

OIIK-5.2. IIpousBogur HHCTAJUIA LU0 anmnmapaTrHoro obecneyeHust s
HH(OPMALMOHHBIX H ABTOMATH3HPOBAHHBIX CHCTEM

3HaTh
OCHOBHBIC IPUHIIUITBI TOCTPOCHMS CUCTEM TepeIaun JaHHBIX

YMmerTn
HACTpauBaTh CETEBOE 00OPYIOBAHNE PA3IUIHBIX BUIOB

Baanern
HaBBIKAMH B3aMMOJCHCTBHS C CETEBBIM 000PY/I0BAHUEM

a) munogvie mecmogwle 60npocwl 3aKkpeimozo muna (OIIK-5.2):

1. KananoM cBsi3u Ha3bIBAIOT:
COBOKYIHOCTb CPe/JCTB, IPeJHA3BHAYEHHBIX /ISl lepeJadyu co00IIeHMii;
(bu3HYeCcKuil poIecc, 0TOOpaXKarOIIHi (HEeCyIuit) cooOICHHE;
COBOKYITHOCTb 3HAKOB MJIU MIEPBUYHBIX CUTHAJIOB, COJEPKAIIMX HHPOPMAIHUIO;
MHO>KECTBO Pa3IUYHBIX 3HAKOB.

2. CerMeHT ceTh — 3TO:
MaKCHUMaJIbHO BO3MOJKHAsI CKOPOCTh TI€pPeIaun JaHHBIX 110 JIMHUH CBSI3H;
JIOrMYeCcKU Uiau pu3ndecku 060c001eHHASI YACTh CeTH;
YaCTOTHBIN JMana30H CUTHAJIOB, ITPOITYCKAEMBIX JIMHUEH CBsI3H 0€3
3HAUYUTCIIbHBIX HCKa)KeHHﬁ;
(dbu3udeckas cpeia paclpoCTpaHEHUs CUTHAJIOB OT UCTOYHUKA K IPUEMHUKY.

3. Kakoe ycTpoiictTBO B cucTeMe mepenadd WHGOPMANUK OCYIICCTBISCT KOIAMPOBAHHE
cooO1eHn?

Kozep;

JCKOJIep;

MapIIpyTU3aTop;

poyTep.

4. Kakosa nnuna aapeca [P V4?
32;
16;
10;
128.

5. KonnuectBo OUT B Macke moaceTu?
32;



16;
60;
15.

6. CKOJBKO TAKETOB MO YMOJYAHUIO OTIPABISAETCS TMPU HCIOJIB30BAHUM KOMAHIBI ping B
KOMaHJHOM CTpoke?

6;

4;

8;

16.

0) munoevie mecmosuvie onpocvt omkpwvimozo muna (OIIK-5.2):

1. M3o0pa3ute CTpyKTYpPHYIO CXeMy OJTHOKaHAJIbHON CHCTEMBI TIepeiaun

OTtBer:
Cwrnan
MNepepaiowee [Tpuermoe
: : Nikua
HC K M And AK Monyvatens
CERIN
YCTPOWCTED YCTROWCTEBO
Coobwexne
Wcrounnk .
CurHan+nomexa Coobuetwe
nomMex

2. Tpu paznuuHbie CXeMbl KOMMYTAIlUU AOOHEHTOB B CETAX
OtBer:
e KOMMYTauusi KaHao0B (circuit switching),
e koMmmyTanusi nakeros (packet switching)
e KoMMYyTauus coodmeHuii (message switching).

3. IlpuHUMIT KOMMYTAIMU TTAKETOB

OtBer: KoMMyTanusi nakeToB NMPOM3BOAUTCH MYyTeM Pa30MBKHU COOOUIeHMS
HA IAaKeThl — JJIEeMEHTHI COOOIIEHHA, CHAOKEHHBIE 3aroJJOBKOM M HMMeIolHe
(puKCMpPOBaHHYI0 MAKCUMAJIBHYI0O /JHMHY, H TMOCJIeIylollell mepeiayd MNaKeTOB IO
MapuIpyTy, ONpeesieMoOMYy y3JIaMHU CeTH.

4. JlariTe onpeneneHue «coodienrne». Buasl cooOmeHui.

Otgert: Iloa coo0menneM NOHMMAIOT COBOKYNIHOCTH 3HAKOB WJIM MEePBUYHBIX
CUTHAJIOB, cojep:kamux uHHPopManuw. Pa3zinyalwTr [aucKkpeTHble H HeNpepbIBHbIE
€000 1IeHusl.

JAuckperHbie coo0meHuss GopMHUPYIOTCS B pe3yJbTare MoCJe0BaTeJIbHOH BbIIA4YH
HCTOYHHUKOM OT/IeJbHBIX 3JIEMEHTOB — 3HAKOB. MHO0eCTBO Pa3JIMYHbIX 3HAKOB HA3bIBAIOT
an(gaBUTOM HCTOYHUKA COOOIEHUN, a YHUCJI0 3HAKOB — 00beMoM aJj(paButa. 3HAKAMH
MOIYT OBbITh OYKBBI €CTECTBEHHOI0 MJIH MCKYCCTBEHHOI0 $3bIKA, YIOBJETBOPSIOIIHE
onpejejieHHbIM  TNpPaBWJIaM  B3aUMOCBs3M. PacnpocTpaHeHHOHT — Pa3HOBUIAHOCTHIO
AUCKPETHBIX COO0IIEeHUI ABISIOTCH JaHHbIE.

HenpepbiBHbIE CO00LIEHMsSI He pa3leJuMbl Ha 3jieMeHTbl. OHU NpeaCTABJISIIOTCS
(pyHKIMSIMH BpeMeHH, ONMCHIBAIOIIUMH HeNpepbIBHOE MHOKECTBO 3HaYeHU. TunuvHsbIi



npuMep — pedb, TeJeBU3HOHHOe H300pa:keHue. B psiie cucreM cBS3M HenmpepbIBHbIE
COOOIIIEeHHUS ¢ eJIBbIO MOBBIIEHUsI KA4eCTBA NMepeaavn MpeodpasylTcs B TUCKPETHBIE.
6) munoevie npaxmuyeckue 3aoanusn (OIIK-5.2):

1. Ha pucynke nokazana cxema cetu. Paboune cranmuu [1K 1 u [IK 2 moryt oOMeHuBaThCS
JTAHHBIMHU MEXTy cOO0M, HO HE UMEIOT BBIX0/ B MIHTepHET. YKakuTe NMPpUINHY MPOOIEMBI.

" L
\
(_ VHTEpHET {
( 4
I Pa6oyan cTavuma MK 1

wi IP-agpec: 192.168.10.97/28
/ > OcrosHOM Wnto3: 192.168.10.111

192.168.10.111/28 @
Pa6oyan cTaHyua MK 2
mﬁ IP-appec: 192.168.10.99/28
»

OcHosHOM WNK03: 192.168.10.111

2. Ha pucynke noka3ana cxema cetu. Pabouas cranmms [1K 2 moxxer oOMeHUBaThCS TaHHBIMH C
1K 4, Ho nipu 3Tom coeaunenue ¢ [IK 1 orcyTeTByer. Ykaxkute NpuuuHy IpoOIeMBbl.

Paboyan ctanyuma NK 1 Pa6oyan ctanyua NK 3

IP-agpec: 192.168.1.31/27 IP-agpec: 192.168.1.97/27
OcHosHo# wmos: 192.168.1.1 OcHosron wmos: 192.168.1.65

‘?3‘\\\

~
192.168.1.1/27

192.168.1.65/27 @
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Pa6ouan cranyma MK 2 Pa6oyan craHyua NK 4
IP-agpec: 192.168.1.30/27 IP-appec: 192.168.1.70/27
OcHosHoM wmo3: 192.168.1.1 OcHosHOR Wnwo3: 192.168.1.65

3. Ha pucyHnke nokaszaHna cxema cetu. Pabouas crannus 1K 4 MmoxxeT oOMeHUBATbCS JAaHHBIMH C
paboueii cranmueii [IK 2, Ho npu stom coeaunenue ¢ IIK 3 oTcyTcTByer. YKaxure NpuuuHy
POOJIEMBI.

Pa6oyan cTaHyua NK 1 Pa6oyan cTaHyuA NK 3

IP-agpec: 192.168.1.31/27 IP-appec: 192.168.1.97/27
OcHosHom Wwnio3: 192.168.1.1 OcHosHon wn3: 192.168.1.65
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Pa6oyan cranyma MK 2 Pa6oyan ctanyua NK 4
IP-apgpec: 192.168.1.30/27 IP-appec: 192.168.1.70/27
OcHoBHOM WMo3: 192.168.1.1 OcHoBHOR WNK03: 192.168.1.65

OIIK-5.3. BeinoJiHsieT HACTPOHKY M KOH(PUTIYPHPOBAHHME IPOTPAMMHOIO M aNlNIapaTHOIO
obecreyeHnue 1Jisi HHQPOPMaNMOHHBIX M ABTOMATH3HPOBAHHBIX CHCTEM

3Harb

OCHOBHBIE IPUHIMIIBI OPIraHU3ALMY BBIYMCIUTENIBHBIX CETEN




YMmernb
HACTpauBaTh CETEBOE M BBIYUCIUTEIHLHOE 000PYIOBAaHUE

Biaagernb
OCHOBHBIMHM KOMaHJaMH1 ONEPAIMOHHBIX CUCTEM M HAaBbIKAMU B3aUMOJICUCTBUSA C
nHTepdericaMy CETEBOro 000pyI0BaHMS

a) munogvle mecmoewle 60npocwl 3aKkpeimozo muna (OIIK-5.3):

1. I[Tpu KaKoO¥ TOTIOJIOTHH CETH BCE KOMIBIOTEPHI CETH MPUCOSAMHEHBI K IICHTPATBHOMY Y3ITY:
Komb110;
3Be3na;
IToaHOCBSI3HAS TOMOJIOT U,
Tomnosioru o01Ias MIKMHA.

2. IIpu xakoil TONOJIOTUY CETH BCE KOMIIBIOTEPHI apajlIeIbHO MOKIIOYAIOTCS K OJHOM JIMHUU
CBSI3H.

TomoJiorn oomast IMUHA;

3Be3na;

[TonHOCBS3HAsA TONOJIOTHSL.

3. Ha xakom yposHe mozaenu OSI ucnons3yercs nporokon TCP?
TpancnopTHbIii
CereBoii
Puznueckuit
KananpHblii

4. Ha xakoMm ypoBHe moaenu OSI ucnonssyercs nporokos UDP?
TpancnopTHbIii
CereBoii
duznueckuit
KananpHblii

5. Ha xakom yposHe mozaenu OSI ucnonb3yercs npotokon IP?
TpaHcriopTHBII
CereBoii
duznueckuit
KananpHblii

6. Ha xakom yposHe mozaenu OSI ucnons3yercs nporoxoa HTTP?
TpaHcriopTHBII
CereBoii
duznueckuit
IIpukiagHou

0) munoesie mecmosuvie 6onpocovt omkpsimozo muna (OIIK-5.3):

1. M3o0pazute cxemy pazOueHne cOOOIIEeHUs Ha TTAaKeThI
Otser:




3aronoBoOK [laHHbIe

CoobuieHne

MakeTsl

2. OnumuTe NPUHIHUI TEXHOJIOTUU KIIUEHT-CEPBEP
OTtBeT: OcHoBHAasi (popMa B3aUMOeiiCTBUS B CETH — 3TO “KJIMeHT-cepBep”.
OauH KOMNBIOTEP B CeTH pacnojiaraer MH()pOPMALMOHHO-BBIYMCIUTEIbHBIMI pPecypcamMu
(mpoueccol, (aiisioBasi cucremMa, Mo4YTOBasi CJayx0a, ciayx0a medarw, 0a3bl JaHHBIX), a
Apyrue KOMIbIOTEPHI MOJbL3YIOTCE MMHU. KommnbioTep, ynpapisilOmiuii TeM HJIH HUHBIM
pecypcoM, NPUHSATO HA3bIBATh CEPBEPOM ITOr0 pecypca, a KOMIbIOTEP, eIl um
BOCIOJIb30BaThCcsl — KJMeHTOM. Ecau pecypc sBiasiercst 0a30ii JaHHBIX, TO TOBOPST 0
cepBepe 0a3 JaHHBIX, HA3HAYeHHE KOTOPOro 00C/IY:KHBATh 3aNPOChl KJINEHTOB, CBS3aHHbIE
¢ 00pa0oTKOIi TaHHBIX, €CJIM pecypc — (pailioBasi cucTemMa, TO rOBOPAT 0 (ailjioBOM cepBep
U T.1.
OauH W3 OCHOBHBIX NPHUHIMUIIOB TEXHOJOTHM “KJIMEHT — cepBep” 3aK/JII04YaeTcd B
pa3nejeHuN onepauni u cpeacTB 00padOTKM JAHHBIX HA TPH TPYNIIbI:
e cpeacTBa mMpeAcTaBjeHHs] (KOMIIOHEHT MpeICTABJIEHNUS), peaju3ylolue, BBOI U
oTO0pa)keHHue TaAHHbIX;
® MPHUKJIAIHbIE CPeCTBA (MPUKJIATHON KOMIOHEHT), MOJAeP:KUBAKOIIHE ONePAIIUT
00padoOTKM JaHHBIX;
e cpeacTBa J0cTyna (KOMIIOHEHT [0CTyNa) K HWH(OPMALMOHHBIM pecypcam,
peaju3yllHe onepauuu XpaHeHus: M yIPpaBJIeHUsl JaHHbIMM.

3. Orimmune nporokonos TCP u UDP

OtBer: KiarwueBbiM padauuyuem Mexay TCP u UDP saBasiercss ckopocTb,
nockoJbKy TCP cpaBuutenbno MemiienHee UDP. B umesom, UDP siBasiercst ObICTpBIM,
npocTtbiM U 3(PPEeKTUBHLIM NPOTOKOJIOM, OJHAKO NMOBTOPHAsl Mepelayva MOTEPSHHBIX
NAKEeTOB JaHHBIX BO3MO:KHA TOJbKO B TCP.

Eme oano 3amernoe paziauume me:xkany TCP u UDP 3akiouaercsi B TOM, 4TO
nepBblii o0ecneyuBaeT YNOPSIA0YEHHYIO J0CTABKY JaHHBIX OT M0Jb30BaTeNsl K cepBepy (H
Haooopor). UDP, B cBOW0 ouepenb, He NMPOBepsieT IOTOBHOCTH MOJIY4YaTeJsl W MOMKeT
JAOCTABJIAATH MaKeThl BPa3HOOOH.

TCP npuMeHsieTC TaM, I'/le Ba)KHO JOCTABUTH BCe JIaHHbIE B ONpeleJeHHOM
nopsjike.

4. Otnnune npotokosnos HTTP u HTTPS.

Oter: HTTP n HTTPS — 310 npoToko/ibl nepeaiauyn JaHHbIX B MHTEpPHeTe.
HTTPS - 3amuménHbiii NPOTOKOJI NepeJavyu JAaHHBIX B HHTEPHeTe. JTO TOT e MPOTOKOJI
HTTP, no 3ammmennslii SSL-ceprudukarom.

6) munoevle npaxmuyeckue 3aoanusn (OIIK-5.3):

1. [TocTponTh MakeT KkoAa X3MMHUHIA U ONIPEAEINT 3HAYECHNSI KOPPEKTUPYIOLIUX
pas3paa0B Ui KojoBoi komOuHanuu 0101.



2. B pesynprare mepemaun komoBoud komOuHarmmu: 0 1 0 0 1 O 1 Obuta mpuHsTa
koMOuHanus 0 1 00 1 1 1, t.e. mpousonuio uckaxenue 6-ro pazpsaa. OOGHaAPYKHUTH OMIUOKY.

3. B pesynprate mepemaun komoBoil komOmHammu: 0 1 0 0 1 0 1 Oputa mpuHsTa
koMOuHaug 0 1 0 1 1 1 1, To ecTh MpoU30LLIO UCKaXKEHHE ABYX pa3BoAoB. OOHapyX HUTb
OIIIMOKHU.

OIIK-2: Cnoco0eH NMOHMMATH NPHHLIMIBI PadoThl COBPEMEHHBIX MH(OPMaLMOHHBIX
TeXHOJIOTHH M NPOrpaMMHBIX CPeICTB, B TOM 4YHcCJe 0Te4eCTBEHHOI0 NMPOU3BOACTBA, H
HCII0JIb30BATh HX NPH pellleHNs 32124 NPo¢)eCCHOHAJIBHOM NeATeJbHOCTH;

OIIK-2.1. IMonumaer COCTOSIHHE ) | TeHACHIINHU pa3BUTHS COBPEeMEeHHbIX
HH(OPMALMOHHBIX TEXHOJOTHIl U MPOrPpaMMHBIX CPEACTBA, B TOM YHCJIe 0Te4eCTBEHHOI0
NMPOMU3BOJICTBA

3HaThH
COBpEMEHHBbIC HMH(POPMAIIMOHHBIC TEXHOJOTHH W TMPOTPAaMMHBIC CPEJICTBA, B TOM YHCIIE
OTEYECTBEHHOTO IMPOM3BOJICTBA MPHU PEHICHHUH 33/1a4 TPO(HEeCCHOHAITBHOMN IeITeIbHOCTH

YMmeTn
BEIOMpaTh COBpeMEHHBbIC MH()DOPMAIMOHHBIE TEXHOJIIOTUH H TPOTPAMMHBIE CPEIICTBA, B TOM
YHUCJIE OTEUSCTBEHHOTO MPOU3BOACTBA MPH PEIICHUH 3a1a4 PO ECCHOHATBHOM EeITeIbHOCTH

Baagern

HABbIKAMHU TMPUMEHEHHS] COBPEMEHHBIX HH(OPMAIMOHHBIX TEXHOJIOTUA U TMPOTPAMMHBIX
CpencTB, B TOM YHCJIE OTCUYECTBEHHOTO TPOU3BOJCTBA, TMPU  pEHICHUU  3aaad
po¢eCCHOHATBHOM JIeITeIbHOCTH

a) munogvie mecmoswle 60npocwl 3akpovimozo muna (OIIK-2.1):

1. IIpy momoIym Kakoi KOMaH/Ibl MOXKHO IPOBEPUTH UMs KOMITbOTEpA U [P-agpec B koMaHIHON
CTpOKE

Ping;

Cmd;

ICMP;

Tracert.

2. Kakas xomanga [IpoBepsier nonkitoueHue Ha ypoBHe [P-anpeca k qpyromMmy KoMIblOTepY
TCP/IP, otnipasiisisi COOOIICHHS 3ampoca Ha 3x0-3ampoc icMP.

Cmd;

ICMP;

Tracert;

Ping.

3. Kakag W3 YTWINT MOCIEA0BATEIbHO MPUMEHSS NUHT ¢ yBennuuBarommmcs TTL, mo3Bossier
MOJIYYNTh CIIMCOK IPOMEKYTOUYHBIX MapIIPyTU3aTOPOB.

pathping;

ping;

tracert;

arp.

4. Kakast yTuinTa npeaHazHaueHa Jjisl Iody4deHusl HHPOpMaIud 0 HACTPOUKAX CETEBBIX
uHTepdeiicon
Tracert;



Ping;
Ipconfig;
ICMP.

0) munogvle mecmoewie 6onpocwvt omkpoimozo muna (OIIK-2.1):

1. Yto Takoe obpazyromuii noauHom?

Otser: Unest nocTpoeHus: HUKJIHYECKHX KOJO0B 0asupyeTcs HA HCIOJIb30BAHUHU
HENPHUBOJAMMbIX MHOTO4/I€HOB, KOTOPbIE 1eJATCH TOJIbKO HA CAMHX ce0s1 MM HA eIMHUILY.
Ha Takoii MHOro4J1eH eaunrcs 0e3 ocratka x"+1 . HenpuBoanMbie MHOTO4YJIEHbI B TEOPHH
IHMKJIHMYECKHX KOJI0B HIPAIOT POJIb 00pa3yloIIHuX MOJTHHOMOB.

2. Kakne 0coOEHHOCTH MMeeT pacIIMPEeHHBIN KO XAOMMUHTA?

OtBer: Pacmiupennsblii kog XI3MMHMHIa mo3BoJjisieT 00HAPY:KHUTh M UCHPABHUTH
OTHOKPATHYI0 OIIMOKY WM YKa3bIBaeT HA HAJM4YMe JBYKPATHOH/ TPeXKPATHOH OMIUOOK.
Jasi KoAMpPOBaHUSl PACHIMPEHHBIM KOAOM XOMMMHIA Y:Ke 3aKOAUPOBAHHYI0 KOJAOBYIO
KOMOMHANMIO IOTOJIHAIOT ellle 0JJHMM MPOBEPOYHBIM 3J1eMEHTOM, KOTOPBIiil onpeaessieTcs
CJI0’KeHNEeM BCeX CHMBOJIOB KOA0BO KOMOMHALIMM N0 MPABUJIY Y€THOCTH A, = a; D a, ...
@ a,

3. Kakum cBOMCTBOM 00J1a/Ial0T IUKIMYECKUM KOJOM?

OtBeT: Ba:kHbIM CBONCTBOM IUKJIUYECKUX KOJOB SIBJISIETCSl TO, YTO BCe
OHM CTPOSITCS C MOMOUIBIO o0pa3yromiero noanHoma P(x) . Kaxnas o6pazoBanHasi konoBast
KomMOuHanus aeautcs Ha P(x) 6e3 ocrarka. Eciin mosyyeH ocTaTok, 3HAYUT, HMeeT MeCTO
ommoOka. Takum o6pa3oM, OCTATKHU OT JeJieHHs] IPUHATONH KOMOMHALMU HA 00pa3yomui
MOJIMHOM SIBJIAIOTCS OMO3HABATEIAMH OIIMOOK IMUKJIHMYECKHX KOA0B, HO He YKA3bIBAIOT HA
MeCTO OIIMOKH B KOMOMHALMH.

6) munoevte npakmuyeckue 3aoanusn (OIIK-2.1):

1. Jlano: k = 4, P(x) = x> + x + 1. HeoOX0MMMO MOCTPOUTH TMPOU3BOISAILYIO MATPHILY
IUKJIMIecKoro kona (7,4).

2. Ilpu mepenade xomOmHammu 1001110 mUKIMYECKOTO KOAQ, WCIPABISIONIETO OJUHOYHBIC
ommbku (t,=1), MONy4eHHOro ¢ MOMOIBI0 OOpasyromero momuHomMa P(x)= x* + x + 1,
npousonuia ommoka. [Ipunaaras komounamms umeet Bua 1000110. McnpaBere ommoKy.

3. Iano: k =4, P(x) = x* + X + 1. Heo6X0auMO MOCTPOUTH IIPOBEPOYHYIO MATPHUILY C HOMOIIBIO
IIPOBEPOYHOTO MOJIMHOMA.

OIIK-2.2. MHMcnoJb3yeT NpH PpelieHUW 3a74a4 NPodecCHOHAIBbHON eATeJbHOCTH
COBpeMeHHbIe NH(OPMAIMOHHbIE TEXHOJIOTHH U NMPOrPaMMHBbIE CPeICTBAa, B TOM 4HCJIe
0Te4eCTBEHHOI'0 MPOM3BOJACTBA

3HAThH
OCHOBHBIC MPUHITUIIBI 3PHEKTUBHOTO ¥ TOMEXOYCTOHYMBOTO KOAMPOBAHMS HH(DOpManuu

YMmerb
UCIOJb30BaTh  aITOPUTMBI  A(G(GEKTUBHOTO U MOMEXOYCTOWYMBOIO  KOJUPOBAaHUS B
poQeCCUOHATBHON IeITeTbHOCTH

Baanern
MaTeMaTHYEeCKUM allaparoM TEOPHUU KOAWPOBaHHs HHGOPMALIUU




a) munogvie mecmoswle 60npocwl 3akpovimozo muna (OIIK-2.2):

1. Kakoi1 u3 METO/1I0B KOAUPOBAHUS SIBJIACTCS HUKINYECKUM?
koabl Puga-CosiomoHa;
Ko7 XAMMHUHTA;
ko Xaddmana;
kox ['pest.

2. Kakoe MOHATHE COOTBETCTBYET JAHHOMY OIPEACIICHUIO «3TO 32-OMTHOE YHCIIO, JBOWYHAS
3aMUCh KOTOPOTO COJAEPNKUT HENPEPBIBHYIO MOCIEN0BATEILHOCTh €AUHUI] B TEX pa3pslax,
KOTOpBIE OMPEETSAIOT HACHTH(PUKATOP TOICETH, U HEMPEPHIBHYIO MOCIIEI0BATEILHOCTh HYJIEH B
TeX pa3psaaax, KOTOpbIE ONPEACTSIOT UACHTU(DUKATOD y37Ta.»?

X311-cymma;

Macka nmojaceTu;

KonoBoe paccrosiaue;

Hexkonep.

3. HazoBute 0OpaTHBIii Mporece KOAUPOBaHUS?
KOMMYTaIIHs;
AeKOIMPOBaHMeE;
MOJTYJISIIINS;
JNEMOIYJIALUS.

0) munogvle mecmoewie 6onpocovt omkpsuimozo muna (OIIK-2.2):

1. Maiite onpeneneHne KonUupoBaHus?

OtBer: KonmpoBanme — mnpouecc ONMCAaHUSI CMBICJIOBOIO COAEPKAHUS
HHPOPMANMH € MNOMOIIBI0 CcHMBOJIOB. KoaupoBaHue ocCymecTBiIseTcsi € LeJbIO
npeacraBjieHus: coo0eHnii B popme, y100HOM ISl MepeNavYu M0 JaHHOMY KaHAJy CBA3M.

2. JlaitTe onpenesieHue AEKOUPOBAHMS?
OtBer: /lekogupoBaHue — BOCCTAHOBJIECHHE NPHUHATOIO COOOIIEHUSI W3
KOJIMPOBAHHOI'0 BU/Ia B BU/, IlOCTyHHbIﬁ I HOTpeﬁl/lTe.Hﬂ.

3. Yto XapaKkTepu3yeT MOHATHE «IHTPOIUS»
OtBer: JHTpONHsI XapakTepHu3yeT CpeJdHee KOJMYeCTBO HHpopmaunum,
npuxo/siileecsi Ha OAMH 3HAK JUCKPETHOI'0 COOOIIEHUSI.

4. Kaxoe npeoOpa3oBaHre Ha3bIBAIOT 3PGEKTUBHBIM KoJIupoBaHueM? B Kakux ciydasx ero
IIPUMEHSIIOT?

Ot1Ber: JdPPeKTUBHBIM (ONTUMAJIBHBIM) KOAMPOBAHUEM HA3bIBAETCS
npeodpa3oBaHHe CHMBOJIOB NEPBHYHOrO aj(aBuTa B KOJAOBBbIC CJI0BA BO BTOPHYHOM
andaBurTe, NIPM KOTOPOM CPeAHSsl NJMHA COOOLIEHMHA BO BTOPUYHOM ajipaBuTE HMMeeT
MHMHHMAJIbHO BO3MOKHYIO JUIMHY. J(PPeKTHBHOEe KOAUPOBAHHE NMPHMEHSAETCS B CIydasix,
KOIJ1a YpPOBeHb IOMeX B KaHajle CBSI3M He3HauWTelleH M HMX BJUsIHHEM Ha padoty
HHPOPMALMOHHOM CHCTeMbI MOKHO IpeHedpeYb.

6) munoevle npakmuyeckue 3aoanusn (OIIK-2.2):

1. Ucnions3yst anroputm Xaddmana, 3aK0TUpPOBATH CIOBO «COOOITICHUEY.



2. C moMoI1pio Koj1a X9MMHHTA 3aKOAUPOBATh CIECIYIONTHE KOMOWHAIIUN
e 10101110

3. C moMo1ipio Kojia XAMMHUHTa 3aKOIMPOBAThH CIIEAYIOIIHE KOMOMHAITUN
e (01110101

4. C momoripio Koja XOMMUHTA HAWTU M UCTPABUTH OJHOKPATHYIO OMIMOKY B TONTYYECHHBIX
KOMOMHAINAX
e (11010100101

5. C moMomipio Koga XAMMHHTAa HAWTH W HCIPABUTh OJHOKPATHYIO OIMMOKY B TMOTYYEHHBIX
KOMOWHAIIUAX
e (010101001010

6. C moMonIbio paclIupeHHOro Kojja XoMMHUHIa HAWTHU U UCTIPABUTh OJTHOKPATHYIO OIIKMOKY WIIH
OOHApYXHTh ABYKPATHYIO/TPEXKPATHYIO OIIUOKH B MOTYYECHHBIX KOMOMHAIIMUAX:
e (0101101011101

TunoBble TeopeTHYecKNe BONMPOCHI HA 3aueT no aucuuniaune (OIIK-2;0IIK-5):

Cucrema nepeaauu uHGopMaIuu

[ToHgTHE CUTHANA U €r0 MOJIENH

[IpencraBienue qeTepMUHUPOBAHHBIX CUTHAJIOB

Bpemennas ¢popma npecTaBiIeHUs CUTHAIA

CriekTpasibHOE MpeACTaBIEHUE CUTHAIOB

HenpepsiBHas moaysiiust

NmnynscHas Monynsauus. UMnynbcHO-KOAO0BAs MOAYIISIIIHS

O0bem 1 HHPOPMALTMOHHAS €eMKOCTh CUTHAJa

[IpeobpazoBanne curnanoB. O0mmMe coodpakeHus

0. Curnasel TenedoHHO# cBsi3u (pedeBbie). CUTHABI 3BYKOBOTO BEIAHMS.
DakCUMWIbHBIE U TEJIEBU3UOHHBIE CUTHAJIBI

11. IlepeHoCUMKM CUTHAJIOB

12. TTapameTpsl IBYXNPOBOJHBIX HAMPABISIONINX CUCTEM

13. B3auMHbIe BIUSHUSA MEXY LETSIMU CBSI3U

14. Knaccudukanus HampapIIsSiOIIMX CHCTEM

15. IlpeumymiecTBa U poBoii (OpMBI IPEACTABICHUS CUTHAIIOB

16. IlocTaHoBKa 3a7aun AUCKPETU3ALIUN

17. PaBHOMEpHAasl JUCKPETU3ALMS 110 YACTOTHOMY KPUTEPHIO

18. KBaHTOBaHME CUTHAJIOB

19. Cpencrsa npeacrasienus nHpopManuu B TuppoBoit popme

20. Ananoro-1udpoBsie MpeodpazoBaTenn

21. ®usnueckas TOMOJIOTHUS ceTel

22. IlepBruyHas CeTh ANEKTPOCBSI3U

23. Bropu4Hble CETH 3IEKTPOCBA3H

24. CiocoObl KOMMYTAIIUU U TIEPEAAUn JTaHHBIX

25. Knaccuduxarnmst cereit

26. Texnonorus “KJIMeHT-cepBep”

277. MHoroypoBHeBas opranusaius ynpasieHusd. Ctangapt OSI

28. CTpyKTypa U XapaKTEPUCTUKU BBIUUCIUTEIIBHON CETH

29. Pacnipenenenue QyHKIUH MO CHCTEMaM CETH

I SR RSN ol ol e



30. Anpecatysi nakeToB

31. MapupyTtu3zanus akeToB

32. YupaBieHue NOTOKaMHU MMaKeTOB

33. IIpotokonsl 1 nHTEPGEHCH YIIpaBIeHUs KaHAIAMH M CEThIO TIEpe1aun JaHHBIX
34. ®opMUpOBaHUE KAHAJIBHOT'O CUTHAJIAa B CUCTEMaX aHAJIOTOBOM CBSI3U

35. O6pazoBanue rpynmnosoro koga B LICIT UKM

36. ®opmupoBanue auHeitHoro curnana [{CII
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