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1. IEJIM OCBOEHUSA JUCHHUIIJIMHBI (MO Y JIS1)

11

[espro MUCIUIUTMHBI SIBJISIETCS OPMHUPOBAHKE KOMIIETEHIIMN B COOTBeTCTBHH ¢ TpeboBanusmu ®I'OC BO, a taxxe
KOMIIETEHIIUH, ONPE/IENIEHHBIX B COOTBETCTBUH C KOMIIETEHTOCTHO-POJIEBON MOJIENbIo, paspadborannoit ®I'”AOY BO
«Hammonanbubli nccnenosarenbekuii yausepcurer MTMO» B pamkax npoexra TOIT-MU, B pe3ynabrare 0CBOSHUS
KOTOPBIX 00YYaroUIMHACS CMOKET MPOBOIUTH HACTPOUKY CYIIECTBYIOLIMX MOAENEH HCKYCCTBEHHOTO HHTEIIEKTA,
noo0ydeHne MoJieel HCKYCCTBEHHOI'O HHTEIIIEKTa, HCTIOIb30BaHNE PaHee CO3IaHHBIX IPOrPAMMHBIX OMOIHOTEK U
(bpeiiMBOPKOB VIS peLIeH s IPUKIaHbIX 3a1ady.

1.2

B paMkax TUCHUILIMHBI Y CTYJEHTOB (JOPMHUPYETCsl CUCTEMHOE IPE/ICTABICHHE O METOIOJIOT MM, IPUHIUIIAX U IPAKTHKAX
obecniedeHust THPOPMAITHOHHOW O€30MaCHOCTH B CHCTEMaX MCKYCCTBEHHOTO HHTEIIEKTA, C YIITyOIeHHBIM H3ydeHUEM
Yrpo3 ¥ MEXaHU3MOB 3allUThI, XapaKTEPHBIX U1 FTEHEPATUBHBIX MOJIeJICH U OONbIINX A3bIKOBBIX Mozeineii (LLM).

1.3

B pe3yIbTaTC U3y4CHUS NUCHUIUINHBI CTYACHT NOJIKCH OBITH CIIOCOOCH pemaTts CICAYyromune HpO(beCCI/IOHaJ'H)HI)Ie 3aJauun:

1.4

AHaITUTHKO-TEOPETUYECKUE 3a/1aUN:

1.5

AHaHHSI/IpOBaTL APXUTECKTYPY CUCTEM NUCKYCCTBCHHOI'O MHTCIUICKTA, B YaCTHOCTHU I'CHCPATUBHBIX Mo/:[eneﬁ, Ha npeaMeT
y}BBYIMOCTCfI 1 IOTCHIHUAJIBHBIX BEKTOPOB aTaK.

1.6

Knaccudurmpoats yrpo3sl 6e3omnacHocTy st cucreM U, Brirouas ataku Ha oOydaroriue nanaeie (Data Poisoning),
ataku Ha BbIBox Monenu (Adversarial Attacks), kpaxxy koHpuaeHIHanbHONW HHpopManmy n3 Moaenu (Model Inversion,
Membership Inference), n MaHUTTYIIAIUIO TOBEICHUEM TeHEPATUBHBIX Mojielieit (prompt injection, jailbreaking).

1.7

®dopmynupoBaTh TPEOOBAHMS K CHCTEME 3allIUThl MH(POPMALIUY JIJIs1 IPOCKTA, CBSI3aHHOTO C pa3paboTKOW WK
pa3BepTbiBaHueM cuctem MU

1.8

TexHonornueckue u MPaKTUYICCKUEC 3aJa4n:

1.9

IIprMEeHSTh METO/IbI X HHCTPYMEHTBI [Tl OLICHKH 3aIIUIICHHOCTH 1 IIPOBE/ICHUSI TECTUPOBAHUS Ha IPOHUKHOBEHHE (pen-
testing) Mojiesieit MalIMHHOTO OOYUYEHHSI, B TOM YHCJIE C HCIIOIb30BaHHEM (DPEHMBOPKOB JIJIsi TEHEPAIIMH COCTS3aTEIbHBIX
npumepos (adversarial examples).

1.10

Pa3pabaThIBaTh M peanr30BbIBaTH 0a30BbIe MEXaHU3MBI 3aIUTHI s cicteM WU, Bimtouast Metobl qud e peHransHoi
npuBatHoctH (Differential Privacy) mis 3aimThl JaHHBIX 00yYEeHHU s, MEXaHU3MbI YCTOHUYMBOCTH K COCTA3ATEIBHBIM aTakamM
(Adversarial Training), u koHTpoJb gocTyna Kk APl u Becam mMozernei.

111

OrneHuBaTh PUCKHU, CBSI3aHHBIE C Pa3BePTHIBAHHEM I'€HEpaTHBHBIX Mojieel (Takux kak LLM), u nmpearats
apXUTEKTYPHBIE U MPOLEypHbIE MEPHI 10 UX MUHUMHU3AIIHH.

1.12

HHTCFpaLll/IOHHO-CI/ICTeMHblC 3aJa4uu:

1.13

WHTerpupoBaTh pacCMOTPEHHBIE METOJIBI 3aIUTHI B OOLINIA KU3HEHHBIN [UKII pa3pabOTKH MPOrPaMMHOro 00eCIeueHHs
(SDLC) u DevOps/MLOps-mporieccsl.

1.14

CoorHocHTb yrpo3sl st cucteM VU ¢ KiiaccHieckuMu yrpo3amMy HH(GOPMAIMOHHOM 0e30IacCHOCTH U BBICTPAaNBATh
KOMIIJIEKCHYIO CUCTEMY 3alIlIUTHI.

2. MECTO JUCHUILJIMHBI (MOAY.JIsI) B CTPYKTYPE OBPA3OBATEJILHOM ITPOT'PAMMBbI

Huxn (paznen) OIL: |Bl.O

2.1

TpeOGoBaHus K NpeABAPHUTEJbHOI NOAT0TOBKe 00y4aloLerocs:

211

JuckperHas MaTeMaTrKa

2.1.2

[IporpammupoBanue

2.13

TexHomornueckas mpakTUKa

214

O3HaKOMHTEIIbHAS IIpaKTUuKa

2.15

ANTOpUTMBI U CTPYKTYPBI JaHHBIX

2.1.6

Bonpuine s3p1K0BBIE MOJENN U reHepaTuBHbIN M

2.1.7

BBGHGHI/IG B l'[pO(beCCI/IOHaJ'II)HyIO JACATCIIbHOCTD

2.1.8

ApXUTEKTypa BBIUUCIUTEIbHBIX CUCTEM U CETEH

2.19

OHepaHI/IOHHLIe CHUCTEMBI

2.1.10

OCHOBEBI CHCTEM HCKYCCTBCHHOI'O MHTEJIJICKTA

2111

ba3wl manHbBIX

2.1.12

PeKOMCHI[aTeJ'H)HI:Ie CUCTEMbI U CUCTEMbI IIOAACPIKKU IIPUHATUSL pemel—mﬁ (CMG)KHaS[ Z[I/ICIII/IHJ'II/IHa)

2.1.13

ABTOMAaTH3UPOBAaHHOE MAIlIMHHOE 00y4eHHE

2.2

Jucuuniaunsl (MOLYJIM) U NPAKTUKH, /ISl KOTOPBIX OCBOEHHE TaHHON AUCUMIIMHBI (MOAYJIsl) HE00X0AMMO KaK
npeaunecTBy0Iee:

221

Hpeﬂ)II/IHJ'IOMHaSI IpaKTHUKa

222

BrinonHeHue 1 3ammra BBITYCKHOH KBaTH(UKAIIMOHHONH paboThI

3. KOMIIETEHIINHU OBYYAIOIIET'OCS, @OPMHUPYEMBIE B PE3YJIBTATE OCBOEHUSA JUCHUIIJINHBI

(MOJY.JIST)




OIIK-3: CnocofeH pemiaTh CTaHAAPTHBIE 32124 MPO(eCcCHOHAIbHOM AesiTeIbHOCTH HAa 0OCHOBe HH(OPpMALMOHH 0 U
oudamorpadguyeckoii KyabTypbl ¢ NpUMeHeHHeM HHGOPMAIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHI U ¢ Y4€TOM OCHOBHBIX
TpeboBaHuii MH(PpOPMALIMOHHOI Ge30MaCHOCTH

OIIK-3.1. Baageer ungopmanuonnoii u oudamuorpaduyeckoii Ky1bTypoi

3HaTh

CrienManu3upoBaHHbIC HCTOYHUKHA WHQOPMAIMH: KIFOUYEBbIC MEXK/IyHAPOIHbIE U POCCHICKUE HAYUHbBIE )KYPHAIIbI, KOH()EPEHIMH U
penoszutopun (Takue kak arXiv, IEEE Xplore, ACM Digital Library, Springer LNCS), my6iukyroriue nepe1oBbie UCCIIeT0BaHHS B
obsacT 6€30I1aCHOCTH MCKYCCTBEHHOI'O MHTEIJIEKTa U MAIIMHHOT'O 00Y4YeHHsI.

ba3sl 3HaHuMi U CTaHIAPTH: OCHOBHBIE MPOGMIbHBIC Opranu3aiuu u 6a3el 3Hanui (Hanpumep, OWASP Al Security & Privacy
Guide, MITRE ATLAS — Adversarial Threat Landscape for Artificial-Intelligence Systems, NIST guidelines on Al risk
management).

bubnuorpaduueckre TpedoBaHus: MpaBuia 0 OPMICHHS HAYYHBIX CCHLIOK, IIMTHPOBAHUS U COCTaBACHHS OMOIuorpaduuecKkux
CIIMCKOB I10 CTaHAapTaM, NPUHATHIM B By3e (Hanpumep, ['OCT), npu pabore ¢ Hay4YHO-TEXHUYECKOI TUTEpaTypoi.

Kpurepru oleHkr HHGOPMAIWK: TPUHIUIIBI BeprbUKAHH UH(DOPMALINH, KPUTEPUH OLICHKH JOCTOBEPHOCTH U aKTYaTbHOCTH
HAay4YHBIX ¥ TEXHHYECKHX HCTOYHHKOB B ObICTpOpa3BHBatoleiics oomactu NIN.

Ymerb

D¢ dexTHBHO NCKATh HHPOPMAIUIO: IPOBOJANUTH LieJCHANPABICHHBIN IIONCK HAYYHBIX CTaTeH, TEXHUIECKUX OTYETOB, JOKYMEHTAIUH
K (peiiMBOpKaM M HOPMATHUBHBIX JOKYMEHTOB 110 TEMaM JUCLUIUIMHGI (3aIIMTa TeHepaTUBHBIX MojeseH, ataku Ha 1,
muddepeHnnanbHas NpuBaTHOCTD U T.11.).

AHaNIM3UPOBATh U CUHTE3UPOBATH HH(POPMALIUIO: KDUTHYSCKU OLICHUBATh HAlICHHBIC HCTOYHUKH, BBIJICIIATH KIFOUCBBIC UICH,
CPaBHHUBATH Pa3IMYHbIE MOJXO/bI K PEICHHIO 33/1a4 3aIIUThl HHpopManun B cucteMax MU u hopMyaupoBaTh Ha HX OCHOBE
cOOCTBEHHBIE BBIBOJIBI.

CucremMaTH3upoBaTh HHPOPMALIUIO: CTPYKTYPHPOBATH MOMyIeHHBIE 3HAHUS [UIS HCIIONB30BaHMS B y4eOHO! (ITOAroTOBKa pedeparos,
MPE3CHTAIINi) U PAKTHYCCKOMN IEATEILHOCTH (BBIMOJIHEHUE KYPCOBBIX ITPOCKTOB, BBITYCKHOW KBATU(UKAIIOHHON paOboThI).
Pa6OTaTb C MCTOYHMKAMHM Ha aHTJIMMCKOM SI3BIKE: YUTATh U IIOHMMAaTh OCHOBHYI CMBICIIOBYIO HAIrpy3Ky TCXHUYCCKUX U HAYYHBIX
TEKCTOB Ha aHTJIMICKOM SI3BIKE, SBJISIOIIEMCS OCHOBHBIM JJIsl TAHHOM MPEMETHON 00IacTH.

Baagernb

Hagsikamu OubGIHOrpaMpOBaHUs: MPAKTUICCKUMHU HaBbIKaMH OQOPMIICHHUS IIMTAT, CCHUIOK M OHONMMOrpad)nueckux CIUCKOB B
COOTBETCTBUH C 33IlaHHBIM CTaHIAPTOM.

HagbikamMu HH(OPMAIIMOHHOTO MTOKCKA: TEXHOJIOTUSIMH U MeTo1aMK 3 (EKTUBHOTO MOKUCKa U 0TOOpa peJIeBAHTHOM WHPOPMAIUH C
HCIIOJIB30BAHUCM CIICHUATIU3UPOBAHHBIX IMMOUCKOBBIX CUCTEM, 6a3 JIAHHBIX U HAYYHBIX 6H6HI/IOTCK.

HaBbIkamMu akaeMHIeCcKOro MHChMa: HaABBIKAMH KOPPEKTHOT'O HCIONB30BaHMs HHGOPMAIMY U3 HAMICHHBIX UCTOYHUKOB B CBOMX
MMCBMEHHBIX paboTax (oTueTax, pedeparax) Oe3 HapyIICHHS aKaJeMUIECKOH TOOPOCOBECTHOCTH.

HNudopManroHHON KYTBTYpOii: CITOCOOHOCTBIO CAMOCTOSTENBHO ITOIACPKUBATH U OOHOBIISATH CBOY 3HAHUS B OOJIACTH 3aIIATHI
uapopmarmu B cucremax VI, orciexuBas HOBbIE MyOIMKAMK M TEHICHIHH.

OIIK-3.2. Pemaer 3aga4u npogeccMOHAIBHOI 1esiTeJbHOCTH ¢ IPUMeHeHueM HH(OPMALMOHH0-KOMMYHUKAIIHOHHBIX
TEeXHOJIOTHii C y4eTOM OCHOBHBIX Tpe0oBaHMii HHPOPMALMOHHON (e30MACHOCTH




3HaTh

OcHuoBbl KT: npuHIMITEL paboTH ¥ OCOOCHHOCTH COBPEMEHHBIX MH(OPMAIMOHHO-KOMMYHUKAMOHHbIX TexHonoruit (MKT),
UCIIONB3YEMBIX B )KH3HEHHOM mukie cucreM MU (obnaunbie miaTdopMel, CHCTEMBI BEpCHOHHOTO KOHTPOJIS, KOHTeHHepH3aIusl,
uacrpymentsl MLOpS).

Yrpo3sl HHPOPMAIIMOHHON OE30aCHOCTH: KITF0YeBbIe Yrpo3sl b, akTyaibHbIE Tl KaXOro stana pabotsl ¢ cucremamu MU: ot
cOopa JaHHBIX W 00YYCHHS 10 Pa3BEPTHIBAHUS M IKCILTYaTAlMH MOJICIIH.

TpeboBanus b: ocHOBHEBIE TpeOOBaHHUS, TIOTUTUKH 1 JIyUIIHE PAKTUKH 00eCTieueHNsT HHPOPMAMOHHOH 0e30MacHOCTH MPpU
ucnonp3oBanuu KT B mpodeccrnoHanbHON IesTEIbHOCTH, B TOM YHCIIE: IPH paboTe ¢ JaHHBIMA (KOH(OUIECHINATBHOCTD,
[ETIOCTHOCTD), IIPU TOCTYIIE K BHIYMCIUTEIBHBIM PeCypcaM U MOJEIsM (ayTeHTU(HUKALIHS, aBTOPHU3ALIHS), IPU CETEBOM
B3aUMOJICHCTBUY KOMIIOHEHTOB CHCTEMBL.

HopmaTuBHY!0 6a3y: 0a30BBIC MOJIOKEHUS TPCOOBAHMUMH, CTAHIAPTOB M PEKOMEHIAIMH (KaK MEXTyHAPOIHBIX, TaK ¥ POCCUICKUX),
KaCaIOIIMXCsl 3alIUTh HHPOPMALIUK U TAHHBIX MPU pa3paboTKe U UCTIOIb30BaHUH cuctem V.

Ymersn

Br16upats HHCTpyMEHTHI ¢ yueToM WB: apryMeHTHpOBaHHO BRIOHpATH MporpaMMHbIe  amnmaparssie cpeactsa (MKT) mis pemenus
npodeccuoHabHBIX 3a1a4 (Hanmpumep, BbIOOp (peliMBOpKa JUTsl MAIMHHOTO 00Y4eHUs], 00J1a4HOro npoBaiaepa, MHCTpPYMEHTa
pa3BepTHIBAHUS) C YUETOM MX BO3MOXKHOCTEH Ui o0ecrieueHns: 0€30MacHOCTH.

AHamM3UpOBaTh PUCKU: IPOBOANTH MIEPBUYHBII aHAIN3 PUCKOB HH(OPMAIIMOHHONH 0€30MIaCHOCTH, BOSHUKAIOIIUX MTPH MPUMEHEHUH
koHkpeTHbIX UKT mis moctpoeHus cucteM U (HanmpuMmep, pUCKU YTEUKU JaHHBIX U3 00JaYHOr0 XpaHUITHUIIA, PUCKA HHBEKIIUH
BPEIOHOCHOIO KOJIa).

Peanmu3oBbIBaTh 0a30BbIe MEPHI 3aIUTHI: HACTPAUBATh M MPUMEHSTH 0a30BBIe MEXaHU3MBI 3aIIUTHI P Hcronb3oBannu UKT.
OpraHu30BBIBaTh O€30IIaCHOE XpaHEHHE U Niepeaady AaHHbIX 1 Mozenei (mudposanune, VPN).

HacrpauBath ynpasienue noctynoM k pecypcam u APl moneneii.

Vcrions30BaTh HHCTPYMEHTHI UTs O€30MacHOM pa3paboTKH U pa3BepThIBaHKS (HAIPUMEp, CKAHHPOBaHUE KOHTEHHEPOB Ha
YSI3BUMOCTH).

OkcmnyarupoBath cucteMbl U ¢ yaerom UB: obecrieunBath 0€30MacHyI0 KCILTYaTalUIO Pa3BePHYTHIX MOJIesIel, BKIFoYast
MOHHTOPHHT aHOMAJIbHOI aKTHBHOCTH, ITOJIO3PHTENHHBIX 3aIIPOCOB M TOIMBITOK aTak.

Baaners

Hassikamu Ge3onacHoit Hactpoiiku UKT: npakTuueckumMu HaBbIKaMu 0e30IacHOM KOH(GUTypaluy NporpaMMHBIX Cpel U
HMHCTPYMEHTOB, MCIOJIb3YEMBIX JUIS pa3pabOTKU U HcciIenoBanuil B oonactu VU (HacTpoiika mpaB IOCTYIA, UCIOIb30BAHUE TOKCHOB
U KITIo4ei, paboTa B H30JMPOBAHHBIX CPENax).

HaBbikamMu nprMEHEHHS 3aIIUTHBIX MEXaHH3MOB: HABBIKAMH HCIIOJIb30BAHHSI BCTPOCHHBIX ¥ CTOPOHHHX CPEICTB 3alIUATHI
(manpumep, mexanm3Mbl mmdposanus B CYB/], cpencra ayreHTH(rKannu B BeO-PppeliMBOpKax, HHCTPYMEHTHI TSl 00€CIedeH s
nmuddepeHInanTb HON TPUBATHOCTH B OMOIMOTEKaX MAIIMHHOTO 00YUYEeHHsI) TIPH PEIICHUN MPAKTHUCCKUX 3a7ay.

KynbTypoii 6e30macHoro npoeKTUPOBaHHMS: CIIOCOOHOCThIO MMPOSKTUPOBATh U PEaIr30BbIBATh peleHus B oonactu MU, u3HavanbHO
YUYHUTBIBaIONME TpeOOBaHUS MHHOPMALIMOHHOM 0€30I1aCHOCTH, a He J00aBIAIONINE UX MOCTHAKTyM.

OIIK-6: Cnocoben pa3padaTsIiBaTh aJIrOpuTMbI U NPOrPaMMBbl, MPUTOIHbIE /ISl IPAKTHYECKOr0 HCIO/Ib30BAHNS, IPUMEHATH
OCHOBBI HH(OPMATHKH U IPOrPAMMHPOBAHMS K MPOEKTHPOBAHUIO, KOHCTPYHPOBAHUIO Y TECTHPOBAHUIO MPOrPAMMHBIX
NPOAYKTOB

OIIK-6.1. BoinosiHsAeT pa3paGoTKy aJITOPUTMHUYECKOr0 U MPOrPaMMHOI0 ofecrievyeH s JIsl pellleHUusl MPUKJIAAHBIX 33124




3HaTh

ApXHTEKTYpHBIE IPHHITUITEI O€30MaCHBIX CUCTEM: TIPHHIUITBI IPOSKTHPOBAHUS AT OPUTMOB U IIPOrPaMMHOT0 00€CIeYeHHs IS
cucreM 1Y, ycToHumBBIX K aTakaM (HanpuMep, IPUHIMIT MUHUMAJIBHBIX IPUBUIIETHH, Oe3omacHast 00paboTka BBOJA, pa3lielieHUe
OTBETCTBEHHOCTH MEKIY KOMITOHCHTAMH).

ANTOPUTMBI U METOJIBI 3AIIUTHI: KOHKPETHBIE AJITOPUTMBI M METOJIMKHU, HCIIOIB3yeMbIe IS 3alUThI cucteM VU:

ANropuTMBI TOBBIIIEHUS yeTounBocTy Mojeneit (Adversarial Training, aeTekTupoBaHUe COCTA3ATEIBHBIX IIPUMEPOB).

Mertonp! 3anmThl KoH(GUAeHIHATEHOCTH NaHHbIX ([uddepenunansaas npusaTHOCTD, TOMOMOpdHOE mudpoBanue, heaepaTHBHOE
00yueHHe — Ha KOHIETITYaJIbHOM ypOBHeE).

ANTOPUTMBI MOHUTOPUHTA 1 aHAJIN3a MTOBEACHHS MOJENN Ha TPeIMET aHOMAITHH.

VYI3BUMOCTH Ha ypOBHE KOJIa: TUIIOBBIE YA3BUMOCTH, BO3HUKAIOIINE P pealn3aluy KOMIIOHEHTOB cucteMbl VU (Hanpumep,
WHBEKIUS B IPOMIITHI, HeOe30IacHast AecepuaIn3anus MoaeleH, ommuOky B (yHKIUIX 00pabOTKU MMOIB30BAaTENBECKOTO BBOJA).
HHCTpyMeHTHI 0e30MacHOi pa3paboTK: Ha3HAYEHHE U BO3MOXKHOCTH HCIONIb30BaHHSI HHCTPYMEHTOB CTATHYECKOTO H
JIMHAMHUYECKOr0 aHajm3a Ko/a, CKaHepoB ys3BuMocreii B 3aBucumoctsx (SAST, DAST, SCA) npu paspadorke 10 mis UN.
Ymernb

[TpoexTHpOBaTh 3alMIIEHHbIE AITOPUTMBI: pa3padaTbIBaTh U (HOPMATH30BBIBATE aJITOPUTMBI KIFOUEBBIX KOMIIOHEHTOB cucteMsl VI,
YUYUTHIBaKOIUE TpeOOoBaHMs 0€30MacHOCTH (HAPUMED, AITOPUTM NPeT00paOOTKH BXOIHBIX JAHHBIX YIS (PUIBTPALIUHA BPEIOHOCHBIX
BXOJI0B, aJITOPUTM JIOTHPOBAHMS M ayIUTa 3alIPOCOB K MOJICIIN).

Peanu30BbIBATh MEXaHH3MBI 3aIIUThI: IEPEBOTUTH TEOPETHUCCKHUE METOIBI 3aIUTHI B PA0OTAIOIIII MTPOrPaMMHBIH KO/ Ha SI3BIKAX
pOrpaMMHpPOBaHuUs, Takux Kak Python, ucmomns3yst coorBeTcTByrONMe OGnbIHOTEKH U PpeiMBOPKH (HAIPUMED, Pealn30BaTh
0a30BBIi MEXaHM3M aTaKW W 3aIIUTHI VIS yaeOHOH MOJIeIH).

WHTterpupoBath cpejicTBa 0€30MacHOCTH: BCTPAaUBATh FOTOBbIC OMOIMOTEKH M MHCTPYMEHTHI 00ecreueH s 0e30MacHOCTH B OOIIHI
KOHBe#iep pa3paborku u skcmryaranuu (MLOps pipeline) cucremsr M.

TectupoBaTh 6€30MaCHOCTH pean3aluii: POBOAUTE 0a30BOE TECTUPOBAHHUE pa3pabOTaHHOIO MPOrPAMMHOrO 0OCCIICUCHHS Ha
YCTOHYMBOCTh K M3BECTHBIM THIIAM aTak (HampuMmep, TECTUPOBAHUE MOJICIH Ha COCTA3ATEIbHBIX MPUMEPaX C HCIOIb30BaHUEM
6ubmmorek like Adversarial Robustness Toolbox).

Baapers

Hagsikamu 3armutHOro nporpammuposadus (Secure Coding): mpakTHuecKUMH HABBIKAMH HAIMCAHHS KOJA, YCTOWYHBOTO K
9KCIUTyaTaluy, 17151 KOMIIOHEHTOB, B3auMOAEHCTByomumX ¢ Monensio MU (Bed-untepdeticel, API, 00paboTunky TaHHBIX).
HaBbIkaMu HCIIONB30BAHMS CIICIHUATU3UPOBAHHBIX OHOIMOTEK: TEXHOIOTHAMH PabOThI ¢ PpeiMBOPKaMU U OUOIHOTEKAMU JUTs
Ge3omacHoCTH MaImMHHOrO 00yueHus (Hanpumep, IBM Adversarial Robustness Toolbox, Microsoft Counterfit, CleverHans) s
mporecce pa3paboTKIL.

Metonamu BepuhHUKaliy 1 BaTHAAIMA 3aIUTHBIX CBOMCTB: CIOCOOHOCTHIO IPIMEHSTh METOABI TECTUPOBAHUS H OLEHKHU IS
MPOBEPKHU TOT'0, YTO PEaTN30BaHHbIEC AITOPUTMBI M IPOrpaMMHOE 00eclieYeHNe BEITTOIHSIOT CBOU 3alUTHBIE ()YHKIHH.

IK-14: CniocoGeH ynpasJsiTh NPOLECCOM KU3HEeHHOT0 nukIa MU -npoaykTa u pykoBOAMTH padoToii KOMaHAbI MPOEKTA B

odnactu U
IIK-14.5. Opranu3syer BHeJApeHHe H CONPOBOKIeHUE Pa3padOTaAaHHOI 0 MPOrPaMMHOI0 odecnedeHust
3Harp
Ymers
Baapern

B pe3yiabTaTe 0cBOeHUS AMCHUNIMHBI (MOYJIs1) 00y4YaroUiics 10JKeH
3.1{3naTs:
3.1.1|KimroueBsle yrpo3bl 6e3omacHocTy cucreM MI: ataku Ha gaHHBIE, MOJEITH (BKITIOUAsi TeHEPATUBHbIE) M OKCILTyaTallMOHHYIO
HHPPACTPYKTYPY.

3.1.2|ITpuHUMOBI 1 METOABI 3aUThI cicTeM MU Ha Beex dTanax sku3HeHHOro 1ukia (nuddepeHunansHas NpuBaTHOCTS,
MOHHUTOPHHT ).

3.1.3|OcHoBbI 6e30macHO pa3paboTky u skcmnyaramuu [10 s MU (apXuTekTypa, HHCTPYMEHTHI, JIydIIue IPaKTUKN).
3.2|YmeTh:

3.2.1|Ananmm3upoBats apxXuTeKTypy cucreM MU Ha npeamer ysa3BuUMocTelt n popMyTnpoBaTh TpeOOBAHHS K 3aIIUTE.

3.2.2|[IpuMeHSATh METO/IBI U HHCTPYMEHTHI JUIS OLEHKH 3alUICHHOCTH U TECTUPOBAHUS MOJCJICH MAIIMHHOTO 00y4YeHHSI.

3.2.3 PaSpa6aTLIBaTL " pCain30BbIBATH 0a30BbIC MEXAHU3MbI 3alIUTHI JJ11 KOMITIOHEHTOB cucteM M.

3.3|Baagern:

3.3.1|HaBsikamu 3ammutHOro nporpaMmupoBanus (Secure Coding) s KOMIIOHEHTOB, B3aUMOJEHCTBYIOMUX ¢ MofesiMu M.

3.3.2| TexHonorusimMu paboThI € CIICIHATM3UPOBAHHBIME (DpEHMBOpPKAMK M HHCTpyMEHTaMu it 6e3omacHoctd ML/AL

3.3.3|HaBbikamMu IIOMCKa ¥ KPUTHYECKOT O aHAIM3a aKTyanbHOU nH(opManuu B obnactu 6e3onacHoctu cucreM M.

4. CTPYKTYPA U COJAEPKAHME JUCIUIJIMHBI (MOYJIST)

Kon HaumenoBanmue pa3snesioB u Tem /Buj 3ansitusi/| Cemectp / | YacoB | Kommneren- | Jlureparypa dopma
| saHATHA Kvbe 11050 KOHTDOJIS |




Paznen 1. 3amura undopmanuu

1.1

TeopeTnueckre OCHOBBI 3aIUTHI HHHOPMALIUHL.
/Tema/

1.2

BBezeHue B IPeAMETHYIO 00JIaCTh, U3I0KEHUE
OCHOBHBIX ITOHATHUMH, OIPEETIECHHs, OCBEILCHUE
UCTOPHYECKOTr0 KOHTEKCTA 3aIlMThl HH()OPMALHH.
/Jlex/

OIIK-3.1-3
OIIK-3.1-Y
OIIK-3.1-B
OI1K-3.2-3
OIIK-3.2-Y
OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B

JI1.1J11.2
JI1.3J12.1
J12.2J13.1 J13.2

3auér

13

3ammra nporpamMm OT HEJIETalbHOI'0 KOITUPOBAHUSI.
IMpoexrupoBaHue NHGHOPMAIIMOHHBIX CUCTEM C
TOYKH 3peHus 6e3onacHoctu. MozenupoBaHue
yrpo3 u Hapymuresei. Pucku. TpeboBaHus k
anroputMam mmppoBanus. /Jlex/

OIIK-3.1-3
OIIK-3.1-Y
OIIK-3.1-B
OIIK-3.2-3
OIIK-3.2-Y
OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B

JI1.1 J11.2
JI1.3J12.1
J12.2J13.1 J13.2
€]

3auét

1.4

[paBuno Ortocra Kepkxodda. CumMmeTpuyiHbie
anroputmbl. [lotouHoe mmbppoBanue. biounsie
anroputmbl. [udpsl nepecranoBku. [Ludpst
3aMeHbl. MoHO- 1 nionandaBuTHeie mudpsI. /JIek/

OIIK-3.1-3
OIIK-3.1-Y
OIIK-3.1-B
OIIK-3.2-3
OIIK-3.2-Y
OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B

JI1.1J11.2
JI1.3J12.1
J12.2J13.1 J13.2
€|

3auét

15

Nuaekce coorBercrBus. [lIndpoBanbHas ManinHa
Onurma. [ludpoBanue ¢ OTKPHITHIM KIIOYOM.
[IprMeHeH e TeHepaTOpOB CITyYaliHbIX YHCEIT.
Aunropurm ®on Heiimana. /JIex/

OIIK-3.1-3
OIIK-3.1-Y
OIIK-3.1-B
OIIK-3.2-3
OIIK-3.2-Y
OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B

JI1.1JI1.2
JI1.3J12.1
J12.2J13.1 J13.2
€|

3auér

1.6

Peanusaiys anropurMa muppOBaHKsI C OTKPBHITHIM
wirodom (RSA) /J1a6/

OIIK-3.1-3
OIIK-3.1-Y
OIIK-3.1-B
OIIK-3.2-3
OIIK-3.2-Y
OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B

JI1.1J11.2
JI1.3J12.1
J12.2J13.1 J13.2
€

3auér

1.7

Peanuzanus anroputma mudpoBaHUs ¢ OTKPBITHIM
irodom (RSA) /J1a6/

OIlK-3.1-3
OIIK-3.1-Y
OIIK-3.1-B
OIIK-3.2-3
OIIK-3.2-Y
OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B

JI1.1J11.2
JI1.3J12.1
J12.2J13.1 J13.2
€

3auér




1.8 Beenenue B npenMeTHYI0 00J1aCTh, N3J10KEHHE OIIK-3.1-3 JI1.1J11.2 3auér
OCHOBHBIX TIOHSITHH, OTpeIeTIeHUs, OCBEIIEHNE OIIK-3.1-Y JI1.3J12.1
HCTOPUYECKOr0 KOHTEKCTA 3alUThl HHPOPMAIIHH. OIlK-3.1-B |J12.2713.1 JI3.2
/Cp/ OIIK-3.2-3 21

OIIK-3.2-Y
OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B

1.9 3amuTa mporpaMM OT HEJIETaTbHOTO KOMMMPOBAHUS. OIlK-3.1-3 JIT.1JI1.2 3auér
IpoekTupoBaHue MHHOPMAIIMOHHBIX CHCTEM C OIlK-3.1-Y JI1.3712.1
TOYKH 3peHust Oe3onmacHocTH. MoJenpoBaHue yrpo3 OIlK-3.1-B |J12.2J13.1 JI3.2
¥ Hapymuresnel. Pucku. TpeGoBaHus Kk anropurMam OIlK-3.2-3 1
mudposanns. /Cp/ OIIK-3.2-Y

OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B

1.10 IpaBuno Ortocra Kepkxodpa. CumMmeTpudHbie OIlK-3.1-3 JI.1 J11.2 3auér
anroputMbl. [TorouHoe mudpopanue. biaodnsie OIlK-3.1-Y JI1.3J12.1
anroputmsl. [udps! nepecranoBku. [ndpsr OIIK-3.1-B |J12.2J13.1 JI3.2
3aMeHbl. MoHO- U nonuangasutHele mudpst.  /Cp/ OIIK-3.2-3 €]

OIIK-3.2-Y
OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B

1.11 Wunekc coorsercrBus. llludpopanbpHas MaiiHa OIlK-3.1-3 JI.1J11.2 3auér
OunurMma. [lIuppoBanue ¢ OTKPBHITHIM KITFOUYOM. OIlK-3.1-Y JI1.3J12.1
IIpuMeHeHne reHepaTopoB CITyYaifHbIX YHCEI. OIlK-3.1-B |J12.2J13.1 JI3.2
Anropurm ®on Heiimana. /Cp/ OIIK-3.2-3 €]

OIIK-3.2-Y
OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B

1.12 ANTOPUTMBI 3aIUTHI HHPOPMALIUK U UX
npakTrdeckas peanuszanyst. /Tema/

1.13 Anroputm Ha yncnax ®ubonaun. JIunenHbrit OIlK-3.1-3 JI.1 J11.2 3auér
KOHT'PY3HTHBII reHeparop. KBaapaTuuHblit OIlK-3.1-Y JI1.3J12.1
KOHI'pY3HTHBII reneparop. HopmanbHoe (I'ayccoBo) OIlK-3.1-B |J12.2J13.1 JI3.2
pacnpenencaue. OcoOEHHOCTH PAKTHISCKOTO OIlK-3.2-3 21
MPUMEHEHHS] CHMMETPUYHOTO MH(POBAHUSL. OIIK-3.2-Y
TIpumepsr anropurmoB mudppoBanus. /Jlek/ OIlK-3.2-B

OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B

1.14 Aunropurm DataEncryptionStandard (DES). Oranst OIlK-3.1-3 JI.1 J11.2 3auér
umgppoanus DES. ®ynkuus Deiicrens. B3nom OIlK-3.1-Y JI1.3J12.1
mudpa DES.  /Jlex/ OIIK-3.1-B [J12.2J13.1 JI3.2

OIIK-3.2-3 31
OIIK-3.2-Y
OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B

1.15 OTKpHBITHII KOHKYpC OIlK-3.1-3 JI.1J11.2 3auér
National InstituteofStandardsandTechnology (NIST). OIlK-3.1-Y JI1.3J12.1
Anropurm AdvancedEncryptionStandard. Wcropus u OIIK-3.1-B |J12.2J13.1 JI3.2
0CODEHHOCTH ACHMMETPUYHOT 0 MIH(pPOBaHHUSL. OIIK-3.2-3 o1
Anroputm RSA.  /Jlex/ OIIK-3.2-Y

OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y

OIIK-6.1-B




1.16 Uccnenoanue ycTOMYMBOCTH MOJEIH OIIK-3.1-3 JI1.1 J11.2 3auér
KJIacCU(PHUKAINN H300paKEHHUH K COCTSI3aTEIbHBIM OIlK-3.1-Y JI1.3J12.1
atakam (Adversarial Attacks). AHanu3 pruckoB OIlK-3.1-B |JI12.2J13.1 JI3.2
KOH(MICHIMATLHOCTH B MOJEISAX MAITMHHOIO OIIK-3.2-3 21
o0yueHus ¢ momoinrsio Membership Inference OIlK-3.2-Y
Attack. /Jlex/ OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B
1.17 Peanu3zanus anroputma mimdpoBaHusi ¢ OTKPBITHIM OIlK-3.1-3 JIT.1J11.2 3auér
kirouoM (RSA) /J1a6/ OIIK-3.1-Y JI1.3J12.1
OIIK-3.1-B [J12.2J13.1 JI3.2
OIIK-3.2-3 31
OIIK-3.2-Y
OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B
1.18 Peanu3zanus airopurMa CHMMETPUYHOTO OIlK-3.1-3 JI1.1 J11.2 3auér
ummgposanus (DES) /J1a6/ OIlK-3.1-Y JI1.3J12.1
OIIK-3.1-B |J12.2J13.1 JI3.2
OIIK-3.2-3 €]
OIIK-3.2-Y
OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B
1.19 Peanu3zanus airopurMa CHMMETPUYHOTO OIlK-3.1-3 JI1.1 J11.2 3auér
umgposanus (AES) /J1a6/ OIlK-3.1-Y JI1.3J12.1
OIIK-3.1-B |JI12.2J13.1 JI3.2
OIIK-3.2-3 €]
OIIK-3.2-Y
OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B
1.20 HccnenoBanue yCTOMYMBOCTH MOJCITH OIlK-3.1-3 JI1.1J11.2 3auér
KJIacCUHKAINU H300paKEHHUI K COCTSI3aTEIbHBIM OIlK-3.1-Y JI1.3J12.1
atakam (Adversarial Attacks) /J1a6/ OIlK-3.1-B [JI12.2J13.1 JI3.2
OIIK-3.2-3 €]
OIIK-3.2-Y
OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B
1.21 AHanu3 puckoB KOHOUASHINATBHOCTH B MOJEIISIX OIIK-3.1-3 JI1.1J11.2 3auér
MaIIMHHOr0 00y4YeHus ¢ moMouisio Membership OIlK-3.1-Y JI1.3J12.1
Inference Attack /JIa6/ OIIK-3.1-B |JI2.2J13.1 JI3.2
OIIK-3.2-3 51
OIIK-3.2-Y
OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B
1.22 AnroputM Ha yncnax ®udonaun. JInHeHHBINH OIIK-3.1-3 JI1.1J11.2 3auét
KOHI'PY3HTHBII reHeparop. KsanpaTtuunblit OIIK-3.1-Y JI1.3J12.1
KOHI'PY3HTHBII reneparop. HopmansHoe OIIK-3.1-B |JI12.2J13.1 JI3.2
(T"ayccoBo) pacnpenenenue. /Cp/ OIIK-3.2-3 01
OIIK-3.2-Y
OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y

OIIK-6.1-B




1.23 Oco0eHHOCTH MPAKTUYECKOI'0 IPUMEHEHHS OIIK-3.1-3 JI1.1J11.2 3auér
CUMMETpUYHOrO i poBanus. [Ipumepsl OIlK-3.1-Y JI1.3J12.1
aJITOPUTMOB MNP POBAHHS. AJTOPUTM OIlK-3.1-B |JI12.2J13.1 JI3.2
DataEncryptionStandard (DES). Dranst OIIK-3.2-3 31
nmgppoBanus DES. @ynkuus Oeiicrens. B3nom OIlK-3.2-Y
mudpa DES. YcosepmencrsoBanust DES. /Cp/ OIIK-3.2-B

OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B

1.24 3amnmra HHGOPMALIMU B CUCTEMaX UCKYCCTBEHHOT'O
MHTEIJUIeKTa. BOonpockl, cMeXHbIE ¢
kpunrorpagueii. /Tema/

1.25 MeTomb! U adrOpUTMBI CKATHS TAHHBIX. AJITOPUTM OIIK-3.1-3 JI1.1J11.2 3ayér
okarus Xadgmana. Anroput™ ckatus LZW. OIIK-3.1-Y JI1.3J12.1
Martematuueckoe cxxatue. Kpunroaraku u MeTo/bl OIlK-3.1-B |JI12.2J13.1 JI3.2
kpunroananusa. Creranorpagus. IIpaBosble OIIK-3.2-3 €]

OCHOBBI 3alUTh! HH(GOpManuU. MexaHU3Mbl OIlK-3.2-Y
3amMTel U1t cucteM MU, BKiro9ast METOIbI OIIK-3.2-B
maddepennmanpHoi mpuBatHoCcTH (Differential OIIK-6.1-3
Privacy) st 3amuThl JaHHBIX 00y4YeHUs, OIIK-6.1-Y
MEXaHU3MbI YCTOMYHBOCTH K COCTSA3aTEIbHBIM OIIK-6.1-B
atakam (Adversarial Training), ¥ KOHTpOJIb

nocryna k API u Becam mozeneii. /Jlex/

1.26  |Kmaccuduxanus yrpo3 6e30macHOCTH I CUCTEM OIIK-3.1-3 JI1.1 J11.2 3auér
WU, Bxitouast aTaku Ha oOydaromue ganHele (Data OIIK-3.1-Y JI1.3J12.1
Poisoning), aTaku Ha BeBox Monenu (Adversarial OIIK-3.1-B [JI2.2J13.1 JI3.2
Attacks), kpaxxy KOHpUICHIIHAIbHONW HH(OpMAIIK OIlK-3.2-3 31
u3 mozenu (Model Inversion, Membership OIlK-3.2-Y
Inference), 1 MaHUMYIALINIO TTOBEICHUEM OIIK-3.2-B
reHepaTUBHBIX Mojesei (prompt injection, OIIK-6.1-3
jailbreaking). /JIex/ OIIK-6.1-Y

OIIK-6.1-B
1.27 [Mpumenenue nuddepeHnnanbHoi MPUBATHOCTH OIlK-3.1-3 JI1.1J11.2 3auér
JUTS 3aLUTHI TPEHUPOBOYHBIX AaHHBIX. /J1ab/ OIIK-3.1-Y JI1.3J12.1

OIIK-3.1-B [J12.2J13.1 JI3.2
OIIK-3.2-3 31
OIIK-3.2-Y

OIIK-3.2-B

OIIK-6.1-3

OIIK-6.1-Y

OIIK-6.1-B

1.28 Co3nanvie ¥ IpoBepKa ICKTPOHHON TOITHCH IS OIIK-3.1-3 JI1.1 J11.2 3auér

nokymenra /J1a6/ OIIK-3.1-Y JI1.3J12.1

OIIK-3.1-B [J12.2J13.1 JI3.2
OIIK-3.2-3 €
OIIK-3.2-Y

OIIK-3.2-B

OIIK-6.1-3

OIIK-6.1-Y

OIIK-6.1-B

1.29 Amnanu3 yszsumocreit B MLOps-koHBeiiepe: aTaka OIIK-3.1-3 JI1.1J11.2 3auér
yepe3 noameHy mozein (Model Replacement OIlK-3.1-Y JI1.3J12.1
Attack) /J1a6/ OIIK-3.1-B [J12.2J13.1 JI3.2

OIIK-3.2-3 €
OIlK-3.2-Y
OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y

OIIK-6.1-B




1.30 Anropurm cxatusg Xadmana. AITOPUTM CXKATUSL 10 OIIK-3.1-3 JI1.1J11.2 3auér
LZW. Maremarndeckoe cxarue. Kinaccupukarus OIlK-3.1-Y JI1.3J12.1
yrpo3 6e3onacHocty i cuctem VU, Birovas OIlK-3.1-B [JI12.2J13.1 JI3.2
aTtaku Ha obydaromue gaHable (Data Poisoning), OIIK-3.2-3 31
aTaku Ha BbIBOJ Mojienu (Adversarial Attacks), OIlK-3.2-Y
KpaXy KOH(pHUAEHIMaTbHON HHPOPMALIUH U3 OIIK-3.2-B
mozxenu (Model Inversion, Membership Inference), OIIK-6.1-3
Y MaHWIYJDIIHIO TIOBEJCHUEM T€HEePaTUBHBIX OIIK-6.1-Y
Mojeneii (prompt injection, jailbreaking). OIlK-6.1-B
[Mpumenenue muddepeHInanTbHON TPUBATHOCTH
JUIS 3alIMTHl TPEHUPOBOYHBIX JaHHBIX. /Cp/

1.31 BbeszomacHoCTh CHCTEM HCKYCCTBEHHOTO 4 OIlK-3.1-3 JI1.1J11.2 3auér
UHTEJJIEKTa. be30ornacHOCTh OONBIINX S3bIKOBBIX OIlK-3.1-Y JI1.3J12.1
Monereit /JIex/ OIIK-3.1-B |JI12.2J13.1 JI3.2

OIIK-3.2-3 €|
OIIK-3.2-Y
OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B

1.32 KpurnroaTaky 1 METObI KPUIITOAHATH3A. 3a11Ta 10 OIlK-3.1-3 JI1.1J11.2 3auér
UH(OPMAIMU CUCTEM UCKYCCTBEHHOI'O HHTEJIIEKTa OIIK-3.1-Y JI1.3J12.1
1 OOJIBIIUX SI3BIKOBBIX Mofeneil. AHanu3 OIIK-3.1-B |JI12.2J13.1 JI3.2
ysa3sumocteil B MLOps-koHBeliepe: aTaka uepes OIIK-3.2-3 €]
noameny mojenu (Model Replacement Attack). OIlK-3.2-Y
/Cp/ OIIK-3.2-B

OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B

1.33 HccnenoBanue ysi3BUMOCTH I'€HEPATUBHOM 2 OIlK-3.1-3
SI3BIKOBOM MOJIeNy K atakaMm Tura "MHbekius OIlK-3.1-Y
npomnro” (Prompt Injection) /J1a6/ OIIK-3.1-B

OIIK-3.2-3
OIIK-3.2-Y
OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B

1.34 Mexanu3mbl 3amuThl A cucteM U, Brimrovas 10 OIlK-3.1-3
MeTozbl TuddepeHInanbHoi TPUBATHOCTH OIIK-3.1-Y
(Differential Privacy) Juist 3amuThl JaHHBIX OIIK-3.1-B
00yUeHus, MEXaHIU3MBI YCTOHYHUBOCTH K OIlK-3.2-3
coctsi3arenbHbIM aTakaM (Adversarial Training), u OIlK-3.2-Y
KoHTpoub fAoctyna Kk API u Becam moneneid. /Cp/ OIlK-3.2-B

OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B

1.35 IMpomeskyrounast aTtecraius /Tema/ 0

1.36 IMoaroroBka k 3au€ty /3auét/ 8,75 OIIK-3.1-3 JI1.1 J11.2 3auér
OIIK-3.1-Y JI1.3J12.1
OIIK-3.1-B |J12.2J13.1 JI3.2
OIIK-3.2-3 €]
OIIK-3.2-Y
OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y
OIIK-6.1-B

1.37 IMTpuewm 3auera /MKP/ 0,25 | OIIK-3.1-3 JI1.1J11.2
OIIK-3.1-Y JI1.3J12.1
OIIK-3.1-B |J12.2J13.1 JI3.2
OIIK-3.2-3
OIIK-3.2-Y
OIIK-3.2-B
OIIK-6.1-3
OIIK-6.1-Y

OIIK-6.1-B




5. OHEHOYHBIE MATEPHUAJIbI I1O JUCIHUIIJIMHE (MOAY JIIO)

OcCHOBHBIE MaTepualibl IPUBEIEHBI B IPHIOKEHUH K pabouei mporpaMme TUCHUILTHHEL (CM. JOKyMeHT "OLeHOYHbIe MaTepHab 110
JTUCHUIUTHHE "3anuTa nHPOpMAIMK B CUCTEMaX UCKYCCTBEHHOI'0 UHTEIIICKTA")

6. YYHEBHO-METO/JNYECKOE 1 TH®OPMAIIMOHHOE OBECHEYEHHUE JUCIUIIJIMHBI (MOY JIS)

6.1. Pexomenayemasi iutepatypa

6.1.1. OcHoBHas JIUTepaTypa

Ne ABTOpBI, COCTaBUTENU 3arnaBue W3zpatenscrBo, | Komuuecto/
roj HasBanue DbC

JI1.1 |banwrer I1. H., babam  |MHopManyonHas 6€30MacHOCTb U 3aliTa HHPOPMAITUH : Mockga: 978-5-374-

A. B., bapanosa E. K. |yuebHoe nmocobue EBpazuiickuii 00301-7,
OTKPBITBIH http://www.ipr
nHcturyrt, 2012, [bookshop.ru/l
31lc 0677.html

JI1.2 |EBmokumoBa JI.M., DIEeKTPOHHBII TOKYMEHT0000poT U obecneuenne GezonacHoctu [M.: KYPC, 2017,{978-5-906923-
Kops6xun B.B., cranaaptHeiMu cpenctBamu WINDOWS : yue6. mocoGue 294c.; mpun. 24-0,978-5-16
IIpiekun AH., -012741-5, 1
[IBeukora O.T.

JI1.3 |IBeuxosa O.I"., Ba3oBbie kpunrorpapuIecKie aropuTMbl 3alUThI Pszans: KYPC, |,

Isutekun ALH., nHpopMarin: yued. mocobue : YuebHoe mocodue 2023, https://elib.rsre

Mapues /1.B. u.ru/ebs/downl

0ad/3643
6.1.2. lonoJHHMTe/IbHAS JINTEPATypa
Ne ABTOpEI, COCTaBHTEIHN 3arnaBue UsnarenscrBo, | KommuecrBo/
rof Ha3BaHue ObC

JI2.1 |HepcecsaHo A. A. 3amura nHbOpManuy : yauebHoe mocobue PocroB-Ha- 2227-8397,

Hony: Cesepo-  [http://www.ipr
Kaskasckuit bookshop.ru/6
(dunman 1295.html
MockoBckoro

TEXHHYIECKOT O

YHUBEpCUTETA

CBsI3U U

uH(pOpMaTHKH,

2010, 61 c.

JI2.2 [Omaposa C. A., MNubopmanmonHas 6€30MacHOCTh U 3alUTa HHGOPMAITUH : Anmarter: Hyp-  |9965-756-05-
Hckakosa K. A., y4eOHO-METOANYECKUI KOMILIEKC TIpunt, 2012, 98 |8,
Toiiranbaesa H. A. C. http://www.ipr

bookshop.ru/6
7055.html
6.1.3. Meronnueckue pa3padoTku
Ne ABTOpBI, COCTaBUTEIHN 3arnaBue WznarensctBo, | Komnuecrso/
rox HasBanue DbC

JI3.1 |Karopun 1O. @., TexHuueckas 3anmTa HHOOPMAIMH : T1a00paTOPHBIA CaHkT- 2227-8397,
PaszymoBckuii A. B., MIPAKTHKYM IetepOypr: http://www.ipr
CrouBak A. 1., VuuBepcurer bookshop.ru/6
Katopun 10. ©. UTMO, 2013,  |8715.html

113 c.
JI3.2 |Manunun 10.1. HNudopmanmonHast 6e30MacHOCTh U 3aluTa HHYOPMALIKH : Pszanb: PUL] ,
MeToauvecKue yKa3aHus PI'PTY, 2009, |https://elib.rsre
u.ru/ebs/downl
0ad/851
6.2. Ilepeyens pecypcoB HH(OPMANMOHHO-TeJIeKOMMYHHKAIIUOHHOI ceTH "UHTepHeT"
31 [Onekrponnas 6ubmuorexa PIPTY




6.3 Ilepeyenb NporpaMMHOro odecrnieyeHus ¥ HHPOPMANMOHHBIX CIIPABOYHBIX CHCTEM

6.3.1 [lepeueHnb JHUIIEH3HOHHOT0 H CBOOOTHO PACTIPOCTPAHSIEMOT0 MPOrPAMMHOIO0 o0ecrneyeHusi, B TOM YHCJIe 0Te4YeCTBEHHOI 0

NPOU3BOACTBA
HanmeHoBaHue Onucanue
PyCharm Community Cso6Gommoe 11O
PyCharm Cso6oxnoe 10
Hurepnperatop Python Csob6oanoe 1O
Python CB00OOIIHO pacnpocTpaHsieMoe MPOrpaMMHOE 00eCreUeHHEe MO THUIICH3USAMU
Python Cso6omnoe 1O
Cpena pazpadorku Qt Creator Cobpoanoe I[1O
Qt Creator Community Csob6oamoe 11O
Qt Jlunensust Opensource

6.3.2 IlepeuyeHb MHGOPMALMOHHBIX CHIPABOYHBIX CHCTEM

6.3.2.1 |CHCTeMa KoncynbrantILntoc http://www.consultant.ru

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI (MOYJISI)

42 mecr,

1 TIK:

LIT: Intel 17 6700

O3Y:8T16

M3VY: 120Gb ssd + 500 I'6 (1 mT. npenoaBaTeIbCKHA)
Tenesuzop: PHILIPS U7PEL4606H/60
nokyment-kamepa: AVER Media POB3 (AverVision 330)
JlokyMeHT-Kamepa: AverVisionF33 POE7D;

206-1 yueOHO-aIMUHHUCTPATHBHBIA KOpryc. YueOHas ayauTopus JUid TPOBEACHUS 3aHATHH JIEKIMOHHOTO U
CEMHHAPCKOI'o TUIla, rpynIoBbIX U HHAWBHUYAJIbHBIX KOHCyHbTauHﬁ, TEKYLIETO KOHTPOJIA U HpOMC)KyTO‘{HOﬁ aTTeCTaunu

206-2 y4eOHO-aIMUHUCTPATHUBHBIN KOPITYC. AYITUTOPHS AJIsl CAMOCTOSTENbHOM padoThl 18 mecr,
Tenesuzop PHILIPS 46PFL3208T/60;

2 00pa3oBaTeIbHYIO CPEy:
LIT: AMD al0 7800

0O3Y: 8 Gb

I13Y:  500-1000 Gb (18 mT.)

18 ITK ¢ BO3MOXKHOCTBIO MOAKITIOYCHUS K ceTH «HTepHEeT» U o0ecrieueHHeM JJOCTYIa B 3JICKTPOHHYIO WH(OPMAIHOHHO-

206-3 yueOHO-aIMUHUCTPATUBHBIA KOPIYC. YueOHas ayAuTOpusl JUIs TPOBEICHUS MPaKTHUSCKHI
naboparopHbsix pabdor IIpoexrop: InFocus LP640

00pa3oBaTeIbHYIO CPEy:

LIT: Intel i7 6700

O3Y: 816

I13Y: 120Gb ssd + 500 I'6 (31 mt.)

)

31 TIK ¢ BO3MOXKHOCTBIO MOAKIIOUCHHS K ceTH «/HTepHeT» 1 00eCneYeHneM I0CTyIa B JICKTPOHHYIO0 HH(OPMAIMOHHO -

3aHATHH,

206-4 yueOHO-aAMUHUCTPATUBHBIA KOpIyC. Y4eOHas ayauTOpHs Ui TPOBEACHHS NPAKTUYSCKHN

AJIEKTPOHHYIO HH(OPMAIMOHHO-00Pa30BaTEIBHYIO CPEIy:
LIT: Intel i5-12400

O3Y:16T6

[13VY:ssd 512 I'6 (18 mwT. MOHOGIIOK)

IIIT: Intel i7 6700
0O3V:8T16
I13V: 120Gb ssd + 500 I'6 (12 mT.)

naboparopHeix pador 30 IIK ¢ BO3MOXXHOCTBIO MOAKIIOUEHHsT K ceTh «MHTepHeT» W olecreueHneM JocTyna B

3aHATUH,

8. METOAUWYECKHUE MATEPHWAJIBI IO JUCITUIIJIMHE (MOZYJIIO)

Metoanueckoe obecriedeHre TUCUUILTUHBI IPUBEICHO B MIPUIOKEHUH K paboyeil mporpaMMe TUCUUILIUHEI (CM. TOKYMEHT
"MeTtonuueckue MaTepuaibl 1o AUCHUIUIMHE "3amuTa HHPOpPMaIuK B CHCTEMaxX HCKYCCTBEHHOI O MHTEIUIEKTa'")

[JOKYMEHT NMOAMNWCAH 3MEKTPOHHOWM MOANMUCHIO

KA®E/IPbI

Onepatop 340 000 "KomnaHus "TeH3op" ——

noannCcAHO ®reoy BO "PrPTY", PIPTY, OBeukuH FeHHaaui 12.10.26 08:32 (MSK) MNpocTas noanucb
3ABEAYIOLLMM Bnaavmuposwy, 3aBeaytowmin kacdeapoi BNM

KA®E/PbI

NOANNCAHO ®reoy BO "PrPTY", PIPTY, OBeukuH MeHHaaui 12.10.26 08:33 (MSK) Mpocras noanuco
3ABEAYIOLLMM BnaaummpoBuy, 3aBeaytowmii kadeapon BMM

BbIMYCKAIOLLE




