MHHUCTEPCTBO HAVKH U BBICIIIET'O OBPA30BAHU S POCCUMCKOU ®EJEPALINN
OEJEPAJBHOE 'OCYJAPCTBEHHOE BIO/KETHOE OBPA30BATEJIbHOE
YUYPEXJIEHUE BBICHIEI'O OBPA3OBAHUA
"PSI3AHCKHUI T'OCYJAPCTBEHHBIN PAJIMOTEXHUYECKHA YHUBEPCUTET UMEHH
B.®. YTKUHA"

COI''TACOBAHO YTBEPXIAIO

3aB. BeIyCKaroIei Kadeaps

IIporpaMmMHoO-annmapaTHbie CpeICTBA 3aAMUTHI

HuHpopMaLUU
pabouas mporpaMma JUCIUIUTHHBI (MOTYJIA)
3akperieHa 3a Kadenpon HNupopmanuoHHoii 6e30MaCHOCTH
VueOHsIi miad 10.05.03_25 00.plx
KBaHH(bHKaHH;[ CTMeNuATUCT Mo Ramure nadhonvanuu
®dopma o0ydeHHS ouHas ‘

Oo011ast TPYA0EMKOCTh 6 3ET



Pacnpez[e.ﬂeﬂne YacoB JUCHHUIIJIMHBI IO CcEMeCTpamM

Cemectp
(<Kypc>.<Cemectp 7(4.1) 8(4.2)
Ha Kypce>) Hroro
Henens 16 16
Bun zanarui viI PII il PII v PII
Jlexuyuu 32 32 32 32 64 64
JlabopaTopusie 16 16 16 16
[pakTrueckne 16 16 16 16 32 32
Wuas konTrakTHAs 0,25 0,25 (0,35 (0,35 |0,6 0,6
pabora
KoncynetupoBanue 2 2 2 2
nepe;/] K3aMeHOM |
NIPaKTUKOI
Uroro ayn. 48,25 148,25 66,35 66,35 |114,6 [114,6
KonrakThas pabora |48,25 | 48,25 |66,35 66,35 [114,6 |114,6
Cawm. pabora 51 51 6 6 57 57
Yace! Ha koHTpOosts | 8,75 | 8,75 [35,65 (35,65 (44,4 44,4
Uroro 108 (108 |108 ([108 |[216 |216

r. Pa3ans




IMporpammy cocraBui(u):
K.m.H., Ooyenm, Kyzomun FOpuii Muxatinoguy

PabGouas mporpamma AUCIUIUIMHEL
IIporpaMMHoO-annapaTHbie CPeACTBA 3alIUTHI HHpOPMAaLUK
pa3paborana B coorsercTBrH ¢ ®T'OC BO:

®I'OC BO - cnerpranuret no cnenuansHoctd 10.05.03 MHdopmarmonHas 6€30MacHOCTh aBTOMATH3UPOBAHHBIX CHCTEM (TIPHKa3
Muno6prayku Poccnn ot 26.11.2020 1. Ne 1457)

COCTaBJICHa HA OCHOBAHUH y4eOHOTO ILIaHa:
10.05.03 THO®OPMALIMOHHASI BE3OITACHOCTb ABTOMATU3POBAHHBIX CUCTEM
YTBEPXKIECHHOTO Y4EHBIM coBeToM By3a oT 28.02.2025 npoTtokon Ne 8.

Pabouas mporpamma omo0peHa Ha 3aceaHIH Kadeaps
HNupopmanuoHHoii 6e30MaCHOCTH

IIpotokon ot 17.06.2024 r. Ne 12
Cpoxk neitctBus mporpammsl: 2025-2031 yu.r.
3aB. kadeapoii [Ipxkeropnunckuii Buktop Hukonaesuu



Busuposanmne PII/] nJist ucnoiHeHHsI B O4epeHOM YUeOHOM roay

Pabouas mporpaMmma nepecMoTpeHa, 00CyxkaeHa u ogoOpeHa st
ucronHenus B 2026-2027 yuyeOHOM roy Ha 3aceIaHuu Kadeaphl
HNudopmannonHoii 6e30MaCHOCTH

IIpoTokom ot ___ 2026 r. Ne

3aB. kadenpoii

Busuposanne PII/L nJisi MCIIOJIHEHHMSI B OYepeJHOM Y4eOHOM roay

Paboyas mporpamma nepecMoTpeHa, 00CykIeHa U 0JJ00peHa IS
ucnoyiHenus B 2027-2028 yueGHoM roay Ha 3acegaHuy Kadeapsl
HNupopmanuoHHoii 6e30MaCHOCTH

IIpoTokomor ___ 2027 1. Ne

3aB. xadenpoit

Busuposanue PII/] nJist ucnosiHeHHsI B 04epeTHOM YUeOHOM roay

Pabouast mporpamma nepecMoTpeHa, 00CyxIeHa U 000peHa st
ucnoyiHeHus B 2028-2029 yueGHOM roay Ha 3acegaHuu Kadeapsl
HNudpopmannonHoii 6e30naCHOCTH

IIpoTokom ot ___ 2028 r. Ne

3aB. kadenpoit

Busuposanne PII/L nJisi MClIOJIHEHHMSI B OYepeHOM Y4eOHOM roay

Pabouast mporpamma nepecMoTpeHa, 06CyxIeHa 1 0J00peHa st
ucnoyHeHus B 2029-2030 yyeGHOM roay Ha 3acegaHuu Kadeapsl
HNudopmanuonHoii 6e3onacHocTH

IIpotokomor ___ 2029 . Ne

3aB. kadeapoii




1. IIEJIM OCBOEHMSI T CLIUILIAHBI (MOIY.JIST)

1.1| Hensto gucrumuas!l «IIporpaMMmHO-anmapaTHbIE CPEACTBA 3aNTUTH HHGOPMAIUN SIBIETCS NOTYICHNE 00yIatOIIIMHUCS
3HaHUH, (GOPMHUPOBAHNE Y HIX YMEHHH ¥ HaBBIKOB, HEOOXOIUMBIX MPH IKCIUTyaTallud ¥ aIMHHACTPUPOBAHI
MIPOrpaMMHO-aIIapaTHBIX CPEACTB 3alIUThl HHYOPMAIMH C YUETOM TpeOOBaHUH O 00eCIeYeHUI0 HHPOPMAIIMOHHON
0€3-0MacHOCTH JJIsl pELIeHUs 3a7a4 B Npo(eCCHOHANBHOM JesITeIbHOCTH.

1.2|3amauamMu  AUCHUILIMHGI IBISAIOTCS:

13| MOJTydeHNe 3HaHUH 00 OCHOBHBIX YSA3BUMOCTSAX M YIpo3axX 0€30MacHOCTH B IPOTPAMMHOM 00€CIICUCHHIH
ABTOMATH3MPOBAHHBIX CUCTEM; OCHOBHBIX yIp03ax 0€30MaCHOCTH JaHHBIX B aBTOMA-TH3UPOBAHHBIX CHCTEMaX; OCHOBHBIX
HATPABJICHUIX, CPEACTBAX U METOJIaX 3allIMThI IPOTPAMMHOTO 00eCICUeHHs aBTOMATU3UPOBAHHBIX CHCTEM; OCHOBHBIX
CPEeACTBAaX M METOJaX 3alIUThl JIJAHHBIX B aBTOMATH3MPOBAHHBIX CUCTEMAX; MPOTPAMMHBIX CPEICTBAX 0OeCIeYeHHs
nH(pOpMaMOHHOH 6e3-0MaCHOCTH B 3alIUIIEHHBIX OMIEPAIMOHHBIX CUCTEMAX;

14— MPHOOpETEHNEe YMEHHS OIICHUBATh 3aITUIIICHHOCTh MPOTPAMMHOT0 00ECIICUCHHS U 3a-IIUIIEHHOCTh JaHHBIX B
ABTOMATH3MPOBAHHBIX CUCTEMAX; MPOBOINTH BBIOOP MPOrpaMMHO-AMIMAPATHBIX CPEICTB obecredeHus HHYOPMAIUOHHOM
0€30MacHOCTH JIJIS KCIIOJIb30BAaHMUS X B CO-CTABE aBTOMATU3UPOBAHHOMN CUCTEMEI C IENIBI0 00eCIIeYeHUs TPEOyeMOro
YPOBHS 3alIUICHHOCTA aBTOMATH3UPOBAHHON CHCTEMBbI; IPUMCHSATH OCHOBHBIC CPEJICTBA U METOJIbI AyTCHTH(MUKAIIUU
M0JIb-30BaTeNeH B ABTOMATU3UPOBAHHBIX CHCTEMaX; IIPHUMEHSITh OCHOBHBIC CPEICTBA U METO/IbI 3aIIUThI IPOrPAMMHOTO
oOecricucHHs B aBTOMATH3HUPOBAHHBIX CUCTEMaX; IPUMEHATh OCHOBHBIC CPE/ICTBA M METOJIBI 3AIIUTHI TAHHBIX B
ABTOMATH3MPOBAHHBIX CUCTEMAX, B TOM YHCIIE CPEACTBA BOCCTAHOBIIC-HUSI JAHHBIX M MPOTPAMMHOT0 00eCHeYeHUsI
ABTOMATH3MPOBAHHBIX CUCTEM MOCIIE COOEB;

1.5|- NpUOOpETEHHE MPAKTUYECKUX HABBIKOB YKCILTYaTAlMH U aJIMUHUCTPUPOBaHUs (HaCTpOiiKa pasrpaHHICHUsI
JIOCTYIa, ayTeHTU(DUKALUH U ayUTa) IPOrPAMMHO-AMIAPATHBIX CPEACTB 3alUThl HH)OPMALIUK B aBTOMATH3UPOBAHHBIX
cUcTeMax.

2. MECTO JUCHUIIJIMHBI (MOIYJISA) B CTPYKTYPE OBPA3OBATEJIBHOU NPOT'PAMMBI

Huxn (pazmen) OIT: | b1.0

2.1| Tpe6oBaHus K MpeABAPUTEIHLHON MOAT0TOBKE 00y4aI0IIErocs:

2.2| AucuMminnbl (MOYJIM) M MPAKTHKH, /ISl KOTOPHIX 0CBOEHHE TAaHHON TUCHMILUIMHBI (MOIYJIsl) HEOGX0TUMO KaK
npe/lIecTByolee:

2.2.1|Ilpon3BOACTBEHHAS TIPAKTHKA

2.2.2|TloaroroBKa K MpoIeaype 3aIlUThl U MPOLEAYPa 3alIUThl BBITYCKHOH KBaTH()UKAIIMOHHON pabOThI

2.2.3|[IpeaaumioMHas MpakTUKa

3. KOMIIETEHIIUY OBYYATIOIIETOCSI, ®OPMHPYEMBIE B PE3YJIbTATE OCBOEHMS M CLIATIINHBI
(MOJTYJIST)

OIIK-11: Cnoco0eH pa3padaThIBaTh KOMIOHEHTHI CHCTEM 3alIUTHI HHPOPMAHN ABTOMATU3MPOBAHHBIX CHCTEM;

OIIK-11.1. BeiOupaeT mporpaMMHO-annapaTHbIe CPeACTBA 3aIIATHI HHGOPMANH /ISl HCTIOJI30BAHUS B COCTaBe
aBTOMATH3HPOBAHHBIX CHCTEM

3uarnL

[IporpamMmmHoO-anmapaTHbIe CpPEICTBA 3aIUTH HHPOPMAIIH, HUCIIOJIE3YEMbIE B COCTaBE aBTOMATU3UPOBAHHBIX CUCTEM

YMmern

Bri0upatsnporpaMMHO-amiapaTHbIe CPEACTBA 3alIUThI HHPOPMAIIUH ISl UCIIOJIB30BAHUS B COCTABE ABTOMATH3MPOBAHHBIX CUCTEM
Baagern

Hagbikamu BeIOOpa MPOrpaMMHO-AIIIAPATHRIX CPEACTB 3aIUTHl HHPOPMAIIUH IS UCIIOIBb30BaHUSI B COCTABE aBTOMATHU3UPOBAHHBIX
CHCTEM

OIIK-11.2. IIpuMeHsieT MPOTPaAaMMHO-aNNAPATHBIE CPEACTBA 3aIIUTHI HHGOPMAIINH 1J1s1 00ecnedeHUs 6e30MACHOCTH
HHopManuu B ABTOMAaTH3MPOBAHHBIX CHCTeMaX

3HaTh

[IporpammHO-anmapaTHEIE CPEICTBA 3alIUTH HHPOPMALUH I oOecTiedeHus O€30MaCHOCTH HH(POPMAIIMU B aBTOMAaTH3NPOBAaHHBIX
cucTeMax

Ymerhb

[IpuMeHATH IpOrpaMMHO-aNapaTHBIE CPEICTBA 3aIUTH HH(GOPMAIHH s oOecrieueHust 0€30TMacHOCTH HH(POPMAIIAU B
aBTOMATU3UPOBAHHBIX CUCTEMAX

Baaners

HaBbIikaMy mpuUMeHEHHUs TPOTPaMMHO-AIIAPATHBIX CPEACTB 3aIUTHI HHGOpMANUK JJis1 obecriedeHust 6€30macHOCTH HHPOPMAITUU B
aBTOMAaTU3UPOBAHHBIX CUCTEMAX

B pe3ysibTaTe 0CBOGHUSI AUCHUTIUHBI (MOTYJIs) 00YYAIOIIHIACS T0JKEH

3.1|3nars:

3.11 HporpaMMHO-annapaTHLIe CpC€ACTBaA 3aIUThI I/IH(i)OpMaIII/II/I, HCHOJIb3YEMbIC B COCTAaB€ aBTOMATU3MPOBAHHLIX CUCTEM

3.1.2|[IporpammHO-anmapaTHbIE CPEJICTBA 3alUTHl HHQOpMaLuK 11 oOecrieueHuss 6e3011acHOCTH HH(POPMaIUU B
ABTOMATH3MPOBAHHBIX CUCTEMAX




3.2

YMerh:

321

BLI6I/IpaTI) 1 MPUMCEHATHL NPOrpaMMHO-aNIapaTHbIC CPEACTBA 3alIUTBL I/IH(i)OpMaIII/II/I JUIA UCTIOJIB30BAHHsSA B COCTaBC
ABTOMAaTU3UPOBAHHBIX CUCTEM

3.2.2|TIpuMeHsTh IPOTrpaMMHO-aIIIapaTHbIC CPEACTBA 3AIMUTH HHPOPMALKH U1 00ecieYeHHsT O€30IaCHOCTH HH(POPMAITUH B

ABTOMATU3UPOBAHHBIX CUCTEMAX

3.3|Baagers:

33.1

Haprixkamu BBIOOpa ¥ IPUMEHEHUS IPOTPaMMHO-AIMAPAaTHRIX CPEJCTB 3aUTUTH HH(MOPMAIUHU JJIS HCTIOJIB30BAHUS B
COCTaBe aBTOMATHU3UPOBAHHBIX CUCTEM

3.3.2

HaBpIkamMy IprMEHEHUsI IPOTrpaMMHO-ANIAPATHBIX CPEACTB 3alUThl HHOPMAaIMK AJs o0ecrieueHns: 0€30MacHOCTH
nH(pOopMannyu B aBTOMATH3UPOBAHHBIX CHCTEMAX

4. CTPYKTYPA U COAEP) XAHUE JTUCHUIIJIMHBI (MOIYJIA)

Kon HaumenoBanue pa3nesioB u tem /Buj 3ausaTusi/ | Cemectp /| Uacos | Komneren- | Jluteparypa ®dopma
3aHATHS Kvpe 1070 KOHTDOJSA
Pa3gen 1. Beenenue. O6uue Bonpocst OBU n
aucoumannsl ITAC3HU

11 [Temal 7 0

1.2 CBsI3b TUCIHTUIMHEI C IPYTHMH AUCITUTUTIHAMUA 7 2 OIlK-11.1-3| JI1.1J11.2 Koncmekr
Y4eOHOTO IJIaHa. OIIK-11.1-y| JI1.3J11.4 JIEKIIUH.
B3auMocBsI3b NOHATHIA: 3aIUIIEHHOCTD, OIlK-11.2-3| JI1.5J11.6
yS3BUMOCTB, YTPO3a, HAPYIIHUTENb, aTaka, ymepo, OIlIK-11.2-y| JI1.7 JI1.8
PHCK. OIIK-11.2-B( JI1.9JI1.10
Buer nporpaMMHO-anmmapaTHEIX JI1.11 J11.12
(mporpaMMHO-TEXHHYECKHX) CPEICTB 3aIIUThI J11.13
nHdopmanuu. OTIHYHS X OT TEXHUYECKUX J11.14J12.1
CPEICTB 3alIUTH HHPOPMALINH. JI12.2J13.1
Kanasb! yTeukn KOMIbIOTEpHOW HH(POPMAIHH: J13.2 J13.3
3aIlUI[aeMble 3JIEMEHTHI; HICTOYHHKHU YIPo3; J3.4
OCHOBHbIE KaHAJIbl YTEYKH MHPOPMAIIMU U 2132232324
cpencTBa uX 00pa3oBaHusl. 25 26

1Tex/

13 W3yuenne nurepaTypsl IO BOIIPOCAM: 7 3 OIlK-11.1-3| JI1.1J11.2 ITonroroBka
- BHIBI IPOTPaMMHO-aIIIapaTHBIX OIIK-11.1-y| JI11.3J11.4 KOHCIIEKTA TI0
(mporpaMMHO-TEXHHYECKHX) CPEICTB 3aIIUThI OIlK-11.2-3| JI1.5J11.6 BOIIPOCaM

/Cpl OIlK-11.2-y| JI11.7 J11.8 TEMBI.
OIIK-11.2-B| JI1.9J11.10 | Kpatkwuii ompoc
JI1.11 J11.12 0 TeMe Ha
JI1.13 KOHCYJIBTAIlNH K
J11.14J12.1 9K3aMEHY
J12.2713.1 (3auery).
JI3.2 J13.3
J3.4
013233524
3556
Pazgen 2. 3amura ot PIIB (ITMB)
2.1 [Temal/ 7 0




2.2 ITonstue PIIB. Bunsr PIIB. 10 OIIK-11.1-3| JI1.1J11.2 Koncmekr
Iporpammuste 3aknaaku (I13): moustue I13; BuabI OIIK-11.1-Y| JI1.3J11.4 JIEKIIUH.
I13; moznenu pabotsl (BO3AEHCTBUS HA OIIK-11.2-3| JI1.5J11.6
KOMITBIOTEpHBIE cucTeMBI) [13 Ha KOMITBIOTEPHI, OIlIK-11.2-y| JI1.7 JI1.8
3aIll|Ta OT IPOTPAMMHBIX 3aKJIaI0K (TIOMCK OIlK-11.2-B| JI1.9J11.10
HEJIOKYMEHTHUPOBaHHBIX (HEICKIApUPOBAHHBIX) JI1.11J11.12
BO3MOXKHOCTEN); OHATHE H30JIHPOBAHHOM JI1.13
MIPOTPAMMHOM CpeIbl 1 N30JINPOBAHHOTO JI1.14J12.1
KOMIIbIOTEPA; KOHTPOJIb oTcyTcTBUs H/IB. J12.2713.1
3ammTa OT TPOSHOB M BPEIOHOCHBIX YTHIIUT: JI3.2 JI3.3
YTHJINTHI CKPBITOTO a/1-MHUHUCTPUPOBAHUS J3.4
(backdoor), exploit’st, rootkit’sr u mpocTo TPOSIHET; D12223324
KEHIIOTTepBl; pYTKUTHI (DYTKUTHI YPOBHSI 35 D6
MOJIB30BATENIs], PYTKUTBI YPOBHS spa). 3aluTa OT
TPOSHOB U PYTKHTOB.
3amuTa OT BUPYCOB: IIOHSATHE BUPYCa;

KJIaccu(uKaIys BUPycoB; (paitioBsIe BUPYCHI;
MaKpO-BUPYCHI; CETEBbIC BUPYCHI (4epBH);
HOYTOBBIC BUPYCHI; 3arPy309HbIC BUPYCHI; METOMBI
3aIUTHI BUPYCOB OT OOHAPYKEHUS; BPEIOHOCHBIE
YTHINTHI, CHIEUUAIbHbIEC YIAKOBIINKH U TTapOJIbHbIC
B3JIOMIUMKH; aHTHBUpYCcHOE [10; MeTO B! 3aIUThI
oT BUpYycoB U [13; Genblit 1 YepHBIH SAMUKH
(Blacklisting u Whitelisting).
BpenoHocHble nporpamMMBl 17151 MOOMIBHBIX
YCTPOUCTB.
Brenpenue BpegonocHoro I1O gepes aBro3arpysky
(peectp u ITnanuposumk Windows): kak ycTpoeH
peecTp; KIIFOYH aBTO3arpy3KH; OMUCAHUE
(ompenenenne) BO3MOKHOCTEH Pa3sHBIX BAPUAHTOB
aBTO3aIyCKa IPOTpaMM; IUTaHHPOBLIMK 3aJaHHUI B
Windows.

[JTex/

2.3 W3yuenne nurepaTypsl IO BONIPOCAM: 6 OIlK-11.1-3| JI1.1J11.2 ITonroroBka
- suns! PIIB. OIlK-11.1-y| JI1.3J11.4 KOHCIIEKTA II0
/Cp/ OIIK-11.2-3| JI1.5J11.6 BOIPOCAM

OIlIK-11.2-y| JI1.7 JI1.8 TEMBI.
OIIK-11.2-B| JI1.9J11.10 | Kpatkwuii ompoc
JI1.11 J11.12 0 TeMe Ha
JI1.13 KOHCYJIBTAIlH K
J11.14J12.1 9K3aMeHY
J12.2J13.1 (3auery).
JI3.2 J13.3
J3.4
013233524
3556

24 W3ydenune muTepaTypsl Mo BOIPOCaM: 6 OIlK-11.1-3| JI1.1J11.2 [oxroroska
- MOJIeTH paboThI (BO3ACHCTBHS Ha OIlK-11.1-y| JI1.3J11.4 KOHCIIEKTA I10
KOMIIBIO-TepHbIe cucTeMbr) [13 Ha KOMITBIOTEPHI. OIlK-11.2-3| JI1.5J11.6 BOTIpOCaM

/Cp/ OIlK-11.2-y| JI11.7 J11.8 TEMBI.
OIIK-11.2-B| JI1.9J11.10 | Kpatkwuii onpoc
JI1.11 J11.12 o TeMe Ha
JI1.13 KOHCYJIBTAIlNH K
J11.14J12.1 dK3aMEHY
J12.2713.1 (3auery).
J13.2 J13.3
J3.4
31323334

35 56




2.5 W3ydenue nureparypsl o BOIpOCaM: OIlK-11.1-3| JI11.1J11.2 Ioxroroska
- TPOSIHBI U PYTKUTHI; OIlK-11.1-y| JI1.3J11.4 KOHCIIEKTA 110
- 3aIUTa OT TPOSIHOB ¥ PYTKUTOB. OIIK-11.2-3| JI1.5JI11.6 BOIIPOCaM
/Cpl OIlK-11.2-y| JI11.7 J11.8 TEMBI.
OIIK-11.2-B| JI1.9J11.10 | KpaTkwmii ompoc
JI1.11 J11.12 10 TeMe Ha
JI1.13 KOHCYJIbTAITUH K
JI1.14J12.1 9K3aMEHY
J12.2713.1 (3auery).
JI3.2 JI3.3
J3.4
01323354
35 56
2.6 Nzydenue nurepaTypsl MO BOMPOCAM: OIlK-11.1-3| JI1.1J11.2 [ToaroroBka
- BPEIOHOCHBIE TIPOTPAMMBI JIJIsI MOOMITBHBIX OIIK-11.1-y| J1.3JI11.4 KOHCTIEKTA TI0
YCTpOICTB; OIIK-11.2-3| JI1.5JI1.6 BOIpOCaM
- Oenblit 1 yepHbIit smuky (Blacklisting u OIIK-11.2-y| JI1.7 J11.8 TEMBI.
Whitelisting); OIIK-11.2-B| JI1.9J11.10 | Kpatkwuii ompoc
- BHeJlpeHue BpenoHocHoro I10 uepes JI1.11J11.12 10 TeME Ha
aBT03a-Tpy3Ky (peectp u [Inanuposimuk Windows) J11.13 KOHCYJIBTAIMH K
ICp/ J11.14J12.1 IK3aMEHY
J12.2J13.1 (zauery).
J13.2 J13.3
J3.4
01323354
35 56

Pasgea 3. 3amura JaHHBIX

3.1

[Tema/




3.2

HanpaBneHust 1 METO/IbI 3aLIUTHI JTAHHBIX

- KOHTPOJTb JIOCTYIA K JIOKAJIbHBIM TIOPTaM,
BHEILITHUM HOCHUTEJISIM M IPUHTEPaM;

- pasrpaHnycHue aoctyna kK pecypcam [1K;

- aHTUBUPYCHAS 3allUTA;

- 3ammTa AanHeix ot yreuku (DLP);

- pe3epBHOE KOTTMPOBAHHE U BOCCTAHOBIICHHUE
(maHHBIX ¥ pa3zIenoB)

- mu(poBaHUE TAHHBIX:

- ucnionb3oBanre RAID-maccusos (RAID 1 -
3epKa’o);

- apxuBHpoBanue ¢ mapoaem (WinRar);

- YCTpaHEHHUE MOTCHIIUABHBIX OIaCHOCTEH
XUIIEHUS TaHHBIX:

- OTCJIC)KMBAHUE BPEMEHHBIX (pailiioB;

- KOHTPOJIh 3aIHCH Ha NICPEHOCHBIC HOCUTEIIH;

- OTKJIFOUCHHE CITYKOBI «CepBepy;

- oTKIIOUeHHE yaaiteHHoro poctryna (RDP win
TEpMHUHAJIBHBIN CEPBED);

- YCTpaHEeHHUE MOTEHIHATIBHBIX OMACHOCTEH MOTEPH
JIAHHBIX:

- CTaOUIBHOE DIEKTPOIIUTAHHE;

- pe3epBHOE KOIIMPOBAHUE;

- 3aBepIICHHE TPAH3AKIUH 3aIIHCH KHOBOTOY
nepes yAaleHHeM «CTaporoy (4To0bl HE MOTEPATH
«CTapoey);

- KOHTPOJIb [IEJIOCTHOCTHU TPOTPAMM U JaHHBIX;

- TapaHTHPOBAHHOE YHHUTOXKEHHE (3aTHpaHuUE)
JIAHHBIX.

IIporpamMMHBIC CpECTBa PE3EPBHOIO KOMTUPOBAHHUS
(Acronis Backup).

[IporpamMMmHbIe CpeICTBA BOCCTAHOBICHHUS:

- TAaHHBIX

- EasyRecovery

- RStudio

- GetDataBack
- pa3nenoB
- Acronis Partition Expert (8 coctase Acronis Disk
Director)

[IporpamMMHBIE CPECTBA 3AIIUTHI JAHHBIX OT
YTEUKH:

- CTATHCTHKA COCTOSHHS MPOOJIEMBI yTEUCK
HHpOpPMALNHY;

- 33]]a4M CHCTEMbI 3aIUTHI OT YTEUEK JAHHBIX;

- Kaccu(UKaIUs BHYTPEHHUX HAPYIIUTENICH;

- ucnonk3oBanne DLP-cucrem ms

NPEIOTBPAIIEHHS YTEUKH JaH-HBIX:

- mpuHIUNEL paboTel DLP;

- ocHOBHBIE QyHKIMN DLP;

-coctaB DLP u ux BugsI:

- xoctoseie DLP;
- nutro30Beie DLP;

- yHEBepcanu3anus cucreM DLP;

- mpuMeps! cuctem DLP;
Cpencrsa nipoBaHus JaHHBIX:

- EFS (MoxHO 3amudpoBbIBaTh
OT/I€JIbHBIE TTATIKH)
- BitLocker + TPM (3aum¢ppoBsiBact

BECH pasjien)
Cpe/cTBa rapaHTHPOBAHHOTO YHUUTOKEHHS
(3atupanus) qaHHBIX:
- TpeOoBaHuUs CTAHAAPTOB M PYKOBOISIINX
JIOKYMEHTOB K TAPaHTHUPOBAHHOMY YHHUUTOXEHHIO
nHpOpPMALTIT
- Y nanenue uapopmaImu
- Buapl octatounoit nadopmamnmu
- BoccranoBnenue yianeHHoOM uHOpMAIUH
- Buibl rapaHTHPOBAHHOTO YHUUTOXKEHHSI
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nHdopmanuu
- locTOMHCTBa ¥ HEJOCTATKY aIllapaTHOTO U
MPOTPaMMHOTO CIIOCOOO0B TapaHTHPOBAHHOTO
YHHUYTOXEHUS HHPOpMaIuu
- AnmapaTHbIe CpeCTBA YHUUTOKEHUS
nHdopmanuu

- CpencTBa, HCIONB3YoImue HU3HISCKUN
MPUHIUI BO3EHCTBIUSI MAaTrHUTHBIM ITOJIEM

- CpezcTBa, UCTIONB3YIOIINE
MeXaHUYECKUI MPUHIUI BO3JEHCTBUSA
- [IporpamMmmHO€ TrapaHTHPOBaHHOE YHHUYTOXKEHHE
nHpOpPMATTH
- Haubonee n3BecTHBIC allrOPUTMBI 3aTHPAHUS
nHdopmanuu
- Oco0eHHOCTH TaPaHTUPOBAHHOTO YHHYTOXKCHUS
nH(OpMaLUK C Pa3INYHBIX HOCUTEIICH
- CepTudunupoBaHHbIC IPOrPaMMHEIE CPEICTBA
yIaJICHHs ¥ 3aTHPAaHUs HHPOpMaIUU

- IIporpamma Terrier 3.0

- C3U Secret Net

- C31 Dallas Lock 8.0

- C3U Crpax NT
- becrinaTabie IMPpOTpaMMHBIC CPCACTBA YAAJICHUA U
3aTHUpaHus HHPOPMAIN

- [Iporpamma Eraser

- IIporpamma CCleaner

- Mem Reduct
- CpaBHEHHE IPOTPAMMHBIX CPEJICTB
rapaHTHPOBAaHHOTO YHUUYTOXKEHHS HH(popManuu
[TporpamMMHBIE cpecTBa KOHTPOJIS LIEIOCTHOCTH
IpOrpaMM U JaH-HbIX.

[TTex/
3.3 Uzydenne nurepaTypsl MO BOIIPOCAM: OIlK-11.1-3| JI1.1J11.2 [ToaroroBka
- cpeAcTBa MUGPOBAHUS JAHHBIX OIIK-11.1-y| JI1.3J11.4 KOHCIIEKTA TI0
- ucnonp3oBanne RAID-maccuBoB OIIK-11.2-3| JI1.5JI1.6 BOIIpOCaM
- apXUBHUPOBAHUE C MAPOJIEM OIlIK-11.2-y| JI1.7 JI1.8 TEMBI.
- ycrpaHeHue (OTKIIFOUEHHE) MOTEHIIHATbHBIX JI1.9 J11.10 | Kpatkwuit onpoc
OIIACHOCTEH XUILECHUS JaHHbIX JI1.11 J11.12 10 TEME Ha
- yCTpaHEHUE ONAaCHOCTEH MOTEPH JaHHBIX. J11.13 KOHCYJIBTAIIU K
ICp/ J11.14J12.1 9K3aMEHY
J12.2713.1 (3auery).
JI3.2 J13.3
J3.4
013223524
3556
3.4 W3yuenne nurepaTypa 1o BOIPOCaM: OIlK-11.1-3| JI1.1J11.2 IToxroroBka
- mpuMeps! cuctem DLP; OIIK-11.1-y| JI11.3J11.4 KOHCIIEKTA TI0
- cpaBHeHue cuctem DLP. OIlK-11.2-B| JI1.5J11.6 BOTIpOCaM
/Cp/ JI1.7 J11.8 TEMBI.
JI1.9 J11.10 | Kpatkuii onpoc
JI1.11 J11.12 o TeMe Ha
JI1.13 KOHCYJIBTAIlNH K
J11.14J12.1 dK3aMEHY
J12.2J13.1 (3auery).
J13.2 J13.3
J3.4
51323334

35 56




3.5 W3ydenue nureparypa o BOIpocam: OIlK-11.1-3| JI11.1J11.2 Ioxroroska
- cpeacta mudpposanus ganasix B OC Windows; OIIK-11.1-y| JI11.3J11.4 KOHCIIEKTa IO
- cepTUHUIMPOBAHHBIC M OCCIIATHBIC OIIK-11.2-3| JI1.5JI11.6 BOIIPOCaM
MpPOrpaMMHEBIE CPEACTBA FapaHTUPOBAHHOTO OIlIK-11.2-y| JI1.7 JI1.8 TEMBI.
YHH-YTOKEHHS TaHHBIX OIIK-11.2-B| JI1.9J11.10 | KpaTkwmii ompoc
/Cpl JI1.11 J11.12 10 TeMe Ha
JI1.13 KOHCYJIbTAITUH K
JI1.14J12.1 9K3aMEHY
J12.2713.1 (3auery).
J13.2 J13.3
J3.4
21323334
35 D6
3.6 Nzydenne noOKyMeHTaIlUH MO IPOrPaMMHOMY OIlK-11.1-3| JI1.1J11.2 [ToaroroBka
CPEICTBY PE3epPBHOTO KOTIMPOBaHMs ACIONIs OIIK-11.1-y| J1.3JI11.4 KOHCTIEKTA TI0
Backup /Cp/ OIlK-11.2-3| JI1.5J11.6 BOIPOCAM
OIlIK-11.2-y| JI1.7 JI1.8 TEMBI.
OIIK-11.2-B| JI1.9J11.10 | KpaTkwmii ompoc
JI1.11 J11.12 10 TeME Ha
JI1.13 KOHCYJBTAINH K
J11.14J12.1 3K3aMEeHY
J12.2J13.1 (zauery).
J13.2 J13.3
J3.4
0135232324
35 D6
3.7 N3ydenne BO3MOKHOCTEH M HACTPOEK IMPO-TpaMM OIIK-11.1-3| JI1.1JI1.2 | YcTHBIH ompoc
cemeiictBa ACroNiS 1yt pe3epBHOIO KO-TIUPOBAHUS OIlK-11.1-y| JI1.3J11.4 10 TEME.
(u.1) MIp/ OIIK-11.1-B| JI1.5J11.6 |Pemenue 3agau.
OIlIK-11.2-3| JI1.7 JI1.8 IIposepka
OIlK-11.2-y| JI1.9J11.10 JIOMAIITHEr 0
OIlK-11.2-B| JI1.11 J11.12 3alaHus.
J11.13
J11.14J12.1
J12.2713.1
JI3.2 J13.3
3.4
2132232324
35 D6
3.8 N3ydenne BO3MOKHOCTEH M HACTPOEK MPO-TpaMM OIlIK-11.1-3| JI1.1JI1.2 | YcTHBIH ompoc
cemeiictBa ACroNiS st pe3epBHOIO KO-TIUPOBAHMUS OIK-11.1-y| JI11.3J11.4 10 TEME.
(u.2) /Tip/ OIIK-11.1-B| JI1.5J11.6 |Pemrenue 3agau.
OIlIK-11.2-3| JI1.7 JI1.8 [Iposepka
OIlK-11.2-y| JI1.9 J11.10 JIOMAIITHETO
OIlK-11.2-B| JI1.11 J11.12 3alaHus.
J11.13
J11.14J12.1
J12.2713.1
J13.2 J13.3
J3.4
2132232324
35 D6
3.9 H3y4yeHnue BO3MOXKHOCTEH M HACTPOEK HPO-TPaMM OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
cemeiicTBa ACronis Jijist pe3epBHOIO KO-TIUPOBAHUS OIIK-11.1-y| JI11.3J11.4 10 TEMe.
(u.3) MIp/ OIIK-11.1-B| JI1.5J11.6 |Pemenue 3agau.
OIlIK-11.2-3| JI1.7 JI1.8 ITposepka
OIIK-11.2-Y| J11.9 J11.10 JIOMAIITHETO
OIIK-11.2-B| JI1.11 J11.12 3aIaHus.
J11.13
J11.14J12.1
J12.2713.1
J13.2 J13.3
J3.4
213223324

35 56




3.10 Pabora ¢ mporpamMmamu cemeiicTBa ACronis OIlK-11.1-3| JI11.1J11.2 Ortuer no JIP
(pe3epBHOE KOMUPOBAHUE) OIIK-11.1-y| JI11.3J11.4 3amura JIP.
1J1a6/ OIIK-11.1-B| JI1.5J11.6
OIlK-11.2-3| JI1.7 J11.8
OIIK-11.2-y| JI1.9 JI1.10
OIIK-11.2-B| JI1.11 J11.12
JI11.13
J1.14J12.1
J12.2713.1
JI3.2 JI3.3
J3.4
31523354
35 56
3.11 W3yueHne JOKyMEHTAlMK O MIPOTrPaAMMHBIM OIlK-11.1-3| JI11.1J11.2 IToxroroBka
CpeICcTBaM BOCCTAHOBJICHUS: OIlK-11.1-y| JI1.3J11.4 KOHCIIEKTA IO
- TaHHBIX OIlK-11.2-3| JI1.5J11.6 BOIIpOCaM
- EasyRecovery OIIK-11.2-y| JI1.7 JI11.8 TEMBI.
- RStudio OIIK-11.2-B| JI1.9J11.10 | Kpatkwuii ompoc
- GetDataBack JI1.11J11.12 Mo TeME Ha
- pa3znemnoB JI1.13 KOHCYJBTAINH K
- Acronis Partition Expert (8 coctase Acronis Disk J11.14J12.1 JK3aMeHy
Director) J12.2J13.1 (zauery).
ICpl/ J13.2 J13.3
J3.4
01323354
35 56
3.12 W3ydenne BO3MOKHOCTEH U HACTPOCK OIIK-11.1-3| JI1.1JI1.2 | YcTHBIH ompoc
[IPO-TPAMMHBIX CPEJCTB BOCCTAHOBJICHHS JAHHBIX OIlK-11.1-y| JI1.3J11.4 10 TEME.
Mp/ OIIK-11.1-B| JI1.5J11.6 |Pewenne 3anau.
OIlIK-11.2-3| JI1.7 JI1.8 IIposepka
OIlK-11.2-y| JI1.9J11.10 JIOMAIITHEr 0
OIlK-11.2-B| JI1.11 J11.12 3alaHus.
J11.13
J1.14J12.1
JI2.2J13.1
JI3.2 J13.3
J3.4
2132232324
35 56
3.13 BoccranoBiieHre TaHHBIX C ITOMOIIBIO OIlK-11.1-3| JI1.1J11.2 Oruer no JIP
PO-TPaMMHO-aMapaTHbIX cpeacts /J1a6/ OIK-11.1-y| JI11.3J11.4 Samrura JIP.
OIIK-11.1-B| JI1.5J11.6
OIlK-11.2-3| JI1.7 J11.8
OIIK-11.2-y| JI1.9 JI1.10
OIIK-11.2-B| JI11.11 J11.12
J11.13
J1.14J12.1
J12.2713.1
JI3.2 J13.3
J3.4
2132232324
35 56
3.14 W3yueHne BO3MOXXHOCTEH U HACTPOEK MPO-TPaMM OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
cemeiicTBa ACroNnis o BOCCTAHOBIICHUIO Pa3JIeiioB OIlK-11.1-y| JI1.3J11.4 110 TEME.
(u.1) MIp/ OIIK-11.1-B| JI1.5J11.6 |Pemenue 3agau.
OIlIK-11.2-3| JI1.7 JI1.8 ITposepka
OIIK-11.2-Y| J11.9 J11.10 JIOMAIITHETO
OIIK-11.2-B| JI1.11 J11.12 3aIaHus.
J11.13
J11.14J12.1
J12.2J713.1
JI3.2 J13.3
J3.4
213223324

35 56




3.15 M3ydenue BO3MOXKHOCTEH U HACTPOEK MPO-rpaMM OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
cemeiicTBa ACroNis Mo BOCCTAHOBICHUIO Pa3IeioB OIlK-11.1-y| JI1.3J11.4 0 TEME.
(u.2) /MIp/ OIIK-11.1-B| JI1.5J11.6 |Pemenue 3agauy.

OIlK-11.2-3| JI1.7 J11.8 IIpoBepka
OIlK-11.2-y| JI1.9 J11.10 JIOMAIITHETO
OIIK-11.2-B| JI1.11 J11.12 3aJaHus.
JI11.13
J1.14J12.1
J12.2713.1
JI3.2 JI3.3
J3.4
31523354
35 56

3.16 W3yueHne BO3MOXKHOCTEH U HACTPOEK MPO-TpaMM OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
cemeiicTBa ACroNiS M0 BOCCTAHOBIICHHUIO Pa3IeiioB OIIK-11.1-y| J1.3JI11.4 IO TeMe.
(u.3) MMIp/ OIIK-11.1-B| JI1.5J11.6 |Pemenue 3agau.

OIIK-11.2-3( JI1.7 JI1.8 IIpoBepka
OIlK-11.2-y| JI1.9 J11.10 JIOMAIIIHETO
OIIK-11.2-B| JI1.11 J11.12 3aJaHus.
JI11.13
J11.14J12.1
JI2.2J713.1
J13.2 J13.3
3.4
01323354
35 56
3.17 PaboTa ¢ nporpammamu cemeiicta ACronis OIlK-11.1-3| JI1.1J11.2 Ortuer mo JIP
(BoccTaHOBIIEHUE PA3/IEIIOB) OIlK-11.1-y| J1.3J11.4 3amura JIP.
1J1a6/ OIIK-11.1-B| JI1.5J11.6
OIIK-11.2-3| JI1.7 JI1.8
OIlK-11.2-y| JI1.9J11.10
OIIK-11.2-B| JI11.11 J11.12
J11.13
J1.14J12.1
JI2.2J13.1
JI3.2 J13.3
J3.4
2132232324
35 56

3.18 W3ydenue mutepaTypsl 1O MPOTPaMMHBIM OIlK-11.1-3| JI1.1J11.2 [oxroroska

CpeICTBAM KOHTPOJIS EeJ0CTHOCTH mmporpamm /Cp/ OIK-11.1-y| JI11.3J11.4 KOHCIIEKTA 110
OIIK-11.2-3| JI1.5JI1.6 BOIIpOCaM
OIlK-11.2-y| JI1.7 JI1.8 TEMBI.
OIIK-11.2-B| JI1.9J11.10 | Kpatkwuii ompoc

JI1.11J11.12 10 TEME Ha
J11.13 KOHCYJIBTAIlUU K
J11.14J12.1 9K3aMEHY
J12.2713.1 (3auery).
JI3.2 J13.3
3.4
2132232324
35 56

3.19 M3yueHne THIIOBBIX HACTPOEK OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
MPOTPaAMMHO-aIIIAPaTHOTO CPEICTBA KOHTPOIISA OIIK-11.1-y| JI11.3J11.4 10 TEMe.
nenocraoctd «PUKC 2.0.1» /Mp/ OIIK-11.1-B| JI1.5J11.6 |Pewenue 3amau.

OIlIK-11.2-3| JI1.7 JI1.8 ITposepka
OIIK-11.2-Y| J11.9 J11.10 JIOMAIITHETO
OIIK-11.2-B| JI1.11 J11.12 3aIaHus.
J11.13
J11.14J12.1
J12.2J713.1
JI3.2 J13.3
3.4
213223324

35 56




3.20 PaboTa c mporpaMMHO-anmapaTHeIM CPEJICTBOM 2 OIlK-11.1-3| JI11.1J11.2 Ortuer no JIP
«DUKC 2.0.1» /J1a6/ OIIK-11.1-Y| JI1.3J11.4 3amura JIP.
OIIK-11.1-B| JI1.5J11.6
OIlK-11.2-3| JI11.7 J11.8
OIlK-11.2-y| JI1.9 J11.10
OIIK-11.2-B| JI1.11 J11.12
J11.13
J11.14J12.1
J12.2713.1
J13.2 J13.3
J13.4
21323334
35 D6
3.21 Cnava (npuem) 3aueta /[UKP/ 0,25 |OIIK-11.1-3( J1.1J11.2 OTBETHI Ha
OIIK-11.1-y| J1.3JI11.4 KonTtpompHbIe
OIlK-11.1-B| JI1.5J11.6 BOIPOCHI
OIIK-11.2-3( JI1.7 JI1.8 PesynbTath!
OIIK-11.2-yY| JI1.9J11.10 |peureHus 3amad.
OIlK-11.2-B| Ji1.11 J11.12 OTBeThI Ha
JI1.13 JIOTIOJTHATEBHBI
J11.14J12.1 € BOIIPOCHI.
J12.2J13.1 Pesynbratet
JI3.2J13.3 | tectupoBaHusl.
J3.4
0135232324
35 D6
3.22 IoaroroBka k 3auery /3a0/ 8,75 |OIIK-11.1-3| J1.1J11.2 3amauu K
OIlK-11.1-y| JI1.3J11.4 3a4ery.
OIlK-11.1-B| JI1.5J11.6 bunets! k
OIlIK-11.2-3| JI1.7 JI1.8 3agery.
OIlK-11.2-Y| JI1.9J11.10 |TectsI K 3aueTy.
OIIK-11.2-B| JI1.11 J11.12
J11.13
J11.14J12.1
J12.2713.1
JI3.2 J13.3
3.4
2132232324
35 D6
Pa3gex 4. 3amura nporpaMm
4.1 [Temal 0




4.2

Hanpasnenus 3aiiuthl IpOrpaMm.
Knaccudukarus cpeicTB aTaku Ha CPEICTBA
samgutsl [10.
Knaccudukarus mero 1o 3amutet [10:

- metoabl 3amutel oT HCJI k I1O:

- 3alIUTa C MOMOIIBIO PETHCTPAIIMOHHBIX
KOJIOB;

- 3alIMTa Ha OCHOBE KII0YEBOro (aiina;

- 3ammTa Meto oM ohline perucrparuu;

- 3allIUTa Ha OCHOBE aIlapaTHhIX
(3MIeKTPOHHBIX)  KITFOUEH;

- 3alIMTa C MOMOIIBIO MPOTEKTOPOB
(«HaBecHas» 3aIUTA);

- 3aIIUTa C MOMOIIBIO KPUIITOrPAPUUECKHX
METOJIOB!

- UCTIOJIb30BaHKE MU(PPOBAHHS;

- UCTIOJIb30BaHKE cTeraHorpaduu
(coxpriTre uH(MOpMaIHK B (aiinax ¢ Apyroi
nHpopManuei);

- metosl 3amuThl 0T HCK (ITO Ha HocuTene win
€aMoro HOCHTEJIs)

- METO/Ibl, 3aTPY/AHSIONIUE CUNTHIBAHUEC
KOMUpyeMoi MH(POPMAIMK C MAaTEPUATLHOTO
HOCHTEIS (CTAHAAPTHBIME METOIAMU
KOITUPOBAHHUS):

- HeCTaHAapTHas pa30uBKa
(dopmarupoBanue) HocUTENS;

- HAaHECEHHUE Ha MMOBEPXHOCTh HOCUTEJIS
CIEIUATbHBIX METOK;

- IpeHAMEpEeHHast mopya (HCKaKCHHE)
OTJIABIICHHS 3AIHIAEMOr0 HOCUTEJIS;

- METO/IbI, MPETSATCTBYIOINE HCIIOIb30BAHUIO
CKOITMPOBaHHOH MHpopManny;

- npuBs3Ka 3amumaemoro 10 k
YHUKAJIBHBIM XapaKTEPUCTUKAM KOMITBIOTEPA UITH
HOCHTEJIS;

- CKPBITOE XpaHeHue JaHHbIX min [10
(creranorpadust) win mUppOBaHUE TaHHBIX WIIH
M0;

- METO/IBI 3AIUTHI OT HECAHKIIHOHHUPOBAHHOTO
MCCIIE/IOBAHMUS, aHATM3a U BOCCTAHOBIICHUS
AJITOPUTMOB:
1) cTpyKTypHBIE METO/IbI 3AIUTHI OT AHATU3A
(ycnosxHeHus: aHanu3a)
a) MCKYCCTBEHHOE YCIIOKHEHHUE (3amyThIBAHHE)
(amrmn. obfuscation, o6¢dyckaitust) anroputMoB
00paboTKH JaHHBIX
0) UCKYCCTBEHHOE YCIOXKHEHHE CTPYKTYPBI
POrpaM-MbI
2) 3aTpyaHEHHE U3aCCEMOTUPOBAHMS
(crarmueckoro aHamusa mporpamm)
a) MCIOJIb30BAaHHE CAMOTEHEPUPYIOIINX KO/IOB
0) nuHaMuuYeckoe n3MeHeHune (MyTalms) Kojia
PO-TPaMMBI
B) apXHBAIHsI KOJIA TPOTPAMMBI
r) mWUQpoBaHUe KOJa IPOrPaMMbI
3) oOHapy KeHHEe U 3aTPYAHEHHE 0TI KU
(mMHAMHUYECKOTO aHAIM3a MPOrPaMM)
a) BbIsABJIEHHE (PAKTa BBIIOJHEHUS POrPAMMEBI T10]T
OTIAYUKOM
0) 3aTpyAHEHHE OTIAIKU

- HaBSI3BIBAHUE OTJIAUUKY JIOKHBIX TOUEK
OCTaHOBA

- 3aCOpPEHHE KOHCOJH OT/IauHKa

- UCTIOJIb30BAHKE CBOETO OTIIAAYMKA IS
paboTsr 3amumiaemoro 110

- UCTIOJIb30BaHKE (IIPOBOIMPOBAHHUE)
M3BECTHBIX MPOrPAMMHBIX OUIHOOK KOHKPETHBIX
OTJIATYMKOB
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4) sMyJsIIus IPOIIECCOPOB K OTIEPAIIMOHHBIX
CUCTEM
5) HecTaHAPTHBIE METOIBI PAOOTHI C aIllIapaTHBHIM
oOecrieycHrEM
6) HecranmapTHsie obpamenus K Gyukiwsam OC
[Toctpoenue Texuuyeckoit 3amutel [10 oT
HeCaHKIMOHUpoBaHHOro koruposanus (HCK):
a) CTpyKTypa CHCTEMBI TEXHHYECKOM 3aIUTEI OT
HCK.
6) Ioxcucrema BHEAPCHUS YITPABIISIONINX
MEXaHU3MOB.
B) [TojicucTeMa IPOTHBOACHCTBYS HENTpaTH3aum
3aIUTHBIX MEXaHU3MOB.
r) Briok oTBeTHOM peakiun
1) Biiok cpaBHEHHs XapaKTEPUCTHK CPEIIBL.
€) B0k ycTaHOBKH XapaKTEPUCTHUK CPEJIbI
3amura nporpamm ot HCJl m HCK ¢ momomsio
PETUCTPAIIMOHHBIX KOJIOB!
- TpeboBanus k 3amute [10 ot HCK n
KIIaccu(UKAIIs METOOB 3aIlIHUTHI;
- METO/IBI TIPOBEPKU PErUCTPAITUOHHBIX KOIOB!
- YEPHBIN AMINK;
- pelleHue CI0KHON MaTeMaTUYeCKOu
3a/a4y,
- TaOJIMYHEIE METOIBI,
- TOCTOMHCTBA U HeaocTaTku 3ammtel [10 ot
HCK.
3amuta nporpamm ot HCJ] u HCK ¢ nomoribio
HABECHBIX 3alUT (POTEKTOPOB):
- KaKyIo 3alIuTy 00eCIICUYnBAOT MPOTEKTOPHI,
- KaKk paboTaroT IPOTEKTOPHI;
- CLICHApUH aTaku (- IeHCTBHS B3JIOMIIHKA
9TOM 3aIIUTHI);
- 3aIUTa OT B3JIOMa IPOTEKTOPA;
- IPUMEPHI IIPOTEKTOPOB:
- ASProtect
- Armadillo
- VMProtect
- Themida/WinLicense
- HASP Envelope
- StarForce
- HEJOCTATKH 3allIUTHI C IIOMOIIBIO
MIPOTEKTOPOB.
3amura I10 ot HCJl u HCK ¢ moMompo
3JIEKTPOHHBIX KIIFOUECH:
- BUJIBI JICKTPOHHBIX KITFOUEH;
- COCTaB KIII0Ya,;
- AnmmapaTHas 9acTh
- OJIOK JIOTHKH,
- OJIOK TTAMSTH)
- [IporpammHuas 9acth
- IpaiiBep
- MOJTyJIb, BCTPaWBaCMEIi B
sanumaemoe 110
- BAPMAHTHI PeaTH3alii SJICKTPOHHBIX
KITI04eil:
- Kirroun ¢ Hen3BECTHBIM AJITOPUTMOM
- Kitroun ¢ M3BECTHBIM aITOPUTMOM
- Kiitoun ¢ nporpammupyembiM
ANTOPUTMOM
- Kiirouu ¢ Taiimepom
- CeTeBble KITIOYH
- IPUEMBI 3aIIUTHI KIFOYEH OT B3JI0Ma
- JOCTOMHCTBA U HEAOCTATKHU HUCIIOJIB30BAHUS
Kmrouei uig 3amute 110;
- IPOU3BOJIUTENH NEKTPOHHBIX KIIIOUEH:
- 3A0 «Amangus P.J.»
- Rainbow security (WibuKey)
- 3A0 "Akrtus-codr" (Guardant)




- «MynbTuCodr» (Rockey, panbie
Feitian Rockey)
- «Kommanus "Dpumekc'» (Sentinel

(HASP) HL)
1Tex/

4.3 W3ydenune muTepaTypsl MO BOIPOCAM: OIlK-11.1-3| JI1.1J11.2 [MoxroroBka
MeTo/1b1 321U Tl OT HECAHKIIMOHUPOBAHHOTO OIIK-11.1-y| JI1.3J11.4 KOHCIIEKTA 110
UCCIICIOBaHMs, aHAJIN3a U BOCCTAaHOBJIECHUS OIlK-11.2-3| JI1.5J11.6 BOINIpOCaM
ANTOPUTMOB: CTPYKTYPHBIE METOJIBI 3AIIUTHI OT OIlIK-11.2-y| JI1.7 JI1.8 TEMBI.
aHanu3a (MCKYCCTBEHHOE YCIIOKHCHHUE OIIK-11.2-B| JI1.9JI1.10 | Kparkuii onpoc
AJTO-pPUTMOB; UCKYCCTBEHHOE YCIIOKHEHHE JI1.11 J11.12 o TeMe Ha
CTPYK-TYpBI IPOTPAaMMBI); 3aTPYAHECHHE JI1.13 KOHCYJIbTaIlMU K
J3acceM-0upoBaHus (MCIOIb30BAHKUE JI1.14J12.1 9K3aMEHY
CaMOTEHEePUPY-TOIUX KOJOB; TMHAMHUIECKOE J12.2J13.1 (3auery).
u3MeHeHne (My-Tauus) Kojia mporpaMmabl; JI3.2 J13.3
apxXuBaNys KoJa MPorpaMMBbl; MK poBaHIe KoIa 3.4
IpOrpaMMbl); OOHAPYKEHHE U 3aTPyIHECHHE 213223324
omiaaku (BBISB-JI€HHE (HaKTa BHIIOIHEHHS 25 26
MPOTPaMMBI O] OTIATINKOM,; 3aTPyIHEHUE
OTJIJIKH - HaBSI3bIBAHUE OTJIATYMKY JIOKHBIX TOUEK
OCTaHOBA; 3aCOPEHHE KOHCOJIN OTJIaI4HKa,

UCIIOJIb30BaHHE CBOETO OTJIQJYHKa JIJIS PaObOThI
samuiiaemoro I10; ucnoibp3oBaHue
(mpoBOLMPOBAHUE) U3BECTHBIX MPOTPAMMHBIX
OIMOOK KOHKPETHBIX OTIAYMKOB); MY
MPOLIECCOPOB U ONEPAIIHOHHBIX CHCTEM;
HeCTaHJapTHBIE METOABI Pa0OTHI C anmapaTHbIM
obecrieueHneM; HECTaHAAPTHBIC OOpALICHUST K
¢ynxnusam OC.
3amuTa nporpamm ot HCK ¢ nomoupsio HaBec-HbIX
3aIIUT (IPOTEKTOPOB): KAKYIO 3AILUTY
00ecIeynBaloT MPOTEKTOPHI; KaK paboTaroT
MPOTEKTOPHI; CIIEHAPHH aTaKH - ICHCTBU
B3JIOMIL[MKA ITOH 3aIIUTHI; 3alIMTa OT B3JIOMa
MPOTEKTOPA; MPUMEPHI IPOTEKTOPOB; HEO-CTATKH
3aIUTHI ¢ IOMOIIBIO TpoTekTopoB. 3a-muTta I10 ¢
MIOMOIIBIO 3JICKTPOHHBIX KITIOUEH: BUBI
3JIEKTPOHHBIX KITIOYEH; COCTaB KJIF0Ya; BAPHAHTHI
peanu3aly 3JeKTPOHHBIX KII04eil; JOCTOMHCTBA U
HEJIOCTATKN MCIIOJIBb30BAHUS KITFOUEH JUIS 3alUThI
I1O; npon3BOIUTENN SJIEKTPOHHBIX KITIOUEH.

/Cp/

4.4 W3ydenue 3a1uThl IPOrpaMM OT U3YyUYEHUS OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc

crarunyeckum metozaom /Tlp/ OIlIK-11.1-y| JI1.3J11.4 110 TEME.
OIIK-11.1-B| JI1.5J11.6 |Pemenne 3anau.
OIlIK-11.2-3| JI1.7 JI1.8 ITposepka
OIlK-11.2-y| JI1.9 J11.10 JIOMAIIHETO
OIIK-11.2-B| JI1.11 J11.12 3aIaHus.
JI1.13
J11.14J12.1
J12.2713.1
JI3.2 J13.3
J3.4
01322323524

35 56




4.5 M3ydenue 3amuThl IporpaMM OT U3Y4YEHUS 2 OIlK-11.1-3| JI11.1J11.2 Ortuer no JIP
cratnyeckuM metonoM /J1ao/ OIIK-11.1-Y| JI1.3J11.4 3amura JIP.
OIIK-11.1-B| JI1.5J11.6
OIlK-11.2-3| JI1.7 J11.8
OIIK-11.2-y| JI1.9 JI1.10
OIIK-11.2-B| JI1.11 J11.12
JI11.13
J1.14J12.1
J12.2713.1
JI3.2 JI3.3
J3.4
31523354
35 56
4.6 W3yueHue 3alyThl IpOrpamMM OT U3yUEHHs 2 OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
Iu-HamuaeckuMm metoaom /TIp/ OIIK-11.1-y| J1.3J11.4 10 TEME.
OIIK-11.1-B| JI1.5J11.6 |Pemenne 3amau.
OIIK-11.2-3( JI1.7 JI1.8 IIpoBepka
OIlK-11.2-y| JI1.9 J11.10 JIOMAIIIHETO
OIIK-11.2-B| JI1.11 J11.12 3aJaHus.
JI11.13
J11.14J12.1
JI2.2J713.1
J13.2 J13.3
J3.4
01323354
35 56
4.7 W3ydenue 3amuThl IPOrpaMM OT H3YICHUS 2 OIlK-11.1-3| JI1.1J11.2 Ortuer mo JIP
IM-HaMHA4YeCcKUM MeTonoM /J1a6/ OIIK-11.1-y| JI1.3J11.4 Sammura JIP.
OIIK-11.1-B| JI1.5J11.6
OIIK-11.2-3| JI1.7 JI1.8
OIlK-11.2-y| JI1.9J11.10
OIIK-11.2-B| JI11.11 J11.12
J11.13
J1.14J12.1
JI2.2J13.1
JI3.2 J13.3
J3.4
2132232324
35 56
Pa3gen 5. IlporpamMmvHbie 1
NPOrpaMMHO-TEXHHYECKHE CPeICTBA
obGecneuyeHust 6e30MacCHOCTH (He OTHOCSLIHECS K
3alUTe NPOrpaMM M JTaAHHBIX)
5.1 [Temal 0
5.2 DJIeKTPOHHBIN 3aMOK (armapaTHbI MOJLYJIb 12 |OIIK-11.1-3| JI1.1J11.2 Koncmekr
JIOBepeHHo 3arpy3kn) «Co6ob». OIlK-11.1-y| JI1.3J11.4 JIEKITHH.
CpencTBa 6e30MacHO ayTeHTU(UKAINH THITA OIIK-11.2-3| JI1.5JI1.6
RuToken. OIIK-11.2-y| JI1.7JI1.8
C3MU SecretNet (SecretNet Studio) u Ctpax. OIIK-11.2-B| JI1.9 J11.10
IIporpammHEIe cpecTBa TEHEPALIUH MTAPOJICH. JI1.11 J11.12
IIporpaMMHBIE CpeACTBa  aHAIM3a 3alIMILEHHOCTH J11.13
ceru (PeBuzop). J11.14J12.1
[JTex/ J12.2713.1
JI3.2 J13.3
J3.4
51323334

35 506




5.3 W3ydenue nurepatypsl o pa3iely CpeAcTBaM U3 OIlK-11.1-3| JI11.1J11.2 Ioxroroska
paznena 5 /Cp/ OIIK-11.1-y| JI11.3J11.4 KOHCIICKTA 10
OIlIK-11.1-B| JI1.5J11.6 BOIIPOCaM
OIlK-11.2-3| JI1.7 J11.8 TEMBI.
OIIK-11.2-y| JI1.9J11.10 [ KpaTkwuii ompoc
OIlK-11.2-B| JI1.11 J11.12 10 TeMe Ha
JI1.13 KOHCYJIbTAITUH K
JI1.14J12.1 9K3aMEHY
J12.2713.1 (3auery).
JI3.2 JI3.3
J3.4
31523354
35 56
5.4 Usyaenne C3U SecretNet /TIp/ OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
OIIK-11.1-y| JI1.3J11.4 0 TeMe.
OIIK-11.1-B| JI1.5J11.6 |Pemenne 3amau.
OIIK-11.2-3( JI1.7 JI1.8 IIpoBepka
OIlK-11.2-y| JI1.9 J11.10 JIOMAIIIHETO
OIIK-11.2-B| JI1.11 J11.12 3aJaHus.
JI11.13
J11.14J12.1
JI2.2J713.1
J13.2 J13.3
J3.4
01323354
35 56
55 Uzyuenne C3U Crpax /TIp/ OIlK-11.1-3| JI1.1J11.2 | YcrHblit ompoc
OIlK-11.1-y| JI1.3J11.4 IO TeMe.
OIIK-11.1-B| JI1.5J11.6 |Pemenue 3agau.
OIlIK-11.2-3| JI1.7 JI1.8 IIposepka
OIlK-11.2-y| JI1.9J11.10 JIOMAIITHEr 0
OIlK-11.2-B| JI1.11 J11.12 3alaHus.
J11.13
J1.14J12.1
JI2.2J13.1
JI3.2 J13.3
J3.4
2132232324
35 56
5.6 Uzyuenne C3U SecretNet u Crpax /J1a6/ OIlK-11.1-3| JI11.1J11.2 Ortuer no JIP
OIlK-11.1-y| JI1.3J11.4 3amura JIP.
OIIK-11.1-B| JI1.5J11.6
OIlK-11.2-3| JI1.7 J11.8
OIIK-11.2-y| JI1.9 JI1.10
OIIK-11.2-B| JI11.11 J11.12
J11.13
J1.14J12.1
J12.2713.1
JI3.2 J13.3
J3.4
2132232324
35 56
5.7 W3ydenue cpeacTs 6e30nacHON ayTeHTU(DUKA-ITUN OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
tuna RuToken (u.1) /TIp/ OIIK-11.1-yY| JI1.3J11.4 110 TEME.
OIIK-11.1-B| JI1.5J11.6 |Pemenue 3agau.
OIlIK-11.2-3| JI1.7 JI1.8 ITposepka
OIIK-11.2-Y| J11.9 J11.10 JIOMAIITHETO
OIIK-11.2-B| JI1.11 J11.12 3aIaHus.
J11.13
JI1.14712.1
J12.2J713.1
JI3.2 J13.3
J3.4
213223324

35 56




5.8 Wzyuenne cpencts Oe3onacHol ayTeHTH(HUKA-LIUH 2 OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
tuma RuToken  (u.2) /Tip/ OIlK-11.1-y| JI1.3J11.4 IO TeMe.
OIIK-11.1-B| JI1.5J11.6 |Pemenue 3amau.
OIlK-11.2-3| JI1.7 J11.8 IIpoBepka
OIlK-11.2-y| JI1.9 J11.10 JIOMAIITHETO
OIIK-11.2-B| JI1.11 J11.12 3aJaHus.
JI11.13
J1.14J12.1
J12.2713.1
JI3.2 JI3.3
J3.4
31523354
35 56
5.9 Usyuenue ckanepa ceti «Pesuzop 2.0». /Tp/ 2 OIlK-11.1-3| JI1.1J11.2 | YcrHslii onpoc
OIIK-11.1-y| JI1.3J11.4 0 TeMe.
OIIK-11.1-B| JI1.5J11.6 |Pemenne 3amau.
OIIK-11.2-3( JI1.7 JI1.8 IIpoBepka
OIlK-11.2-y| JI1.9 J11.10 JIOMAIIIHETO
OIIK-11.2-B| JI1.11 J11.12 3aJaHus.
JI11.13
J11.14J12.1
JI2.2J713.1
J13.2 J13.3
J3.4
01323354
35 56
5.10 Uzyuenne nporpammel «Pesusop Ceru 2.0 /TIp/ 2 OIIK-11.1-3| JI1.1JI1.2 | YcTHBIH ompoc
OIlK-11.1-y| JI1.3J11.4 To TeMe.
OIIK-11.1-B| JI1.5J11.6 |Pemenue 3agau.
OIlIK-11.2-3| JI1.7 JI1.8 IIposepka
OIlK-11.2-y| JI1.9J11.10 JIOMAIITHEr 0
OIlK-11.2-B| JI1.11 J11.12 3alaHus.
J11.13
J1.14J12.1
JI2.2J13.1
JI3.2 J13.3
J3.4
2132232324
35 56
5.11 Ipuem (cnaua) sx3amena [HUKP/ 0,35 |OIIK-11.1-3| J1.1J11.2 OTBeTHl HA
OIlK-11.1-y| JI1.3J11.4 KonTtpombHbIe
OIlK-11.1-B| JI1.5J11.6 BOTIPOCEI
OIlK-11.2-3| JI1.7 J11.8 Pesynpratsr
OIIK-11.2-Y| JI1.9J11.10 |peureHus 3amad.
OIIK-11.2-B| JI1.11 J11.12 OTBeTH Ha
JI1.13 JIOTIOJTHUTEIHHBI
J11.14J12.1 € BOIIPOCHI.
J12.2713.1 Pesynpratsr
JI3.2 JI3.3 | TectupoBaHUSI.
J3.4
2132232324
35 56
5.12 KoncynprupoBanue nepes sx3amerom /Kuc/ 2 OIlK-11.1-3| JI1.1J11.2 Bompocs! k
OIIK-11.1-y| JI11.3J11.4 9K3aMEHY.
OIIK-11.1-B| JI1.5J11.6 Pemenne
OIIK-11.2-3| JI1.7 JI1.8 |THUHIOBBIX 3a1ay.
OIlK-11.2-y| JI1.9 J11.10 OTBeThl Ha
OIIK-11.2-B| JI1.11 J11.12 BOTIPOCHI.
J11.13
J11.14J12.1
J12.2J713.1
JI3.2 J13.3
J3.4
213223324

35 56
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35,65 [OIIK-11.1-3
OIlK-11.1-Y
OIIK-11.1-B
OIlK-11.2-3
OIIK-11.2-y

OIIK-11.2-B

JI1.1J11.2
JI1.3J11.4
JI1.5J11.6
JI1.7 J11.8
JI1.9 J11.10
JI1.11J11.12
JI1.13
J11.14)12.1
J12.2713.1
JI3.2 JI3.3
3.4
01323334
35 56

3amaun K
JK3aMEeHy.
bumners! x
JK3aMeHy.
Tectrl K
JK3aMeHy.

5. OHEHOYHBIE MATEPHUAJIBI IO JUCHUIIJIMHE (MOAYJIIO)

O1rieHOYHbIE MaTepUabl [0 JAHHOH IUCIHMILIMHE IPUBEACHBI B MPUIOKEHUU K paboyeil mporpaMMe AUCHHUIUIAHEI (CM. JOKYMEHT
«OLeHOYHbIEe MaTepUaIbl 0 AuciuiuTiHe «IIporpaMMHO-anmapaTHble CPEACTBA 3aIUTHl HH)OPMALIHNY).

6. YYUEBHO-METOANYECKOE U TH®OPMALIMOHHOE OBECINEYEHUE TUCHUIIJIMHBI (MOIY JIS)

6.1. PekomeHnayemasi quTepaTypa

6.1.1. OcHoBHas IMTEpaTypa

Ne ABTOPBI, COCTaBUTENH 3arnaBue MsparensctBo, | Komuuectso/
rox Ha3BaHHE
9BC

JI1.1 |ITomemkuH A. A., Cucrtema 3amuThl HHPOPMAIMU OT HECAHKIIHOHUPOBAHHOTO HoBocubupck: |978-5-7782-1
Koporkux U. B. JIOCTyIa Ha OCHOBE ITPOTPaMMHO-aNNaPaTHOTO KOMILIEKCA HoBocubupcku |990-8,

«SECRET NET 5.0» : yue6HO-MeTOIMYECKOE TOCOOHE i http://www.ipr
rocyaapctBens |bookshop.ru/4
BIf 5015.html
TEXHUYECKUU
YHUBEPCHUTET,
2012, 47 c.

JI1.2 |PynenxoB H. A, TexHONOTHA 3aIIUTH HHPOPMALIUH B KOMIBIOTEPHBIX CETSIX Mocksa: 2227-8397,
[ponerapckuii A. B., Nurepuet-YHus | http://www.ipr
Cwmupnosa E. B., epcuTeT bookshop.ru/7
CypoBoB A. M. Nudopmanmons [ 3732.html

bIx Texnonoruit

(MHTVYWUT),

2016, 368 c.

JI1.3 |®omun . B. WNudpopmanmonHas 6€30MacHOCTh U 3aIUTa HHPOPMALIUH: Caparos: 978-5-4487-0
CHeNHaTU3UPOBaHHBIE AaTTECTOBAaHHbIE MPOTPAaMMHBIE U By3oBckoe 297-6,
HPOrpaMMHO-aIIapaTHBIE CPECTBA | YIeOHO-METOJMIECKOES obpasoBanue, |http://www.ipr
rnocobue 2018, 218 c. bookshop.ru/7
7317.html
JI1.4 |®omun, 1. B. 3amuTa uHGOpMAaLUK: CIIeUaTIM3UPOBAHHbIC aTTECTOBAHHBIC Capatos: 978-5-4487-0
MPOTPaMMHBIE U IPOTPaMMHO-aIapaTHBIE CPEICTBA : Bysosckoe 795-7,
OPaKTHKYM obpaszoBanme, |https://www.i
2021, 218 c. prbookshop.ru
/110329.html
JI1.5 |bynbrués I'. T. [IporpamMmmHO-anmapaTHEIE CPEICTBA 3AIIUTHl HHpOpManny. Mocksa: PTY |978-5-7339-1
Yacte 1 MUPDA, 2022, |652-1,
203 c. https://e.lanbo
ok.com/book/
310781
JI1.6 |bynbruésI.T. [IporpammHo-annapaTHbie CPEICTBA 3aIUTHI HHpOpMALIUH. Mocksa: PTY |978-5-7339-1
Yactp 2 MUPDA, 2022, |653-8,
177 c. https://e.lanbo

ok.com/book/
310784




Ne ABTOpBI, COCTaBUTENN 3arnaBue Uspatensctio, | Konuuectso/
roa Ha3BaHUE
3BC

JI1.7 |Acraiikun A. U, MerToms! u cpencTBa o0ecTiedeHnsT IPOTPaMMHO-aIIIapaTHOM Capos: 978-5-9515-0
Maprtsios A. I1., 3alIUTH HHOPMAIMH | HAYYHO-TEXHUYECKOE H3/IaHNe Poccwuiickuii 305-3,
Huxomnaes /1. b., dbenepanpubrii | http://www.ipr
®omuenko B. H. sinepubiit nentp |bookshop.ru/6

— BHUUD®, 0959.html
2015, 224 c.

JI1.8 |Coxomnos B. I1., KonupoBanue B cucremax 3amursl HHGOPMALMHY © yaeOHOE Mocksa: 2227-8397,
Tapacosa H. IT., nocooue MocKoBCKHii http://www.ipr
Mlenyxun O. U. texuunueckuit | bookshop.ru/6

YHUBEPCHUTET 1485.html
CBSI3H U
nHdopmaruky,
2016, 94 c.
JI1.9 |Ilerpenko B. 1. 3amuTa NepcoHaJIbHBIX JaHHBIX B MH(OPMAIMOHHBIX chcTeMax : | CTaBporos: 2227-8397,
yueOHOe 1ocodue Cesepo-Kaskas |http://www.ipr
CKUiA bookshop.ru/6
¢benepanpubiii  |6023.html
YHUBEPCUTET,
2016, 201 c.
JI1.10 |{Epmaxos . T, [IprMeHeHe aHTHBUPYCHBIX MIPOTPAMM IS 00SCIICICHUS ExatepunOypr: [2227-8397,
[Mpucsoxuelii A. B. nH(pOpMaLMOHHOI 6e3011acHOCTH Ypanbckuii http://www.ipr
¢benepansubiii | bookshop.ru/6
yauBepcuret, |6577.html
OBC ACB,
2013, 64 c.
JI1.11 [KammsixoB U. A., KoMmbroTepHast KpUMUHAIKMCTHKA : 1a0OpaToOpHbIid IpakTHKyM | CTaBpornois: 2227-8397,
Ienemenko B. C. Cesepo-Kagkaz |http://www.ipr
CKHi bookshop.ru/6
benepanpubii  [9392.html
YHUBEPCUTET,
2017, 84 c.
J11.12 |Cerues O. H. CranmapTel HHPOPMAMOHHOM 0€30MaCHOCTH. 3allIuTa | Caparos: 978-5-4487-0
00paboTka KOH(DHUICHINANIBHBIX TOKYMEHTOB : yueOHOe mocodue |By3oBckoe 128-3,
obpasoBanue, |http://www.ipr
2018, 195 c. bookshop.ru/7
2345.html
JI1.13 |I'motuna 1. M. CpenctBa 6e30mMacHOCTH OreparonHoi cucrembr Windows Capatos: 978-5-4487-0
Server 2008 : yaeOHO-MeTOIUIECKOE ITOCOOHE Bysosckoe 136-8,
obpasoBanue, |http://www.ipr
2018, 141 c. bookshop.ru/7
2538.html
JI1.14 | Txouc K. J1., [llema WHCTpyMeHTaBHEBIE CpeNCcTBa 0OeceueHIs 0e30MacHOCTH Mocksa: 2227-8397,
M., Ixoncon b. C. Nurepuet-Yuus | http://www.ipr
epcuTeT bookshop.ru/7
Nudpopmanmons [ 3679.html
pIX TexHosorui
(MHTYWUT),
2016, 914 c.
6.1.2. lonoTHUTENBbHAS JIUTEPATypa
Ne ABTOPBI, COCTAaBUTENH 3araBue MsparensctBo, | Kommuectro/
roj Ha3BaHHE
3bC

J12.1 AnmunuctpupoBanue OC Unix Mocksa: 2227-8397,

Wurepuet-Yuus | http://www.ipr
epcuTeT bookshop.ru/7
Nndpopmanmnons [ 3659.html

bix TexHonorui

(MHTVYWUT),

2016, 303 c.




No ABTOpBI, COCTaBUTENH 3arnaBue UznarensctBo, | Komuuectro/
roj Ha3BaHUE
3bC
JI12.2 |AiBenc K. Anmunuctpuposanue Microsoft Windows Server 2003 Mocksa: 2227-8397,
Wnrepret-YHus | http://www.ipr
epcuter bookshop.ru/7
Nupopmanmons [ 3725.html
bIXx TexHonorui
(MHTVYWUT),
2016, 486 c.
6.1.3. MeTtoanueckue pa3padoTku
Ne ABTOpBI, COCTaBUTENH 3armnasue WspartensctBo, | Kommuectro/
roa Ha3BaHUE
3bC
JI3.1 |Henwucos U. A. JIaGopaTOpHBIN MPAKTUKYM I10 TUCIUILIINHE Mocksa: 2227-8397,
[IporpaMMHO-anmapaTHbIE CPEACTBA 3AIMUTH HHHOPMAITHH Mockosckuit | http://www.ipr
texHuyeckuii | bookshop.ru/6
yauBepcurer | 1529.html
CBSI3U U
HH(POPMATHKH,
2016, 31 c.
J13.2 |Ky3pmun HO.M., [IporpamMMHoO-anmapaTHbie CpeCTBa OOecTIeueHUs Pszans: PULL ,

Kypakcun B.A., uropMannoHHO# 6e30macHOCTH | MeToauueckue yKa3aHus PI'PTY, 2018, [https://elib.rsr

[psxeropmauuckuii B.H. eu.ru/ebs/dow
nload/1883

JI3.3 |Ky3bpmun I0O.M., 3amura nporpamm u gaHHeIx. U.1 | Mertoandeckue yka3aHus Psaszans: PUL] ,

Kanuukuna T.1. PI'PTY, 2019, |https://elib.rsr
eu.ru/ebs/dow
nload/2119

JI13.4 [Ky3pmun FO.M., 3amuTa nporpamMm u JaHHBIX. Yacth 2. MccnenoBanue nporpamm |Pssans: PULL ,
Kanuukuna T.U. JMHAMHYECKAM METO/IOM: METO[I. yKa3. K J1ab. paboram : PI'PTY, 2020, |https://elib.rsr
MeTomuyeckie yKa3aHust eu.ru/ebs/dow
nload/2638
6.2. [lepeuens pecypcoB HHGOPMAIMOHHO-TEJIEKOMMYHHKAMOHHOM ceTH ''UHTepHeT"

21 (1. OnexTpoHHO-OnONMoTeyHasa cucreMa «Jlaupy». — PexxuM moctymna: qoctyn u3 koprnopatusHoit ce-tu PIPTY —
cBoboxHsIi (6e3 maposst). URL: https://e.lanbook.com/

22 |2 DnexTporHO-61bMHOTeuHas cuctemMa «|PRD00KS». — Pexxim moctyma: goctyn u3 koproparus-Hoit cetit PTPTY —
cBOOOaHBIN (0e3 maposs), noctyn u3 cetn MurepHer - no maposnto. URL: https://iprbookshop.ru/

23 |3 Onextponnas 6ubnmmoreka PIPTY. URL: http://elib.rsreu.ru/ . Pexxum moctyma: u3 kopropaTtus-uoit cetn PIPTY —
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D4 |4 Hayunas snextponHas oubnuoreka eLibrary. URL: http//e.lib/visu.ru/www.uisrussia.msu.ru/elibrary.ru
25 |5 bubnuoteka u popym mo nporpammupoBanuro. URL: http://www.cyberforum.ru
26 |6. Haronanbueiit oTkpbiThiil yauBepcuter UHTYUT. URL: http://www.intuit.ru/

6.3 IlepeyeHb MpOorpaMMHOro o0ecnedeHusi 1 HHGPOPMANMOHHBIX CIPABOYHBIX CHCTEM

6.3.1 IlepeyeHb TMIEH3HOHHOIO H CBOGOIHO PACTIPOCTPAHIEMOI0 IPOrPAMMHOI0 00ecneyeHtsl, B TOM YHCJIe 0Te4eCTBEHHOTO

NPOU3BOICTBA

HanmenoBanue

Onucanme

Oneparonnas cucrema Windows

Kommepueckas auieH3us

Kaspersky Endpoint Security

Kommepueckas nuneH3us

Adobe Acrobat Reader Csobojguoe I10
LibreOffice Csob6ogunoe ITO
VMware Player Csob6opanoe I10

6.3.2 Ilepevyens NHPOPMANMOHHBIX CIPABOYHBIX CHCTEM

6.3.2.1 |CI/ICTeMa KoucymprantlLiroc http://www.consultant.ru

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE NTUCIHUTIJIMHBI (MO YJIS)




270 yyeOHO-aIMUHUCTPATUBHBIN KOpITyc. ydeOHast ayJuTOpHs JUIsl NPOBEICHUS YUeOHBIX 3aHATHH. Criennanu3upoBaHHas
1 Mebenp (42 mocasoYHBIX MECTa), MarHUTHO-MapKepHas mocka. MyibpTuMenua npoektop, 1 skpan. Pabouee mecto (2
crona), 1 mepcoHanbHbIH KOMIBIOTED, 1 HOYTOYK.

268  y4eOHO-aJIMHHHUCTPATHBHBIH  KOPIYC. KOMIBIOTEPHBIH  KJacC JJIA  MPOBEICHUS  YY4eOHBIX  3aHATHU

2 CneunanusupoBannas Mebenb (20 KOMIBIOTEPHBIX CTOJ0B), 20 MEPCOHANBHBIX KOMIBIOTEPOB. BO3MOKHOCTH
MOJAKIIIOUeHHsT K cetn VHTepHeT U obecreueHreM J0CTyNa B AICKTPOHHYIO HWH()OPMALMOHHO-00pa30BaTEbHYIO CPEIy
PIPTYV.

8. METOAUYECKHUE MATEPHUAJIBI ITO JUCHUIIJIMHE (MOAYJIIO)

Metoaudeckue MaTtepualibl 11O JaHHOM JUCITUILIMHE MPUBCICHLI B HpI/IJ'IO)KeHI/II/I 2k pa60qe171 npo-rpaMmMe IUCHUIIINHBL (CM.
JOKYMCHT «MeToguueckoe obecrnieueHue JUCHUITIINHBI «HpOFpaMMHO-aHHapaTHbIC Cp€aCTBa 3allIUThI I/IH(l)OpMaHI/II/I))).

OnepaTtop 340 000 "KomnaHus "TeH3op"
JOKYMEHT MOAMUCAH 3NEKTPOHHOM NMOAMUCHIO

noanncAHoO ®reoy BO "PIrPTY", PIPTY, NpxeropavHckuii Buktop 18.06.25 20:55 (MSK) MpocTas noanucb
3ABEAYOLLNM Hwvikonaeswuuy, MpenoaasaTens

KA®E[PbI

NOANMUCAHO ®re0yY BO "PrPTY", PIPTY, MpXeropavHckuii Buktop 18.06.25 20:55 (MSK) MpocTas noanvcb
3ABEAYOLLMM Hwvikonaeswuy, MpenoaasaTenb

BbIMYCKAIOLLIEN
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