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1. O01mume moJI0KeHus

YaCTH OCHOBHOW 00pa3oBaTeIbHON MPOrPaMMBI.

TEKYILIEro KOHTPOJIA U MPOMEXKYTOYHON aTTECTALUH.

OOBaHMSIMU.

TOYHOMW aTTECTAIlMU, UTOTOBBIN KOHTPOJIb B (hopme 3aueTa.

Ol/;eHOLlele mamepudilol — 3TO COBOKYIIHOCTDb y‘-Ie6H0-MeTO,[[I/ILIeCKI/IX MaTCprajioB U IIPOLC-
AYyp, IPCAHA3HAUYCHHBIX I ONCHKH Ka4€CTBa OCBOCHMUA O6yanOHIHMHC$I I[aHHOﬁ JUCHHUITIIIMHBI KaK

[lenb — OLIEHUTH COOTBETCTBHE 3HAHMM, YMEHUI U YpOBHSA MPUOOPETEHHBIX KOMIETEHIMH,
o0ydJaromuxcs 1esiM 1 TpeOOBaHUSIM OCHOBHOM 00pa3oBaTeIbHOM MPOrpaMMBl B XOJ1€ IIPOBEICHHS

OcHoBHas 3a7jaua — 00ECIEeYUTh OLIEHKY YPOBHSI C(HOPMUPOBAHHOCTU OOIIEKYIBTYPHBIX U
po(eCCUOHATBHBIX KOMITETEHITUH, TPHOOPETAEMBIX 00YJAOIIMMCS B COOTBETCTBUH C 3TUMHU Tpe-

KoHTposp 3HaHuN 00y4aromuxcsi MPOBOAUTCS B (pOpME TEKYIIErO KOHTPOJIL M MPOMEXKY-

2. HacnopT OLCHOYHBIX MAaTCPHAJIOB 110 TUCIHUIIJIUHE

n/n

Kontposmpyembie
MbI) THCHANIHHbI

pa3neanl (Te-

Koa xonTponmpyemoii
TeHIUH (WU ee YaCTH)

KOMIIe-

HanmeHoBaHHe OLIEHOYHOI 0O
cpeacTBa

Pasnen 1. Ba3oBble noHsATHA 00/1a-
cTH 3ammThl uHpopManuu u 0Oe3-
ONMACHOCTH MH(OPMANMOHHBIX CH-

1.1

IMpobaema wHOpMaOHHON 0e3-
onacHoctd obOmiectBa. OCHOBHbIE
TEPMHUHBl M ONpEACICHUS JaHHOH
mpeaMeTHOH obsactd. 3ajadd  1mo
3ammre nHpOpMaIK U UH)OpMaIu-
OHHBIX CHCTEM. YPOBHH (HOpMHUPO-
BaHUS peXHMa HHPOPMAIMOHHOM
6e3onacHoctr. O030p HOPMATHUBHO-
MIPABOBBIX JIOKYMEHTOB B 00JacTH
3ammTel  mHGopMarmu. [ocynap-
cTBeHHbBIe cTaHmaptel PO — pykoso-

1.2

OCHOBHbBIC TOHATHS 3aLIUTHI
¢dbopmanuu. /Jex/

HUH-

OI1K-3.2
OIIK-3.3

3auer
IMpakruyeckas pabora
CamocrosTenbHas pabora

Pa3nen 2. Yrpo3sl nHpopmanuon-
HOii 6e3omacHOCTH

2.1

HccnenoBanne TpUYMH HapyLIICHUS
6e3zomacHocTH. IloHATHE Yrpo3bl MH-
(hopMaImoHH O 0e30MaCHOCTH.
Knaccudukanus yrpo3 mo pasnud-
HBIM KJIacCH(UKAIMOHHBIM TIPH3HA-
kam. [lonstue ys3BuMocTH WHDOP-
Manunu. CoBpeMeHHbIE BHIBI Yrpo3.
[onstue, BuUmbl, KIaccupUKALIK,
oTanbl pCaru3allii THUIIOBBIX CCTC-
BBIX arak. TEeXHHUYCCKHEe KaHAIbI
yreukn wuH(popmauuu. Kananel He-
CaHKIIMOHUPOBAaHHOTO JIOCTyma K
uapopmanmu. /Tema/




2.2

HccnenoBanue mpuuuH HapylieHus Oe3onac-
HocTu. IloHsTHE Yrpo3sl HH(OPMALUOHHOM
Oe3omacHocTH. Kitaccudukanus yrpo3 mo pas-
JMYHBIM ~ KJIACCU(DHKAIIMOHHBIM  ITPU3HAKAM.
[onsTre yszBumoctu uHpopmarmu. CoBpe-
MCHHBIC BUIBI YI'pO3. HOHHTI/IG, BH/JIbI, KJlacC-
cuduKanms, 3Tanbl peaar3alud TUIOBBIX ce-
TEBBIX aTak. TEeXHUYECKHUEe KAHAIbl YTEUKH
nHdopmanu. KaHanel HeCaHKIIMOHUPOBAHHO-
ro jocrymna K uapopmanuu. /Jlex/

OIIK-3.2
OIIK-3.3

3aueT
IIpakTuueckas padora
CamocrostenpHast paboTa

Pazgen 3. OOmme mnoaxoabl K mpodieme
3amThl uHopmanun. OCHOBHBIE METOIbI
U CPeICTBA 3aIUUThI 0e30IIACHOCTH

3.1

OrneHka pUCKOB B cdepe HHPOPMAIMOHHOM
Oe3onacHocti. OCHOBHBIC METOZBI CPEJICTBA,
MEXaHU3MbI 3auThl HHopmarmu. /Tema/

3.2

OrneHka pUCKOB B cdepe HHPOPMAIMOHHOM
6e3onacHocTi. OCHOBHBIE METOJbI CPEJICTBA,
MeXaHU3MBbI 3aIUThl HHpopManuu. /Jlex/

OIlK-3.2
OIIK-3.3

3auer
[IpakTuueckas padora
CamocrosiTenbHast padboTa

Paznen 4. OcHOBHBIE TOHSITHSI TEOPHUM 3a-
UTH HHopMa UK

4.1

TeopeTnueckue OCHOBBI MH()OPMAIIMOHHOM
Oe3onacHocT. IloHATHS «OOBEKT», «CYyOb-
€KT», «CYIIHOCTBY», «mporeccy. [lonsrue mo-
nenn Oe3omacHocTd. Bunbl Mozeneii 6e3omac-
HOCTH B 3aBHCUMOCTH OT pPeaju3yeMbIX (yHK-
nui 3anuThl. [ToHATHE MONMUTHKKM OE30MacHO-
ctu. ManjatHas, JWCKPEIMOHHAsA, pojeBas
MOJIMTHKH Oe3omacHocTH. /Tema/

4.2

TeopeTnueckue OCHOBBI MH()OPMAIIMOHHOM
0esonacHocT. [loHATHS «OOBEKTY», «CyOb-
€KT», «CYIIHOCTBY, «mpoueccy». IloHsTue mo-
nenu G6e3onacHoctu. Buapl moneneii Ge3omnac-
HOCTHU B 3aBHCHMOCTH OT pealin3yeMbIX (yHK-
vt 3ammrel. TToHATHE MONUTHKU OE301acHO-
cTH. MaHgatHas, IUCKPELHOHHAs, poieBas
NOJIUTUKH Oe3omacHocTu. /JIek/

OIIK-3.2
OIIK-3.3

3auer
IpakTHyeckas padora
CamocrostenpHas pabora

Paspnen S. Ilonsitue wnHGOpPMANHOHHOIO
cepBHca 0e30MaCHOCTH

5.1

0O0630p npobiem OGe3zomacHOCTH Hambolee To-
mynsapHeIX Internet-cepeucos. 3amaun obecre-
4yeHus: MH(OpMAIMOHHOK Oe30macHOCTH ce-
Teil. KoMIUIeKCHBIN MOAXO0/ K peaqn3aluu oc-
HOBHBIX (DYHKIIMOHAIBHBIX KOMIIOHEHTOB 0e3-
ONACHOCTH CETEBBIX CHUCTEM OOpabOTKM HH-
dbopManMu C HCHONB30BaHHEM METOJOB U
CpencTB Kpunrorpaduu, MEXaHU3MOB ayTeH-
TUGUKAMN W ABTOPH3ALMWH, AHTHUBHPYCHBIX
CPENCTB,  MEXKCETEBOrO  DKPAHHUPOBAHHUSL.
/Tema/

5.2

O0630p npobiem Oe3omacHOCTH Haubolee Io-
mynsapHeIX Internet-cepeucos. 3amaun obecre-
YyeHus MH(OpPMAIMOHHOH Oe30MacHOCTH ce-
Teil. KoMIUIeKCHbIN MOAX 0/ K pean3alnu oc-
HOBHBIX ()YHKIIHOHAJBHBIX KOMIIOHEHTOB 0e3-
OMACHOCTH CETEBBIX CHUCTEM OOpabOTKH WH-
(dbopManMu C HCHONB30BAHHEM METOJOB U
cpencTB Kpunrorpaduu, MEXaHU3MOB ayTeH-
TUGUKAMKA W ABTOPH3ALMWH, AHTHUBHPYCHBIX
CPE/ICTB, MEIKCETEBOTr0 3KpaHupoBaHus. /JIek/

OIIK-3.2
OIIK-3.3

3auer
Ipaktuyeckas pabora
JlaGoparopnas pabora
CamocrostenbHas pabora




Paznen 6. 3ammura WHTEpHET—

6.1

OyHKIMM W Ha3HAYCHHE MEXKCeTe-
BBIX 9KpaHOB. TpeOOBaHUS K MEKCETEBHIM
skpaHaMm. Knaccudukanuus MexceTeBbIX dKpa-
HOB. MexXaHU3MBbl IIOCTPOCHHUS BUPTYAJIbHBIX
samumieHHeix  cerer  (VPN-texHomorun).

6.2

OYHKIMA W Ha3HAYCHHE MEXKCETEBBIX HKpa-
HOB. TpeOoBaHMS K MEXKCETEBBIM JKpaHaM.
Knaccudukamnus MeXCeTeBBIX 3KpaHOB. Me-
XaHU3MBI TIOCTPOCHHUSI  BHPTYAJIbHBIX 3allH-
mernsix cereit (VPN-Texuomorun). /JIex/

OIlK-3.2
OIlK-3.3

3auer

IpakTrdeckas padora
JlaGoparopnas pabora
CamocrositesnbHas pabora

Paznen 7. Paspymaromue mnporpamMMHbie
cpencTBa. Bupychl, TpositHCKHE TPOrpaMMbl

7.1

BpemoHOCHBIE TpOrpaMMbl Kak yrpo3a HH-
(hopMaImOHHOM 0€30macHOCTH. XPOHOJIOTHS U
Kiaaccu(UKalUs BPEAOHOCHOTO TPOrpaMMHO-
ro obecneyeHusl. AHTUBHPYCHBIEC IPOTrPaMMBI,
OCODCHHOCTH, Ka4ecTBO WX paborsl. MeTompt
3alUThI OT BPEIOHOCHBIX mporpamm. /Tema/

7.2

BpemoHOCHBIE TpOrpaMMbl Kak yrpo3a HH-
(hopMaImoHHOM 0€301acHOCTH. XPOHOIOTHS U
Kiaaccu(UKalUs BPEAOHOCHOTO TMPOrpaMMHO-
ro obecnedyeHusl. AHTUBHPYCHBIC TPOTPaMMBI,
OCOOCHHOCTH, Ka4ecTBO WX paborsl. MeTomst
3aIUTHI OT BPEIOHOCHBIX Mporpamm. /JIek/

OIlK-3.2
OIIK-3.3

3auer

IIpakruueckas pabora
JlaGoparopnas pabora

pabora

CamocTosTenbpHast

Paznen 8. Kpunrorpadpuueckme metoanl
3alUThl  MHGOpPMAUH. JJIeKTPOHHAas
nudpoBas NOANKUCH

8.1

[onstne xpunrorpaduyecknx METONOB 3a-
muThl uHpopManuu. Knaccupukarus kpun-
torpaduueckux MeTonoB. IIpocreiimme mmd-
pBl ¥ uX cBoiicTBa. OLEHKa KPUIITOCTOWKOCTH
mmoppoB. Cucrembl mMHUGPOBAHUS C CHMMET-
PHYHBIM M OTKPBITHIM Ki1t0o4oM. COBpeMEeHHbIE
anroputMbl  mmppoBaHus. [loHATHE ieK-
TPOHHOH 1M(POBOW MOAMUCH. 3aKOHOJATEIb-
HBIC aKThl, PErJIAMEHTHPYIOIINE HCIIOJIb30Ba-
HUE 3JIEKTPOHHOH LMGPOBOW MOAMHUCH NP
peanu3anuy 3JeKTPOHHOTO JTOKyMEHTO000pO-
ta. Ilpoueaypel NOCTAaHOBKM M TIPOBEPKH
ANIEKTPOHHOM 1HdpoBoit nmoanuck. [ToHsrue u
cBoicTBa x3uI-¢pyHKIUU. COBpEMEHHBIC aJro-
PUTMBI  BJIEKTPOHHOHW LU(PPOBOH  MOIIKHCH
/Tema/

8.2

Ionstne xpunrorpaduyecknx MeETONOB 3a-
muThl uHpopManuu. Knaccupukarus kpun-
torpadudeckux MeTonoB. IIpocreiimme mmd-
pBl U X cBoiicTBa. OLEHKa KPUIITOCTOWKOCTH
mmppoB. Cucrembl mudpoBaHUS C CUMMET-
PHYHBIM M OTKPBITHIM Kit0o4oM. COBpeMEHHbIE
anroputMbl  mmppoBaHus. [loHATHE diek-
TPOHHOH 1M(GPOBOU MOANKUCH. 3aKOHOAATENb-
HBIE aKThl, PErJIAMCHTUPYIOUINE HCIOIb30Ba-
HUE 3JIEKTPOHHOH IM(POBOW MOAIHCH NPHU
peanu3anuy EKTPOHHOIO JIOKyMEHT0000pOo-
ta. Ilpoueaypel NOCTAaHOBKM M TIPOBEPKH
JJIEKTPOHHOM U(PpOBOH moxnucu. [loHsTHe
U cBoicTBa X3uI-QyHKIUH. COBpEMEHHBIC ajl-
TOPUTMBI DJICKTPOHHOW IU(PPOBOI MOAIIUCH
/J1ex/

OIlK-3.2
OIIK-3.3

3auer

JlaGopaTtopHas pabota

pabota

CaMocTosTenpHast
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3. [loka3aTe/in M KPUTEPUHN OLIEHNBAHUS KOMIIeTEHIUH (Pe3yJIbTaTOB)
HA Pa3JIMYHBIX 3TAnax ux (pOpMHUPOBAHUS, ONIUCAHUE IIIKAJ OLleHHBAHUS

Copmuposannocme Kaxcoou Komnemenyuu B PaMKax OCBOCHHUS JAHHOW JAMCHUIUIMHBI
OLIEHUBACTCS 110 MPexypoEHeSoOll WKale:
® [IOpPOTOBBIN YpOBEHb (YJOBIETBOPUTENbBHBIN) sSIBIIETCA 0043aTEIbHBIM IJIs1 BCEX 00yJaroImuxcs
10 3aBEPUIEHUH OCBOCHMSI TUCLIUIUINHBI;
® T[POJABUHYTHII YPOBEHb (XOpOIIMI) XapaKTepU3yeTcs MPEBHIIIEHHEM MHUHUMAJIbHBIX XapaKTe-
PUCTUK CPOPMHUPOBAHHOCTH KOMIETEHLUH 110 3aBEPIIEHUN OCBOECHUS TUCIMIIIINHBI;
® DJTaJOHHBIA YpOBEHb (OTJIMUHBIN) XapaKTEpPU3yeTCs MAKCUMAJIbHO BO3MOXHOW BBIPAKEHHOCTHIO
KOMIIETEHIIMH U SBJSETCS BaKHBIM KaUECTBEHHBIM OPUEHTHPOM JUIsI CaMOCOBEPIIEHCTBOBAHUS
00y4aemoro.
[Ipu nocraTouHOoM KauecTBe OCBOEHHUs Oonee 81% mpuBeAEeHHBIX 3HAaHUM, YMEHUN U HaBbI-
KOB IIPEIIOaBATEIb OLEHUBAET OCBOCHUE TAaHHOW KOMIIETCHIIMM B PAMKaxX HACTOSILEH JUCLMILIU-
Hbl Ha 3TAJIOHHOM YpPOBHE, IIPH 0CBOeHUHU Oosee 61% MpuBeAECHHBIX 3HAHUH, YMEHUI U HAaBBIKOB —
Ha TPOJIBUHYTOM, IIpU ocBoeHUH Oomnee 41% npuUBEIEHHBIX 3HAHUH YMEHHI M HABBIKOB — Ha TOPO-
rosoM yposHe. [Ipu ocBoenun menee 40% npuBeNeHHBIX 3HAHUM, YMEHUH U HaBBIKOB KOMIIETEH-
1S B paMKax HacTOSALIEH JUCLUIUIMHBI CUUTACTCS HEOCBOCHHOM.

Yposenwv cghopmuposannocmu xkax10ii KOMIETEHIIMU Ha pa3IMYHBIX dTanax ee (opMHpoBa-

HUS B MIPOIIECCE OCBOCHHUS TUCIMITIMHBI OLIEHUBACTCS B XOJI€ TEKYIIEr0 KOHTPOJIS YCIIEBAEMOCTH H
IPEICTaBICHO PA3IUYHbIMU BHJAMH OLIEHOYHBIX cpeAcTB. [IpernonaBaTtenem oLieHUBaeTCs COAEp-
KaTelbHas CTOPOHA U Ka4eCTBO YCTHBIX W MUCbMEHHBIX OTBETOB CTYACHTOB HAa WHAWBUIYyaJIbHbIC
BOIIPOCHI BO BPEMsI MTPAKTHUYECKUX M JTAOOPAaTOPHBIX 3aHATHI, MaTEpUAIIOB, TPUBEICHHBIX B MUCH-
MEHHOM TECTHPOBAHUE IO TEOPETUYECKUM pazjenaM Kypca U pedepare. [JomOTHUTETBHBIM Cpea-
CTBOM OIIEHKM 3HAHWM M YMEHHl CTYAEHTOB SIBJISETCS OTYET IO IMPOBEICHHBIM J1a00paTOPHBIM pa-
00TaM M HX 3aIIUTa. YYUTHIBAIOTCS:

® YpPOBEHb YCBOEGHHUS MaTepHaia, IpeJyCMOTPEHHOr 0 IPOrpaMMoil Kypca;

® yMEHHE aHAIM3MPOBATh MAaTEPUA U yCTAHABIUBATH IPHUYNHHO-CIICACTBEHHBIE CBS3H;

e OTBETHl Ha BOIIPOCHI: MOJIHOTA, apryMEHTHPOBAHHOCTb, YOEKI€HHOCTh, KAYECTBO OT-
BeTa (ero o0mIasi KOMIO3UIIUS, JIOTHYHOCTb, O0MIas SPYIUIIH);
KauyeCcTBO BBIIIOJHEHHOM J1a00paTOpHON padboTh! (MPOrpaMMHOIO MPOIYKTA);
IPaBUIBHOCTD BBHIMOJHEHHON KOHTPOJIBLHON paboThI (TecTa);
UCIIOJIb30BaHHE OCHOBHOM M JIONIOJTHUTEIBHOMN JTUTEPATYPHI IIPH MOJII OTOBKE,
U IPUHUMAIOTCS BO BHUMAaHUE 3HAHUS, YMEHUs, HA8bIKU, TIEPEUUCICHHbIE B 1.2, pabo-
Yeil mporpaMMbl JUCHUTUTHHBI.

Kpumepuu ouenueanus ypoBHsi c(hOpMHUPOBAHHOCTU KOMIIETEHLIMH B MPOIIECCE BHIMOIHE-
HUS KOHTPOJIbHBIX 3aJaHU:

41%-60% TpaBUILHBIX OTBETOB COOTBETCTBYET IMOPOrOBOMY YPOBHIO C(OPMHPOBAHHOCTU
KOMITETCHIIMH Ha TAHHOM 3Tare ee popMUupoBaHus;

61%-80% mnpaBUIBHBIX OTBETOB COOTBETCTBYET MPOJABUHYTOMY YPOBHIO C(HOpMHUPOBAHHO-
CTH KOMITETEHIIUU Ha TaHHOM JTare ee (OpMUPOBAHUS;

81%-100% mpaBHIBHBIX OTBETOB COOTBETCTBYET ATAJIOHHOMY YPOBHIO C(HOPMUPOBAHHOCTH
KOMIIETEHIIMH Ha JaHHOM 3Tane ee GopMHUpoBaHHUs.

CdopMupoBaHHOCTH YPOBHS KOMIIETCHIIUN HE HUXKE IIOPOTOBOT'O SBJISETCS] OCHOBAHUEM [T
JIOIyCcKa 00ydJaromerocs K mMpoMeKyTOYHOM aTTecTallu Mo JaHHOM nucuuruinae. dopmoii mpome-
’KYTOYHOM aTTecTalliy MO JaHHOW JUCLMUILIMHE SBIISETCS 3a4eT U IK3aMEH, OLEHUBAaEMBbIE 110 MpHU-
Haroil B ®I'bOY BO «PTPTVY» cucreme.

3auer onenuBaerca no npuHsaTo B ®I'BOY BO «PI'PTY» cucreme «3aduteHo» u
«HE 3aYTCHO»:
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IxaJja oneHnBaHUSA

Kpurepun oueHuBanus

«3AYTCHO»

OYeHKU «3aumeHoy» 3aciyXUBaeT OOydarolMiics, MPOJEeMOHCTPUPOBAB-
IIHA TIOHOE 3HAHHE Marcpuaja AUCHUILINHBI, YCBOI/IBIHI/II;'I OCHOBHYIO
JIUTEPATYpy, PEKOMEHIOBAHHYIO IPOTrPaMMOI TUCIMIUTMHBL; TOKA3aBIIU
CHCTeMaTUYeCKHI XapaKkTep 3HaHUil, OTBETHBILUI HA BCE BOIPOCHI OHIie-
Ta WIM JIONMYCTUBIIMNA MOTPEIIHOCTh B OTBETE, HO 00Jajaroluil Heo0Xo-
JMMBIMH 3HAaHUSIMHU JUISL €€ YCTPAHCHHUS

«HE€ 3a4YTCHO»

OYeHKU «He 3aumenoy 3acily’)KUBaeT o0yJaroIuiics, He claBuii Jadopa-
TOPHBIM TPAKTUKYM, IMPOJEMOHCTPUPOBABIIUN CEPbE3HbIE NPOOENHl B
3HAaHMUAX OCHOBHOTO MaTepHalla M3y4E€HHOW AMCLUILIMHBL, HE OTBETHB-
MK Ha BCE BOMPOCH OMileTa U JONOJHUTEIbHbBIE BOIIpockl. Kak nmpasuio,
OLIEHKA «HE 3aYTEHO» CTABUTCS OOy4YaroIIUMCS, KOTOPblE HE MOTYT MpO-
JIOJDKUTH 00yYeHHE 0 TAHHOW 00pa30BaTeIbHON MpOorpaMme.

Ok3ameH oreHuBaercs 1o npunatod B PI'bOY BO «PI'PTVY» uerbipexOaabHOM cucTeMe:
CHEYJOBJIIETBOPUTEIBHO», KYJIOBIECTBOPUTEIBHOY», «XOPOLIO» U KOTIIMYHO»:

IxaJja oneHnBaHUSA

Kputepun oueHuBanus

«OTJIHYIHO»

cmyoenm 00JiceH: TIPOJEMOHCTPUPOBATh TTyOOKOE yCBOGHHE MaTepHa-
J1a; MCUYEPIBIBAOIIE, TIOC/IC0BATEILHO, IPAMOTHO U JIOTUYECKH CTPOHHO
U3JIOKUTh TEOPETHUCCKHI MaTepHai; MPaBHIbHO (OPMYIHPOBATH OIpe-
JIeTICHUST; YMETh JIeNIaTh BBIBOJBI 110 M3JIara€MOMy MaTepuaiy; 0e3ymnped-
HO OTBCTUTH HC TOJIBKO Ha BOIIPOCHI 6I/IJ'IeTa, HO N Ha JOIIOJIHUTCIIbHBIC
BOIIPOCHI B paMKax pabodveidl MmporpaMmbl TUCHUILUIMHBI; MPOISMOHCTPHU-
pOBaTh yMEHUE MPABUIIBHO BBIMOIHATH MPEITyCMOTPEHHBIC MPAKTHUECKUE
3aJIaHHUS;

«X0pouIo»

cmy()eHm 0oJIHCeH: MNPOACMOHCTPHUPOBATE JOCTATOYHO IIOJTHOEC 3HAHUC
MaTtcpualia, MpoOACMOHCTPHUPOBATE 3HAHUC OCHOBHBIX TCOPECTUYCCKUX I10-
HﬂTHﬁ; AOCTATOYHO ITOCICAOBATCIIBHO, I'PAMOTHO W JIOTUYCCKH CTpOfIHO
H3JI0KUTE MaTcepuall; yMCTb CACIaTb JOCTATOYHO 000CHOBaHHEIE BEIBO-
Abl; OTBCTHUTbL Ha BCC BOIIPOCHI 6I/IJ'ICTa; MMpOACMOHCTPHUPOBATL YMCHHC
MMPaBUJILHO BBIMIOJIHATDL MMPAKTHUYCCKUC 3aJaHHA, IIPHU 5TOM BO3MOKHBI HC-
IMPUHIOUIIXAJIbHBIC OH_II/I6KI/I,

«Y/AOBJICTBOPH-
TeJIbHO»

cmyoeHm 0oxcen: TPOAEMOHCTPUPOBATH OOlee 3HaHWE MaTepuaa;
3HATh OCHOBHYIO PEKOMEHIyeMYI0 y4eOHYIO JIUTEPATypy; YMETh CTPOHUTH
OTBET B COOTBETCTBUHU CO CTPYKTYpOH H3JaraéMoro BOIpOCa; MOKa3aTh
ofIiee BIIAJCHUE MOHSATHHHBIM aIlllapaToM AMCHUILTUHBL, YMETh YCTpa-
HAThH JONYIIEHHBIC OMMUOKU B OTBETE HA TCOPCTHUYECKUE BOMPOCHI U MPHU
BBITIOJTHEHUH MPAKTUYECKUX 3aJaHui, J100 (IIpH HENpPaBUIHLHOM BBINOJ-
HEHUU MPAKTUYECKOro 3aJaHMsl) MO YKa3aHWUIO MpernofaBaTelis BBIMO-
HUTH JPYrUe MPAKTHYECKHUE 3aJaHUs TOrO K€ pa3jiena JUCUUILUINHEIL,

«HEYAOBJICTBOPUTEC/Ib-
HO»

cmasumcs 6 caydae: HE3HAHUS 3HAYUTENbHOW YAaCTH IPOrPAMMHOIO Ma-
Tepuana; He BIaJCHHs TOHATUHHBIM almnapaToM; CYIECTBEHHBIX OMTHOOK
IpU U3JI0KEHUU Y4eOHOTrO MaTepuaa; HEyMeHHS CTPOUTh OTBET B COOT-
BETCTBUH CO CTPYKTYPOM M3JIaraeMoro BOIpoca; HEYMEHHUs JeNIaTh BbIBO-
nbl. Kak mpaBuiio, Takasi Oll€eHKa CTaBUTCS CTYIAEHTaM, KOTOpbIe HE MOT'YT
IPONODKUTE O0y4YeHHE MO JaHHOH 00pa3oBaTeNbHOM Mporpamme, a Tak-
e, eclii CTYAEHT MOcCje Hayajla dK3aMeHa OTKa3aJicsi €ro C/AaBaTh, WU
HaApYIIUJ MpaBUiIa Ca4M dK3aMeHa (CIUCHIBAJI, MOJACKa3bIBaJ, 0OMaHOM
IBITAJICS TIOJIYYUTh 00JIee BHICOKYIO OLCHKY H T.J1.).
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4. TunoBble KOHTPOJIbHBIC 3AaJaHUA U HHBIC MATECPHAJIbI
4.1. Ilpome:xxyTouHas aTTecTanus (3a4er)

Kon Coaep:xanue Ilepedyenb niIaHMpyeMbIX Pe3yJbTATOB
KOMIICTCHIIMH KOMIICTCHIIMH oﬁyqe}mﬂ o AMCHUIIVIMHE
OIIK-3: CnocodeH pemiaTh CTaHAAPTHBIE 32244 NPOodecCUHOHATILHOMN 1esiTeJIbHOCTH HA OCHO-
OIIK-3 Be MHGOpManMOHHOH U Oubauorpaguyeckoii KylbTypbl ¢ NpUMeHeHHeM HHGOPMALMOHHO-
] KOMMYHUKAIIMOHHBIX TEXHOJIOTHIl ¥ C Y4eTOM OCHOBHBIX TpeGoBaHHii HH(OPMALMOHHOW 0e3-
ONACHOCTH
3narp npuHIMOBL UHQOpMAIMOHHOW W OuONIHorpaduyeckoit
KYJIbTYpPbI, ME€TOABI U CPEACTBA PCUICHUSA CTAaHAAPTHBIX 3aJdav
npoeCCUOHANBHON AEATENBHOCTH € NPUMEHEHHEM HHGOpMa-
IIUOHHO-KOMMYHUKAIIUOHHBIX TEXHOJOIMH M C y4eTOM OCHOB-
HBIX TpeOOBaHUH HMH(OPMAIIMOHHOH 0e30MaCHOCTH.
IMonnmaeT ocHOBHBIE Tpedo- | YMeThb HCIONB30BAaTh MPUHLIHUIBE HHGOPMALOHHOW 1 OHOIHO-
OIIK-3.2 BaHMsI HHGOPMAILMOHHOI 0e3- | rpadUUyecKoil KyabTYpBl, METOABI M CPEACTBAa PELICHHs CTaH-
ONACHOCTH JapTHBIX 3a1a4 NpodeCcCHOHATIBHON AEATENBHOCTH C NMpUMEHe-
HUEM UH(OPMAIIMOHHO-KOMMYHHMKAIIUOHHBIX TEXHONOTHMH U ¢
y4eTOM OCHOBHBIX TpeOoBaHUH HH(GOPMaLMOHHOH Oe3omacHo-
CTH.
Baagery Meromamu ydera TpeOoBaHMil mHOpMaUMOHHOW Oe3-
OIaCHOCTH.
3HaTBh METOABI M CPEICTBA PEIICHHUS CTaHAAPTHBIX 3a1ad IIpo-
(eccHOHaNbHON AEATENBHOCTH ¢ NpUMEHEeHHeM uHpopmaim-
OHHO-KOMMYHUKAI[MOHHBIX TE€XHOJOTHH U C Y4ETOM OCHOBHBIX
Pemaer 3agaum mnpodeccuo- | TpeboBaHUN MHGOPMALMOHHON O€30MaCHOCTH.
HAJILHOW  JesiTeJIbHOCTH ¢ | YMeThb pelarh CTaHZapTHBIE 33/1a4d NMPOQECCHOHANBHON Jes-
npuMeHeHueM  uHGOpPMaNH- | TEIHFHOCTH c PUMEHEHUEM WH()OpMAITMOHHO-
OI1K-3.3 OHHO-KOMMYHHKALHOHHBIX KOMMYHHKAIIMOHHBIX TEXHOJOIH M C y4€TOM OCHOBHBIX Tpe-

TeXHOJIOTHH ¢ y4eTOM OCHOB-
HbIX TpeGoBaHuii HHdopMa-
LHHOHHOM 0e30IaCHOCTH

6oBaHMi MHGHOPMAIIMOHHON OE30MacCHOCTH.

BuiajeTh MeTOZaMM M CPEICTBAMHU PELICHMS CTaHAAPTHBIX 3a-
Ja4 1po()eCCHOHATBHON NESATENBHOCTH C NPUMEHEHHEM HH-
(bOpMaIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJOTHH H C YYeTOM
OCHOBHBIX TpeOoBaHHH MH()OPMAIIMOHHOIN 0€30MaCHOCTH.

4.2. TeMbl IPAKTHYECKUX 3aHATHI

Tema 1. OcBoeHHE TPUEMOB BOCCTaHOBIICHUS (paiiioB, MHPUIMPOBAHHBIX BUPYCOM, IIPU OT-
CYTCTBHUU aHTUBUPYCHOT'O IPOIPaMMHOT0 00eCTIeYeHusI.

Tema 2. OcHOBHBIE IPUHIMIIBI PA0OTHI € 3JIEKTPOHHOM LM(POBON MOIIHUCHIO.

Tema 3. OcHOBHBIE IPUHIMITBI PAOOTHI AITOPUTMA OTEYECTBEHHOM U(DPOBOM

noanucu «Horapuyc»

Tema 4. N3yuyenue creranorpaduyeckoro MeToa 3aluThl UH(GOpMaLuu oT

HECaHKIMOHUPOBAHHOI'O AOCTYIIA.

4.3. KoHTpo/1bHbIE BONPOCHI TEKYLIEr0 KOHTPOJISI HA MPAKTHYECKUX

CESENES

3aHATHSAX U MPH 3alUTe JaA00PaTOPHBIX padoT

0€30MacHOCTH.
5. Ha3zoBure cBoiicTBa nH(opManuu, HanboIee 3HaAYMMbIE C TOUKH 3PCHHUS
MH(}OpMaIIMOHHON 0€3011aCHOCTH.
6. Uewm ompenensieTcst ypoBeHb (CTENIEHB) CEKPETHOCTH MHGOPMAIIMK WIIA TOKyMEHTa?

bazoBsie mousTHs muctuIIHHbl « THGOpMaImonHas 0€30macHOCTh

. Maiire onpenenenue nousatus «MupopmannonHas 6€300aCHOCTbY.

Jaiite onpeneneHre NOHATHS «3aluTa HHPOPMALTUN.

Jaiite onpenenenue nousatus «MHpopmanus» ¢ TOUKU 3peHUS] HTHPOPMALIMOHHOM
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7. Yro Takoe KOJIMYECTBEHHAsl XapaKTepucTUka MHGOpMAIUH, KaKHe METO/Ibl ONpeesieHuUs
JAHHOM XapaKTePUCTUKHU CYIIECTBYIOT?

8. Uem xapakTepu3ylOTCs parMaTHYECKUe CBOMCTBAa MH(pOpMaLuu?

9. MHaiite onpenenenue nouATus «MHPOpMaIMOHHAS CHCTEMa.

10. Yto moHumaroT moj nHGOPMAIMOHHBIM TIpoiieccoM?

11. Yem xapakTepu3yroTcs HH(GOPMAIMOHHbBIE CUCTEMBI ?

12. Yto Takoe o0paboTka nHopMalyu B ”HHOPMALMOHHBIX CHCTEMAX ?

13.Yro Takoe ¢puzuveckas CTpykTypa HH()OPMAITMOHHON CHCTEMBI?

14. Y10 Takoe Joruueckas CTpykrypa HH(QpOpMaIMOHHOW CUCTEMBI?

15. YTo Takoe Tomonornyeckast CTpykTypa HH(GpOpPMAIMOHHOH CHCTEMBI?

16. Yto Takoe koH(puUrypamus nHHOPMAITMOHHON CUCTEMBI?

17. Y10 Takoe apXuTeKTypa HH(POPMALIMOHHON CUCTEMBbI?

18. Uro Ttakoe nH(pOpMAMOHHBIH y3en?

19. Yo Takoe pecypchl HH(POPMAITMOHHON CHCTEMBI?

20.KTo cunrtaercs noiab3oBareieM HH(OPMAIIMOHHON CHCTEMBI?

21. KakuMu KpUTEpUSIMHU MOKHO OI[EHUTH Ka4eCTBO MH(POPMALIMOHHOH CUCTEMBI?

22.Yto oTHOCHUTCS K cpeAcTBaM obecrieueHrst HHPOPMAIIMOHHBIX CHCTEM U UX TEXHOJIOT U ?

23. [laiiTe XapakTEpUCTHKY paclpeaeEHHbIX HH()OPMAIIMOHHBIX CUCTEM.

24.Kakoil cTpyKTypHBII KOMIIOHEHT CHCTEMBI IIOHUMAETCS 10JT 00BEKTOM 3aIUTHI?

25. Kakoii CTpyKTypHBIN KOMIIOHEHT CUCTEMBI SIBJISICTCS] 2JIEMEHTOM 3aIllATHI?

26. ITlepeuncnute XapaKTepUCTHKH, BIUSIONINE HA 6€30MacHOCTh HH(OpMaIlUU B

nH(pOPMALIMOHHOM cucteme?

27. JlaviTe onpeneneHne MOHATHS «YTpo3a 0€30MacHOCTH.

28. JlaiiTe onpenenenrne NOHATUS «Y I3BUMOCTb HH(POPMAITI.

29.Yro Takoe aTaka Ha MH(QOPMAIIMOHHYIO CUCTEMY?

30.Yro Takoe yredyka nHpopMayuu?

31.Yto Takoe pasriamieHue HHGHOPMAIIIH ?

32.Yrto Takoe HEeCaHKIIMOHUPOBAHHBIN JTOCTYII?

33. [latite onpenenenue nousatus «IlomuTrka 6€30macHOCTH?

34. Kakyro yrpo3y nH(opmaiuy mpeacTaBiIsiioT COO0H XaKephl.

35.Yto Takoe OECKOHTPOIBHBIN yXxoa uHpopManuu?

36.YTo Takoe KaHaIl yTEUKH?

37.HazoBuTe BH/IbI KaHAJIOB YTEUKH ?

38. HazoBute KinaccupuKaloHHbIE IPU3HAKU YTPO3 0€30MaCHOCTH.

39. Kakue BuAbI yTpo3 CUMTAIOTCS YMBIIUICHHBIMH, 8 KaKUe HETIpeTHaAMEPEHHBIMU ?

40.Yro TaKkoe aKTUBHBIC U TTACCUBHBIC YTPO3BI?

41. TlepeuncauTe MyTH HECAHKIIMOHUPOBAHHOI' O JOCTYIa K MHPOPMaIUH.

42.B yeM 0COOEHHOCTH YIpO3 U YSI3BUMOCTEH KOPITOPATHUBHBIX CETEH?

43. Tlepeuncnute BUIBI aTak B [P-ceTsx.

44, Tlepeuncnure Hanbosee oodmre mpodaeMbl 6€30IMacHOCTH HH(POPMAIIMOHHBIX CHCTEM.

45. TlepeurcnuTe OCHOBHBIE TPYIIIBI METOJIOB U CPECTB 3aLIUTHI HH(OPMALIHH.

46. YTo BXOIUT B MOHATHE KOMILIEKCHOM 3aInThl HHGOpMamuu?

47. Ha xakue BUABI MOJPA3ICISAIOTCS CPEACTBA 3aIIUTH HHPOpMAIIHH ?

48. TlepeurcnuTe OCHOBHBIE CPENICTBA 3AIUTH HHPOPMALIUH.

49. TlepeurcnuTe OCHOBHBIE METO/IBI 3aIIUTHI HH(POPMAIIHH.

50. ITepeuncnute OCHOBHBIE MEXaHU3MBI 3aIIUTHI HH(POPMAIIHH.

51.TlosicauTe coaepkaHue TMOIXOJOB K OOecredyeHuro 0Oe30macHocTH HH(OpMaIu U UH
(OpPMAaLMOHHBIX CHCTEM, U3JIOKEHHBIE B MEKT'OCYJaPCTBEHHBIX CTaHIapTaxX
nHpOpMaITMOHHON 0€30MaCHOCTH.
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4.4. TunoBbie KOHTPOJIbHbIE 32IaHUSI HTOTOBOT0 KOHTPOJIS
NPHU NOBeIeHUH J1a00PATOPHBIX padoT

3aoanue 1.

H3yuenue memooose Kpunmozpaguueckoit 3awgumol UHGOpMayuu ¢ UCHOTLIOGAHUEM
wuppose nepecmanosKu.

1.
2.
3.
4.
5.

Hugpp mapwpymmnoii nepecmanosxu
HTughp nepecmanosxku «Cyumana»
HTughp «Ilosopomnasn peuwremkar»
HlIugp éepmuxanvroii nepecmanogxku

HlIugpp na ocnoge macuueckux Keaopamos

3aoanue 2.

H3yuenue memoooe Kpunmocpaguueckou 3awjumsl uHpopmayuu ¢ UcnoIb306aHUEM
wughpos 3amenwl.

1.

8.

N o g bk~ N

HTugpp npocmoir 3amensi

Hlugp Ilezaps

HTugpp «Appunnaa cucmema noocmanosox llezaps
Hughp no3ynzoswiit

Hlugp «llonubuanckuii Keaopamy

HTugppyrowaa maoauya Tpucemyca

Hugp ouzpammnustii lneiighepa

HIugpyrwwan cucmema omoghonos

3aoanue 3.

H3yuenue memoooeé Kpunmoczpaguueckou 3awjumsl uHpopmayuu ¢ UCnOIb306AHUEM
WUPPO6 CNOINHCHOIL 3aMEHDL.

3aoanu

H3zyuen
sunbHOCIMU

3aoanu

1. Hlugp I'poncgpenvoa

2. Cucmema wugpposanusn Buscunepa

3. lughp Busicunepa c agmoxnouom

4. HTughp Busrcunepa c nepemeuwtannvim anghagumom
5. /leoninon keaopam Yumcmona

ed.

ue Memoooe KpUnmozpaghuueckoi 3auiumsl UHGopmayuu nymem nposepku npa-
Koua

es.

HTugpposanue memooom cammuposanusi.

3aoanu

eo6.

HTugpposanue memooom Bepnama.
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13.
14.
15.
16.
17.

18.
19.

20.
21.

22.
23.

24.
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3aoanue 7.

Cucmempl ¢ omkpovimuvim Knouom. Anzopumm RSA

3aoanue 8.

Cxema wmugppoeanusn Ilonuza — Xennmana.

3aoanue 9.
Cxema wugppoeanus Inv-I'amana.

3aoanue 10.

Hlugposanue c ucnonvzoeanuem nomoxoeozo wiugpa RC4

4.5. TunoBble 3aJaHUs JI5l CAMOCTOSITEIbHOI PadoThI.
Tembl pedepaToB 11 MOATOTOBKHU BHICTYIVICHUN M KOJJICKTUBHOM JMCKYCCUM

[TpoGnemsbr 3ammThl HHOOPMAITMOHHONW CUCTEMBI. 3aINUTA JUISI OTKPBITHIX
UH(POPMALIMOHHBIX CUCTEM.

XapaKkTepUCTHKH, BIUSIONINE Ha 6€30MaCHOCTh HH(OPMAIIHH.
Bosmoxxnoctu cetu MHTepHeT U npoliaemMbl 6€3011acHOCTH.

VYTpo3bl U yA3BUMOCTH KOPIIOPATUBHBIX CETEN M CUCTEM.

3anaun obecrieueHus1 HH(POPMAITMOHHON 6€30MacHOCTH CeTeH.
[TonuTHka 6€30MaCHOCTH B CETSX.

TexHonorun 6€30MaCHOCTH 1aHHBIX.

Vcnonb30BaHre KOMOMHUPOBAHHON KPUIITOCUCTEMBI.

Crporas ayTeHTHDUKAIIHS.

ITporokon Kerberos.

Buomerpuueckas ayTreHTUDUKALIHSL.

TurnoBsle pemeHus Mo MPUMEHEHUIO MEKCETEBBIX IKPAHOB JUIS 3AIIUTHI
HH(OPMAITMOHHBIX PECYPCOB.

Knaccudukanus cereir VPN.

VYnpasienue cereBoi 6e30MacHOCTHIO.

['moGanibHas 1 NOKaIbHAS MOTUTUKN 0€30MaCHOCTH.
3aKoHOJaTeNbHbIN YpOBeHb HH(OPMALIMOHHOM 0€30MacCHOCTH.
AHanu3 TEKYLIEro COCTOSIHUSI POCCUMCKOI0 3aKOHOAATEIbCTBA B 00JIaCTH
nH(OpMaIIMOHHOI 0€30I1aCHOCTH.

Merto/ibl yripaBieHus CpeiICTBaMH CeTeBON 0€30MacCHOCTBIO.

3agaun ynpaBieHHUs CUCTEMOW HH(POPMALIMOHHON 0e30MacHOCTH
TPEIIPHUSTHSL.

Konuenus rinodanbHOro yrnpasieHus: 0€30MacHOCTHIO.

OcBoeHnue MpueMoB MPOTHUBOJACHCTBUS pa3pyLIAIONIUM IPOrPAMMHBIM
CpeICTBaM.

OCHOBHBIE IPUHIUIBI PaOOTHI € JIEKTPOHHON LIM(PPOBOI MOANHUCHIO.
OCHOBHBIE PUHIMIBI paOOThI AITOPUTMA OTEYECTBEHHOM

uugposoil moanucu «Horapuycy.

N3yuenue creranorpapuueckoro MeTojia 3aluTsl HHGopMauu ot
HECaHKLMOHUPOBAHHOI'O JIOCTYTIA.
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0.
. OCHOBHBIE CpPEJICTBA 3AIUTHI.
12.
13.
14.
15.
16.
17.
18.
19.
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Tembl 111 caMOCTOATENBHOM PadoThI

Tema 1. IIpoGaemsbl 3aUTHl HHPOPMAIIMOHHON CUCTEMBI. 3allUTa JJIl OTKPBITHIX WH(OP-
MAalMOHHBIX CHCTEM.

Tema 2. XapakTepuCTUKH, BIUAIONINE HA 0€30MacHOCTh HH(OPMALIUH.

Tema 3. Bosmoxknoctu cetu HTEepHET 1 pobieMbl 0€30aCHOCTH.

Tema 4. Yrpo3sl 1 ySI3BUMOCTH KOPIIOPATUBHBIX CETEH U CUCTEM.

Tema 5. 3agaun obecneueHuss HHGOPMAIIMOHHOM 0€30IMaCHOCTH CEeTEH.

Tema 6. [TonmuTrka 6€30MaCHOCTH B CETSX.

Tema 7. TexHoIOrNM GE30IIACHOCTH JAHHBIX.

Tema 8. Mcrionp3oBaHre KOMOMHUPOBAHHOM KPUIITOCUCTEMBI.

Tema 9. Ctporas ayreHTH(UKAIAS.

Tema 10. ITporokon Kerberos. (

Tema 11. buomerpuueckast ayTeHTUDUKALHSL.

Tema 12. TunoBsie penieHNus MO0 IPUMEHEHHUIO MEKCETEBBIX IKPAHOB JIJISI 3aIIUTHI
WH(pOPMAITMOHHBIX PECYPCOB.

Tema 13. Knaccudukanus cereit VPN.

Tema 14. YmpaBneHue ceTeBoil 6€30MacHOCTHIO.

Tewma 15. 3akoHomaTenbHBIA YPOBEHb HH()OPMAITMOHHONW O€301aCHOCTH

Tema 16. AHanu3 TEKyIIEro COCTOSHUS POCCUHCKOr0 3aKOHOIaTeNbCTBA B 001aCTH
nH(OPMAITMOHHON 0€30MaCHOCTH.

Tema 17. Metozpl ynpaBieHHs CPEACTBAMU CETEBOM 0€30MaCHOCTHIO

Tema 19. 3agaun ynpaBieHus cUCTeMOM HH(POPMALMOHHON 0€30M1acHOCTH MPEeANPUITUS
Tema 21. OcBoeHue npueMOB NPOTUBOAEHUCTBUS Ppa3pyLIAIOLIMM IPOIPaMMHBIM CpEl-

Tema 22. OCHOBHBIE MPUHITUIIBI PAOOTHI C AJEKTPOHHON TU(PPOBOI TOIMUCHIO.
Tewma 23. OcHOBHBIE MPUHIIUIIBI pAOOTHI AITOPUTMA OTEUECTBEHHOM U(poBOH
noxanucu «Horapnyc»

4.6. Bonmpocsl HTOrOBOT0 KOHTPOJIS (K 3a4eTy) MO AUCHHUILJIHHE

Benenue. Crienapuii 6e3omacHoil padoTel HH()OPMAIIMOHHON CUCTEMBI.
Bce onpenenenus nonsrus «MHpopmMannonHas 6e30MaCHOCTbY.
Cocrasnstomue nHpopMarmonHoi 6ezomacuoctu (MB).

[TonsiTue mpeaMeTa 3aUThI.

[Tonsitne oOBEKTa 3aIIUTHI.

[ToHsITHE KOMITJIEKCHON CUCTEMBI 3aLIUTHI.

CHUCTEeMHO-KOHILIENTYaIbHBIM MOJX0/] K TOCTPOSHUIO CUCTEM 3aIUTHI.
Mertons! u cpencra nocrpoenusa Mb. Mx crpykrypa.

Buner coocrsennoro 10 cucremsr UB.

Mertozsl u cpeacta obecrneuenus Ub.

MeTozbl, COCTABISIONIME OCHOBY MEXAHU3MOB 3aIlUTHI.
OCHOBHBIE MEXAHU3MBI 3aLUTHI.

OcnosHble cpeactsa 3amuTel oT HC/I.
NHXeHEPHO-TEXHUYECKHUE CPE/ICTBA 3AIMUTHI.

MeTtoibl ¥ CpelcTBA 3alIUThI OT yTeuKHu 1o kaHanam [I9MUH.
Mertoapl ¥ CpeCTBAa OPraHU3ALMOHHOM 3AILUTHI.

OcHOBHbIE OHATHUS TEOPUU HUHPOPMAITMOHHON 6€301aCHOCTH.
[Tonsitue nHboOpMaMK Kak MpeaMeTa 3alIuThl



20.
21.
22.
23.
24.
25.
26.
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28.
29.
30.
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32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
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49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
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[TonsiTne nHGOPMAITMOHHOTO cepBHCa 0€301TaCHOCTH.

CsoiicTBa nHbOpMAIUH.

3akoHoarenbHas 6a3a B chepe Ub.

Crareu YK P® B obnactu Ub.

HopmaTtusHo-nipaBoBbie 0ocHOBBI 1B P®.

ITonsTHe TaHBI, BUABI TalH.

[ToHsiTHE M CBOMCTBA 3AIIUILIEHHON CUCTEMBI.

Nudopmarimonnbie cucTeMbl Kak 00BEKT 3alTUThI

XapakTepuCTHKH, BIHSIONINE HAa 6e30MacHOCTh HH(OpMaIuy B HH(OOPMAITMOHHON cucTeMe
CTpyKTypa 1 COCTaB OCHOBHBIX KOMIIOHEHTOB HH(OPMAIIMOHHBIX CHCTEM
OO0mme moaXob! K 3anuTe HHGOPMAIMU U HHOOPMAITHOHHBIX CUCTEM
Pons cranmapros Ub.

MexnyHnaponnsie crangaptsl Mb.

OreuectBenHble cTanapTel 1b.

Ocobennoctu yrpo3s B IP-cersix.

OcHOBHBIE BU/IbI YTPO3 HHPOPMALMOHHOM O€30MacHOCTH.
Kinaccudukanus yrpo3 naopmMaimoHHON 0€301MacHOCTH.

Ataxu Ha ceTb. ClieHapHil MpOBeICHUS aTak.

Buner arak, B IP-ceTsax

[TonsiTne HecaHKIMOHUPOBAaHHOTO AocTyna k nHpopmaruu (HCI).
Buger HCJI.

OCHOBHBIE BUJIBI pa3pyMIAIONINX TPOrPAMMHBIX CPEJICTB.

Kanansr yreukn uapopmMaruu. TexHudeckne KaHaIbl YTeUKA HHPOpMAIIHH.
MexaHu3MOB ayTeHTU(DUKAIIMY U UACHTHPUKAIUH.

OYHKIMK U HA3HAYCHUE MEKCETEBBIX IKPAHOB.

TpeboBaHMs K MEKCETEBBIM DKPAaHAM.

Knaccudukaius MexceTeBbIX IKPaHOB.

MexaHu3MbI TIOCTPOCHUST BHUPTYalIbHBIX 3amuineHHbIX cetei (VPN-TtexHomorun).
3amyTa HHTEPHET — MOKIIOYCHHH.

3amuTa CUCTEMBI AEKTPOHHON MOYTHIL.

Pazpymmatomue mporpaMmMHbIe CPEIICTBA.

Bupycbl. OCHOBHBIC TIOHSITHSI.

Knaccuduxkarus Bupycos.

Kpunrorpadus. OcHOBHbIE TOHATHUS.

CoBpeMEHHBIE alITOPUTMBI KPUITOrpaduu.

[TonsiTHe aGCOMOTHO CTOMKOTO K dpa.

Knaccudukarus kpuntorpadguyeckux aaropuTMoB.

[Tonsitue kpunTorpaduu ¢ OTKPHITHIM KITFOUOM.

[Tonsitue snexrponHoi 1udpoBoit moganucu (DLIT)

[Tonsitue X311-GyHKIUH.

OcnosHnble anroputmsl DI, ux pazauuns.

JIOKYMEHT MOZMUCAH SMEKTPOHHOM MOAMUCHIO

noAannCAHO ®reoy BO "PrPTY", PIPTY, OBeukuH MeHHaaui Bnagnmuposuy, MNpocTas nognucb
3ABEAYHOLUMM 3aBeaytowmii kadeapori BNM

KA®EZIPbI

noanncAHO ®reoy BO "PrPTY", PIPTY, Xononos Cepreli ViBaHOBWY, 3aBeaytoLmii MNpocTas nognucb
3ABEAYOLLMM kacbenpoit ACY

BbIMYCKAIOLLIEA

KA®EPbI

Onepatop 340 000 "KomnaHus "TeH3op"




