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1. IEJTM OCBOEHMSI IMCLIATIJIMHBI (MO YJIST)

1.

Ju—

(hopMHIpOBaHNE TEOPETHIESCKUX 3HAHUH B 001aCTH HH(POPMAIMOHHEIX CeTeH HHTETPAIbHOTO O0CTYKUBAHIS U
MPaKTUYECKNX HABBIKOB B YaCTH Pa3BEePTHIBAHUS CeTel M KOH(OUTYPHPOBAHUS U HACTPONKH CETEeBOro 000pyI0BaHUS U
IIPOrpaMMHOT0 00ECIIEUEHHSI.

2. MECTO JUCHUIIJIMHBI (MOAYJISAA) B CTPYKTYPE OBPA3OBATEJIBHOMU ITPOI'PAMMBbI

Iuxn (paznpen) OIT: |

2.1 | TpeGoBaHusi K npeIBapUTEeIbHON MOATOTOBKE 00y4aloLIerocs:

2.1.1| 3HaHus, NOTyYEHHBIE IIPU OCBOCHHHU AUCUUILIHH OakanaBpuara «CeTu U TeIeKOMMYHHUKAIHI,

((I/IH(I)OKOMMyHPIKaL[I/IOHHBIe TECXHOJIOTUH)

2.2 | JacuunaaHbl (MOIYJIN) U NPAKTUKH, 1JI KOTOPBIX OCBOeHNE TAHHOW THCIUTIHHBI (MOXYJIsI) HEOOXOIHMO KaK

npealecTByoliee:

2.2.1 | BeimonmHeHre | 3alyMTa BRIMTYCKHON KBATH()UKAIMOHHOH PaboThI

2.2.2 | Hay4HO-IpOU3BOCTBEHHAS IIPAKTUKA IPAKTHKA

3. KOMIIETEHIIUY OBYYAIOIIETOCSl, ®°OPMUPYEMBIE B PE3YJIbTATE OCBOEHUSI TUCLIMTLTAHBI
(MOJYJIST)

IIK-4: CnocobeH pazpadaTbiBaTh JM3aiiH MH(POPMALIMOHHO-KOMMYHHUKALMOHHON CHCTEMBbI

IIK-4.1. IIpoexTupyetr HHPPACTPYKTYPY HHPOPMALMOHHO-KOMMMHMYHUKALMOHHONH CUCTEMBI

3HaThL

ITpUHIHIIBI TOCTPOSHUS HHGPACTPYKTYPhI HHPOPMAITMOHHO-KOMMYHHUKAITMOHHON CHCTEMBI

YMmerhb

IIpoexTrpoBaTh HHPPACTPYKTYPY WHPOPMATIOHHO-KOMMYHUKAITIOHHOW CHUCTEMBI

Baagersb

Hudopmarueid 0 TEXHUISCKHX XapaKTEPUCTHKAX KOMIIOHEHT HHPPACTPYKTYPhl HHPOPMAI[HOHHO-KOMMYHHUKAI[HOHHOW CHCTEMBI

IK-4.2. BoinoHsIeT pacliupeHue U 10padoTKy CyliecTBYIIel HHPOPMATMOHHO-KOMMYHHUKAIIMOHHOMH CHCTEMBI

3HaThL

Bo3MoxxHBIe BapHaHThI MOAM(DUKAIIUH CYIIECTBYIOIICH HHPOPMAIIMOHHO-KOMMYHHKAIIMOHHONW CHCTEMBI
YMmeThb

Pacuupsate u nopabaThIBaTh CYIIECTBYIOILYIO HH()OPMALIMOHHO-KOMMYHHKAIIMOHHYIO CHCTEMY

Baanernb

Heo0xoauMbIM Kpyro3opoM B 00JaCTH TEXHUUECKUX CPEJICTB PACIIUPEHUS H JJOPAOOTKH CYIIECTBYIOIICH
WHPOPMAIIIOHHO-KOMMYHHUKAIIIOHHOW CHCTEMBI

B pe3yabTaTe ocBOeHUS TUCHUILIAHBI (MOTYJIsI) 00YYAOIIHICS TOKEH

3.1|3nars:

3.1.1 | mpuHIUIBI QYHKIIMOHUPOBAHUS, KOHQUTYPUPOBAaHHIE U MacIITaOUpOBaHKS HH(OPMALMOHHBIX ceTel

3.2| Ymern:

3.2.1 | M3MEHATH CTPYKTYPY CETH M CETEBOTO IIPOrPAMMHOT0 00eCIICUCHHUS

3.3 Baagern:

3.3.1

HaBbIKaMU OpraHu3aly CETEBOIO B3aHMOHCﬁCTBHH

4. CTPYKTYPA U COAEPKAHUE IV CLUILINHBI (MO Y.I5T)

Kon HaumenoBanue pa3zaesios u tem /Buj 3anatusi/ | Cemectp / | Hacos | Komneren- | Jlureparypa ®opma
3aHATHSA Kype 1070 KOHTPOJISt
Pazpnes 1. BupTyanbHble 10KaJbHBIE CeTH
(VLAN)
1.1 Bupryansnsie nokansHbe ceTH (VLAN) /Tema/ 3 0
1.2 VLAN na ocaoe noptoB. VLAN Ha ocHOBe 3 2 I1K-4.1-3 JI1.1J11.2 Kontponbabie
cranaapta IEEE 802.1Q. Onpenenenust [IEEE [1K-4.2-3 JI1.3 BOMPOCHI,
802.1Q. ITpumep mactpoiixkun VLAN 802.1Q. /JIex/ JI1.4J12.1J13. 9K3aMeH
1J13.2
1.3 Bupryansnsie nokansaele cetu (VLAN) /Cp/ 3 10 I1K-4.1-3 | JI1.2J12.1J13. | KonTtponbHble
[IK-4.1-Y 2 BOIPOCHI,
I1K-4.1-B JK3aMEH
I1K-4.2-3
I1K-4.2-Y




1.4 3nakomcTBoO co cpenoit Cisco Packet Tracer /I1p/ 2 IK-4.1-3 | JI1.2J12.1J13. Otuer o
[IK-4.1-y 2 MIPaKTUYECKOM
[1K-4.1-B 3aHATHUH,
[K-4.2-3 9K3aMeH
[1K-4.2-y
Pa3nen 2. @yHKUUM NOBBILIEHUS] HATEKHOCTH
W MPON3BOIUTETLHOCTH
2.1 OYHKINY MOBBIIICHUS HAACKHOCTH U 0
MIPOU3BOAUTENBHOCTH /Tema/
2.2 Spanning Tree Protocol (STP). Hactpoiika STP. 2 I1K-4.1-3 J1.2 Kontponbabie
Rapid Spanning Tree Protocol. Multiple Spanning IK-4.2-3 | JI1.3J12.1J13. BOIPOCHI,
Tree Protocol. Jlornueckas crpykrypa MSTP. 2 3K3aMeH
IIpumep Tononoruu MSTP. I'pynnst
arperupoBanus. CTaTuyeckoe arperupoBaHue
KaHaJOB CBsA3U. J[MHaAMHYECKOe, Ha OCHOBE
cranpapra I[EEE 802.3ad (LACP). Hacrpotika
CTaTHYECKHUX U JUHAMHYECKUX arperupoBaHHBIX
KaHaJoB. /JIex/
2.3 OyHKIMY MOBBIIICHUS HAAC)KHOCTH U 8 I1K-4.1-3 JI1.2 KonTponbHbie
npousBoAuTeNbHOCTH /Cp/ [IK-4.1-y | JI1.3J12.1J13. BOIPOCHI,
[1IK-4.1-B 2 9K3aMeH
[1K-4.2-3
IK-4.2-Y
Pazgen 3. Aapecanust 1 MapmIpyTH3anus
3.1 Anpecarust 1 Maprpytusanus /Tema/ 0
3.2 Anpecanus y3nos (IP-agpecarus). 4 I1K-4.1-3 JI1.2 KonTponbHbie
Mapuipyruzanus. Gusnueckue u JIOTHIEeCKHUe [IK-4.2-3 | JI1.3J12.1J13. BOMPOCHI,
anpeca. IIporoxon IPv4. ITporokon IPv6. ®opmar 2 JK3aMeH
3arosnioBka IPv6. Ilpencrasienue u cTpykTypa
aapeca IPv6. Tumel anpecos IPv6. ®opmuposanue
nneHTH(UKaTopa HHTEpdeiica. Cocods!
koHpuryparuu [Pv6-anpeca. [lnanuposanue
noncereit [IPv6. IIporokon NDP. Cratuueckas u
JTUHAMUYeCKast MapipyTu3anus. [I[poTokosst
JUHAMUYECKOU MapIIpyTU3aluu. JJucTaHIMOHHO-
BEKTOpHBIE POTOKOJIBI MAPIIPYTU3ALHH.
Ipotokomst RIP, OSPF, EIGRP, BGP. /JIex/
33 CraTtuueckas Mapmpytusamnus /I1p/ 2 I1K-4.1-3 JI1.2 Ortuer o
[IK-4.1-Y | JI1.3JI12.1J13. | npakTu4yeckoMm
TIK-4.1-B 2 3aHSITHH,
[1K-4.2-3 9K3aMeH
[K-4.2-y
34 Anpecanyst u mapmpyTtuzanust /Cp/ 15 [1K-4.1-3 J1.2 KonTponbHbie
[K-4.1-y | JI1.3J12.1J13. BOIIPOCHI,
I1K-4.1-B 2 9K3aMeH
IK-4.2-3
[K-4.2-y
Pa3nen 4. KauectBo o6cay:xkuBanus (QoS)
4.1 KauectBo obciykuBanus (QoS) /Tema/ 0
4.2 Mogenu QoS. [Ipuopuresanus nakeTos. 2 [1K-4.1-3 J1.2 KonTponbubie
Knaccudukarus nakeroB. MapkupoBKa MaKeTOB. [K-4.2-3 | JI1.3J12.1J13. BOIPOCHI,
VYnpasieHue neperpy3kamMu 1 MEXaHU3Mbl 2 3K3aMeH
obcyxuBaHUs odepenei. MexaHI3M
MIPEeIOTBPALICHUS Meperpy30K. KOHTpoib momockt
nponyckanus. [Ipumep Hactpoiiku QoS. /Jlex/
4.3 KauectBo obcmyskusanus (QoS) /Cp/ 10 I1K-4.1-3 JI1.2 KonTponbHbie
[IK-4.1-y | JI1.3J12.1J13. BOIPOCHI,
[IK-4.1-B 2 9K3aMeH
[1K-4.2-3
IK-4.2-Y

IIK-4.2-B




Paznen 5. ®ynkuuu odecrneyeHust
0e30I1aCHOCTH M OIPAHUYEHMSI I0CTYNA K CeTH

5.1 OyHkIun obecredeHus 6e30MacHOCTH U 0
OrpaHHYeHUs JTocTyma K cetn /Tema/

5.2 Ipodumu moctyna u npasuia ACL. Tursr 4 [IK-4.1-3 | JI1.1JI12.1J13. | KouTponbHbie
npocduneil nocrymna. Ilporecc cozganus mpodus I1K-4.2-3 2 BOIIPOCBL,
noctyna. Ipumepsr HacTpoiiku ACL. JK3aMEH
MexcereBoii akpan Cisco ASA. /Jlex/

53 Cruckn ympasnenust nocrynom ACL /J1a6/ 4 MK-4.1-3 | J1.1J12.1J13. Oruer o

IK-4.1-y 2 nmabopaTOpHOH
I1K-4.1-B pabore,
[1K-4.2-3 3K3aMEH
[K-4.2-y

54 Becknaccoas aapecanus CIDR u macku 4 [K-4.1-3 | J1.1J12.1J13. OT4eTsI 0
nepeMeHHol JuymHbl VLSM [IK-4.1-Y 2 MPaKTUYECKUX
CucreMa ayTeHTU(UKAINH, aBTOPU3AIIH U yIeTa [1K-4.1-B 3aHATHAX,
coobrTHii AAA /TIp/ [1K-4.2-3 9K3aMEeH

[K-4.2-y

5.5 OyHKIMK oOecrieueHus1 0€30MaCHOCTH U 12 IK-4.1-3 JI2.1J13.1 Kontponsusie

orpaHu4eHus aoctymna k cetu /Cp/ [IK-4.1-Y JI3.2 BOIPOCHI,
TIK-4.1-B 3K3aMEH
[1K-4.2-3
[1K-4.2-y

Pa3nen 6. TexHOI0rUM YACTHBIX BUPTYAJbHBIX

cereii VPN

6.1 TeXHONOrK 4acTHBIX BUPTYalIbHBIX CETEH 0
VPN /Tema/

6.2 OnpexeneHre BUPTYAIbHBIX YAaCTHBIX ceTeH. 2 I1K-4.1-3 JI1.1 KontponsHsie
PasBepThiBaHME MOTB30BATEILCKUX BUPTYaAIbHBIX [IK-4.2-3 | JI1.3J12.1J13. BOIPOCHI,
YaCTHBIX CeTel. YTpaBJeHHE MOIb30BATEIbCKUMHU 2 3K3aMeEH
VPN. PazepTsiBanue y310BbIX ceTeil VPN.

VYupasnenue y3noBsiMu VPN. [onsitue

CTaHJIAPTHBIX TEXHOJOTUI (QYHKIIMOHUPOBAHUS

VPN. Cepsep VPN. Cuctema ayTeHTH(DHUKAIIHH.

Tumnel cucrem VPN. /Jlex/

6.3 YactHele BupTyanbHble cen VPN /J1ab/ 4 I1K-4.1-3 JI1.1 Oruer o

MK-4.1-Y | J1.3J12.1J13. | nabopaTopHoi
TIK-4.1-B 2 pabore,
[1K-4.2-3 9K3aMEH
[1K-4.2-y

6.4 TexHomornu YacTHBIX BUPTYaJIbHBIX ceTel 10 I1K-4.1-3 JIT.1 KonTponbHbie

VPN /Cp/ IK-4.1-y | JI1.3J12.1J13. BOIIPOCHI,
IIK-4.1-B 2 9K3aMEeH
[1K-4.2-3
[K-4.2-y
Paznen 7. IlpomexyTouHasi aTTecTanus
7.1 Kontpons /Tema/ 0
7.2 ITonroroBka k sk3aMeHy /DK3aMeH/ 44,65 I1K-4.1-3 JIT.1J11.2 9K3aMeH
IK-4.1-y | JI1.3J12.1J13.
IIK-4.1-B 1J13.2
[1K-4.2-3
[K-4.2-Y
I1K-4.2-B
73 IToxgroroBka k sx3ameny /Kuc/ 2 [K-4.1-3 JI.1J11.2 9K3aMeH
[K-4.1-y | JI1.3J12.1J13.
I1K-4.1-B 1J13.2
[K-4.2-3
[K-4.2-y

I1K-4.2-B




7.4

Ipuem >x3amena /MKP/ 3

0,35 I1K-4.1-3
I1K-4.1-Y
I1K-4.1-B
I1K-4.2-3
I1K-4.2-Y
I1K-4.2-B

JI1.1J11.2
JI1.3J12.1J13.
1J13.2

OK3aMCH

5. OHEHOYHBIE MATEPHAJIBI 11O TUCHUIIVIMHE (MOAYJIIO)

DOoHJI OLICHOYHBIX CPEACTB NUCIUILIHHEI "VH(OpMaIOHHBIE CeTH HHTETPATTFHOTO O0CTYKUBAHUS" IIPECTABIICH B IPHIIOKCHUH.

6. YAEBHO-METOJUYECKOE U TH®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJINHBI (MOAYJISA)

6.1. Pexomenayemas Jqureparypa

6.1.1. OcHoBHasi IMTEpaTYypa

Ne ABTOpBI, COCTAaBUTEIH 3araBue UsnarenscTBo, | Konmnuectso/
ron Ha3BaHUE
OBC
JI1.1 |Bacun H. H. ObecneueHne 6€30MaCHOCTH CETeH Ha MapIIpyTU3aTOPax Camapa: 2227-8397,
KOMMYTAaTOpax : METOANYECKHE YKa3aHUs 10 MIPOBEACHHIO [ToBomxckuit http://www.ip
J1a00paTopHBIX paboT rocynapctBeHH | rbookshop.ru/
blit 71860.html
YHHUBEPCHTET
TEJIEKOMMYHHUK
anun u
MH()OPMATHKH,
2014, 24 c.
JI1.2 | Omudep B.I'., Onudep | KommbroTeprsie ceTn. [IpHHIUTIBI, TEXHOJIOTHH, IPOTOKOJIBI CIIG.:ITutep, 5-8046-0133-
H.A. VY4eb.mocobue 11 By30B 2000, 668c. 4,1
JI1.3 |Kanunkwuna T, TenexoMMYyHHUKAI[IOHHBIC U BBIYUCIUTENBHBIC CETH. CIIb6.: BXB- 978-5-9775-
Koctpos B.B., Pyukun | ApxutekTypa, CTaHIApThl U TEXHOJIOIUH : yueb. mocodue [etepOypr, 0573-4, 1
B.H. 2010, 288c.
JI1.4 |Edumon A.H., HNHupopManmoHHO-KOMMYHUKAIIOHHBIE TEXHOIOTHH: y4eO. Psazanb: PUL] ,
Brroruna A A., rocodue : YuebHoe mocoone PI'PTY, 2022, https://elib.rsr
Bactperukun A.C. eu.ru/ebs/dow
nload/3574
6.1.2. JlonotHUTEILHAS JTUTEPATypa
Ne ABTOpBI, COCTAaBUTEIH 3araBue UsnarenscTBo, | KonmnuecTso/
ron Ha3BaHUE
OBC
JI2.1 |I'myxoenos A. B. HudoxoMMyHHKAIMOHHBIE cUCTeMBI 1 ceTH. KoHemekT neknuii : | benropon: 2227-8397,
yueOHOe mocobue Benroponckuii | http:/www.ip
rocynapctBeHH | rbookshop.ru/
bIit 66654.html
TEXHOJIOTUIECK
ui
YHUBEPCHTET
uMm. B.T.
[Tyxosa, OBC
ACB, 2015,
160 c.
6.1.3. MeTtonuueckue pa3padoTku
No ABTOpBI, COCTaBUTEININ 3arnaBue UznarensctBo, | KommuectBo/
rox Ha3BaHUE

OBC




No ABTOpBI, COCTaBUTENH 3araBue WzpatensctBo, | KomnuectBo/
rox Ha3BaHUe
3BC
JI3.1 | Antonenko A.B. Uccnenosanue nporokona TCP : Meronuueckue ykazaHus P3ans: PUL] s
PIPTY, 2015, https://elib.rsr
eu.ru/ebs/dow
nload/1172
JI3.2 | AnTonenko A.B. WudopmMaoHHble CeTH HHTETpaIbHOTrO 00cmyxuBanus. Y.1 : Pszann: PULL ,
MeTtomuyueckue yKkazaHus PIPTY, 2019, https://elib.rsr
eu.ru/ebs/dow
nload/2080
6.2. Ilepeuens pecypcoB HH(OPMALMOHHO-TEJIEKOMMYHMKAIMOHHOI ceTu "UHTepHeT"
o1 |1 OnexTpoHHO-0HOMIOTEeHas cucTeMa «JIaHby», pexxuM Joctymna — ¢ aodoro kommeiorepa PIPTY 6e3 mapomst. —
URL: https://e.lanbook.com/
2. OnexkTpoHHO-0nbaroTeuHas cuctemMa «IPRbooksy, pexxum moctyna — ¢ modoro komnbeiorepa PIPTY 6e3
naposi, U3 ceT uHTepHet 1o napoito. — URL: https://iprbookshop.ru/.
3. Onexrponnas 6ubmnoreka FOPAUT, pexxum noctymna u3 cetu uHTepHET Oe3 mapoms. — URL: https://biblio-
online.ru/info/free-books/.
6.3 IlepeyeHb MPOrpaMMHOro odecrneyeHnsi 1 HHPOPMALMOHHBIX CIPABOYHBIX CHCTEM
6.3.1 IlepeyeHb JMIIEH3UOHHOTO H CBOOOHO PACIPOCTPAHAEMOr0 MPOrPAMMHOI0 00ecneyeH s, B TOM YHCJIe
0Te4yeCTBEHHOI0 NPOU3BOACTBA
HaumenoBanue Onucanue
OpenOffice Coboanoe I[1O
7 Zip Cobognoe I[1O
STDU Viewer Caob6omHoe I10
Far Manager 3 CaobomHoe I10
Adobe Acrobat Reader DC CaobomHoe I10
Cisco Packet Tracer Caobormnoe I10

OneparnmonHas cuctema Windows XP

Microsoft Imagine, Homep moamucku 700102019, 6eccpouno

Kaspersky Endpoint Security

KOMMCp‘{CCKaﬂ JIMICH3UA

Mozilla Firefox

Csobonnoe I1O

6.3.2 Ilepeyenb HHGOPMALMOHHBIX CIPABOYHBIX CHCTEM

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI (MO YJISA)

254 ydeOHO-agIMHUHHCTPATHUBHEBIN Kopmyc . YdeOHas ayantopus xadenpst ACY g mpoBefeHHs 3aHATHH JICKINOHHOTO
1 THUIA, TPYNIOBBIX W MHAWBHUAYAIbHBIX KOHCYJIbTAIMi, TEKYIIEro KOHTPOIS M NPOMEXYTOYHOH arTectanuu 64 mecra, 1
npoekTop, 1 9kpaH, | KOMIBIOTEp, CHENUATN3UPOBaHHAs Mebelb, MapKepHas JocKa
5 118 yueOHO-aAMUHUCTPATUBHBIN KoOpIyc. YdeOHas ayAWUTOpHS JUIS NPOBEACHUS IPAKTHYCCKHX 3aHATHH, 1a00paTOPHBIX
pabor 21 IIK Intel Pentium CPU G620, 2.6GHz, 4Gb O3Y, HDD 500Gb

8. METOJMYECKHUE MATEPHAJIBI 11O JUCIHUIIJIMHE (MOAYJIIO)

Meroauveckuie MaTepuaibl mo aucuuiuiinae "MH(opMaloHHbIe CETH HHTETPAJIbHOTO 00CITY)KHBaHHA" MIPEACTABICHBI B

MPUIIOXKCHUH.

Onepatop 340 000 "KomnaHus "TeH3op"

[JOKYMEHT MOAMUCAH 3MEKTPOHHOM NOAMMUCHIO

NoANUCAHO ®reoy BO "PrPTY", PIPTY, Xononos Cepreii ViBaHoBWY,
3ABEAYHOLLMM 3aBegytowmii kaceapoit ACY

KA®EPbI

noAanncCAHO ®reoy BO "PIrPTY", PIPTY, MuxeeB AHaToNuin AnekcaHapoBuY,
3ABEAYIOLLNM PYKOBOAUTENb MarncTepckom nporpamMmMbl

BbIMYCKAIOLLEN

KA®ELPbI

noAanncAHO ®reoy BO "PrPTY", PIPTY, Ep3binésa AHHa AnekcaHapOBHa,
HAYAJTbHVUKOM YPOI HauanbHuk YPOI

MpocTas nognucb

MpocTas noanucb

MpocTas nognucb




