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1. TeMbl NPaKTUYECKUX 3aHATUI

Tema 1. OcBoeHne NMpHeMOB BOCCTAaHOBJIeHUsI (ail10B, HHPUUMPOBAHHBIX BHPYCOM,
NP OTCYTCTBHMH AHTHBHPYCHOI'0 IPOrPaAMMHOI0 o0ecrevyeHusl.

N3ydenue 3akoHOMATENbHBIX akTOB PD B obOnactu 3ammThl nHGOpMAUU U HHPOPMALIUOH-
HBIX cucTeM OT paspyLIaroIMX MPOrpaMMHBIX CpeAcTB. V3ydeHHe pasiMyHBIX BUIOB pa3pyliaro-
IIMX POrpaMMHBIX cpeAcTB. [loHsTHE KOMIBIOTEpHOrO BUpyca. Kiaccudukamnus BUpycoB 1o pas-
JUYHBIM Mpu3HaKaMm. M3yueHue airopuTMoB pabOThl pe3UIEHTHBIX BUPYCOB, BUPYCOB, UCIIONb3Y-
IOLIMX CTEJIC-aITOPUTMBbI, MOJIUMOPGUYHOCTb. AHAJIN3 JIECTPYKTUBHBIX, Pa3pyLIUTEIbHBIX BO3-
MOKHOCTEH pa3pyllalouIuX MNPOrpaMMHBIX cpeAcTB. OCHOBHOM MEXaHH3M 3apaKeHHsI BUPYCOM,
MakpoBHpycoM. MeToabl oOHapyXeHusi MakpoBupyca. MeTonsl 00€3BpeKUBAHUS MaKpOBU-
pyca.

Lenv 3anamus. OCBOUTh METOJIBI U TIPUEMBI OOHAPYKEHUS PA3TUYHBIX BUIOB Pa3pyILIAIOIINX
IPOrPaMMHBIX CPEJICTB, U3YUUTh AITOPUTMBI PabOTHI PE3UAECHTHBIX, CTEIIC, MOIUMOP(PHBIX BUPY-
coB. M3yunTh MeXaHM3MBbI 3apake€HHsI BUPYCOM, MaKpOBHUPYCOM, METOJbl OOHApyKEHHUS MaKpo-
BHUpYyCa, METO/BI 00€3BPEKUBAHIS MAKPOBUPYCA.

3a0auu 3axkpennenus meopemudeckux 3HAHUL U NPAKMUYECKUX YMEHUN U HABbIKOG: CTYJIEHT
JIOJKEH 3HaTh OCHOBHBIC 3aKOHOAATeNbHble akThl PD B obsactu 3amutsl MHGOpMauu U HHPOp-
MAaIMOHHBIX CUCTEM OT Pa3pyIIAONIMX MPOrPAMMHBIX CPEJICTB. 3HATh AITOPUTMBI PabOTHl U MeXa-
HU3M 3apaXCHUs BUPYCOB MU MaKpPOBHUPYCOB, YMETh MPHUMEHSATh METOJbI 00€3BPEKUBAHUS BHUPY-
COB U MAKPOBHUPYCOB.

@Dopma npogedenus. 00CYKJEHUE U TEOPETUUECKUN OIPOC MO TEeME 3aHATHS, CaMOCTOSATElb-
HOE pEelIeHHEe CTYJICHTaMH 3aJauil oOHapy>KeHHs] HHPHUIUPOBAHHOTO 00bEKTa W MPUMEHEHHE Me-
ToJa 00e3BpEKUBAHUS MAKPOBUPYCA B ayJAUTOPHH, BHIIOJHEHHUE JIOMAIIIHEr0 3a/laHus 110 U3yda-
€MOH TeME.

Tema 2. OcHOBHbIC TPUHIMIIBI PA0OTHI € J1eKTPOHHOH LM (PPOBOI NOANUCHIO.

OcHOBHbIE MOHATHUS U ONPEENEHUs AIEKTPOHHON HKudpoBoi noanucu. OCHOBHBIE aJITOPUT-
MBI JIEKTPOHHON M(pOoBOM moanucu. Buasl atak Ha aaropuTMbl 3JIEKTPOHHON UGPOBON MOAIH-
cu. Maremaruueckas U IporpaMMHas peaau3alys alrOPUTMOB 3JIEKTPOHHON UG POBON OIIHCH.

Lenv 3anamus. OcBouTh 0a30Bble MAaTEMAaTUYECKHUE METObI U CIOCOOBI MPAKTUYECKOI pea-
JAU3alMK Hanbosee U3BECTHBIX AITOPUTMOB JIEKTPOHHOHN LH(POBOH MOIIHCH.

3aoauu 3axpennienusi meopemuyeckux 3HAHUN U NPAKMUYECKUX YMEHUU U HABbIKOS: CTYIICHT
JIOJKEH 3HaTh OCHOBHBIE MOHSATHS U 0a30Bble MAaTEMAaTUYECKUE 3aBUCHUMOCTH JUISI MPAKTHUECKON
peanu3anyy aIropuTMOB 3JIEKTPOHHON IU(PPOBOI MOANNCH.

@opma nposedenus. aHanu3 0a30BBIX MATEMaTHUECKUX IMPHEMOB PAaCCMAaTPHUBAEMBIX alro-
PUTMOB Ha ayJUTOPHBIX 3aHATHUIX, CAMOCTOATENbHAS peau3alis CTYACHTaMU U3y4aeMbIX 3ajay B
ayJIMTOPHH, BBIIIOJHEHUE TOMALIHETO 3aJaHUs 10 U3y4aeMOH TeMe.

Tema 3. OcHOBHbIE NIPUHUIMIIBI PA0OTHI AJTOPUTMA OTe4eCTBEHHOH U(POBOit

noanucu «Horapuyce»

OCHOBHBIE KOMITOHEHTBI OT€UECTBEHHOI'0 aJITOPUTMa 3JIEKTPOHHON 1 poBoi nmoxmucu «Ho-
tapuyc». CoctaB OMOINOTEKH IPOrpaMM M OCHOBHBIX BKJIIOYEHHBIX aJITOPUTMOB B paMKax JaHHOTO
MexaHu3Ma HU(GPOBON MOIHCH.

Lenv 3ansamus. OCBOUTh OCHOBHBIE METOBI U CITOCOOBI MPAKTUYECKOH peanu3aluu oTeue-
CTBEHHOT'0 aJITOPUTMAa 3JIEKTPOHHOM nudpoBoii moanucu «Horapuycey.

3a0auu 3aKkpennenus meopemudeckux 3HAHUU U NPAKMUYECKUX YMEHUll U HABbIKOG: CTYJIEHT
JIOJKEH 3HATh OCHOBHBIE IOHATHS M NPAKTUYECKUE TPUEMBI JUISl CO3IaHUSI OTEYECTBEHHOIO aJIro-
pHUTMa JIEKTPOHHOM 1 poBoii noanucu «Hotapuycy.

Dopma npoeedenus. N3y4€HNE OCHOBHBIX KOMIIOHEHTOB PacCMaTpUBAEMOr0 aJrOpUTMa Ha
ayJIMTOPHBIX 3aHATHUAX, CAMOCTOSATENIbHAS PealIn3alysl CTYAEHTaMU U3y4aeMbIX 33]1a4 B ayAUTOPHH,
BBIIIOJIHEHUE JIOMAILHET O 3aJaHus 110 U3y4aeMOU TEME.

Tema 4. Uzyuenne creranorpaguueckoro Metroaa 3aliuThl HHGpoOpManum ot



HEeCAaHKIMOHMPOBAHHOI'O JOCTYNA

OCHOBHbIE MTOHATHUS U ONPEJENCHHs CTeraHorpaguu, NOHATHE CTeraHorpaguueckas cucreMa
WIn cTerocucreMa. [IpakThuueckoe MpUMEHEHUE METOJOB cTeraHorpaduu. AJITOPUTMBI CTETaHO-
rpadun. Metozpl creranorpaduu. Buipl atak Ha CTErOCUCTEMBI.

Llenv 3ansamus. OCBOUTh METOJIbI U MPUEMBI CTeraHorpaduyeckoi 3amuThl HHPOPMALIUU OT
HECaHKIMOHUPOBAHHOTO JOCTYyMa, TpeOOBaHUS K CTErOCUCTEME, OCHOBHBIE 3TAllbl KOMIIBIOTEPHOU
creranorpaduu. [IpuoOpecT HaBBIKM CTEraHOrpa@UUeCcKOro COKpBITUS TEKCTOBOM HMH(OpManuu.
[TporpamMMHas peanu3zaiysi METOJa COKPBITUS TEKCTOBOM MH(popmanuu Ha 6a3e anroputma LSB.
[TomyunTh HaBBIKM cTEraHorpau4eckoro COKpbITHS MH(OpMAIMK C UCIOIb30BaHUEM OUTOB IIBe-
TOBOMW MAJUTPBI N300pAKEHUM.

3a0auu 3axkpennenus meopemudeckux 3HAHULL U NPAKMUYECKUX YMEHUU U HABbIKOG: CTYJIEHT
JIOJDKEH 3HaTh OCHOBHBIE METOJbI U NMPHUEMBbI CTeraHorpaduuecKoi 3amuThl HHPOpMAIUK OT He-
CaHKIMOHMPOBAHHOI'O JIOCTYIA, TPEOOBAaHUSA K CTETOCHCTEME, OCHOBHBIE 3Tallbl KOMIIBIOTEPHOMN
cTeraHorpa(uu, yMeTb IPUMEHSTh UX JUIs eJiell TPOrpaMMHON peanu3aliy COKPBITHS TEKCTOBON
uHpopMaluu Ha 6a3e cTeraHorpauuyecKux alropuTMa.

Dopma nposedenus: aHAIN3 MPOOJIEM 3alIUTHl HHPOPMAIIMKU METOIaMH CTeTaHOrpaduu, aHa-
JU3 CYIIECTBYIOIUX AJTOPUTMOB MPOrPAMMHON peasin3aluu JAHHBIX METOM0B Ha ayUTOPHBIX 3a-
HATUAX, CAMOCTOSITENbHAS IPOrpaMMHas peaan3anus JOMAIIHET0 3a1aHus 110 U3y4aeMol TEME.

2. KoHTpo/bHBIEe BONPOCHI TEKYLIEr0 KOHTPOJIS HA MPAKTHYECKUX
3aHATUSAX U NPHU 3a1IHUTe J1a00pPaTOPHBIX padoT

ba3oBele moHATH JucHUIIMHBI « THPOpMaIoHHas 0€301aCHOCTh»

Haiite onpenenenue noHATHs «HpopMarmoHHas 0€30MacHOCTh.

Jaiite onpeaeneHne NOHATHS «3aluTa HHPOPMAITUN.

Jaitte onpenenenue nousatus «MHapopmanus» ¢ TOUYKU 3peHUsT HTHPOPMALIHOHHOM

0€30I1acCHOCTH.

5. HasoBure cBoiicTBa nH(pOpMaLuu, HanboIee 3HAYUMBbIE C TOUYKU 3PEHUS

UH(POPMAITMOHHOM OE30MTaCHOCTH.

6. UYem ompenensiercss ypoBeHb (CTENEHb) CEKPETHOCTH MH(GOPMALIUU WU TOKYMEHTa?

7. Yr0 Takoe KOMMYEeCTBEHHAsI XapaKTePUCTUKAa HHPOPMAIIUH, KAKUE METO/Ibl OIPEIeTICHHS
JTAHHOW XapaKTEePHCTUKHU CYIIECTBYIOT?

8. Uem xapakTepu3yrOTCs IparMaTHYECKUe cBOiicTBa HH(popManuu?

9. [aiite onpenenenue nousatus «MHdopMaioHHas cucteMa.

10. Yro moHnMaroT noJ nH(GOpMaIOHHBIM MPOLECCOM ?

11. Yem xapakTepusyroTcsi HHGOPMAIIMOHHBIE CUCTEMBI ?

12. Yto Takoe 06paboTka nHdopMaly B UHHOPMALIMOHHBIX CHCTeMax ?

13. Yto Takoe puszmueckas crpykrypa HHGOpMaIMOHHON CHCTEMBI?

14. Yo Takoe joruveckas CTpykTypa HHQOpMarmOHHON CUCTEMBI?

15. Yto Takoe Tomnonoruyeckast CTpykTypa HuHGpOpMaMOHHON CUCTEMBbI?

16. Yto Takoe koHpuUryparus HHGOpMaIMOHHON CUCTEMBI?

17.Yto Takoe apXuTeKTypa HHOOPMAITMOHHOW CUCTEMBI?

18. Uro Ttakoe nHpopManuoOHHbIH y3en?

19. Yto Takoe pecypchbl nH(OPMAIIMOHHON CUCTEMBI?

20. KTo cunraercs moip3oBaTelieM HWH()OPMAIIMOHHOW CHCTEMBI?

21. KakuMu KpUTEpUSIMH MOXXHO OLIEHUTh Ka4eCTBO MH(GOPMALIMOHHON CUCTEMBI?

22.YT0 OTHOCUTCS K CpeICTBAM 0OecreueHrs HHPOPMALMOHHBIX CUCTEM U X TEXHOIOTUi?

23. [laiiTe XapaKTEPUCTHKY paclpenei€éHHBIX HH(OPMAIIMOHHBIX CHCTEM.

24.Kakoll cTpyKTypHBIH KOMIIOHEHT CUCTEMbI IOHUMAETCS 110J1 00BEKTOM 3alUThI?

25. Kakoii cTpyKTypHBIH KOMITOHEHT CUCTEMBI SIBJISETCS 3JIEMEHTOM 3aIIUThI?

26. [TepeuncnuTe XapaKTePUCTUKH, BIHSIONINE Ha O€30M1aCHOCTh WH(OpPMAIINY B

PoonRE



“H(pOpPMAIMOHHON cucTeme?

27. laiiTe onpeaeneHre NOHATHS «YTpo3a 0€30MacHOCTHY.

28. [laiiTe onpeaeneHre NOHATHS «Y I3BUMOCTh UH()OpMAITUI.

29.Yro Takoe aTaka Ha HHPOPMAIIMOHHYIO CHCTEMY?

30. Yto Takoe yreuka uHpOpMaIum?

31.Yro Takoe pasriamieHne HHPOpMaIIH ?

32.Yro Takoe HECAaHKIIMOHUPOBAHHBIN JTOCTYII?

33. Jlaiite onpenenenue nousaTus «llomutrka 6e30macHOCTH»?

34. Kakyto yrpo3y HHGOpMAaLIUU MPEACTABIAIOT COOON XaKephl.

35.Yto Takoe OECKOHTPOIBHBIN yX0oa HHpopManuu?

36. YTto Takoe KaHAT YTEYKH ?

37.HazoBute BUIbI KAHATIOB YTEUKH ?

38. HazoBute Kiaccu(puKaIMOHHbBIE PU3HAKH YTPO3 O€30MTaCHOCTH.

39. Kakue BubI yrpo3 CUMTAIOTCS] YMBIIUICHHBIMH, & KAKUE HEIPeJHAMEPEHHBIMU ?

40.Yro Takoe aKTUBHBIE U TACCUBHBIE YTPO3bI?

41.TlepeuncnuTe MyTH HECAHKIIMOHUPOBAHHOTO TOCTYIAa K MHPOPMAIHH.

42.B yeM 0COOEHHOCTH yrpo3 M ySI3BUMOCTEH KOPIIOPATUBHBIX CETEH?

43.Tlepeuncnute BUAbI aTak B [P-ceTsx.

44 Tlepeuncnute Hanbomee odre NpodIeMbl 6€30MacHOCTH HHPOPMAITMOHHBIX CUCTEM.

45. [lepeurcnute OCHOBHBIC TPYIIITBI METOIOB U CPEICTB 3alUTHI HHPOPMAIIUH.

46.YTo BXOJUT B MOHATHE KOMIUIEKCHON 3aIllIUThI HH(popManun?

47.Ha xakue BHJIbI TOJPA3IENIAIOTCS CPEACTBA 3aIIUTHI HH(pOpMaLuu ?

48. TlepeuncmuTe OCHOBHBIE CPENICTBA 3AIIUTH HHPOPMAIIUH.

49. TlepeurcuTe OCHOBHbBIE METO/IbI 3AIIIUTHI HH(POPMALIHH.

50. [lepeuncante OCHOBHBIE MEXaHU3MBI 3AIIUTHI HH(POPMAIIHH.

51.TlosicHuTe coaepxaHue MOIXOAOB K OOecredeHHIo Oe30MacHOCTH HH(pOpMaluud U UH
(OpMaLIMOHHBIX CUCTEM, U3JIOKEHHBIE B MEXXI'OCYJaPCTBEHHBIX CTaHIapTax
UH(POPMAITMOHHON O€30MaCHOCTH.

3. TunoBble KOHTPOJIbHBbIE 321aHUSI HUTOTOBOI'0 KOHTPOJIA
NPHU NMOBeIeHUH J1a00PATOPHBIX padoT

3aoanue 1.

H3yuenue memooos Kpunmocpaguueckou 3aujumosl UHGOPpMAUUU C UCHOTLIOBAHUEM
wugppos nepecmanosku.

1. Ilughp mapwpymmnoii nepecmanogxu
HIugp nepecmanoexu «Cyumana
Hlugp «lloéopomnan pewiemxa»

Hlugp éepmuxanvhoii nepecmanosxku

o~ 0N

HTugp na ocnose mazuyeckux K6aopamoe
Bapuanumer 3a0anuii

s HewetHbIX BapuantoB (1,3,...,25) mpeanaraercss peaqu3oBaTh HpoLenypy MK(POBaHUS,
JUIsL 9YeTHBIX (2,4,...,26) — nemudpoBaHus C UCIOIB30BAHNEM YKa3aHHBIX MeTOA0B. Kirou, ucmomns-
3yeMbIi TpH UGPOBAHUH, OIIPENIEIUTE CAMOCTOSTENBHO.

1-2. Ucxoanyto mocneaoBaTenbHOCTh pa3deliTe Ha rpymisl o 4 cumBoia. B kaxmoi rpymnmne
CUMBOITBI TIEPECTABHTE C UCTIOIB30BAHUEM MOJICTAHOBKH, BHIOMPAEMON CaMOCTOSTENBHO.

3-4. VcxomHyro TOCIe0BaTeIbHOCTh pa30eiite Ha rpynmsl 1o 4 cumBona. Peanusyiite nBoii-
HYIO IIEPECTAHOBKY K0 MOCIEN0BAaTEIIBHOCTH CHMBOJIOB.
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5-6. McxonHyto mocieioBaTeabHOCTh pa30eiTe Ha rpyHsl o 8 cuMBOOB. Peanusyiite mud-
pPOBaHHE METO/OM IEPECTAHOBKH II0 33AaHHOMY KIIIOWY, TPH 3TOM YETHBIE T'PYIIBI CHMBOJIOB
mr(ppoBaTh B NCXOTHOM HAIPaBICHUH, HEUETHBIE — B OOPAaTHOM.

7-8. MicxonHyto moCie0BaTelIbHOCTh pa30eiTe Ha TpyMbl 10 8 CHMBOJIOB. B kax1o0il rpymnme
CHMBOJIBI IIEPECTaBbTE C UCIOJIIb30BAHMEM MOJICTAHOBKH, BHIOUPAEMOM CaMOCTOSATEIBHO.

9-10. HMcxomHyro TOCIEAOBATEIBHOCTh pa3deliTe Ha Tpynmbl 1Mo 8§ CHMBOJOB. Peanm3yiite
JBOMHYIO IEPECTAaHOBKY KaK/10M rpyNIbl CHMBOJIOB, HAUMHAS C TIOCJIEIHETO.

11-12. McxoaHyro mocienoBaTelbHOCTh pa3z0eiire Ha rpymnmsl 1o 8 cumBoioB. Peanusyiite
mudpoBaHUEe METOIOM MEPECTAHOBKHU I10 33JaHHOMY KIJIIOUY, IIPU 3TOM HEUYETHBIE I'PYIIIbI IIH(PPO-
BaTh B UCXO/JHOM HallpaBJIEHUH, YETHBIE — B OOPATHOM.

13-14. Peanu3yiiTe MapIipyTHYIO NEPECTAaHOBKY C HMCIOIB30BAHHEM MMUGPYIOMIEH TaOIHIIbI
6x4. MapuipyT: 0 rOpU30HTANIN, HAYUHAS C JIEBOTO BEPXHETO yIJia, OOYEPEeIHO CIeBa HAIpPaBo U
CIIpaBa HaJeBo.

15-16. PeanusyiiTe MapmIpyTHYIO ME€pPECTAaHOBKY C HMCIIOIb30BaHUEM HIM(pyomeil TaOauIbl
6x4. MapuipyT: 110 BepTUKaJId, Ha4MHasl C JIEBOI'O BEPXHETO YIila, IOOYEPEAHO CBEPXY BHU3 U CHU-
3y-BBEpX.

17-18. 3ammdpyiTe UCXOIHOE COOOIIEHNE TTOBOPOTHOM PEIIETKOM pazmepoM 6x5. BeimoaHu-
T€ TIOBOPOT 10 YaCOBOM cTpernke. PereTky BEIOEpUTE CaMOCTOSATENBHO.

19-20. Peanmusyiite npouenypy, MOACIHMPYIOLIYIO Hcnoib3oBaHue  «Cuuranay. Yucno
CTOOIOB MU (PYIOMIEH TaOIUIBI BEIOEPUTE CAMOCTOSTEIHHO.

21-22. 3amudpyiTe UCXOIHOE COOOIIEHUE TOBOPOTHOM perieTkoi pasMepoM 5x8. BuimonHu-
T€ TIOBOPOT MPOTHUB YAaCOBOU CTpeKU. PerieTky BrIOEpHUTE CAMOCTOSTENBHO.

23-24. Peanusyiite mudpoBaHue BEPTUKAIBHON mepecTaHoBKoW. OCHOBa KiIrO4a — Balle
COOCTBEHHOE UMHL.

25-26. CmopenupylTe HCIOIB30BAHWE MArMYecKUX KBaJpaToB. Pa3MepHOCTh KBaJIpaToB
Oosnbie 3.

3aoanue 2.

H3yuenue memooosé Kpunmozpaguueckoit 3augumol UHGOpMayuu ¢ UCHOTLIOGAHUEM
wugpoe 3amenul.

1. Illugp npocmoit 3amenvt

HTugpp Iezapa

Hlugp «Appunnaa cucmema noocmanosox Llezapsa»
Hughp nozynzoswii

HTugpp «llonuobuanckuii keaopam»

HIugppyrwwaa maonuya Tpucemyca

A A

HIugp ouzpammnustii Ilneiighepa
8. Hlugpyrowan cucmema omoghonos
3aoanue 3.

H3yuenue memooosé Kpunmozpaguueckoit 3augumol UHGOpMayuu ¢ UCHOTLIOGAHUEM
WUPPOB CNLOIHCHOIL 3aMeHbl.

1. HTughp I'poncehenvoa
2. Cucmema wugpposanus Buscunepa

3. Llughp Busicunepa c agmoxnouom
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4. IHlugp Buosricunepa c nepememtannvim angpagumom
5. Meoutnon keadpam Yumcmona
Bapuanmur 3a0anuii

s HeweTHbIX BapuaHToB (1,3,..., 25) mpemnaraercs peain3oBaTh MPOLEAYPY MIH(PPOBAHUS
daitnos, mis yeTHbIX (2,4,..., 26) — nemudpoBaHus ¢ KCITOIb30BAaHHEM YKa3aHHBIX METOIOB. Eciu
KJII0Y, MCIIOJIb3YEMBIi MpH MK (poBaHUH, HE YKa3aH, 33/1aliTe ero CaMOCTOATEILHO.

1-2. 3amm¢poBaTh HCXOAHOE COOOIIEHHUE C UCIOIb30BaHUEM cucTeMbl muppoBanus Llezaps.

3-4. 3ammdpoBaTh UCXOAHOE COOOIIEHUE, HCIIONB3YsS ahPUHHYIO CHCTEMY MOACTaHOBOK Lle-
3aps ipu A=12, B=7.

5-6. 3ammdpoBaTh UCXOJHOE COOOIIeHHEe ¢ ucnonb3oBaHueM llomubuanckoro kBaapara. 3a-
MOJTHEHUE TaOIUIIBl pa3MepoM 8x4 OykBamH andaBUTa peaTn30BaTh B CIEIYIONIEM IMOPSIKE: CHa-
Yajia HeYeTHBIC CTOJOIBI, 3aTEM — YECTHBIC.

7-8. 3ammuppoBaTh UCXOAHOE COOOIIEHHE C HCIONb30BaHUEM JIO3yHIoBoro mudpa. B kaue-
CTBE KJII0Ya UCIOIB30BATH CBOE UMSI WJIH (DaMUIIUIO.

9-10. 3ammdpoBarh UCXOHOE COOOIIEHHE ¢ NcnoIb30BaHueM [lommnbuanckoro kBaapara. 3a-
MIOJTHEHUE TaONMUIlBl pa3MepoM 8x4 OykBaMu aj(aBUTa pealn30BaTh B CICAYIOIIEM IOPSIKE: MO
BEPTUKAIM, HAUMHAS C JIEBOTO BEPXHETO yIila CBEpXy BHU3 U CHH3Y-BBEpX.

11-12. 3ammdpoBaTs UCxoaHOE COOOIIEHUE ¢ UCTIONb30BaHueM mudpa ['porcdensaa. B kade-
CTBE KITI0Ya UCTIOIB30BaTh TPy U3 5 UdD.

13-14. 3amudpoBarh ucxogHOE COOOMICHNE UCTIONB3Ys ad(HUHHYIO CHCTeMY MoICTaHOBOK Lle-
3aps npu A=13, B=5.

15-16. 3ammdpoBaTs UCXOAHOE COOOIIEHNUE C UCIIOIB30BaHHEM IHdpyromend Tadmuisl Tpu-
cemyca.

17-18. 3ammdpoBarh UCXOIHOE COOOMICHUE C MCTIOIb30BaHUEM OUrpaMMHoro mudpa Ileii-
dbepa.

19-20. 3amugppoBaTh HCXOAHOE COOOIIEHUE C UCIIOIB30BAaHUEM CHCTEMBI OMO(OHOB.

21-22. 3ammppoBaTh HCXOAHOE COOOIIEHHE C WCIOIb30BAHUEM CHCTEMBI IIU(POBAHHS
«/IBOITHOM KBagpaT YUTCTOHAY.

23-24. 3amm¢poBaTh UCXOAHOE COOOILICHHE C HCIOIb30BAHUEM CUCTEMBI ImuppoBaHus Bu-
KHUHEpA.

25-26. 3ammdpoBaTh UCXOIHOE COOOIICHHE C HCIOIB30BAHUEM CHCTEMBI IMdpoBaHus Bu-
KHUHEpa C aBTOKIIOYOM.

3aoanue 4.

H3yuenue memoooe Kpunmozpaghuueckou 3aujumel UHGoOpmayuu nymem npoeepKu npa-
6UNbHOCIMU K1I0Ya

Bomonuute m00yto u3 nmabopaTopHbIX pabor mo Kpunrorpaduu, 100aBUB MPOBEPKY
NPaBUILHOCTH KJIF0YA OJJHUM U3 TpeJIaraéMbIX METOIOB.

1-2. JIns mpoBepku 100aBIISITH TApOJib B HA4aJI0 3amu@poBaHHOro daiina.

3-4. BomonHuThe mudpoBaHUe Mapois ¢ UCHOIb30BAHUEM TOTO K€ alrOpuTMa, 4TO M Ui
OCHOBHOTO (paiina. B kauecTBe Kitoua B3Th KOHCTAHTY.

5-6. BeimonuuTh mudpoBaHue napois caMoro Ha ceosl.

7-8. BoinonHuTh mndpoBaHue KOHCTAHTHOM CTPOKH.

9-10. Jlnst mpoBepKH T0OABIIATH TAPOJIb B KOHEIT 3alTu)pOBaHHOTO (haiisa.

11-12. BeimonHuTth mudpoBaHUe Maposs ¢ UCIONb30BAHUEM TOrO K€ aJIFOPUTMA, YTO U JJIs
OCHOBHOTO (paiina. B kauecTBe Kiroua B3ATh HU(PPBI CBOETO T'OAA POXKICHHS.

13-14. Bemmonautk mudpoBaHre KOHCTAHTHOH cTpoKH «MOCKBa cTonuIa Hamei PoauHb».

15-16. 1y mpoBepKu JT00ABJIATH MAapOJib B KOHEIl IEPBOM CTPOKH 3alIupoBaHHOTO (aiia.
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17-18. BemonHuTh mudpoBaHue mapois camoro Ha ceOs. IlomecTuTh ero B KOHeN
3amudpoBanHOrO (haia.

19-20. BeimonHuth mudppoBaHue KOHCTAaHTHON CTPOKH. [IoMECTUTh KOHCTaHTHYIO CTPOKY B
KOHeII 3aIn(poBaHHOrO Qaiina.

21-22. BpmonHuTh MK(POBAHHE IMAPOJS C KCHOJIB30BAHMEM TOTO K€ alropuTMa, 4To U
OCHOBHOM (haiisi. B kadyecTBe KiIt04a B3SITH CBOM HOMEp TesnedoHa.

23-24. BemonHuTh mu@poBaHue KOHCTAHTHOM CTPOKH, COJIEpIKaIlel Barmy (GaMUInio, UMs 1
OTYECTBO.

25-26. J11s1 mpoBepkH J0OABIIATH Mapoib B KOHEIl BTOPOW CTPOKH 3alI(ppoBaHHOrO (aiina.

4. TvnoBble 3a4aHUA ONIA CaMOCTOATeNIbHOWN paboThl.
Tembl pechepaToB ANs NOAroTOBKU BbICTYNIIEHUN U KONMJIEKTUBHOMN
ANCKyCcCUm

1. [TpoOnemsl 3aUThl UHOOPMAILIMOHHON CUCTEMBI. 3alluTa Il OTKPBITBIX

UH(POPMAILIMOHHBIX CHCTEM.

XapakTepucTUKH, BIMSIONINE Ha 0€3011acCHOCTh HH(OpMaLIUU.

Bo3smoxHocTu cetn HTepHET 1 ipo0ieMbl 6€3011acHOCTH.

YTrpo3sl ¥ ySI3BUMOCTH KOPIIOPATUBHBIX CETEN U CUCTEM.

3amaumn obecrieueHrss HHPOPMAITMOHHOM 0€30IMaCHOCTH CETeH.

[Tonutrka 6€30aCHOCTH B CETSX.

TexHonoruu 6€30MaCHOCTH JAHHBIX.

Hcnonp3oBaHne KOMOMHUPOBAHHON KPUIITOCUCTEMBI.

Crporas ayreHTH(UKALUSA.

0.  IIporoxon Kerberos.

11. bruomerpudeckas ayTeHTHPHUKAIINS.

12. Tumnossle pemeHus o NPUMEHEHUIO MEKCETEBBIX IKPAHOB IS 3AIUTHI
UH(POPMALIMOHHBIX PECYPCOB.

13.  Knaccuduxanms cereir VPN.

B©O©ooNOoOOhwWD

14,  VYmpasnenue ceTeBoi 0€30MacCHOCTHIO.

15.  T'mobGanbHas u TOKaIbHAs MOJIUTUKHA OE30MaCHOCTH.

16.  3akoHOZATeNbHBIN ypOBEeHb HH(POPMAIIMOHHON O€301TaCHOCTH.

17.  AHanm3 TEeKyIIEero COCTOSHHS POCCUMCKOT0 3aKOHOAATEIbCTBA B 00JIaCTH
nH(OPMAITMOHHOI 0€30MacHOCTH.

18.  Meronasl yrpaBiieHUs CPEICTBAMH CETEBOI 0€301MacHOCTHIO.

19.  3agaum ynpasieHHs cUCTeMOW WH(POPMAIMOHHOW O€30MaCHOCTH
OPENPUATHSL.

20.  Konuernius rio6aibHOr0 yrpaBieHUs: 6€301aCHOCTBIO.

21.  OcBoeHHE MPHEMOB IPOTUBOJICHCTBUS PA3pyIIAIOIIUM IPOrPAMMHBIM
CpeACTBaM.

22.  OcCHOBHBIE IPUHIUIBI pAOOTHI C IEKTPOHHON HH(PPOBOI MOAMHUCHIO.

23.  OcHOBHBIC IPUHIUIIBI PAOOTHI AJTOPUTMA OTEYECTBEHHON
nudposoit moanucu «Horapuycy.

24.  Hzyuenwue creraHorpapuueckoro MeTo/ia 3aluTbl HHPOPMAIUH OT

HCCAHKIIMOHHUPOBAHHOI'O AOCTYIIA.



CTBaM.

CoNoO~WNE

PR RPRRRPREPERRERER
OO NO UL~ WNEO

N
[T

8
5. Tembl gnA camocToATENBLHON PaboThI

Tema 1. IIpoGaemsbl 3aIUTHl HUHPOPMALIMOHHOW CUCTEMBI. 3alllUTa JJIsi OTKPBITHIX HH(MOP-
MAaI[MOHHBIX CUCTEM.

Tema 2. XapakTepuCTUKH, BIUSAIONIME HA 0€30MaCHOCTh HH(OPMALIUH.

Tema 3. Bosmoxknoctu cetn UHTepHET 1 pobieMbl 0€30acCHOCTH.

Tema 4. Yrpo3sl U ySI3BUMOCTH KOPIIOPATUBHBIX CETEH U CUCTEM.

Tema 5. 3agaun obecneueHust HHGOPMAIIMOHHOM 0€30IMaCHOCTH CEeTEH.

Tema 6. [Tonutrka 6€30MaCHOCTH B CETSX.

Tema 7. TexHomOrnM 6E30IMACHOCTH JaHHBIX.

Tema 8. Mcronb3oBaHre KOMOMHUPOBAHHOM KPUIITOCUCTEMBI.

Tema 9. Ctporas ayreHTH(DUKALAS.

Tema 10. ITporokon Kerberos. (

Tema 11. buomerpuueckast ayTeHTUDUKALIMSL.

Tema 12. TunoBsie pemieHus MO0 IPUMEHEHHUIO MEKCETEBBIX IKPAHOB JIJIsI 3aIIUTHI
WH(OPMAITMOHHBIX PECYPCOB.

Tema 13. Knaccuduxkanus cereir VPN.

Tema 14. YmpasneHue ceTeBoil 6€30MacHOCTHIO.

Tema 15. 3akoHomaTenbHBIA YPOBEHb HH(POPMALIMOHHON O€30MMaCHOCTH

Tema 16. AHanu3 TEKyIIET0 COCTOSHUS POCCUHCKOT0 3aKOHOIATENIbCTBA B 00JIACTH
UH(POPMAILIMOHHON O€30MTaCHOCTH.

Tema 17. Metozpl ynpaBieHHs CPEICTBAMU CETEBOM 0€30MaCHOCTHIO

Tema 19. 3agaum ynpaBieHus cucTeMol HHPOPMAITMOHHOW 0€301TaCHOCTH TIPEANPUSTHS
Tema 21. OcBoeHue npueMOB NPOTUBOACHUCTBUS Pa3pyLIAIOLIUM IPOIPaMMHBIM CpEl-

Tema 22. OCHOBHBIE MPUHITUIIBI PAOOTHI C AJEKTPOHHON TU(PPOBOI MOMUCHIO.
Tewma 23. OcHOBHBIE MPUHIIUIIBI pAOOTHI AITOPUTMA OTEUECTBEHHOM U(poBO
noanucu «Hortapuye»

6. Bompockl HTOroBOro KOHTPO.IA (K 3a4eTy) N0 JUCHHUILIMHE

Beenenne. Crienapuii 6e3onacHoii padoTsl HH)OPMAITMOHHON CHCTEMBI.
Bce onpenenenus nouarus «MHpopmanrionHas 6€301MacHOCTbY.
Cocrasnsromue uHpopMmanonHnoit 6ezonacHoctu (Mb).

[TonsiTue mpeaMeTa 3aIIUThHI.

[TousiTe 0OBEKTA 3AIUATEL.

[ToHsITHE KOMIUIEKCHON CHCTEMBI 3aIIUTHI.

CHUCTEeMHO-KOHILIEITYaIbHBIN MMOJX0/] K TOCTPOSHUIO CUCTEM 3aIHUTHI.
Mertons! u cpencta nocrpoenus Mb. x crpykrypa.

Buner coocrBennoro I1O cucremsr UB.

. Meronsl u cpenctBa obecrieuenus 1b.

. OCHOBHBIE CPEACTBA 3aIIUTHI.

. MeToasl, COCTaBIAIONINE OCHOBY MEXaHU3MOB 3alIUTHI.

. OCHOBHBIE MEXAaHU3MBI 3aILUTHI.

. OcHoBHble cpezctBa 3amuThl oT HC/I.

. THKEHEpHO-TEXHUYECKUE CPEICTBA 3AILUTHI.

. MeToasl U cpeAcTBa 3alUThl OT yTeukH 1o kaHanam [IOMIH.
. MeTonbl U cpecTBa OPraHU3alOHHON 3aIUTHI.

. OCHOBHBIE MOHATHS TEOPUU UHPOPMALIMOHHON OE30M1aCHOCTH.
. IlonsiTre nHpOpPMALIMK KaK TpeaAMeTa 3alUThl

20.
. CBoiicTBa nH(Op™MaInu.

[TonsTHE HH(OPMAIMOHHOTO CepBHCca OE30MACHOCTH.



22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
5l.
52.
53.
54,
55.
56.
57.
58.
59.
60.

3akoHonarenpHas 6a3a B chepe UB.

Crateu YK PO B ob6nactu UB.
HopmarusHo-nipasossie 0ocHOBBI b PO.
IlonsTue TaliHbI, BUIBI TaliH.

TToHsgaTue 1 cBOMCTBA 3aIIUILIEHHON CUCTEMBI.
NudopmaiimoHHbIie CHCTEMBI KaK 00BEKT 3alTUTHI

XapakTepuCTHKH, BIMSIONIME Ha Oe30nacHOCTh HH(OpMaluy B HH(OPMAIIMOHHON cucTeMe

CTpykTypa 1 COCTaB OCHOBHBIX KOMIIOHEHTOB MH(OPMALIMOHHBIX CUCTEM
OO01u11e moaXo/bl K 3a1uTe HHPOPMALUU U HH()OPMAILIMOHHBIX CHCTEM
Pons crannapros Ub.

MexnyHapoansie ctanaapTsl 1b.

OteuecTBeHHbIe cTanaapTsl Ub.

Ocobennoctu yrpo3 B IP-cersix.

OcHOBHBIE BUIBI YTPO3 HH(DOPMAITMOHHOM 0€30MMacHOCTH.
Knaccugukanus yrpo3 nHpopmanoHHON 0€30MacHOCTH.

ATtaku Ha ceTb. ClieHapHil MpOBEICHUs aTak.

Bunge! aTak, B IP-ceTsax

[TonsiTHE HECAaHKIIMOHUPOBAHHOTO focTyna K uHdopmaruu (HC).
Buaet HCJI.

OcCHOBHBIE BU/Ibl Pa3pyLLIAOIINX IPOIPAMMHBIX CPEJCTB.

Kanans! yreuku nadopmaruu. TexHUUECKUE KaHa bl yTeUKH UH()OpMAIIH.
MexaHn3MOB ayTeHTU(DUKALUU U UICHTU(DUKAIIH.

OyHKIMH 1 Ha3HAUYECHHE MEKCETEBBIX DKPAHOB.

TpeboBaHMsI K MEKCETEBBIM IKPaHaM.

Knaccugukaius MexceTeBbIX SKpaHOB.

MexaHu3Mbl IOCTPOCHUST BUPTYAIbHBIX 3amiuiineHHbIX cetei (VPN-TexHomorum).

3anmTa UHTEPHET — MOAKIIOUCHUH.

3amuTa CUCTEMBI 3JIEKTPOHHOM MOYTHI.
Paspyiatoniie nporpaMMHbI€ CpE/ICTBA.

Bupycbl. OCHOBHBIE TOHSTHS.

Knaccudukarus BUpycos.

Kpunrorpadus. OcHOBHbIE OHATHS.
CoBpeMeHHbIE alrOPUTMbI KpUNITOrpaduu.
[TonsiTe aGCOMIOTHO CTOUKOTO MU dPA.
Knaccugukamms kpuntorpaguueckux airopuTMOB.
[Tonsitue kpunTorpaduu ¢ OTKPHITHIM KITFOUOM.
[Tonsitue snexrponHoi udpooit moamucu (D1IT)
[TonsiTHe X31I-QyHKIHH.

OcHoHble asroput™Mbl D1II, ux paznuuus.

7. Cnucok nutepaTypbl NpuBeAEH B TEKCTe paboyen nporpaMmbl No

ancumnnuHe «3awmTta nHgpopmaumn»

[IOKYMEHT MOAMWUCAH 3EKTPOHHOM MOANUCHIO

3aBeaytowmin kaceapoii IBM

COIrNACOBAHO ®reoy BO "PrPTY", PIPTY, Koctpos bopuc Bacunbesny, 06.11.25 15:21 (MSK)

Onepatop 340 000 "KomnaHus "TeH3op" ——

Mpocras nognucb




