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1. IEJTM OCBOEHHUSI JUCLHUILIUHBI (MOIYJIST)

1.1 | bopmupoBaHKE TeOPETHUECKUX 3HAHUH B 0071aCTH MH(OPMAIIMOHHBIX CeTel HHTErPaIbHOI0 O0CTYKHBAHUS U
MPaKTHYECKUX HABBIKOB B YAaCTH Pa3BEPTHIBAHMS ceTeil M KOHPUTYPUPOBAHUS M HACTPOMKH CETEBOrO 000PYIOBAHHS U
HPOrpaMMHOTO 00ECTICUCHHUSL.

2. MECTO JUCHHUIIJIMHBI (MOAYJISA) B CTPYKTYPE OBPA3OBATEJIBHOU ITPOI'PAMMBbI

Iuxn (paznen) OIT: | b1.B

2.1 | TpeGoBaHusI K IpeIBAPUTEIbHOM MOATOTOBKE 00yYaloLIerocs:

2.1.1 | 3HaHus, MONydIEHHBIE IPH OCBOCHUHU JUCHUIIINH OakanaBpraTa «CeTH U TeIEeKOMMYHUKAIIUN,
«MH(OKOMMYHHUKAITHOHHBIE TEXHOIOIHI»

2.2 | JucumnianHbl (MOXYJIH) M MPAKTHKH, 118 KOTOPHIX 0CBOEHUE TaHHOI TUCHUILIAHBI (MOXYJIsI) HEOOX0ANMO KAK
npeanecTBYIOIIee:

2.2.1 | BeinonHeHWe U 3a1UTa BBIITYCKHOW KBaTU(PUKAIMOHHOW PabOTHI

2.2.2 | HayuHO-IpOM3BOACTBEHHAs IPAKTUKA [TPAKTUKA

3. KOMIIETEHLINH OB YYAIOIIETOCSI, ®OPMUPYEMBIE B PE3YJIbTATE OCBOEHUSI I CLIIMTLINHBI
(MOYJISA)

IIK-4: Cnnoco6en pa3padaTbiBaTh 1u3aiiH HHPOPMALMOHHO-KOMMYHUKAUMOHHOM CHCTEMbI

IIK-4.1. IIpoexkTupyeT MHPPACTPYKTYPY HH(POPMALNOHHO-KOMMMHUYHUKALMOHHOM CHCTEMBbI

3HaThL

ITpUHIMIBI TOCTPOEHHST HHPPACTPYKTYPhl HH()OPMAIIMOHHO-KOMMYHHUKAITHOHHOW CHCTEMBI

YMmerhb

IIpoexTtupoBarh UHpACTPYKTYpY HHPOPMAIMOHHO-KOMMYHHUKAITUOHHOH CHCTEMBI

Baagersb

HNudopManueid 0 TEXHUYECKHX XapaKTEPUCTHKAX KOMIIOHEHT WHPPACTPYKTYPhl WHPOPMAITHOHHO-KOMMYHHKAIIMOHHON CHCTEMBI

IK-4.2. BoinosiHsieT paclinpeHue H 10padoTKy cyllecTBYIeil nHGOPMAIHOHHO-KOMMYHHKAIIMOHHOH CHCTEMbI

3HaThL

Bo3MokHBIE BapraHThl MOAUGUKAIIMK CYIIESCTBYIOEH HHPOPMAITHOHHO-KOMMYHHUKAIIMOHHON CHCTEMBI
YMmeThb

PacmmpsaTs u 1opabaTeiBaTh CYIIECTBYIOLIYI0 MH(POPMAIIMOHHO-KOMMYHHKALIMOHHYIO CHCTEMY

Baanernb

HeoOxoauMbIM Kpyro3opoM B OOJIACTH TEXHHYECKUX CPEACTB PACIIUPEHUS U JOPAOOTKU CYIISCTBYIOIIEH
WHPOPMAITIOHHO-KOMMYHHKAIIMOHHON CHCTEMBI

B pe3yiabTaTe ocBOeHHS THCOHILTHHBI (MOIYJISI) 00YYAOIIHCS TOJIKEH

3.1 (3HaTh:

3.1.1 | mpuHIUIBI PYyHKIMOHUPOBAHUS, KOH(PUTYPUPOBAHUE U MacIITabupoBaHUs HH(POPMAIIMOHHBIX ceTei

3.2 | Ymers:

3.2.1 | MI3MEHATH CTPYKTYPY CETH H CETEBOTO MPOTPAMMHOI0 00CCTICICHHS

3.3 | Baagern:

3.3.1 | HaBBIKAMH OpPTraHU3AIMU CETEBOTO B3aMMOIECHCTBUS

4. CTPYKTYPA U COAEPKAHUE JUCIUTLINHBI (MOLY.IsI)

Koxn HaumenoBanmue pasgesoB u TeM /Buj 3ansatus/ | Cemecrp | Hacos | Komneren- | Jlureparypa ®opma
3aHATHSA / Kypc 1070 KOHTPO.I1
Paznen 1. BupryanbHbie JJOKaabHbIE CETH
(VLAN)
1.1 Bupryansasie nokansbie cetit (VLAN) /Tema/ 3 0
1.2 VLAN Ha ocHose nnoproB. VLAN Ha ocHOBe 3 2 I1K-4.1-3 JI1.1J11.2 Kontponbubie
crannapra IEEE 802.1Q. Onpenenenus IEEE [K-4.2-3 | JI1.3J12.1J13. BOIMPOCHI,
802.1Q. ITpumep nactpoiiku VLAN 802.1Q. /JIex/ 1J13.2 9K3aMeH
1.3 Buptyanbubie nokansabie ceti (VLAN) /Cp/ 3 10 [IK-4.1-3 | JI1.2J12.1J13. | KouTponbsHbIE
[K-4.1-y 2 BOIPOCHI,
I1K-4.1-B 9K3aMeH
I1K-4.2-3
IK-4.2-Y




1.4 3nakomcTBO co cpenoit Cisco Packet Tracer /TIp/ 2 IK-4.1-3 | JI1.2J12.1J13. Otuer o
[IK-4.1-y 2 MIPaKTHYECKOM
[1K-4.1-B 3aHATHH,
[K-4.2-3 9K3aMeH
[1K-4.2-y
Paznen 2. ®yHKIMYU NOBbILIEHUS] HATEKHOCTH M
NPOU3BOAUTETHLHOCTH
2.1 OYHKIINY TIOBBIIIEHUS HAIEKHOCTH U 0
npou3BoauTeNbHOCTH /Tema/
2.2 Spanning Tree Protocol (STP). Hactpoiixa STP. 2 I1K-4.1-3 J1.2 Kontponbasie
Rapid Spanning Tree Protocol. Multiple Spanning IK-4.2-3 | JI1.3J12.1J13. BOIPOCHI,
Tree Protocol. Jlormaeckas crpykrypa MSTP. 2 9K3aMeH
IIpumep Tononorun MSTP. I'pynmnst
arperupoBanusi. CTaTUYECKOE arperupoBaHue
KaHaJIOB CBSA3U. J[MHaMHu4eckoe, Ha OCHOBE
cragnapta IEEE 802.3ad (LACP). Hacrpoiika
CTaTUYECKUX M JUHAMHUYECKUX arperupoBaHHBIX
kaHasoB. /JIex/
2.3 OYHKIMY TIOBBIIICHUS HAIEKHOCTH U 8 I1K-4.1-3 JI1.2 KonTponbsHbie
npousBoauTenbHOCTH /Cp/ [IK-4.1-y | JI1.3J12.1J13. BOIMPOCHI,
[1IK-4.1-B 2 9K3aMeH
[1K-4.2-3
IK-4.2-Y
Pazpnes 3. Anpecanus ¥ MappyTu3anus
3.1 Anpecarus u Mapmpyrusanus /Tema/ 0
3.2 Anpecanus y3nos (IP-anpecanus). 4 I1K-4.1-3 JI1.2 KonTponbsHbie
Mapupyruzanus. Puznyeckue u JOruueckue [IK-4.2-3 | JI1.3J12.1J13. BOIPOCHI,
anpeca. IIporoxon IPv4. ITporokon IPv6. dopmar 2 JK3aMeH
3aronoBka [Pv6. IIpencraBnenue u cTpykTypa
aapeca IPv6. Tumel anpecos IPv6. ®opmupoBanue
naeHTHduKaTopa nHTEpdeiica. Criocods!
koH(purypamuu [Pv6-aapeca. [InanupoBanue
nionceteit [Pv6. Tlporokon NDP. Cratuueckas u
JTUHAMUYECKask Mapipytu3amus. [IpoTokosst
JUHAMUYECKON MapIIpyTU3auuy. JJuCTaHIIMOHHO-
BEKTOPHBIE IPOTOKOJIBI MapIIPYTH3ALUH.
Ipotokomer RIP, OSPF, EIGRP, BGP. /Jlex/
33 Crartmaeckas Mapuipyrusarus /I1p/ 2 I1K-4.1-3 JI1.2 Ortuer o
[IK-4.1-Y | JI1.3JI12.1J13. | npakTH4ecKoM
TIK-4.1-B 2 3aHSTHH,
[1K-4.2-3 9K3aMeH
[K-4.2-y
34 Anpecanus u Mapmpytuzanus  /Cp/ 15 [1K-4.1-3 J1.2 KonTponsHbie
[K-4.1-y | JI1.3J12.1J13. BOIIPOCHI,
I1K-4.1-B 2 9K3aMeH
IK-4.2-3
[K-4.2-y
Paznen 4. KauectBo o6cay:xuBanus (QoS)
4.1 KauectBo obcmyxuBanust (QoS) /Tema/ 0
4.2 Monenu QoS. Ilpuopure3anus nakeTos. 2 [1K-4.1-3 J1.2 KonTponsHbie
Knaccudukamus nakeroB. MapKkupoBKa MakeToB. [K-4.2-3 | JI1.3J12.1J13. BOIPOCHI,
VYnpapieHue neperpy3kaMmu 1 MEXaHUu3Mbl 2 3K3aMeH
o0cyxuBaHHA ouepeneii. MexaHm3M
MIPeIOTBpaIIeHUs neperpy3ok. KoHTpomb moaocs
nponyckanusi. [Tpumep HacTpoiiku QoS. /Jlek/
4.3 KauectBo obcnmyxusanus (QoS) /Cp/ 10 I1K-4.1-3 JI1.2 KonTponbsHbie
[IK-4.1-y | JI1.3J12.1J13. BOIMPOCHI,
[IK-4.1-B 2 9K3aMeH
[1K-4.2-3
IK-4.2-Y

IIK-4.2-B




Paznen 5. ®ynkuuu odecnevyenust 6€30MaCHOCTH
U OTPaHUYeHHUs] I0CTYNA K CeTH

5.1 OyHkmu odecrieyeHus: 0€30MacHOCTH U 0
orpaHuueHHs JocTyna K cetn /Tema/

5.2 Ipodumu moctyna u mpaBuna ACL. Turmbt 4 [IK-4.1-3 | JI1.1J12.1J13. | KoutponbsHbIE
npoduneit nocryna. [Ipouece co3nanus npohuis I1K-4.2-3 2 BOIIPOCBL,
nocryna. [Ipumepst Hactpoiiku ACL. MexcereBoit 3K3aMEH
akpaHn Cisco ASA. /JIex/

53 Crucku yrpaenenus goctyniom ACL /J1a6/ 4 MK-4.1-3 | J1.1J12.1J13. Otuer o

IK-4.1-y 2 nabopaTopHOH
I1K-4.1-B pabore,
[1K-4.2-3 3K3aMEH
[K-4.2-y

54 Becknaccopas aapecanus CIDR u macku 4 [K-4.1-3 | J1.1J12.1J13. OTueTsl 0
niepeMeHHO# utrHbBl VLSM [IK-4.1-Y 2 MPaKTHYECKUX
CucreMa ayreHTH(UKAIMH, aBTOPU3AIINN U ydeTa [1K-4.1-B 3aHATHUSAX,
coobrtuit AAA /Tlp/ [1K-4.2-3 9K3aMeH

[K-4.2-y

5.5 Oynkuuu obecrieyeHus 6€30MacCHOCTH U 12 [IK-4.1-3 | JI2.1J13.1J13. | KontponsHble

orpaHuyeHus goctyna k cetu /Cp/ [IK-4.1-Y 2 BOIPOCHI,
TIK-4.1-B 3K3aMEH
[1K-4.2-3
[1K-4.2-y

Paznen 6. TexHOTOTrMH YaCTHBIX BUPTYAJIbHBIX

cereil VPN

6.1 TexXHOIOrny 4acTHBIX BUPTYaJIbHBIX CETEN 0
VPN /Tema/

6.2 OnpexeneHre BUPTYaJbHBIX YaCTHBIX CETEH. 2 [1K-4.1-3 JI1.1 KontponsHbie
Pa3zBepThIBaHUE MOJIB30BATENILCKUX BUPTYATBHBIX [IK-4.2-3 | JI1.3J12.1J13. BOIMPOCHI,
YACTHBIX CeTeH. YTpaBiieHUE MOJIb30BATEIbCKUMU 2 3K3aMEH
VPN. PasBeprbiBanue y310BbIx ceTeil VPN.

VYupasnenue y3noBeiMu VPN. [Tonsitue

CTaHIAPTHBIX TEXHOJIOTUH (YHKIIMOHUPOBAHUS

VPN. Cepsep VPN. Cucrema ayTeHTH(OUKALINH.

Tumnel cucrem VPN. /Jlex/

6.3 Yactable BuptyaipHsie cetd VPN /J1a6/ 4 I1K-4.1-3 JI1.1 Oruer o

IK-4.1-Y | JI1.3J12.1J13. | maGopaTopHOit
TIK-4.1-B 2 pabore,
[1K-4.2-3 JK3aMeH
[1K-4.2-y

6.4 TeXHOMOruM YaCTHBIX BUPTYAIIbHBIX CETEeH 10 I1K-4.1-3 JIT.1 KonTponbsHbie

VPN /Cp/ IK-4.1-y | JI1.3J12.1J13. BOIIPOCHI,
IIK-4.1-B 2 9K3aMeH
[1K-4.2-3
[K-4.2-y
Paznen 7. [Ipome:kyTouHas aTrecTanus
7.1 Kontpons /Tema/ 0
7.2 IToxgroroBka Kk 3k3aMeHy /OKk3aMeH/ 44,65 I1K-4.1-3 JIT.1J11.2 9K3aMeH
IK-4.1-y | JI1.3J12.1J13.
IIK-4.1-B 1J13.2
[1K-4.2-3
[K-4.2-Y
I1K-4.2-B
73 Ioxroroska k sx3ameny /Kuc/ 2 [K-4.1-3 JI.1J11.2 9K3aMeH
[K-4.1-y | JI1.3J12.1J13.
I1K-4.1-B 1J13.2
[K-4.2-3
[K-4.2-y

I1K-4.2-B




7.4

Ipuem >x3amena /MKP/ 3

I1K-4.1-3
I1K-4.1-Y
I1K-4.1-B
I1K-4.2-3
I1K-4.2-Y
I1K-4.2-B

0,35

JI1.1J11.2
JI1.3J12.1J13.
1J13.2

OK3aMCH

5. OHEHOYHBIE MATEPHUAJIBI 110 JUCIUIIJIMHE (MOAYJIIO)

DOH]I OIICHOYHBIX CPEACTB AUCIUIUIAHBI "H(OpMaMOHHbBIE CETH MHTETPAIBHOTO 00CTyKHBaHHA" TIPEICTABICH B IPIIOKEHHN.

6. YAEBHO-METOJANYECKOE U UHOOPMAINIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI (MO YJIS)

6.1. Pexomenayemasi iuTeparypa

6.1.1. OcHoBHas1 IMTEpaTypa

Ne ABTOpBI, COCTAaBUTENN 3ariaBue UsnarensctBo, | Komnuectso/
rox Ha3BaHHE
OBC
JI1.1 |Bacun H. H. ObecnieueHne 6€30MaCHOCTH CETEH Ha MapIIPYTU3aTOpax U Camapa: 2227-8397,
KOMMYTaTOpax : METOANYECKUE YKa3aHUs 10 MIPOBEICHHIO [ToBomxckuit http://www.ip
J1a00paTOpPHBIX PabOT rocynapctBeHH | rbookshop.ru/
Bl 71860.html
YHUBEPCUTET
TEICKOMMYHHK
anun u
nH(pOpMAaTHKHY,
2014, 24 c.
JI1.2 | Omudep B.T'., Onmudep | Kommbioreprbie ceTu. [IpHHITUTIBI, TEXHOIOT U, IIPOTOKOIEHI : CII6.:ITutep, 5-8046-0133-
H.A. VY4eb.mocobue A By30B 2000, 668c. 4,1
JI1.3 |Kanunkuna T.1., TenexoMMyHUKAIIMOHHbIE U BEIYHCIUTEIBHBIC CETH. CIIb6.: BXB- 978-5-9775-
Koctpo B.B., Pyukun | ApxuTextypa, CTaHAApThI U TEXHOJIOTHH : yueb. mocodue [etepOypr, 0573-4, 1
B.H. 2010, 288c.
6.1.2. JlonosiHuTeE/IbHASA JIMTEpPaTypa
Ne ABTOpBI, COCTABUTENIN 3arnaBue Wznarenscro, | Kommgecto/
rox Ha3BaHUE
3BC
JI2.1 [I'myxoenos A. B. MHOKOMMYHHUKAIIMOHHBIE CHCTEMBI U ceTH. KOHCTIEeKT neKiuii : benropoxn: 2227-8397,
yueOHoe mocodue Benropoxackuit | http://www.ip
rocynapctBeHH | rbookshop.ru/
BIid 66654 .html
TEXHOJIOTUIECK
ui
YHUBEPCUTET
uMm. B.I'.
[IyxoBa, 9bC
ACB, 2015,
160 c.
6.1.3. MeTroanyeckue pa3padoTku
Ne ABTOpBI, COCTABUTENIN 3arnaBue W3znarensctBo, | Kommdecto/
ron Ha3BaHUE
3BC
JI3.1 | Auronenko A.B. Uccnenosanue npotokona TCP : Metoandeckue ykazaHus Ps3anp: PULL s
PIPTY, 2015, |https://elib.rsr

eu.ru/ebs/dow
nload/1172




Ne ABTOpBI, COCTaBUTENN 3arnaBue W3znarensctBo, | Kommuecto/
ron Ha3BaHUE
3bC
JI3.2 | Auronenxko A.B. WudopmanuoHHble ceTH HHTErpajIbHOro oocayxuBanus. U.1 : Psazanp: PULL ,
MeTtomuueckue yka3zaHus PIPTY, 2019, |https://elib.rsr
eu.ru/ebs/dow
nload/2080
6.2. Ilepeyennb pecypcoB HHPOPMALMOHHO-TETeKOMMYHMKAIMOHHOM ceTH "MHTepHeT"
91 |1 OnexTpoHHO-OMbMMOTEUHas cucTeMa «JlaHbpy, pexuM nocTyna — ¢ moboro komnetotepa PIPTY Ge3 mapoms. —
URL: https://e.lanbook.com/
2. OnexTpoHHO-0nOmoTeuHas cuctema «[PRbooksy, pexum moctyma — ¢ arodoro kommeiotepa PIPTY 6e3
naposi, u3 cetu uHrepHer 1o napomo. — URL: https://iprbookshop.ru/.
3. Onektponnas 6ubnnoreka IOPAUT, pexum noctyma u3 cetd uHTepHeT 0e3 mapois. — URL: https://biblio-
online.ru/info/free-books/.
6.3 IlepeyeHb NpPOrpaMMHOro odecnedeHusi H MHPOPMALMOHHBIX CIIPABOYHBIX CUCTEM
6.3.1 IlepeyeHb JIMIEH3MOHHOTO H CBOGOTHO PACTIPOCTPAHSIEMOI0 MPOrPAMMHOI0 00ecrieYeH s, B TOM YHCJIe
0TeYeCTBEHHOTO MPON3BOACTBA
HaumenoBanue Onucanne
OpenOffice Csob6onnoe ITO
7 Zip CoOoguoe 10
STDU Viewer CoOoguoe I1O
Far Manager 3 Csob6oanoe ITO
Adobe Acrobat Reader DC CsoboxHoe I1O
Cisco Packet Tracer Csob6oxnoe I1O
OnepanmonHas cuctema Windows XP Microsoft Imagine, Homep nmoamucku 700102019, 6eccpouno
Kaspersky Endpoint Security Kommepueckas nuuensus
Mozilla Firefox CsobonHoe I1O
6.3.2 IlepeyeHb HHGOPMALMOHHBIX CIIPABOYHBIX CHCTEM
7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUME JUCHUIIJIUHBI (MOAYJIS)
254 yueOHO-aAMUHUCTPATHBHBINA Koprmyc . YueOHas ayautopus kadenpsl ACY Ui mpoBefeHHs 3aHATUIl JICKIMOHHOTO
1 THUIA, TPYNIOBBIX W MHIMBUAYAIBHBIX KOHCYJIBTAIMH, TEKYLIEro KOHTPOISL M HMPOMEKYTOYHOM arrectauuu 64 mecta, 1
npoekTop, | skpaH, 1 KOMIIBIOTEP, CHENHATM3UPOBAHHAS MeOeIh, MapKepHas JOCKa
’ 118 ydeOHO-aAMUHHUCTPATUBHEIA KOpITyc. YdeOHas ayJuTOphs JUIS IPOBEICHMS NPAKTHYECKWX 3aHATHH, JJaOOpaTOpHBIX
pa6or 21 IIK Intel Pentium CPU G620, 2.6GHz, 4Gb O3Y, HDD 500Gb
8. METOANYECKHE MATEPUAJIBI I1O JUCIMITJIMHE (MOAVYJIIO)
Meroxndeckue MaTepHasl o quciuminHe "MHpOpManoHHBIE CeTH HHTETPATbHOTO O0CITY)KUBAHUS" TIPEICTaBICHEI B
TPHIIOKEHHH.

Onepatop 310 000 "KomnaHus "TeH3op"

[IOKYMEHT MOATMWUCAH 3/TIEKTPOHHOI MOANMCHIO

noAnnCAHO ®re0y BO "PrPTY", PIPTY, Xononos Cepreii 21.08.23 13:36 MpocTas noanuncs
3ABEAYOLLMM MBaHoBWY, 3aBeaytowmin kacdeapoit ACY (MSK)

KA®E[Pbl

NnoannCAHO ®reoy BO "PrPTY", PIPTY, MuxeeB AHaTonui 21.08.23 21:58 MNpocTas nognucb
3ABEAYLLNM AneKkcaHApOBUY, PYKOBOAUTENb MarncTepckomn Nporpammbl (MSK)

BbIMYCKAIOLLIEN

KA®E/[Pbl

NnoAnnCAHO ®reoy BO "PIrPTY", PIPTY, Kopsuko Anekceit 22.08.23 09:56 MpocTas nognucb
MPOPEKTOPOM 110 YP BsiyecnaBosuy, MpopekTop no y4e6Hol paboTe (MSK)




