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1. OBLLME NONOKEHNA

OueHo4YHble Mamepuasabl — 3TO COBOKYMHOCTb Yy4ebHO-MeToAMYECKMX MaTepuanoB W
npoueayp, npeAHasHaYyeHHbIX ANA OLUEHKM KayecTBa OCBOEHWMs obydyalowmmuca AaHHOMU
AVCLMMNIHBI KaK YacTuM OCHOBHOM 0bpasoBaTe/ibHOW NPOrpamMmmsl.

Lenb — oueHUTb COOTBETCTBME 3HAHUIN, YMEHUN N YPOBHA NPUOBPETEHHbIX KOMMNETEHLUN,
obyyalowmxca uensm M TpeboBaHMAM OCHOBHOM 06pa3oBaTe/IbHOM MpPorpammbl B Xo4e
NpoBeAeHNA TEKYLLLEro KOHTPOIA U NPOMENKYTOUYHOM aTTecTaLunu.

OcHoBHas 3aga4va — obecneynTb OLEHKY YPOBHA CHOPMMPOBAHHOCTU OBLLEKYIbTYPHBIX U
NPodecCMOHaNbHbIX  KOMMNETEHUMA W  WUHOMKATOPOB WMX  AOCTUXNEHMA, npuobpeTaembix
obyyvaoLwmmeca B COOTBETCTBUM C 3TUMMK TpeboBaHMAMM.

KoHTponb 3HaHWMi obyvatowmxca npoBoauTCcA B PoOpmMe TeKylwero KOHTpoaa u
NPOMEXKYTOYHOM aTTecTaunu.

TeKyWwuii KOHTPONb YCNEeBaeMOCTU U MPOMEXKYTOYHaA aTTecTaums NPOBOAATCA C LEeNbHo
onpeaeneHva CcTeneHn YCBOEHMA Yy4ebHOro martepuana, CBOEBPEMEHHOrO BbIABNEHMA U
YCTPAHEHUA HeAOCTATKOB B MOArOTOBKe 0Oy4yalowmxcA, opraHuM3auum paboTbl obydalowmxcs B
XoAe y4ebHbIX 3aHATUIN U OKa3aHUA UM MHAWUBUAYANbHOW MOMOLLM.

K KOHTpO/ItO TeKyl,ei ycneBaemoCTM OTHOCATCA MPOBEpPKa 3HAHWM, YMEHWIA U HaBbIKOB
obyvaloWmMXCA Ha NPaKTUYECKUMX 3aHATMAX MO  pe3ynbTaTam  BbINOJHEHMA U 3aWUThI
obyvaloWUMMnca MHANBUAYaANbHbIX 3a4aHWIN, MO pe3yabTaTaM BbINOJHEHMA KOHTPO/bHbIX PaboT u
TECTOB, MO pe3ynbTaTaM NPOBEPKM KayecTBa KOHCNEKTOB NEKLMA U UHbIX MaTepunanos.

B KauecTBe OUEHOYHbIX CPEeACTB Ha MNPOTAMXKEHUM CemecTpa WCNONb3yeTcA YCTHble W
NMUCbMEHHble OTBETbI CTYAEHTOB Ha WMHAMBUAYa/bHble BOMPOCHI, MMCbMEHHOE TecTMPOBaHWE Mo
TeopeTMyeckum pasgenam Kypca, pedepat. [JoNoNHUTENbHbIM CPeACTBOM OLEHKM 3HaHUWA U
YMEHUN CTYAEHTOB ABAAETCA OTYET O BbINOJIHEHUM NPAKTUYECKMX 3a4aHUI U ero 3almTa.

Mo utoram Kypca obyyarowmecs cAaloT 3a4eT ¢ oueHKon. Popma npoBeAeHUa — YCTHbIN
OTBET C MUCbMEHHbIM MNOAKPENAeHMEM MO YTBEPKAEHHbIM bunetam, chopmyanMpoBaHHbLIM C
YY4ETOM cogepKaHusa ANcuMnavHbl. B 6uneTt ana 3a4yeTta BKAKOYAETCA ABa TEOPETMYECKUX BOMpOCa
M 3aga4a. B npouecce NoaroToBKM K YCTHOMY OTBETY CTYAEHT AO/IKEH COCTaBUTb B MUCbMEHHOM
BMAE NNaH oTBeTa.

1. NepeyeHb KOMNETEHLMUIA C YKa3aHUEM 3TanoB X popmMUpoBaHUA

o[lpy 0OCBOEHUM AUCUMNAWHBI  GOopMUpYIOTCA  cneaylolme  KomneteHuuun: [MK-2
(nHamkaTopbl MK-2.2), NK-3 (uHaukatopsbl MK-3.1, 3.4).

eYKa3aHHble KoMneTeHUUn GoOpMUPYIOTCA B COOTBETCTBUM CO CAEAYIOLLMMM STanamu:

o— dbopmMpoBaHNE N Pa3BUTUE TEOPETUYECKUX 3HAHWM, NPenyCMOTPEHHbIX YKa3aHHbIMM
KoMneTeHUMAMM (NEKLMOHHbIE 3aHATUA, CAMOCTOATEIbHan paboTa CTyAeHTOB);

o— npunobpeTeHne U Pa3BUTME MPAKTUYECKUX YMEHUIN NPesyCMOTPEHHDBIX KOMMNETEHLUAMM
(npaKTMYeckue 3aHATUA, CaMOCToATEIbHAA pPaboTa CTyAEHTOB);

e— 33KpenseHne TeOpeTUYEeCKUX 3HAHWW, YMEHUM W NPAKTUYECKUX HaBbIKOB,
NpeaycMOTPEHHbIX KOMMETeHUMAMW, B XOA4e pelleHUA KOHKPeTHbIX 3a4ay Ha 3aHATUAX,
BbINO/IHEHMA MHAUBUAYANbHbIX 334aHUMA HA NPAKTUYECKUX 3aHATUMAX M UX 3aWMTbl, @ TaK Ke B
npouecce caavyn 3ayeTa.

2. NMoKasaTenn U KpUTEPUU OLLEHUBAHUA KOMMNEeTeHU M (Pe3ynbTaToB) HA Pa3/IMUHbIX 3Tanax ux
dopmupoBaHua, onucaHue WKan oueHMBaHUA



oChOpMMPOBAHHOCTDb KaXKao0M KOMMNETEHUMW B pPaMKax OCBOEHWA OAHHOW AWUCUMMNAWUHDI
OLLeHMBAETCA MO TPEXYPOBHEBOMW LUKaNe:

®— MNOPOroBbIi YPOBEHb ABNAETCA 06A3aTeNbHbIM ANA BCeX 00yYatoWmMxXca no 3aBepLueHmnmn
OCBOEHMUA AUCLUNAUHDI,

®— NpPOABUHYTbIA YPOBEHb XapPaKTEPM3YETCA NPEBbILEHNEM MUHUMANbHbIX XapaKTePUCTUK
CcHOPMUPOBAHHOCTM KOMMETEHLMI MO 3aBEPLUEHNN OCBOEHMA ANCUUNANHDI;

®— 3Ta/IOHHbIN YPOBEHb XapaKTEPM3YeTCA MAKCMMAAbHO BO3MOXXHOW BblPaXKEHHOCTbIO
KOMMNEeTEeHLMN N ABNAETCA BAXKHbIM Ka4eCTBEHHbIM OPUEHTUPOM A1 CAMOCOBEPLUEHCTBOBAHUA.

o[lpn poctaToyHOM KayectBe ocBoeHus 6onee 80% npuBeAEHHbIX 3HAHWI, YMEHUA WM
HaBbIKOB NpenogaBaTe/ib OLEHMBAeT OCBOEHWE [AAHHOM KOMMNETEHUMM B paMKax HacToALlen
ANCUMNNNHDBI HAa 3TaIOHHOM ypoBHe, Npu ocBoeHnn 6onee 60% npuBeaeHHbIX 3HAHUIA, YMEHUIN U
HaBbIKOB — Ha NpPoABUHYTOM, Npu ocBoeHun 6onee 40% npuBeAEHHbIX 3HAHUA YMEHUN W
HaBbIKOB — Ha noporosom yposHe. Mpu ocBoeHnn meHee 40% npuBeseHHbIX 3HAHUNA, YMEHUN U
HaBbIKOB KOMMETEHUMA B PpaMKax HaCToALWEN AUCUMMINHBI CYUTAETCA HEOCBOEHHON.

eYpoBeHb CHOPMUPOBAHHOCTU KAXKAOWM KOMMNETEHLUMM Ha PasINYHbIX 3Tanax ee
dbopmmMpoBaHMA B npoLecce OCBOEHMA AAHHOM AUCLMMNIWHbLI OLLEHWBAETCA B XOA4E TEKyLLero
KOHTPO/1A YCNeBAaEMOCTM N NPEACTABIEHO PA3NYHBbIMU BULAMUN OLLEHOYHbIX CPEeACTB.

eOueHKe CcPOPMUPOBAHHOCTM B  PaMKax AAHHOA  AUCUUNAUHDLI  NOANEXKaT
KOMMNeTeHUMU/MHAUKATOPDI:

o[1K-2. CnocobeH BbINOMHATL MNPOEKTUPOBAHME MHOOPMALMOHHBIX CUCTEM CpeaHero u
KPYNHOro macwtaba CNoXKHOCTH.

o[1K -2.2 Pa3pabaTbiBaeT KOHLENLUWNIO MHGOPMALMOHHOW CUCTEMDI.

o[1K-3. CnocobeH BbINONHATL paboTbl M ynpasneHne paboTamm MO CO3ZaHUIO W
CONPOBOXKAEHUIO MHGOPMALIMOHHBIX CUCTEM
o[1K -3.1 Pa3pabaTbiBaeT, aHaIN3UpPyeT U yTBepxKaaeT TpeboBaHnA K MHPOPMaLMOHHOM

cucteme.
o[1K -3.4 BbinonHAET pa3BepTbiBaHNE MHGOPMALMOHHOM CUCTEMbI Y 3aKa3uMKa

e[IpenogaBatenem OLEHMBAETCA CoAep)KaTesbHad CTOPOHA WM KayecTBO MaTepuasos,
npuBeAEHHbIX B OTYETaX CTyAEeHTa MO NPaKTUYECKMM 3aHATUAM. Kpome TOro, npenogasartenem
YUYMTbIBAIOTCA OTBETbI CTYAEHTA Ha BOMPOCHI NO COOTBETCTBYHOLWMM BUAAM 3aHATUM NPU TEKyLem
KOHTpone:

®— KOHTPOJIbHble ONpochl;

®— 331aHMA ANA NPAKTUYECKUX 3aHATUN.

e[IpMHMUMaEeTCA BO BHMUMAHNE 3HAHUA 06YyYaOWMMUCA:

®- MPUHLUMNOB NOCTPOEHMA OTKPLITbIX CUCTEM U KKIMEHT-CEPBEPHbIX» TEXHONOTU;

®- OCHOBHbIX CETEBbIX NPOTOKO/Ibl M NOCTPOEHME CTEKA NpoTokonos TCP/IP;

®- NPUHLUNOB A4MUHUCTPUPOBAHMA CETEBBLIX N MHPOPMALMOHHBIX CEPBUCOB;

eHa/IMYNE YMEHMUIA.

e- onpeenaTb 3a4a4n agMUHUCTPUPOBAHUA ANA KOHKPETHOro CyYas;

e- HaCTpamBaTb U AMUHUCTPUPOBATb CEPBEPHI U CEPBUCHI;

e- co34aBaTb U agMuHUCTpUpoBaTtb Web- caitTbl Ha lIS;

e061a4aHME HaBbIKaMU:

®- AAMUHUCTPUPOBAHMA CETEBBIX N MHPOPMALLMOHHbIX CEPBUCOB;

®- paboTbl B CETU MHTEPHET, €€ PYHKLMOHANbHbIE N APXMTEKTYPHble 0COBEHHOCTH;



®- alMUHUCTPUPOBaHMA 633 AaHHbIX.

eKpuTEpMM OLEHMBaAHUA YPOBHA CHOPMMPOBAHHOCTM KOMMETEHUMW B npouecce
BbINO/IHEHMA NPAKTUYECKUX PaboT:

041%-60% npaBW/IbHbIX OTBETOB COOTBETCTBYET MOPOrOBOMY YPOBHIO CHOPMUPOBAHHOCTH
KOMMeTeHUMM Ha aHHOM 3Tane ee GOPMUPOBAHUS;

¢61%-80% NpPaBUNbHbIX OTBETOB COOTBETCTBYET NpPoABUHYTOMY YPOBHIO
chOpMMPOBAHHOCTU KOMMNETEHLMM Ha AaHHOM 3Tane ee GOpPMUPOBaHUA;

¢81%-100% npaBMibHbIX OTBETOB COOTBETCTBYET 3Ta/IOHHOMY YPOBHIO CHOPMUPOBAHHOCTHU
KOMMeTeHUMM Ha aHHOM 3Tane ee GOPMUPOBaAHUS.

¢CHOPMMPOBAHHOCTb YPOBHA KOMMNETEHUMI HE HUXKEe MOPOroBoro sBAAETCS OCHOBaHWEM
ANA AonycKa obyvaloweroca K NPOMeXKYTOYHOM aTTecTaunmn no AaHHOW ANCUUNANHE.

edopmMOii NPOMEKYTOUYHOM aTTecTauMm Mo L[AHHOW AUCUMNIVHE SBAAETCA 3a4eT C
OLLEHKOM, oueHuMBaeMbln no npuHATon B PIBOY BO «PIPTY» u4eTbipexbannbHoh cucteme:
«HEeya0BNETBOPUTENIBHOY, «YA0BNETBOPUTENIBHOY, «XOPOLLO» U «OTUYHOY.

eKpuTEpPMU OLLEHMBAHMA NPOMENKYTOYHOW aTTecTauumn NpeacTasieHbl B Tabauue.

LUkana oueHnBaHUuA Kputepuu oueHuBaHusa

«OT/INYHO» eCTYAEHT [O/KEH. NPOAEMOHCTPUPOBATbL FNybokoe MU
NPOYHOE YCBOEHME 3HAHMI MaTepuana; WcYepnbiBaloLe,
nocnefoBaTeNlbHO, FPAMOTHO U IOTMYECKU CTPOMHO U3N0XKUTb
TEeopeTUYecknii mMaTepuan; npasuabHO GOpPMyaINPOBaTL
onpefeneHus; ymeTb CAefaTb BbIBOAbI MO M3/1araemomy
MaTepuany; 6e3ynpeyHo OTBETUTb He TONbKO Ha BOMpPOCHI
6uneta, HO M HaA [ONOJHUTENbHbIE BOMPOCbI B pPamMKax
paboyeit  nNporpammbl  AWUCLMMNAWHBI,  BbINONHUTL  BCE
NpaKkTUYecKne 3agaHna, NpeayCcMoTPEHHbIE NPOrPammMoi

«XOpOoLWo» eCTYAEHT AONMKEH:NPOAEMOHCTPMPOBATL AOCTAaTOMHO MONHOE
3HaHWe maTepuana; NPoAEeMOHCTPUPOBATb 3HAHWE OCHOBHbIX
TEOPETUYECKUX  MOHATUM, [OCTAaTOYHO MNOC/Nef0BaTe/bHO,
rPaMOTHO M NIOTUYECKU CTPOMHO M3naraTb MaTepuan; ymeTb
coenatb  poctatoyHo  oboCHOBaHHble BbIBOAbI no
n3naraemMomy maTepuany; OTBETUTb HA BCe BOMPOCbl BUNeTa;
BbINO/IHUTL BCE MpPAKTUYECKME 33JaHuA, NPeayCMOTPEHHble
NporpamMmmon.

«YAOBNETBOPUTENIbHO) eCTYAEHT [AONKEH:NPOAEMOHCTPMpPOBaTb obuiee 3HaHWe
M3y4aemMoro MaTepuana; 3HaTb OCHOBHYK PEKOMEHAYEMYHO
NPOrpammon  AUCUMNAUHBI y4yebHylo AuTepatypy; YMeTb
CTPOUTb OTBET B COOTBETCTBMM CO CTPYKTYPOW M31araemoro
BOMPOCa; MOKasaTb obuwee BAageHMe  MOHATUIHBIM
annapaTom AMCUMMN/INHDBI, YMETb YCTPaHUTb AONYyLLEHHblE
NOrpelwHoCcTM B OTBETE Ha TeopeTUyecKkne BOMPOCHI,
BbIMO/IHUTb BCE MPAKTUYECKME 33JaHWA, NPeayCMOTPEHHble
NpPorpammoin.

«HeyAOBNeTBOPUTE/NIbHO» eCTaBUTCA B C/lyyae:.HEBbINOJHEHUA MNPAKTUYECKUX 3aHATUN;
He3HaHWA 3Ha4YMTeNbHOW YacTU NPOMAEHHOro MaTepuana; He
BNageHun NOHATUNHbBIM annapaTtom ANCUNNAWHBI;




CYWeCTBEHHbIX  OWWOOK  MNpU  U3NOXKEHUM  y4yebHOro
MaTepuana; HeyMeHuUA CTPOUTb OTBET B  COOTBETCTBMWU CO
CTPYKTYPOW M371araemoro BONpoca; HeyMeHuA aenatb BbIBOAbI
no wu3naraemomy MmaTepuany. KaK npasuno, oueHKa
«Heya0BNETBOPUTE/NIbHO» CTaBUTCA CTyAEeHTaM, KOTopble He
MOTYyT  NPoAO/KUTb  0bydyeHne nNo  obpas3oBaTebHOM
nporpamme 6es OONONHUTENBbHbIX 3aHATUN no
cooTBeTcTBylolWen ancunnanHe (GopmupoBaHUA U Pa3BUTUSA
KOMMEeTEHLMI, 3aKpernieHHbIX 3a [JAaHHOW AUCLUNIUHOW).
OueHKa «HeyA0BNEeTBOPUTE/IbHOY BbICTAB/SAETCA TAKMKe, ecun
CTYAEHT Mnoc/iie Hayana 3a4yeTa OTKa3a/icA ero caasBaTb WM
Hapywwun npasuna cgayv 3adeTa (cnucbiBan, NOACKasbiBan,
06MaHOM MbITAaNCA NONYYUTL BOslee BbICOKYIO OLLEHKY U T.4,.).

4. TunoBble KOHTPO/JIbHbIE 3a4aHUA UZIN UHDIE MaTepUuaibl

4.1. Mpomexcymoynas ammecmayus (3a4em)

Koabi
A < Pe3ynemamei oceoeHusa OINOI
KomneTteHuun/ .
CodepicaHue KomnemeHyuli/uHOukamopoe
MHAWKATOPOB
MK -2 o[[K -2.2 VYmeeT BblbMpaTb COBpPEMEHHbleE UHPOPMALMOHHbIE
MK -3 TEXHO/NIOTMW U  MPOrpamMMHble CpPeacTBa, B TOM YWUCAE OTEYECTBEHHOrO

NPOM3BOACTBA, NPY pelleHnm 3a4a4 NpodeccMoHaNbHOM AeATeNIbHOCTH.

o[I[K -3.1 3HaeT OCHOBbl CUCTEMHOIO  AAMMUHWUCTPUPOBAHMUA,
agMuHuctpuposaHma CYB[, coBpemeHHble CTaHAApTbl MHPOPMALMOHHOrO
B3aMMOAENCTBUA CUCTEM.

o[IK -3.4 VYmeeT BbINOAHATb  NAPAMETPUYECKYID  HACTPOMKY

MHd)OpMa LMOHHbIX CUCTEM

4. Tunoswie KOHTPOJIbHBIC 3a/IaHUSl U UHBIC MaTEPHAJIbI

4.1. TunoBble 3alaHUA IJIS IPOMEKYTOYHOI'0 KOHTPOJISA

e YCTaHOBHTH U 3amycTUTh nporpamMmy Oracal VirtualBox.

e YCTaHOBUTH Ha BUPTYAIbHYIO MAILMHY CETEBYIO OIIEPALlUOHHYIO CUCTEMY.

e V3yuuts yrunuty nuarnoctuku TCP/IP IPconfig.

e Ha3HauuTh CBOCH BUPTYaIbHON MAIMHE 3aJaHHBIE CETEBBIC TAPAMETPBI.

OOBbeMHUTD B CETh BUPTYAJIbHYIO MAIIMHY U (PU3UIECKUN KOMITBIOTED.

e [TpoBepuTh BOBMOXKHOCTB CBSI3U MEXKAY (PU3NIECKUM KOMITBIOTEPOM U BUPTYaJIbHON MALTHHOM.

VY3HaTh UM PU3NIECKOTO KOMIIBIOTEpPA U Ha3BaHUE paboyel rpyIIbl.




e V3MeHUTH UMS BUPTYaIbHON MAIlIMHBI U BBECTU €€ B pabouyto rpymiy Gu3ndeckoro
KOMIIBIOTEpA.

e [IpoBepuTh CIOCOOHOCTH CBSA3M 110 UMEHAM Y3JI0B.

e OrnpenenuTb, HAXOAATCS iU JiBa y371a A v B B 0HOM noiceTy WK B pa3HbIX MOJCETIX, €CIU
azpeca KoMIbloTepa A v KoMIibioTepa B cooTBeTCTBEHHO paBHbI: 26.219.123.6 n 26.218.102.31,
Macka nojacetu 255.192.0.0.

e OnpenenuTh KOIMYECTBO U Anana3zoH [P-anpecoB B moaceTH, €Ciii H3BECTHBI HOMEP MOJICETH U
Macka IMOJICeTH

e Opranuzaruu BeigeneHa ceth kinacca C: 212.100.54.0/24. TpeOyeTcst pa3ienuTh JaHHYIO CETh Ha
4 mozceTy ¢ KOIMYECTBOM Y3JI0B B Kax ol He MeHee 50. Onpenenutb Macku U KOJIMYECTBO
BO3MOXKHBIX 8/IPECOB HOBBIX ITO/ICETEH.

e [lepemectuts BupTyanbHyio MamuHy ¢ Windows XP B Ipyryro mojuceTb ¢ HOMEpoM
192.168.2.0/24

e Hactpouts BupTyansnyto mamuay ¢ Windows Server 2003 B kauecTBe MapIIpyTHU3aTopa.

e OcyIiecTBUTh MOAKIIOYEHNE BUPTYanbHOH MammHbl ¢ Windows XP k ¢puzndyeckomy
KOMITBIOTEPY Yepe3 MapuIpyTH3aTop.

e Ha3HauuTh cepBepy CETEBbBIC MapaMeTphI.

e Ycranosure DHCP-cepBep Ha BUPTyaJIbHON MalllMHE.

e Coznath obmacte aeiictBust DHCP-cepBepa co cienyromum quama3zonom [P-anpecos:
192.168.1.11 — 192.168.1.100.

e [IpoBeputs pabory DHCP-cepsepa.

¢ 3apesepBupyiiTe s pabouelt crannuu nmocrosHHbINA [P-aapec 192.168.1.20.

e 3apesepBuUpyiTe s paboueli cTaHuU aapec BHE Tekymiel oomactu aevicrus DHCP-cepepa.
e Hacrpoiite monutopunr DHCP-cepsepa.

e Ycranosure cepsep DNS Ha Buptyansuyro mamuny ¢ Windows Server 2003.

e Co3paiiTe 30HY MPSIMOT0O MPOCMOTPa Myzone.ru.

e [Iporectupyiite paboty ciayx6s1 DNS.

e Co3pmaiiTe 30Hy 0OpaTHOro npocmotpa (s mpeodpazoBanust [P-anpeca B tomeHHOE UMS).

e CoznaiiTe MCEBIOHUM JUIS y3J1a Server.myzone.ru.

e [Iporectupyiite paboty ciayx6s1 DNS.

o CxoH(puUTrypHupyiTe KIUEHTA IS UCIIONb30BaHMsI CITy>kOb1 DNS.

e 3amaiiTe pa3pelnieHrue MeH ¢ ucnonb3zoBanreM ¢aitza HOSTS mis ciydaeB orkaza ciayx0et DNS
U JJ15 BO3MOKHOCTH HCIOJIb30BaHUS KOPOTKUX UMEH MPH JOCTYIE K YJAICHHBIM Yy3JIaM.

e YCTaHOBHTH Ha cepBepe Ciryxk0y karaimora Active Directory, co3nate 1omeH mydomain.ru.

e [IpocMoTpeTh CO371aHHBIN IOMEH.

e [IpoBeputh padoty ciayx0b1 DNS ¢ momombio ocHacTku DNS.

e CoznaiiTe TOMEHHYIO YUETHYIO 3alHCh JIeKaHa.

e Vckmounrte YUYCTHYIO 3allUCh ACKaHa U3 I'pyHIlbl aAMUHUCTPATOPOB.



e PaspemnTh yd4eTHOI 3amucu JeKkaHa OCYIIECTBISATh BXO Ha KOHTPOJIJIEP JOMEHA, HE BKJIIOYAst €ro
B IPYIILY aIMUHHCTPATOPOB.

e Cozpmaiite rmobansuyto rpymnmy Teachers (IIpenomgaBaTenm)

¢ Jlo6asbte B rpymnmy Teachers (IIpenogaBatenu) uieHa rpymnmbl — y4eTHYIO 3alIUCh JeKaHa.

e 3ajaiiTe ceTeBbIC MapaMeTphl pabouell CTaHIINH.

e Y0enuTech B BOSMOXKHOCTH YCTAHOBJICHUSI CBSI3U MEX]ly KOHTPOJUIEPOM JIOMEHA U padoueit
CTaHIMEN.

e Brirounte pabouyro CTaHIIMIO B IOMEH.

e Ha paboueii cTaHIIUM BOWIUTE B CUCTEMY ITOJ] OJTHON M3 IOMCHHBIX YUETHBIX 3aIUCEH.

e Ortkpoiite o0umit noctyn Kk namnke Users, pacnolokeHHOM Ha cepBepe. [lanka Oyaer ciyXuTth s
BPEMEHHOT0 pa3MelieHus (GailioB Bcex Mmoyib3oBaTeneil cet. B Heil 11000 moib30BaTeNNb CETH
CMOXKET COXPaHSATh CBOU (DailyIbl M TTAIKU, TPOCMATPUBATh €€ COACPKUMOE, HO HE JTOJKEH UMETh
MpaB Ha U3MEHEHHE I0CTYyNa K HEM.

e [lonyuure goctyn k nanke CTyAeHTHI ¢ pabodeil CTaHIIUU JOMEHa.

e [lonximounTe o6myto nanky CTyIeHThl Kak CEeTeBOM JUCK.

e I3yunTh ncnonp3oBanre KoMaHabl Run As.

VY panute pabo4yro CTaHIIUIO U3 JOMEHA.

e 3anaiiTe B JOMEHE MOJIUTHUKY, B COOTBETCTBUH C KOTOPOW Ha YPOBHE BCETO IOMEHA IIPHU YCTaHOBKE
MapoJis MOIH30BaTENs TPEOOBATIOCH OBI ClIeMyIOIIEee:

JUIMHA NIapoJisd — HE MeHee 8 CUMBOJIOB;

I0JIb30BATENIb HE MOYKET YCTAHOBUTH HU OJIMH U3 TPEX MPEbIIYLINX Mapoiei;

napoJib JOHKEH OTBEYaTh TPEOOBAHMSIM CII0KHOCTH;

MaKCHUMaJbHBIN Bo3pacT napoist — 60 qHei.

¢ 3anaiiTe MOJIUTUKY Ha YPOBHE BCETO JJOMEHA, BHIMOIHSIIONIYIO OJIOKUPOBKY YUETHBIX 3alucei Ha 5
MHUHYT B TOM CIIy4ae, €CIM MOJIps ObLUIO CeTIaHO HE MEHee TPeX OMIMOOK BXOJIa B CUCTEMY.

e CoznaiiTe opranu3zanioHHOe Toapazaenenue StudentSecurity.

e 3ajaiiTe MOJIMTUKY Ha YPOBHE OpraHU3allMOHHOrO mojapaszaencHus StudentSecurity,
3aIpelaroIlyl0 MEHATh KApTHHKY pabo4yero CToja 1 3arpyXKarollyro OO0 Ul BCeX KapTUHKY.

e YcraHoBHTH ceTeBoii aHanm3aTop Network Monitor.

¢ BEINoiHNTE MOHUTOPUHT CETEBBIX KaApoB ¢ momorisio Network Monitor.

e OCyIIECTBUTD MEPEXBAT TEKCTOBBIX COOOIICHUIN.

e YCTaHOBUTH cepBep BUPTYyanbHOH yacTHOU ceTtu (VPN).

Hacrpouts VPN-kiueHra.

e [lonbITaThCst mepexBaTuTh coodienus B VPN-noakmoueHun.

4.2. KoHTpobHbIE BONPOCHI TEKYLIEr0 KOHTPOJIS

Kak y3Hathb (usnyeckuii aapec KoMIbroTepa?



e HyxHo 11 nepe3anyckatb KOMIBIOTEP, YTOOBI N3MEHEHUSI BCTYIUIIU B CHITY

e KakoBa makcuMannHas minHa nMeH NetBIOS?

e Kak ¢ momMouipo yTUIUTHI ping ONpenenuTh JoCTHKUMOCTh y3na? Kakas nundopmanus,
MOJTy4YeHHAas IPU UCIOJIb30BAaHUHU YTUIIMTHI ping, CIIYKHUT OTBETOM O JOCTUKUMOCTH y31a?

e Kak ompenenuts [P-agpec ynanenHoro ysina, 3Hasi TOJIbKO €0 CUMBOJIBHOE UMsI?

e Kak u3MeHuTh pa3zMep makera yTHIUTHI ping?

e Kakum moxet ObITh [P-anpec y3na? Ykaxxure HeBepHbIe BapuaHThl [P-anpec. OTBeT o0ocHYyiTE.
e Kakoii MOXkeT ObITh MacKa MojceTH? Y KaXuTe HeBEpHbIe BapruaHThl. OTBET 000CHYITE.

e MOXxHO 11 cienyrolue noaceTn pa3nenuth Ha N nojacereid. Eciny 3T0 BO3MOXHO, TO YKaXKHUTe
BapHaHTHI pa30MEHUs C MAKCUMAJIbHO BO3MOXHBIM KOJIMYECTBOM IMOCETEH HIIN Y3JI0B B KaXK 01
noacetn. OTBET 0OOCHYHTE.

e J[ns yero nmpennazHadena ciuyx6a DHCP?

¢ Uro 03HayaeT TepMHUH «apeHja aapeca»?

L4 Z[J'IH KaKHUX KOMIIBIOTCPOB CCTU CIICAYCT IIPUMCHATL PE3CPBUPOBAHUC az[peca?

Kaxoit [P-anpec nutto3a no ymonuanuro onpeaenstor st noacetu DHCP-cepsepa?

JUis1 yero npeaHazHavyeHbl IpsMble U 0OpaTHBIE 3alpOChl TOUCKa?

e OnumuTe Ha3HaueHue KOMIIOHEHTOB DNS: 30Ha, cepBep UMEH, JOMEHHOE ITPOCTPAHCTBO UMEH.
e Ha3oBuTe OCHOBHBIE TUIIBI 30H U UX Ha3HAYCHHUE.

e Ha3oBuTe OCHOBHBIE ITPaBUJIa UMEHOBAHUS JJOMEHOB.

e KakoBa MakCUMaJIbHO JOIYCTHMasl JIMHA UMEHU AOMEHa?

e KakoBa MakcMMaJIbHO JomycTuMas aiuuHa uMeHn FQDN?

e OnuImuTe pa3nuyus MeXy padodel TpymIoi U TOMEHOM.

e KakoBo ocHoBHoe paznuuue mexay OC Windows XP u Windows Server 2003 ?

e BO3MOXHO /11 cO371aTh JOMEH B CETH, I'JIE BCE KOMIIBIOTEPHI CETH padOTAIOT 101 yIIPaBICHUEM
OC Windows XP?

e JlaiiTe onpenesieHre KOHTPOJUIEpa JOMEHA.

e [lepeuncnure u3BecTHbIC BaM BCTPOEHHBIE YYETHBIE 3AIIMCH TOJIB30BATENIEH U IPYIIII
I10JIb30BaTENEN JOMEHA U ONUIINTE X Ha3HAUYECHUE

e OnuumTe pazanuus MEX1y JOKAIbHON U TOMEHHON YYETHBIMU 3aIIUCSIMU.

e C KaKoH LIEIbI0 CO3/AAI0T IPYIIIBI ITOJIb30BATENEH ?

e OOBsCHUTE Ha3HAUCHHE JOKAIBHBIX, IT00ATBHBIX U YHUBEPCATBHBIX TPYIIIL.

¢ OOBsicCHUTE Ha3HAUEHHE TPYII O€30MaCHOCTH M TPYII PaclpOCTPaHECHUSI.

e JlaiiTe onpeneneHue U NPUBEIUTE IPUMEPHI JUIsl CIEAYIOLUX TEPMUHOB: «IIpaBa
10JIb30BaTENEN», (IIPUBUIIETUHU TI0Ib30BATENEH», «Pa3pelIeHHs] 1OCTYyIIa I10JIb30BAaTEIE.

e [lepeuncnure U3BECTHHIE BAM BCTPOCHHBIE YUETHBIE 3aIIMCH M0JIb30BATENEH U TPy
10JIb30BaTENIEN JOMEHA U OIUIINTE X Ha3HAUYEHUE.

e B Kkakyro BCTPOEHHYIO I'PYIILY [10Jb30BaTENEH, OTINYHYIO OT IPYIIIbI 3 AMUHUCTPATOPOB, HYKHO

BKJIFOYUTH YYCTHYIO 3aI11Ch, YTOOBI II0JIH30BATENL MOT OCYHICCTBJIATH BXOI Ha pa60qy10 CTaHI_[I/IIO?



CymiecTBYIOT JIM Ipyrye CrocoObl cIenaTh 3TO?
e Kak 3anpeTuTh BX0J B CUCTEMY B BBIXOJIHbIE THU U Hepabouee Bpemsi?
e Kak orpaHM4uTh CPOK ACHCTBUS YUETHOM 3amucu?

e Kak OTKIIIOYUTH YUETHYIO 3allUCh COTPYIHUKA, HAIIPUMED, BO BpeMst €ro 0oJe3Hu?

Kak onpenenuts, SBIsSETCS JIM KOMIBIOTEP WICHOM JIOMEHA Uil pabodeil rpynmsi?

Kakwue pa3penienus cymecTByrOT sl OOIIUX Marnok?
e Kak oTMeHUTh HacieA0BaHNE CBOWCTB 00BEKTa OT POIUTENILCKON ManKu?

o J[ns1 KakuX 1enel UCroib3yeTcs ceTeBoi ananu3arop Network Monitor?

Kakwue Buabl puinbTpoB mo3Bosnser npuMeHsaTh Network Monitor?
4.3. KoHTpOJIbHBIE 32JaHUSI HTOTOBOT0 KOHTPOJIsI

e [lapametpsl cBoticTB mpoTokosnia TCP/IP koMIbroTepa TOKaIbHOM CeTH OBLITM HACTPOSHBI
Bpy4Hyto.ITocie 3Toro KOMIeIOTEp MOXKET YCTAHABIMBATH COSTUHEHHE C JTFOOBIM KOMITBIOTEPOM
BHYTpPEHHEH CeTH, HO OMITbIOTEPHI YAAJIEHHOM MO/ICETH OCTAIOTCS HEAOCTHKUMBIMU. OOBSICHUTE, B
yeM rpolsiemMa 1 Kak ee yCTpaHUTh.

e Kakas yrunura onpezenser ums ysna?

e Kakoii [P-agpec BbI JaauTe NUII03Y MO0 YMOJIYAHUIO IJI1 KOMIIBIOTEpa-apeHiaTopa ajpeca,
HaxoJsAIIerocs B Apyrou mojaceru (mMacka 255.255.240.0), ecnu IP-angpec DHCP-cepBepa
201.212.96.1, a macka moacetn 255.255.240.0?

e Kaxkoit [P-aapec nutro3a no ymomganuto Bbl onpeaenute ais noaceru DHCP-cepsepa, [P-aapec
kotoporo 201.212.96.1, a macka noacetu 255.255.240.0?

e YCTaHOBHTE COOTBETCTBHS MEXKIy TPOTOKOJIAMH H BBITIOIHAEMBIMU UMH () YHKIIHSIMHU.

e C KaKoi LeIbI0 UCTIOIB3YIOT HECKOJIBKO CEPBEPOB UMEH?

e [IpuBeaure npuMepsl UCIIOIB30BaHUS YTUIUTHI nslookup.

e MosxHo u ogHoMmy IP-anpecy Hy»HO mprcBOUTH HeCKOJIbKO uMeH? [lepeunciauTe Bce CriocoObl.
e J[ns wero ucnonwiyercs daitn HOSTS?

¢ B xakom mopsijike Hy>)KHO pacnonararh 3anucu B ¢aitie HOSTS — yrnopsigoueHHbIMEU 10
KaKOMY-JTH0O0 MapaMeTpy Wi TPOU3BOIHHO?

e Yro 03HAayaeT TEPMHUH «U30JIMPOBAHHBIINY cepBep?

e OnuummuTe pazanuus Mexay padodeil rpynnoi u JOMEHOM.

e [louemy BcTpoeHHas ydetHas 3anuch Guest (I'ocTh), kak mpaBuiI0, ObIBaCT OTKIIOUCHA?

e HazoBuTe anuHy naposisi MUHUMaJIbHO PEKOMEHIYEMYIO U MaKCUMAaJIbHO BO3MOXKHYIO.

e Kak u3MeHUTh Napoib MOIb30BaTENS?

Kax 3aMpeTUTh USMCHCHUEC I1apOJIsd MoJIb30BaTeIeM?
e KakoBrl MMOCJICACTBHA YIAJICHUA rpynnbl?
e MOXET M MOJIb30BaTEeNb 3alpeTUTh JOCTYII AIMUHUCTPATOPY K cBoel manke? CMOXKET JIH

aJIMUHUCTPATOP B 3TOM Ciy4yae BEpHYTh MpaBa?



e OnummuTe npaBa CyObeKTOB A0CTyIa — Bianenen u AAMUHHCTPATOP.
o Kakas yrunura, He TpeOyromiasi CMEHbI M0Ib30BaTENs, TO3BOJISET BBIINOIHATD JCHCTBUS OT HMEHH
JIPYroro mnojab30BaTens?

e JlaiiTe onpenesieHUE TPYNIIOBOM MOJUTUKH.

K kakum o0beKTaM MOKHO IPUMEHUTD I'PYIIIOBBIE OTUTUKH?

e ['11e pacnonoxeH 00BEKT JIOKATBLHON TPYIIOBON MOJTUTUKH?

e [IpuBeaute mpuMepsl HEJIOKATBHBIX 00BEKTOB IPYNIIOBON MOTUTHKH.

¢ B yem pa3zHuia Mmexny KOHQUTrypallnOHHBIMU U M0JIb30BATEILCKUMU MTapaMeTpamu?
e [lepeuncnure TpeOOBaHUS K CIOKHOMY HapoJIIoO.

e Jlns yero ciayxut VPN?

e Ha3oBuTe MpoTOKOJBI ayTeHTU(PUKALNH, TpUMeHsseMble B VPN.

Kakum o6pazom B coenuHernn VPN MoxHO BbIOpaTh mpoTtokon coeaunenust — PPTP wmu L2TP?

e Kak 3amuinaroTcst nakerol, nepegaBaembie o VPN?
4.4. Bonipocsl K 3a4eTy N0 JUCHUIIJIMHE

03az[aq1/1 " ek CETCBOro aAMUHUCTPUPOBAHUA. bazoBriii Ha60p CCTCBLBIX CJ'Iy>I(6

KOpPIIOPAaTUBHOM CETH.
eMonenu MexcereBoro Bzaumozeicteus (Mmoaens OSI, monens TCP/IP -DARPA).

¢0030p peaaxiuii 1 GyHKIHOHATBHBIX BO3MOXKHOCTEH cuctembr Windows Server
2000/2003.

eYCcTaHOBKA 1 HayajllbHas HaCTpOﬁKa CUCTCMBI. BH60p pexxuMa yCTaHOBKHU. HHaHI/IpOBaHI/IC

n HpI/IO6peTeHI/Ie CHUCTCMBI.

e[Iporokon TCP/IP. OcHoBsl ¢pyHkunonupoBanus nporokona TCP/IP  (IP- ajpec,
Macka IoJICeTH, OCHOBHOM 1uTt03; TUIIEI [P-anpec; Kiacchl aqpecHOro NpoCcTpaHCTBa; ITYOJHUYHBIC
u npuBatHble [P-anpeca; orobpaxenus [P-anpecos Ha ¢pusnueckue agpeca; 1ejIeHUe Ha MOJICETH C

TIOMOUIBIO MAaCKH ITOJCETH.
eBgeaenue B [P-mapmipyruzanuto; moaaep:kka TabauIl MapIipyTH3aluu.

oCnyxx6a DNS (mpocTtpancTBO UMEH, JOMEHBI, 30HBI; KOMITOHEHTHI cITy>kOb1 DN'S;

npoctpaHcTBO UMEH DNS NHTEpHET.
eJIuarnoctuueckue yrmmtsl TCP/IP u DNS.

oCnyx0a karanoroB Active Directory. Mogenu ynpanenus 6e3onacHoCcTbiO «Pabouas



rpynmna» u «JlomenHas monenby». Haznauenue ciyx6n1 katasioroB AD. IIpotokon LDAP.
OcCHOBHBIE TEPMUHBI U TIOHATHUSA (JIec, IePEBO, JOMEH, OPTaHU3AIMOHHOE MTOIpa3IeiICHuE,

rJI00aTBHBINA KaTaor).

elIMeHOBaHME 00bEeKTOB. I[lnanupoBanme nmpocTpancTBa uMeH AD. OCHOBHBIC BapHAHTHI

CTpaTerui MIaHUPOBAHUA. Y CTAaHOBKA KOHTPOJIEPOB JJOMEHA.

eJlornueckas ctpykrypa AD. ®usnueckas crpykrypa AD, caiiTel, ynpasieHue

permmukarueir AD. Cepsepsl ' mobGansHOro Katanora 1 Xo3sieBa oneparmi.

eYIIpaBieHUE NI0JIb30BATENSMU U IPYIIIAMHU, THIIBI II0JIB30BATEIILCKUX YUETHBIX 3aIIUCEH;
Konuenmus rpynn AD (Tumnsl rpymin; 001acTb ASHCTBUS TPYII, CTPATErus CO3AaHUs U
WCIIOJIBb30BaHU IPYII). YIIpaBlieHHE OpraHN3alMOHHBIMU TOAPa3eICHUSIMH, J1eIerHPOBAHNE

NoJTHOMOYMH. ['pynnoBbie MOTUTUKH (OOBEKTHI IPYIIIOBBIX MOJUTHK).

eCucrema OezonacHoctu (mporokon Kerberos, HacTpoiika mapamMeTpoB CHCTEMBI

0€30MacHOCTH).

eba3oBbie U TMHAMUYECKHUE AUCKH, ToMa. [IpocToi TOM, COCTaBHOM TOM, YepeayIOIINICS

TOM, 3€pKaJIbHbINA TOM.

edaiinosas cuctema NTFS. 3anaun ¢aitnosoit cucremsl. NTFS npenmymecrsa nepen FAT.
Ynpasnenue goctynom K nankaM. [Togkmrouenue ceteBbix auckoB. Pazpemenns NTFS.
VYrpasneHnue J0CTyoM ¢ oMoIibio rpynmn.Cxxkatue u mudpoBaHue HHGHOPMAIIHH,

nedparMeHTaIusl.
eCeTeBble MPOTOKOIBI U CITY>KOBI.

oCiyx6a DHCP. Ilpouecc Haznauenus 1P — angpecos. OOciyxuBaHue KINEHTOB pa3HbIX [P

— CETEH.
oCnyxx6a WINS. Cnyxx6a RRAS.
eBupryanbHble yacTHbIe ceTH. TexHomoruss VPN.

e[lonnepxxka BJI AD. Onpenenenne bJl. ®aitner b1, Peseproe konupoanue AD.
Boccranosnenue AD. Jlepparmenrtanusi, nepemenienue b/1.

oCiyx06a repmunanoB Windows 2003. ®dynkuuu. Cinyx6a TepmuHanoB u nporokosn RPC.
Pexxumbl pyakumronupoBanus. CpelncTsa aiMUHACTpUpOBaHUs. Pemenns Ha 6ase cyx0

TEPMHUHAJIOB.



eMOHHTOPHUHT CETEBBIX YCTPOUCTB U cepBepoB. CpeacTBa MOHUTOPHHTA. [IpocMoTp
COOBITHIA.

° Ay,E[I/IT. HaCTPOﬁKa INOJINTUK ayauTa. CTaH,[[apTHBIe IMNOJINTUKHU ayJuTa IJIs1 KOHTPOJIJICPOB

JOMCHa. MOHI/ITOpI/IHF IMPOU3BOAUTCIIBHOCTH. I[I/ICHCT‘Iep 3aga4. Konconb ((HpOI/ISBOI[I/ITeJ'IBHOCTB».

4.5. Tunosble 3aJaHUA AJISI CAMOCTOSITEIbHON PadoThI

L{enbr0 caMOCTOSITENbHON paOOTHI ABISIETCS YCBOCHUE TEOPETHUECKUX CBEACHUH U
3aKPEIUICHUE HABBIKOB PEILLEHUs 3a/1ay.

e [TogxiarounTe K CETH TPETU KOMIIBIOTEP (BUPTYyainbHYI0 MamuHy ¢ Microsoft Windows XP).
Hapucyiite cxemy nonmydeHnHoi cetu. [IpoBepbTe BO3MOXXHOCTH CBsi3u 1o [P-aapecam.

e Jlo6aBbTe BupTyasibHyto MamuHy ¢ Microsoft Windows XP B pabouyto rpynmy. [IpoBepste
BO3MOXHOCTbH CBSI3H [0 UMEHAM Y3JI0B.

e OpraHusyiiTe NOCTOSHHBINA ONPOC (PU3NYECKOT0 KOMITBIOTEPA C OIHON M3 BUPTYaJIbHBIX MAIIUH
P MIOMOUIN YTHJIMTHI ping.

e BrIsICHUTE ¢ OJTHON M3 BUPTYAIBHBIX MAITMH UM (PU3NIECKOTO KOMIIBIOTEPA IPH TIOMOIIN
YTUJIUTHI ping.

e l3yunTe BO3MOKHOCTH YTHIIUTHI tracert.

e Vccnenyiite BO3SMOKHOCTH YTHIIMTHI netstat.

e OnpenenuTh, HAXOIATCS JIM 1Ba y371a A U B B 0HOI 1Mo/iceTr WM B pa3HBIX MOACETSIX.

1. IP-agpec xomnbroTepa A: 94.235.16.59;

IP-anpec kommbroTepa B: 94.235.23.240;

Macka noaceru: 255.255.240.0.

2. IP-anpec komnbroTepa A: 131.189.15.6;

IP-anpec kommbproTepa B: 131.173.216.56;

Macka noaceru: 255.248.0.0.

3. IP-agpec komnbroTepa A: 215.125.159.36;

IP-anpec kommbroTepa B: 215.125.153.56;

Macka noaceru: 255.255.224.0.

e OnpenenuTh KOIMYECTBO U AUANIA30H AIPECOB Y3JIOB B MOJICETH, €CIIM U3BECTHBI HOMEP MOJICETH
1 MacKa MOJICETH.

1. Homep nmonceru: 192.168.1.0, macka noaceru: 255.255.255.0.

2. Homep noaceru: 110.56.0.0, macka noaceru: 255.248.0.0.

3. Homep noaceru: 88.217.0.0, macka noaceru: 255.255.128.0.

e OrmnpenenuTbh MacKy MOJICETH, COOTBETCTBYIOIIYIO YKa3aHHOMY nuana3ony IP-aapecos.
1.119.38.0.1 — 119.38.255.254.

2.75.96.0.1 — 75.103.255.254.

3.48.192.0.1 — 48.255.255.254.

e Opranuzaiuu BelenaeHa ceTh kinacca B: 185.210.0.0/16. Onpenenuts MaCKu U KOJTUYECTBO
BO3MOXHBIX aJPECOB HOBBIX MOJICETEH B KXKIOM M3 CIEAYIOIINX BAPHAHTOB pa3/IeliCHUs Ha



MOJICETH:

1. Yucno noncereit — 256, uncio y3noB — He MeHee 250.

2. Yucno noxcereid — 16, uncino y3nos — He meHee 4000.

3. Yucno noxcerelt — 5, yncio y3noB — He MeHee 4000. B 3ToM BapuaHTe yKaXuTe HE MEHEE ABYX

CIIOCO0OB peIIeHUS.

e O6wvenunuTe a8e noacet 192.168.1.0/24 u 192.168.2.0/24 npu nomoiy MappyTu3aTopa Ha

OCHOBe BUpTyainbHOU MamuHbl ¢ Windows XP. B atom citydqae mist mpocmoTpa Tabautibt

MapLIpyTU3aLKHY, 100aBJICHUU U YAAJI€HUU HOBBIX MapLIPyTOB MPUIETCS UCIOIb30BATh

HCKIIIOYUTENIBHO YTHIINTY route.

e Ycranosure auanas3oH aapecos a1 DHCP-cepsepa 172.16.0.1 — 172.16.0.10, macka noxceTtu

255.240.0.0. ITposeprTe pabory DHCP-cepsepa.

e YCTaHOBHTE 3ape3epBUPOBAHHBIN 3a paboueii ctaniueit [P-anpec 172.16.0.20. [IposeprTe

IIOJIy4YEHUE CTaHLUEH azipeca.

e lcnonb3yiiTe BKIAJIKy aJbTePHATUBHON KOH(MUTYypallMK paboyeil CTaHIIMU Ha Cydai

otkiroueHus ciy:x0e1 DHCP. IlporectupyiiTe moiaydeHHbIe HACTPOMKHY.

e Yro Takoe aBTOMaTH4YeCKUeE YacTHbIe aapeca? IIporectupyiite ux noiydyeHue U paboTy ceTu B

ciydae, eciiu DHCP-cepBep oka3bIBaeTCsi HEOCTYITHBIM.

e VYcranoBute DNS-cepBep mis nomena faculty.ru. Hactpoiite npsmyro u oOpaTHYIO 30HBI,

MPOTECTUPYUTE CepBEP C MOMOIIBIO ocHACTKH DNS, KOMaHIHOM CTPOKU U BUPTYAJIbHOW MAIIIUHEI C

Windows XP.

e YcranoBute J0oMeH ¢ uMeHeM faculty.ru, rae koHTposiepom qoMeHa siBisercs server.faculty.ru,

IP-anpec koroporo 192.168.1.1.

e CocTaBbTe CIMCKH BCTPOCHHBIX JTOKAJIBHBIX, I7100aIbHBIX IOMEHHBIX, JIOKAJIbHBIX JTOMEHHBIX

TPYII ¥ U3YYUTE ONUCAHNE KAKJOW BCTPOSHHOM I'PYIIIIbI.

¢ 3anonHUTe TaOIUIIbI, COIEPIKAIIIE CBEIEHUS O WiIeHaX ToMeHa. TaOiauIbl JOMKHBI TOMOTaTh

IJIAaHUPOBATh U CO3/aBaTh YUETHBIE 3aMCH IOMEHA.

e [IpoBenuTe TecTupoBaHUE y4eTHBIX 3anuceil. Hampumep, usmenute cucremuoe Bpems Ha 6.00 u

MOMBITaTECh BOMTH B IOMEH O] YUETHON 3alUChIO cTyieHTa. [lonblTaiiTeck CMEHUTh MapoIib

JTAHHOW YYETHOH 3aIuCH.

e Bxitounte B 1oMeH pabodyro ctaHiuio compl.

e 3ayaiiTe Ha YpOBHE OPTaHU3AIMOHHOIO Mopa3enenus StudentSecurity mMOTUTHKY.

e Co3paiiTe oprauu3annoHHoe nojapasnaenenue TeachersSecurity. Paspermre moapasaeneHuio

n00aBIATh paboure CTAaHIIUU, HO 3aIIPETUTE MEHSATH JOMOTHUTENbHBIC TapameTpsl creka TCP/IP.

e Ha ypoBHe nomMeHa 3anpetuTh qoctyi k nanke Network Connections.

¢ V3yunTe BO3MOKHOCTH (primbTpariu kaapoB B Network Monitor.

e [lepenaiiTe HeOOIBIION TEKCTOBBIN (hailsl ¢ pacmupenueM txt B cetu 6e3 VPN (Hanpumep,

nosp3ysck mpoBogaukoM Windows). [TonpoOyiite ero mepexBatuth ¢ momoibio Network Monitor.
eHactpotite noctym k cepepy no VPN ydeTHoi 3anucu nekana (haxkyabTera.
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