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OreHOUHBIC MaTephalibl TMPEIHA3HAYEHBI JUISI KOHTPOJIA 3HAHUN OOYYaroIIUXCs 10
mucnuiuinHe «MHbOPMAIIMOHHBIE CETH MHTErPAIbHOTO OOCITY)KMBAaHUS» M MPEICTABISIOT COOOM
d)OHI[ OLOCHOYHBIX CPCIACTB, O6D3,30BaHHBII\/JI COBOKYITHOCTBIO VLI€6HO-MGTOI[I/I‘-ICCKI/IX MarepuajioB
(KOHTPOJILHBIX 3aJaHUi, OMNHCAaHWi J1abOpPaTOPHBIX pPadOT), MPEIHA3HAUCHHBIX IS OICHKH
KayecTBa  OCBOCHHSI ~ OOVYAIOIIMMUCS ~ JaHHOW  JUCIMIUIMHBI ~ KaK  YacTH  OCHOBHOM
npodecCHOHAIEHON 00pa30BaTENLHON TPOTrPAMMBIL.

Ilenb — OICHUTH COOTBETCTBHE 3HAHWH, YMEHUH W YPOBHS NMPHOOPETCHHBIX KOMIICTCHIIUH
0oOVUJaromUXCsl IeNisiM W TpeOOBaHHWSIM OCHOBHOW  00Opa3oBaTeNbHOW IPOTpPaMMBI B  XOJE
MPOBEJICHHUS Y4eOHOTO Tporiecca.

OcHoBHast 3ajaua — o0ecreynTh OIICHKY VDOBHSI chOPMHUPOBAHHOCTH
obmenpodecCHOHATBHBIX KOMIIETCHIINH, IPHOOPETAEMbIX 00YJaIOIIMMCSI B COOTBETCTBHU C STUMH
TpeOOBaHUSMHU.

KouTtpons 3HaHuit oOywarommxcs NpoBOAUTCA B (popMe TEKyIero KOHTpOJss U
MMPOMECIKYTOUYHOU aTTCCTALlUH.

Texkymmii KOHTPOJIb VCIIEBAEMOCTH TPOBOIUTCS C IENBI0 OMPENEICHUSI CTEIICHH YCBOCHHSI
V‘IG6HOFO Martrepuajia, CBOCBPEMCHHOI'O BBISABJICHUA MW YCTPAHCHUA HCEIOCTATKOB B IIOATOTOBKCE
00YYarOIIUXCs M IPUHATHS HEOOXOAUMBIX MEP IO COBEPIICHCTBOBAHUIO METOIMKH MPEIOIaBaHHS
V4eOHOM JAMCUUILTUHBI,OPraHU3alMi  PabOThl OOyYAKOMIMXCS B XOA€ VYCOHBIX 3aHITHH U
IIPOBCACHUA, B ClIydac H€O6XOZ[I/IMOCTI/I, NHANBUAYAJIBbHBIX KOHCVJ'IBTﬁHI/IfI. K KOHTPOJIFKO TCKVHIGfI
YCIIEBAEMOCTH OTHOCSTCS TIPOBEPKA 3HAHHI, YMEHUIN U HABBIKOB, MIPHOOPETEHHBIX 00YYAFOIIIUMHCS
Ha MPAKTHYECKUX 3aHATHSIX U Ja0OpaTOPHBIX paboTax.

HDOMC)KVTO‘-IHEUI arrecragusa CTyJC€HTOB I10 Z[&HHOFI JUCHUIIIIMHE ITPOBOJUTCA HA OCHOBAaHUU
PE3YJIbTATOB BBIMIOJIHEHUS M 3aIUTHI UMM JIA0OPATOPHBIX PabOT W MPAKTHYECKUX 3aHATHU. [Ipu
BBITIOJTHCHUU J'Ia6ODaTODHBIX Da6OT U TIPAKTHYCCKUX 3aHSITUN IIPUMECHSICTCA CHUCTEMA OIICHKHN
«3a4TEHO — He 3auTeHO». KoIn4ecTBO J1aOOPAaTOPHBIX DPAOOT M MPAKTHYSCKUX 3aHATHH 10
JUCIUATUIMHE OMPECNICHO YTBEPKJACHHBIM YICOHBIM TPapUKOM.

ITo uroram Kypca CTYISHTBI CIAIOT B KOHIIE cemecTpa oOyueHwus 3ader. Dopma mpoBeaeHUs
3a4era — DJICKTPOHHBII TECT B CUCTEME JIUCTAHIIMOHHOTO 00YUCHUS « AKaICMUD).

1 ITacnopt $0HIA OLEHOYHBIX CPEACTB IO AUCLUILIAHE
ITIK-4: CriocobeH pa3pabaTriBaTh AW3aiH HHPOPMAITMOHHO-KOMMYHHKAITMOHHOH CHCTEMEI

ITK-4.1. IIpoexTupyer HHPPACTPYKTYpy HHPOPMAOHOHHO-KOMMYHHKAAOHHON CHCTEMBI

3naer: [lpuHiunel noctpoeHus HHOPACTPYKTYPHl HHGOPMAIIMOHHO-KOMMYHUKAIIMOHHOM
CHUCTCMBI.

Vmeer: [IpoextupoBath HHPPACTPYKTYPY HHPOPMAITUOHHO-KOMMYHHKAIIMOHHON CHCTEMBI.

Bmageer: Mudopmaimeii 0 TEXHUYECKUX XapaKTEPUCTHKAX KOMIIOHEHT HHQPACTPYKTYpbI
UH(POPMAIIMOHHO-KOMMYHUKAITUOHHOU CUCTEMBI.

I[IK-4.2. BrmonaseT pacmmpeHne H A0pabOTKy CyIIeCTBYMOIeH HH()pOpPMATHOHHO-
KOMMYHHMKAIHOHHOMN CHCTEMBI

3gaer: Bo3moxxHble BapuaHThl MOAMGUKAINHK  CYIIECTBYIONIEH  WH(MOPMAIMOHHO-
KOMMYHHKAIIMOHHON CHCTEMBbI

YMmeer: Pacupsats 1 qopabateiBaTh CYIIECTBYIOUIYIO HHPOPMAITMOHHO-KOMMYHUKAMOHHYIO
CHCTEMY

Biageer: Heo6x0auMbIM Kpyro3opoM B 00JaCTH TEXHUYECKUX CPEACTB PACIIUPEHUS U
JopabOTKH CYIIECTBYOIIEH HH(POPMAITMOHHO-KOMMYHHKAIIMOHHON CHCTEMBI

Ne KorTpomipyemsre Kon HanMeHOBaHVe OIEHOYHOTO
/o Pa3eisl qUCIUILIMHEL KOHTPOJIUPYeMOH cpencTsa
KOMICTCHIINHA
1 Bupryanbusie nokanbhbie cetd (VLAN) I1K-4.1-3 OTyYeT 0 MpaKTUYECKOM
I[IK-4.1-Y 3aHATHH, YK3aMEH
I1K-4.1-B
[1K-4.2-3
[1K-4.2-Y
I1K-4.2-B
2 DYHKIIMY NTOBBIICHHS HAJEAKHOCTH U I1K-4.1-3 KoHTposbHbIE BONIPOCHI,




MPOU3BOIUTEILHOCTH 11K-4.2-3 SK3aMEH
3 Anpecaiysi 1 MapupyTHU3aIus I1K-4.1-3 OTuer 0 MPaKTUYECKOM
I[1IK-4.1-Y 3aHATHH, DK3aMEH
I1K-4.1-B
I1K-4.2-3
[1K-4.2-Y
I1K-4.2-B
4 KauectBo o6cmyxuBanus (QoS) I1K-4.1-3 KoHTposbHBIE BOITPOCHI,
11K-4.2-3 JK3aMEH
5 OyHKIMM obecnieueHust 0€30MacHOCTH U I1K-4.1-3 Otuet o nabopaTopHOi
OTpaHUYECHUS JOCTyNa K CETH [1K-4.1-Y paborte, OTYEeT O
[1K-4.1-B MPAKTUYECKOM 3aHSITHUH,
I1K-4.2-3 JK3aMEH
I1K-4.2-Y
I1K-4.2-B
6 TexHosornn yacTHeIX BUpTyanbHbix cered | [1K-4.1-3 Otuet o mabopaTopHOi
VPN [1K-4.1-Y pabote, sK3aMeH
I1K-4.1-B
[1K-4.2-3
I1K-4.2-Y
I1K-4.2-B

Kpurepun oreHMBaHNA KOMIIETCHIWI O PE3yJIbTaTaM 3alIUTHI JIA00paTOPHBIX padoT,
[PaKTAYECKUX 3aHATHH M CAa9d DK3aMEHA
1. YpoBeHb yCBOCHHS MaTepHaia, peIyCMOTPSHHOTO MPOrPaMMOH.
2. YMenue AHAJIIM3UPOBATH MaTCpUall, YCTAHABJIMBATH IPUIYUHHO-CIICACTBCHHBIC CBA3H.
3. KadecTBO OTBETOB Ha BOIMPOCHI: JIOTHYHOCTh, YOCIKICHHOCTD, O0IIas SPYAHIIUS.

Kpurepun npuema nabopaTopHbIX padoT:

«3aUTEHO» - CTY/ICHT IpeICTaBWI MOJIHBINA OTYET O JabopaTopHOMl paboTe, OpUEHTUPYETCS B
NPE/CTAaBICHHBIX B paboTe pe3ylbTaTax, OCO3HAHO W MPAaBHJIBHO OTBEYAET HAa KOHTPOJIBHBIC
BOIIPOCHI;

«HE 3aYTEHO» - CTYACHT HE UMEET OTYeTa O JIabopaTOpHON paboTe, B OTYETE OTCYTCTBYIOT
HEKOTOpbIe MYHKTHI 3a/laHusl HAa BBIMOJHEHHE paboThl, MPH HAIUYHM MOJHOTO OTYETa CTYACHT He
OpPUEHTUPYETCS B NPEICTABICHHBIX PE3yJbTaTax U HE OTBEYAET HAa KOHTPOJIbHBIE BOIPOCHI.

AHaJIOTUYHBIE KPUTEPHH TPUMEHSIOTCS IIPH ITPUEME OTUYETOB O MPAKTHYECKUX 3aHATHSIX.

Kpurepuu BbicTaBI€HUS OLEHOK IIPH aTTECTAlMK PE3YIbTaTOB 00yUEHUs 110 JTUCLIUIUIMHE B
BUJIEC DK3aMEHa:

- Ha «OTJIMYHO» OLIEHMBAETCS TJIyOOKOE pPACKPBITUE BOIPOCOB, IIOCTABJICHHBIX B
HK3aMEHAIIMOHHOM 3aJ]aHWH, MOHHUMAaHHHE CMBICIIA MTOCTABJICHHBIX BOIPOCOB, MOJHBIC OTBETHI Ha
CMEXKHBIE BOIIPOCHI, IIOKA3bIBAIOIINE BCECTOPOHHEE, CUCTEMHOE YCBOSHHE yUeOHOro MaTepuaa;

- Ha «XOpOILNO» OLICHWBAETCS IIOJIHOE PACKPBITHE BOIPOCOB, IIOCTABIEHHBIX B
HK3aMEHAIIMOHHOM 33J[aHWH, MOHWMAaHHWE CMBICIIA IMOCTABJICHHBIX BOIPOCOB, HO HEIOCTAaTOYHO
MIOJIHBIE OTBETHI HA CMEKHBIE BOIIPOCHI;

- Ha  «YyJOBJETBOPUTEIbHO»  OLICHUBAETCA  HEINOJHOE  PACKpbITUE  BOIIPOCOB
HK3aMEHAIIMOHHOTO 3a/IaHMsl U 3aTPYAHEHU IIPH OTBETAaX HAa CMEXHBIE BOIIPOCHI;

- Ha «HEYJOBJETBOPUTEIBHO» OLEHUBAETCS CJ1a00€ M HEINOJHOE PACKPhITHE BOIPOCOB
HK3aMEHALIMOHHOIO 3aJlaHusl, OTCYTCTBUE OCMBICIEHHOTO IPEJCTaBJIECHUS O CYIIECTBE BOIIPOCOB,
OTCYTCTBHE OTBETOB Ha JONOJIHUTEJIbHBIE BOIPOCHI.

2 IIpuMepsl KOHTPONIBHEIX BOIIPOCOB JIJIS OLICHUBAHUA KOMIICTCHITHHA
ITK-4.1-3 u ITK4.2-3
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Konuentpatopel. CermeHranmuss cetd. MocTtel. KoMMyTaTopbl JIOKadbHBIX —CETEH.
OYHKIIMOHUPOBAHNE KOMMYTAaTOPOB JIOKATbHON CETH.

Anroput™m mpo3payHoro Mocta. Tabnuubl kommyranuu. [Ipoasmwxkenue (forwarding)
kanpa. Gunbrpanus (filtering) kaapa. JlaBunnas nepenada (flooding).

Metoabl kommyTanuu. KomMmyTtanusi ¢ mpoMeKyTouHbIM XpaHeHueMm. Kommyranus 6e3
Oydepuzarumn.

Kommyrupyromass marpuna.  I[Ipou3BOIUTENBHOCT,  KOMMYTUPYIOIIEH — MaTpHIIBL.
«Hebnokupyromas KOMMYTHPYIOILIasi MaTpULIA.

KonTpomnepst ASIC. Apxurektypa ¢ pa3ieiseMol IUHOW. APXUTEKTypa C pa3ensieMon
MaMSTBIO.

ApXUTEKTypa Ha OCHOBE KOMMYTAI[MOHHOW MaTpuibl. KommyTatopel Ha OCHOBE
KOMMYTallMOHHOW  Matpuubl ¢ Oydepuzaumeii. Kommyratoppl Ha  OCHOBE
KOMMYTAIIMOHHOM MaTpPHUIIBI C apOUTPAKEM.

KommyTtaropsl ¢ BXOAHBIMH ouepensMu. KoMMyTaTOpbl C BBIXOJHBIMH OYEPEISMHU.
KommyTatopsl ¢ BupTyanbHbBIMH ouepeasMu. KoMmyTraTopbl ¢ KOMOMHHUPOBAaHHBIMH
BXOJTHBIMH U BBIXOTHBIMHU OYEPEISTMHU.

OOme NmpUHLIMIBI CETeBOro au3aiiHa. TpexypoBHeBas HepapXuueckas MOJENb CETH.
OYHKIMOHAIbHBIE BO3MOXKHOCTH KOMMYTaTOPOB.

VLAN na ocHose noptoB. VLAN Ha ocHoBe crangapra IEEE 802.1Q.

. Onpenenennsd IEEE 802.1Q. Tern VLAN 802.1Q. Port VLAN ID. IIpoasuxenne kaapos

VLAN 802.1Q.

[IpaBuna Bxonsmero Ttpaduka. I[lpaBuna mnpoaBuxeHus Mexay nopramu. [Ipasuia
UCXOAIETO TpaduKa.

Q-in-Q VLAN. ®opmat kagpa Q-in-Q. Peanuzanuu Q-in-Q.

VLAN nHa ocHOBe nopToB 1 nnpotokosioB — cranaapT IEEE 802.1v.

[TocTpoenne akTUBHOI Tomojioruu cBsizyromiero nepesa. Bridge Protocol Data Unit
(BPDU). CocrosiHust noptoB npu padote STP.

Tatmepst STP. M3menenne Tononornn. Hactpoiika STP.

Rapid Spanning Tree Protocol. Pasnuuusa mexnay coctosHusimu noptoB B STP u RSTP.
Ponu nopros. ®opmat BPDU.

beICcTpRIii IIEPEXOA B COCTOSTHUE NMPOABMKEHUA. MexaHU3M MIPEIJIOKEHUH U COTTIAlICHUM.
Mexanusm usMmenenus: tonosormu. Crommocts mytn RSTP. CoBmectumocts ¢ STP.
Hactporika RSTP.

I'pynner arpernpoBanns. CTaTU4ECKOE arperuMpoOBaHUE KaHAJIOB CBSI3H.

JluHamuueckoe arperupoBanue, Ha ocHoBe cranaapTa IEEE 802.3ad (LACP).

Anpecanus y3noB (IP-agpecanus). Mapmpytuzanus. @uzndeckue 1 JOTHYECcKUe aapeca.
®opmar nakera [Pv4. [Ipencrasnenue u crpykrypa aznpeca IPv4. Knaccosas anpecanus
[Pv4. Yactubie u myonmunbie aapeca [Pv4. Cnenmansabie [P-ampeca.

®opmupoBanue mnojcereid. beckmaccoBas aapecauus IPv4. CrocoObl KoHGUrypanuu
IPv4-anpeca.

[Ipotokon IPv6. ®@opmar 3aromoBka IPv6. IlpencraBnenue u ctpykrypa aapeca IPvé6.
Tuner anpecos IPvo6.

dopmupoBanue uaeHtTupukaTopa uatepdeiica. Cnocodsr koHpurypammu [Pv6-agpeca.
[lonsitne  mapmpyruzanuu. Ilpomecc o0paOoTku makeTa  MapLIpYTH3UPYIOIIUM
YCTPOHCTBOM.

Kommyranus tpersero ypoBHs. CTaTudeckas U JUHAMAYECKasi MapIIpyTH3ausl.

IIpumep HacTpoliku crathueckod Mapmpytusauuu [Pv4. IIporokosbl nTuHamMuYeckon
MapuIpyTHU3ALNH.

JIMCTaHIIMOHHO-BEKTOPHBIE POTOKOJIBI MapIIPYTU3ALUH.

[IpunHumn paboTsl AUCTAHIMOHHO-BEKTOPHOTO aJITOPUTMA MapIIPyTU3ALINH.

[Tpobnembl pu PYHKIIMOHUPOBAHUU JUCTAHIIMOHHO-BEKTOPHOTO aJrOPUTMA.

[Iportokon RIPvI.



32. IIpotokonst RIPv2, RIPng.

33. Mogaenu QoS. Ilpropuresanus NakeToB.

34. Knaccudukanus naketoB. MapkHpoBKa I1aKeTOB.

35. YopasneHue neperpy3kaMu ¥ MEXaHU3MbI OOCITY)KUBaHUS OYepeIeH.

3. IIprMephr KOETPOJIBLHBIX BOIIPOCOB UL OLIEHUBAHUS KOMIICTCHIHI
I1K-4.1-V, [IK-4.2-V, IIK-4.1-B u I[IK-4.2-B
1. Kakue ecTh peskuMbl BBOJIa KOMaH]l B KOMaH/HOMN CTpOKe?
2. Kak nepexirouaTbest MEXly peKMMaMH BBOJA KOMaH/ B KOMaHAHOU CTpOKe?
3. Kax BoiiTH B peXUMBI ITT00AIBHOM KOH(PHUTypaIiy, aKTHBU3UPOBATh YaCTHBIN BUJT
KOH(Urypaluuy 1 BBIUTH U3 ITUX PEKUMOB?
4. Kak OpMEHTHPOBATHCS B paHEE BBEACHHBIX KOMaHAAaX U MOBTOPATH UX?
5. Kakyro nH(popMaImo Bo3BpamaeT Komanaa ping?
6. MOHO 111, HaXOSCh HAa OJHOM yCTPOWCTBE, IONIapHO IIPOIIMHIOBATh BCE YCTPONCTBA B CETH?
7. st uero cy>kUT KoMaHa traceroute?
8. Jlyist uero cayKUT KOMaH1a mpotokon 7elnet?
9. Kak 3azgatp uMs xocta?
10. Kakyto nH(popManmo MOKHO TOCMOTPETh KOMaHAaMH Show B 10JIb30BaTEILCKOM pexnume?
11. Kakyto nHpOpMaLnIO MOXKHO TOCMOTPETh KOMaHAaMi Show B IpUBHIIETHPOBAHHOM pEKUME,
HO HEJb35 IOCMOTPETH B M0JI30BATEIBCKOM PEXUME?
12. Kak nomHsATh HHTEp(DENC U ONPEEIUTh €r0 COCTOSTHUE?
13. Kak HazHauuts IP aapec Ha unTepdelic u yoeauTbes, 4To OH Ha3HaueH?
14. ITouemy MOTyT HE IPOXOJUTH IMHIM MEXKIY yCTpolcTBaMnu?
15. Kak nprocTaHOBUTh U BO30OHOBUTH 1elnet-ceccuto?
16. Kak 3akpeiTh Telnet coenunenue?

3. ®opMEI KOHTPOIIS

3.1. ®opMH TEKyLIEro KOHTPOILA

Tekymwii KOHTPOJIb IO TUCHUILUTUHE POBOAUTCS B BHUJIE TECTOBBIX OIPOCOB IO OTIACIHHBIM
TEMaM OUCHUILINHBI, IIPOBCPKU 33}13HI/II>1, BBIITIOJIHACMBIX CaAMOCTOATCIIBHO IIPU IMOATIOTOBKE K
7a00paTOPHBIM PabOTaM M Ha MPAKTUYECKUX 3aHATHIX.

3.2 ®opMEI IPOMEXYTOYHOI'0 KOHTPOIIA

dopma MPOMEKYTOYHOTO KOHTPOJIS MO IMCUHUIUIMHE — 3alluTa JIadOpaTOPHBIX PaboOT H
OTYCTOB O NPAKTUUYCCKHUX 3aHATUAX.

3.3. ®opMEI 3aKIIIOIUTEIIHLHOTO KOHTPOIIS

dopma 3aKITIOYUTEIEHOTO KOHTPOJIS 110 AUCIUILINHE — SK3aMEH.

4. Kpurepuii 10IIyCKa K 3a49€Ty

K 3a4CTy AONMYCKAIOTCA CTYACHTBI, 3alllUTUBIINC KO JHIO ITPOBCACHUA 3a4€Ta IO paCIIMCAaHUTIO
9K3aMEHAIIMOHHOW CECCHH BCE Ja00paTOPHBIC PadOTHI U IPAKTHYECKUE 3aHSTHSL.

CTYI[CHTBI, HC 3allIUTUBIINC KO JHIO IMPOBCACHUSA 3a4€Ta 110 pacCliMCaHHIO 3K3aM€HaHHOHHOﬁ
CecCMH XOTs Obl OJHY JIaOOpaTOpHYI padOTy WIIM OJHO INPAKTUYECKOE 3aHSATHE, Ha 3a4eTe
MOJIYYal0T OICHKY «HE 3a4TeHO». PemieHne o MOBTOPHOM 3aueTe W CPOKaxX IMPOBEICHUS 3adeTa
OpUHUMAeT JIeKaHaT I[0Cji€ JIMKBHJALMM  CTYJCHTOM HWMEIOLICHCS  3aJI0JDKEHHOCTH 110
71a00paTOPHBIM padOTaM U MPAKTUYECKUM 3aHATHUSIM.
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