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1. CANUCOK TEOPETUYECKWUX BOMNPOCOB K 3AYETY

e 337241 U LIETU CETEBOT0 aAMUHUCTPUPOBAaHUS. ba3oBbIii HAOOP CETEBBIX CIYKO KOPIIOpaTUBHON

CETH.
e Mogenu mexcereBoro Bzanmoaeiictsus (Mmoaens OSI, mogens TCP/IP -DARPA).
e O030p penaknmii 1 QYHKIIMOHATHHBIX Bo3MOXKHOCTel cuctembl Windows Server 2000/2003.

e YcTaHOBKA M HadaJbHas HaCTPOﬁKa CHCTCMBI. BBIGOp PECKNMa YCTAaHOBKHU. HJ'IaHI/IPOBaHI/Ie u

pUOOPETEHUE CUCTEMBI.

e IIporokon TCP/IP. OcHoBsl ¢yHKIIMOHMpOBaHus nporokona TCP/IP  (IP- ajpec, Macka
MOZICETH, OCHOBHOM 1ILTI03; THITEI [P-afpec; Kiacchl aqpecHOro npocTpaHcTBa; MyONWYHbBIE U
npuBaTHble [P-anpeca; orobpaxenus IP-agpecos Ha ¢pu3mueckue aapeca; JeJIeHUE HA MTOJICETH C

MTOMOILBIO0 MACKH MOJICETH.
e Beenenue B [P-mapmpyrusanuio; noaaep:kka Tabiaui MapuipyTu3auy.

e Ciyx6a DNS (mpocTpanCcTBO HMEH, IOMEHBI, 30HBI; KOMITOHEHTHI CiIy)0b61 DNS; npoctpancTBo

umén DNS UnuTepner.
e Jluarnoctuueckue yrunutel TCP/IP u DNS.

e Cnyx0a xatanmoros Active Directory. Monenu ynpasnenust 6e3onacHocTbio «Pabouas rpynmna» u
«Jlomennas monenby». Haznauenue cinyx0bl katanoroB AD. IIporokon LDAP. OcHoBHBIE TEPMUHBI

W IIOHATHA (J'ICC, ACPEBO, JOMCH, OPraHNU3allMOHHOC ITOAPA3ACIICHUC, r100aIbHBINA KaTanor).

e lImeHoBanue 00bekToB. IlnanupoBanue npoctpancTsa uMeH AD. OcHOBHBIE BapHAHThI

CTpaTeruil JIaHUPOBAHUA. Y CTAaHOBKA KOHTPOJIJIEPOB JOMEHA.

e Jlornueckas crpykrypa AD. ®usnyeckas ctpykrypa AD, caiiTel, ynpasieHue perummkanued AD.

Cepsepsl ['mobansHOr0 Karagora u Xo3se€Ba ornepariui.

¢ YmpaBiieHHE TIOJIb30BATENSMU U TPYIIIaMH, THITBI TIOJIH30BATENIbCKUX YUETHBIX 3aIHCei;
Konnenmus rpynn AD (Tumsl rpynim; o0nacTs AeMCTBUS TPYII, CTPATETUsl CO3AaHUS U
WCIIONIb30BAHUS TPYII). YIIpaBieHHe OpraHu3alliOHHBIMU MOpPa3IeICHUSIMH, JeJIeTUPOBaHIE

nonHoMounil. ['pynmnoBbie monUTUKH (0OBEKTHI IPYIIIOBBIX MOJIUTHUK).

e Cucrema 6e3onacHoctu (nporokon Kerberos, HacTpoiika mapamMeTpoB CUCTEMBI O€30IIaCHOCTH).



e ba3oBbIe U AMHAMUYECKUE TUCKHU, TOMA. [IpOCTOil TOM, COCTaBHOI TOM, YEPEAYIOIIMIACSA TOM,

3€pKaJbHbIA TOM.

o ODaitnosas cucrema NTFS. 3anaun daiinosoit cucremsl. NTFS npeumymectBa nepen FAT.
VYnpasnenue goctynom k nankam. [logkmouenue cereBbix nuckoB. Pazpemenns NTFS.
VYmpasieHnue A0cTynoM ¢ nmomotisio rpymm.Cxatue U mudpoBanue nHPOpPMaIINUH,

nedparMeHTaIusl.
e CeTeBbI€ MPOTOKOJIBI M CITYXKOBI.

e Cnyxx6a DHCP. ITponecc naznauenus [P — agpecos. O0cnyxuBaHue KIMEHTOB pa3HbIX [P —

CCTEH.
e Ciyx6a WINS. Cryxx6a RRAS.
e BupryanbHbie yacTHble ceTH. TexHnonorus VPN.

e Tlognepxka Bl AD. Onpenenenue bJl. ®aiiner BJI. PezepsrHoe konmmpoBanue AD.
Boccranosnenue AD. Jlepparmenrtanusi, nmepemenienue b/1.

e Cnyxo6a repmuranioB Windows 2003. ®yukmuu. Cayx6a TepmuHaioB 1 mporokon RPC.
Pexxumebr pyrkimonupoBanus. CpencTBa aIMUHUCTpUpOBaHus. Pemenus Ha 6ase ciry:x0

TEPMHHAJIOB.
e MOHUTOPUHT CETEBBIX YCTPOUCTB U cepBepoB. CpeacTBa MoHuTopuHra. [IpocMoTp coOBITHIA.

e Aynut. Hactpoiika nonutuk ayauta. CtaHaapTHbIE OJUTUKU ayIUuTa JUIsl KOHTPOJUIEPOB

JoMeHa. MOHUTOPUHT Pou3BoAUTENBHOCTH. ucneruep 3aaad. Koncons «IIpon3BOIUTETBHOCTEY.

2. METOOAUYECKUE YKA3AHUA K IABOPATOPHbIM PABOTAM

MNepeyeHb  nabopaTopHbix  paboT nNo  AUCUMNINHE  «KAAMUHUCTPUPOBAHME B
MHPOPMALMOHHbBIX CUCTEMAXY.

° MapuwpyTtmsauma B IP-ceTax
° DHCP-cepBep: ycTaHOBKa v yrnpasaeHune
° DNS-cepBep: ycTaHOBKa 1 ynpasneHune

° Co3gaHue M agMUHUCTPUPOBAHME YYETHbIX 3anuceit NoNb30BaTeENEN U TPyNn

° CeteBow aHanusaTop Network Monitor n cetn VPN

MeTogmnyecKkme yKasaHuaA K nabopaTopHbiM pabotam no AucumnimHe «KAAMUHUCTPUPOBaHKNE
B MHOOPMALIMOHHbBIX CUCTEMAX)» NpeacTaBaeHbl B nsgaHuax PrPTY:

1. «AgMuHUCTpupoBaHue B MHOOPMALMOHHbBIX CUCTEMAX»: METOAUYECKME YKasaHuAa K
nabopaTtopHbiM paboTam M MNPaKTUYECKMM 3aHATMAM / PA3aH. roc. pagMoTexH. YH-T. UM.
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3. METOQMYECKUE YKA3AHWNA ONA CAMOCTOATE/IbHOW PABOTDI
OBYYAIOLLUXCA NO OCBOEHUIO ANCLIUN/INHDI

N3yueHune gucumnamHbl «OnepaumoHHbIE CUCTEMBI MPOXOAUT B TeYEHME OAHOro cemecTpa.
OCHOBHble TeMbl AUCUUMNINHBI OCBAaUBAKOTCA B XO4Ee ayAUTOPHbIX 3aHATUIN, OAHAKO Ba*KHas Po/b
OTBOAMTCA U CaMOCTOATeNbHOM paboTe CTyAeHTOB.

CamoctoATenbHaa pabota Kak Bug y4vyebHOM paboTbl MOXKET MCNo/Ab30BaTbCA HA
nabopatopHbix paboTax, a TaKXKe WMeTb CaMOCTOATENbHOE 3HaYeHWe — BHeayAWUTOpPHaA
camocTtonaTenbHaa paboTta obyyarowmxca — nNpu NOAroToBKE K NabopaTopHbim pabotam, npu
nogrotoske K guddepeHUMpoBaHHOMY 3a4eTy.

CamocTtonaTenbHaA paboTa BKAOYaET B ceba cnepytowme sTanbl:

® K3yyeHWe TeopeTnyeckoro matepuana (paborta Hag KOHCMEKTOM NIeKLUN);

® CaMOCTOATe/IbHOE M3y4YeHUe AO0MONAHUTENbHbIX MHGOPMaLMOHHBIX pecypcoB (aopaboTka

KOHCMEKTa NeKkuun);

e BbINO/IHEHME 3a4aHMI TEKYLLEro KOHTPOAA ycneBaemocTu (MOAroToBKa K 1abopaTopHbIM

paboTam);

e UTOroBas aTTecTauma no gucumnivHe (NOAroToBKa K anddepeHuMpoBaHHOMY 3a4eTy).

4. PEKOMEHOALIMM NO NNAHUPOBAHUIO U OPTAHU3ALIUM BPEMEHM,
HEOBXOAUMOTO ANA U3YYEHUA AUCLUUNIUHBI. ONMUCAHUE NOCNEAOBATE/IbHOCTU
DENCTBUIN CTYOEHTA («CLLEHAPUM U3YYEHUA AUCLUNIUHDI»)

PekomeHayetca cneayowmm obpasom opraHM3oBaTb Bpems, Heobxoanmoe AN1a U3yveHus
ANCUUNINHBI.

[na oceoeHus neKUUOHHO20 Mamepuana csiedyem: NU3y4nTb KOHCMEKT JIEKUUN B TOT XKe
AeHb, nocne nekumn: 10 — 15 MWHYT, NOBTOPHO NPOYMTATb KOHCNEKT NEKLMM 33 AeHb nepes
cnegyowen nekuymen: 10 — 15 mmHyT. TaKKe cneayeT M3y4UTb TEOPETUYECKUM JIEKLUMOHHbIN
MaTepuan no pekomeHayemomy yuebHuky/yuebHomy nocobuto: 1 yac B Hegento.

CneayeT MaKCMMaNbHO WMCMNONb30BaTb /IEKUMOHHOE BPeMA A5 U3yYeHMA AUCUUNAWHDI,
NOHWUMAHUA NIEKLMOHHOIO MaTepurassa U HanMcaHMA KOHCNEKTA eKuuit. B npouecce NeKULMOHHOTO
3aHATUA CTYAEHT AOJ/IKEH YMETb BbIAENATb BaXHble MOMEHTbl M OCHOBHble MNOAOXeHUA. Mpu
HanuMcaHWN KOHcekma snekyul cnepyet NPUAEPKUBATLCA CAeAyHOLNX NPABUA U PEKOMEHAALNIN.

1. Npun BegeHUM KOHCMEKTa PEKOMEHAYETCA CTPYKTYypMpoBaTb MaTepuan Mo pasgenam,
rnasam, Temam. Bectn Hymepauuio dopmyn. Bblgensatb No KaxKAow Teme MOCTAHOBKY 3afayu,
OCHOBHble MONOXeHWA, BbIBOAbl. KpaTKo 3anucbiBaTb Te MNOACHEHUA NEKTopa, KoTopble
NOKa3anncb 0COBEHHO BaXKHbIMW. ITO MO3BOAMT NPU MOArOTOBKE K CAa4ve 3a4éTa He 3anyTaTbcA B
CTPYKTYpe NIEKLLMOHHOrO maTepuana.

2. JIeKUMOHHbIA MaTepuan cnepyer 3anucbiBaTb B KOHCMEKT AMWb NOCAE TOro, Kak
N3naraemblit 1EKTOPOM Te3uc byaeT BamMM AOCAYLIAH A0 KOHLUA U NOHAT.

3. Mpn KOHCNEKTMPOBAHUM CNeayeT OTMEYaTb HEMOHATHbIE, HAa JAHHOM 3Tane, NOIOXKEHMS,
[lOKa3aTenbCcTBa U np.

4. PeKkomeHAyeTCA MO KaXKA0W TeMe BblPa3nTb CBOE MHEHWE, KOMMEHTApUIA, BbIBOA,

LopabomKa KoHcnekma AeKkyuu ¢ NnpumeHeHnem y4yebHWKa, MEeTOANYECKOW NNTepaTypsl,
AONONHUTENBHON  INTEpPaTypbl, WHTEPHET-PECYPCOB: 3TOT BMA CAaMOCTOATENbHOW pPaboThbl



CTYAEHTOB OCOOGEHHO BaXeH B TOM CAyyae, KOrga O4HY W Ty »Ke 33aJadyy MOXHO pelaTtb
Pa3NNYHbIMKM cnocobamu, a Ha JIeKUMU U3/I0KEH TOMbKO OAUH M3 HUX. Kpome TOro, pabouyas
nporpamma npeanonaraeT PacCMOTPEeHUE HEKOTOPbIX OTHOCUTENIbHO HEC/NOXHbIX TEM TONIbKO BO
BPEMA CAMOCTOATE/IbHbIX 3aHATUN, 63 YTEHMA TIEKTOPOM.

Modzomoska k nabopamopHeiMm pabomam COCTOUT B TEOPETUYECKOW NOArOTOBKE
(M3yyeHMe KOHCMeKTa Nekuuid, MeTOAMYECKUX YKasaHM K paHHOW nabopaTopHoi paboTte w
[LONO/IHUTENbHON UTEPATYPbI) U BbIMOAHEHUN UHAMBUAYANLHOTO 334aHNA. BbiNnoNHEHWe KaxKaoMn
M3 3annaHMPOBaHHbIX PaboT 3aKaH4YMBaETCA NpefoCTaBNeHMEM OTYeTa. TpeboBaHMA K dopme u
COAEPKAHUIO OTYETa NpuBEAEHbl B METOAMYECKMX YKa3aHWAX K nabopatopHbim pabotam umnm
onpeaenAlTCA NpenogaBaTesieM Ha MNepBOM 3aHATUKM. [lonycKasacb K nabopaTopHou pabore,
KaXKObIM CTYAEHT [AO/IKEH NpeacTaBuUTb NPenogaBaTesto «3aroTOBKYy» OT4YeTa, COAEp’Kallyto:
O0bOPMNIEHHbIN  TUTYNbHBLIN NNUCT, Uenb paboTbl, 3aAaHMe, NPOEKT peleHusA, MoJyYeHHble
pe3ynbTaTbl, BbIBOAbI.

BakHbIM 3Tanom ABnAeTcA 3awmTa nabopatopHoi paboTbl. B npouecce 3awmTbl CTyAeHT
OTBEYAET Ha BOMPOChI NPENoAaBaTeNA, KacaloLmecs TEOPETUYECKOTO MaTePMana, OTHOCALLLEroca K
[aHHOM paboTe, U NpOEKTa, peanusylowero ero 3ajaHue, KOMMEHTUPYET MOYYEHHble B XoAe
paboTbl pe3ynbTatbl. [pyM noaroToBke K 3awmnTe nabopaTopHOM paboTbl peKkomeHayeTcA
03HAaKOMWTbLCA CO CMMCKOM BOMPOCOB MO M3y4aeMoi TemMe M NOMbITaTbCA CaMOCTOATENIbHO Ha HUX
OTBETUTb, UCMONb3YA KOHCMEKT NIEKLUIA N PEKOMEHAYEMYIO IUTEPATYPY.

lNoozomosKa k coaue OughghepeHUUPOBAHHO20 3a4emd.

3auem — GopMa NPOMENKYTOUHOWN NPOBEPKN 3HAHUIA, YMEHWUIN, HABbIKOB, CTENEHN OCBOEHMUA
AMCUMNAnHbI. TNaBHAA 3aZa4a 3a4eTa COCTOUT B TOM, YTOObI y CTyAeHTa NO OKOHYAHUIO U3yYeHUs
AaHHOW AUCUMNANHBI cGOPMMPOBANUCL ONpeaeneHHoe npeacTaBneHne ob obwem coaepkaHum
AVCUMNNWHDBI, ONpefeNieHHble TeopeTUYeckme 3HaHWMA M NPAKTUYECKME HaBblKW, OnpeseneHHbIn
Kpyrosop. FoToBACb K 3a4eTy, CTYAEHT NPUBOAUT B CUCTEMY 3HAHUA, NONYYEHHbIE HA NEKUMAX, Ha
NPaKTUYECKUX N TabOPaTOPHBIX 3aHATUAX, Pa3bMpaeTca B TOM, YTO OCTA/NIOCb HEMOHATHLIM, U TOrAa
n3yyaemaa UM AUCLMMAMHA MOXKeT ObiTb BOCMPUHATA B NOAHOM obbeme C npucyuiein e
CTPOroCTbi0 U NOTMYHOCTbIO, €€ MPAKTUYECKOM HAaNPaBAEHHOCTbIO.

3aueTbl 4al0T BO3MOXHOCTb MPEenogaBaTesto onpeaennTb TeopeTUYeckme 3HaHUA CTyAeHTa
N ero npakTUYecKMe HaBblKM NPU peleHUn onpeseneHHbIX NPUKNaAHbIX 3adadv. OueHuBatoTCA:
NOHMMAHWE U CTeNeHb YCBOEHMA TEOPETUYECKOTO MaTepuana; cteneHb 3HAKOMCTBA C OCHOBHOM U
AONONHUTENBHO INTEPATYPON, a TaKKe C COBPEMEHHbIMM MyHAMKALMAMW; YMEHUE MPUMEHUTb
TEOPUIO K MPAKTUKE, peLlaTb onpeaesieHHble NPaKTUYeCcKne 3adadum JaHHOW npeameTHon obnacTy,
NPaBuUIbHO NPOBOAUTb PACYeTbl U T. A.; 3HAKOMCTBO C UCTOPUEIN AaHHOMN HAYKWU; IOTUKA, CTPYKTYpPa
N CTUNIb OTBETA, YMEHME 3aLLMLLATb BblABUIraeMble NONOXKEHUA.

3HayeHMe 3a4yeTa He OrpaHWYMBAETCA MPOBEPKOM 3HAHWM, ABNAACL ECTEeCTBEHHbIM
3aBeplleHMem obyyeHMA CTyAeHTa MO AaHHOW AUCUMMIMHE, OHM CNOCOOCTBYHOT 0006LEHMIO U
3aKpenieHnto 3HaHUA U YMEHUW, NPUBEAEHUIO UX B CTPOMHYKO CUCTEMY, @ TaKXKe YCTPaHeHUIo
BO3HMKLUMX B npouecce obydyeHuma npobenos.

ModcomosKka K 3ayemy — 3TO TLWATE/IbHOE W3yYEeHME W CUCTeMaTM3auma yvyebHOro
MaTepunana, OCMbICIEHNE N 3aNOMUHAHME TEOPETUYECKUX MOSOXKEHWUI, GOPMYANPOBOK, dopmy,
YCTQHOB/IEHME W OCMbICIEHUE BHYTPUNPEAMETHbIX CBA3EM MeXAy Pa3NIMYHbIMU  Temamu
ANCUNNAWHBI, 3aKpeNnIeHne TEOPETUYECKMX 3HAHWUW NYTEM peLleHnNa onpeseneHHbIX 3a4ay.

MnaHnpyiiTe NoAroTOBKY K 3a4eTy, YYUTbIBasA CPa3y HECKONbKO paKTOPOB: HEOAHOPOAHOCTb
B C/IOKHOCTU y4yebHOro MaTepuana W CTeneHM ero npopaboTkMm B xoae 0byyeHuA, CBOM
MHAMBMAYANbHblIE CNOCOOHOCTU. PekomeHAayeTca AenaTb NepepbiBbl B 3aHATUMAX Yepes KaxKgble



50-60 muHyT Ha 10 muHyT. MNocne 3-4 yacoB 3aHATMI cnedyeT cAenatb 4acoBOW Nepepbis.
YpeamepHoe yTOMAEHME NpPUBEAET K CHUXKEHUIO TOHYCa WHTENNEKTyaNbHOM [AeATe/IbHOCTMU.
LenecoobpasHo pa3genatb BeCb pabounit aeHb Ha Tpu paboumx nepuoga — ¢ yTpa Ao obesa, ¢
obesa 40 yXMHA U C yXUHa A0 cHa. Kaxkgbi pabounii nepuod AHA AOJ/IKEH 3aKaHYMBaTbCA
oTablxoMm He meHee 1 yaca. PaboTaa B CECCMOHHOM peXKMme, CTYAEHT MMeeT BO3MOXHOCTb
yBennunTb Bpemsa 3aHaTmi ¢ 10 (kak Tpebosanock B cemectpe) Ao 12 yacos B CyTKM.

MoAroToBKy K 3a4eTy cneayeT HauMHaTb C 06LWEero nNaaHMpPoOBaHMA cBoel aeatenibHocTu. C
onpeaeneHMa obbema maTepuana, noanexawero npopaboTke, HeobxogMMO BHUMATENIbHO
CBEPUTb KOHCMEKTbI C MPOrpammon AUCLUNANHDI, YTOObI yoeaAnTbCA, BCe NN pa3aesibl OTPaXKeHbl B
NEeKUMAX, OTCYTCTBYHOLME TeMbl M3Y4UTb NO y4ebHMKY. BTopoit aTan npeaycmaTpmMBaeT CUCTEMHOE
N3y4yeHne matepuana no gaHHoOMy npeameTy ¢ 06A3aTesIbHOM 3aNUCbio BCEX BbIKNAA0K, BbIBOAOB,
dopmyn. Ha TpeTbem 3Tane — 3Tane 3aKpenneHuMa — MoJie3HO 4YepeaosBaTb YyraybneHHoe
NoBTOPEHNEe 0COHBEHHO CNOMKHbIX BOMNPOCOB C 6ernbiMm NOBTOPEHUEM BCErO MaTepuana.

3. PEKOMEHAALMU NO PABOTE C JINTEPATYPOW

TeopeTMyecknn matepman Kypca CTaHOBUTCA 60nee MOHATHLIM, KOrga AOMOAHUTENbHO K
NPOC/NYWMBAHUIO NEKLUMU U U3YYEHUIO KOHCMEKTa M3Yy4arTCA M KHUTM NO [AHHOMY MpeamerTy.
JNlutepatypy No AUCUMNANHE PEKOMEHAYETCA YMTATb KaK B ByMaxKHOM, TaK U B 3N1EKTPOHHOM BUAe
(ecnu otcyTcTBYET HyMarkHbIN aHanor). Mose3Ho UCNob30BaTb HECKOIbKO Yy4E€BHMKOB M Nocobuii
no aucumnanHe. PekomeHAyeTcAa Nocae U3y4yeHuA odepeHOro naparpada oTBeTUTb Ha HECKO/IbKO
BOMPOCOB MO AaHHOM Teme. Kpome Toro, NonesHo MbICIEHHO 334aTb cebe cneayrolime BonpocChl
(v nonpoboBaTb OTBETUTb HAa HUX): «O YemM 3TOT maparpad?», «KakMe HOBble NMOHATUA BBEAEHbI,
KaKOB MX CMbICN?», «3a4eM MHE 3TO HY)KHO MO CNeLnanbHOCTU?y.

PekomeHAayeTcA CaMOCTOATE/IbHO WM3y4yaTb MaTepuas, KOTOpPbIA elwe He MNPOoYUTaH Ha
NEKLMM N He NPUMEHANCA HA 1abopPaTOPHOM MM MPAKTUYECKOM 3aHATUW, TOTAa 3aHATMA ByayT
ropasgo noHsaTHee. B TeyeHue Hepenn pekomeHayetca Bblibpatb Bpema (1 yac) ana pabotbl ¢
nnTepaTypon.

MeTogmyeckme MmaTepumanbl COCTABNEHbl B COOTBETCTBMM C paboyeirt nporpammoit
ANCUNNANHDBI «AAMUHUCTPUPOBAHNE B MHOOPMALMOHHBIX cuctemax» no HanpasneHuto 09.03.04
«MporpammHas UHxeHepua» (ypoBeHb Hakanaspwuara).
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