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Pacnpez[e.ﬂeﬂne YacoB JUCHHUIIJIMHBI IO CEMeCTpamM

Cemectp
(<Kypc>.<Cemectp 7(4.1) 8(4.2)
Ha Kypce>) Hroro
Henens 16 16
Bun zanarui viI PII il PII v PII
Jlexru 24 24 32 32 56 56
JlabopaTopusie 16 16 16 16 32 32
IIpaxkTryeckue 8 8 16 16 24 24
Wuas kourakTHas 0,25 0,25 (0,35 (0,35 |0,6 0,6
pabora
KoncynetupoBanue 2 2 2 2
nepest 3K3aMEeHOM 1
NIPaKTUKOI
Uroro ayn. 48,25 148,25 66,35 [66,35 |114,6 [114,6
KonrakrHas pabora |48,25 | 48,25 |66,35 66,35 [114,6 |114,6
Cawm. pabora 51 51 6 6 57 57
Yackl Ha KOHTPOJIb 8,75 [8,75 |[35,65 35,65 |44,4 (44,4
HUroro 108 (108 |108 |[108 |[216 |216

r. Pa3ansn
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BusupoBanue PII/] nJis1 MClIOJIHEHHSI B 0UepPeIHOM Y4eOHOM roay

Pabouas mporpaMmma nepecMoTpeHa, 00Cy X IeHa U 0J00peHa IS
ncnoyiHeHus B 2024-2025 yue6HOM roay Ha 3acegaHuu Kadeapsl
HNudopmannonHoii 6e30naCHOCTH

IIporoxomor 2024 1. Ne

3aB. kadenpoii

Busuposanue PII/{ nJis1 MCIIOJIHEHHMS B 0UepPeHOM Y4eOHOM roay

Pabouvas mporpammMa nepecMoTpeHa, 00CyKIeHa U 000peHa s
ucnoyHenus B 2025-2026 yyeGHOM roay Ha 3acegaHuy Kadeapsl
HNudopmanuonHoii 6e30macHOCTH

IIporokom or 2025r. Ne

3aB. kadeapoii

BusupoBanue PII/] 1Jis1 MCIIOJIHEHHMSI B 0UEPETHOM YUeOHOM roy

Pabogas mporpammMa nepecMoTpeHa, 00CykIIeHa U 0Jo0peHa Ui
ucnoyiHeHus B 2026-2027 yyeGHOM roay Ha 3acefaHuu Kadeapsl
HNupopmanuoHHoii 6€30MaCHOCTH

IIpotokomor 2026 . Ne

3aB. kadenpoii

Busuposanne PIIJ] 1Jis1 MCIIOJIHEHHSI B OYepPeHOM Y4eOHOM roay

Paboyas mporpamMmMa nepecMoTpeHa, 00CyKIeHa U 0A00peHa st
ucnoyiHeHus B 2027-2028 yyeGHOM roay Ha 3acefaHuu Kadeapsl
HNudopmanuonHoii 6e3onmacHocTH

[Iporokomor 2027 r. Ne

3aB. kadeapoii




1. DEJIN OCBOEHUSA JUCHUIIJIMHBI (MOAYJIS)

1.1{Ilenbt0 QTUCITUTUIMHBI «3alTUTa B ONIEPAMMOHHBIX CHCTEMAX» SBISAETCS MOTYICHHE 00YIAOIIUMUCS 3HAHUH, (OPMUPOBAHNE
Y HUX YMCHUI U HABBIKOB, HCOOXOJUMBIX IIPH UCIIOJIb30BAaHUU M HACTPONKE 3aLIMIIEHHBIX ONEPALUMOHHBIX CUCTEM U
CHCTEM Ha UX OCHOBE JIJIsl pELICHUS 33724 B IPO(eCcCHOHANBHOM eI TeIbHOCTH.

1.2 3az[aanI/I JUCHUITIIINHBI ABJISAOTCA:

1.3|— MOJTyYeHNE 3HAHUH O 3alTUTHBIX MEXaHU3MaX M CPEIICTBAX 00eCcTIeUeHUsT O€30MMaCHOCTH ONICPAIMOHHBIX CHCTEM,
CPEeCTBAaX M METOJaX ayTeHTU(HUKAIIMH TOJIb30BATEIICH B 3AIUIICHHBIX OMEPAIIMOHHBIX CHCTEMaX, CPEACTBAX U METOaX
YIPaBJICHUS TOCTYIOM B 3allIMIICHHBIX ONEPAIIMOHHBIX CUCTEMAX, CPEICTBAX M METOJIaX Pealnu3allii MOJUTHKH ayTUTa B
3alIMIIEHHBIX OMEPAMOHHBIX CUCTEMAX, CPEJICTBAX U METO/IaX YIPABJICHHS MPOLIECCAMH B 3AIUIIICHHBIX ONEPAIMOHHBIX
CHUCTEMaX, CPEJICTBAX U METOJIaX aHTUBUPYCHOH 3al[UTHI B 3al[UIICHHBIX OMECPAIMOHHBIX CUCTEMaX, CPEJCTBAX U METOIaX
MHTErpalliy 3allUIIEHHBIX ONEPAMOHHBIX CHCTEM B 3AIHUIICHHYIO CETh;

14— MpHOOpETEHNEe YMEHUS IPUMEHSATD 3allTUTHBIC MEXaHU3MbI M CPEICTBA 00eCIeUeHHsI 0€30aCHOCTH 3aIIHIEHHBIX
OTIEPAIIMOHHBIX CHCTEM; OMPEACIIATh U KIacCH(UIIMPOBATH YIPO3bl HHOOPMALMOHHOM 6€30MTaCHOCTH OTIEPAMOHHBIX
cucrem; GOPMYITUPOBATh, HACTPAUBATD U PEATM30BBIBATH MOJIUTHKY O€30MACHOCTH 3aIUICHHBIX OMEPAIIMOHHBIX CHCTEM;

1.5|- npuoOpeTeHNe MPaKTUIECKIX HABBIKOB MPUMEHEHHS 3alIUTHBIX MEXaHU3MOB H CPEJICTB 00eCIIeueHHs
nH}pOpMaMOHHOH 0€30IaCHOCTH 3aIUIICHHBIX ONEPAIIMOHHBIX CHCTEM, ONPEIEIICHUs U KacCu(UKALUU YTPO3
nH(pOopMannOHHOH 0E30MaCHOCTH ONEPalMOHHbBIX CUCTEM, (POPMYITHpOBaHHS TpeOOBaHNH MH()OPMALTMOHHON
0€30I11acCHOCTH K 3allIMIICHHBIM ONEPAIIMOHHBIM CUCTEMaM, HACTPOMKH 3alUIEHHBIX ONIEPAIMOHHBIX CHCTEM B
COOTBETCTBUHM C TPEOOBAHUSIMH TOJIMTHKU O€30MACHOCTH, OLCHKU 3()(HEKTUBHOCTH pealiu3aliy TpeOoBaHUN
nH(popMaMOHHOI 0€30IaCHOCTH B 3aIMIIEHHBIX OMEPALMOHHBIX CUCTEMax U CUCTEMax Ha UX OCHOBE.

2. MECTO JUCHHUATIJIUHBI (MOJIY.JI5T) B CTPYKTYPE OBPA3OBATEJILHOU ITPOTPAMMBI

Hukn (pazmen) OIT: |B1.0

2.1| Tpe6oBaHus K MpeIBaAPUTEIHLHON MOATOTOBKE 00y4YaIOLIerocs:

2.1.1|OnepanioOHHbIC CUCTEMBI

2.1.2|OCHOBBI paJMOTCXHUKH

2.2| Iucuunaunsl (MOAYJIH) U MPAKTHKH, AJI KOTOPHIX OCBOEHHE TAHHOH THCHHMIIMHBI (MOAY/Is1) HEOOX0AUMO KaK
npeanecTByOIIee:

2.2.1|Ceru u cuctembl nepeaun HHGOPMALUH

2.2.2|IIpon3BOACTBEHHAS MIPAKTHKA

2.2.3| Teopus nadopmanmu

2.2.4|TloaroroBKa K MpoOIEaype 3alIUThl U ITPOLEAYpa 3aIUTHI BHITYCKHOH KBAIN(HUKAMOHHON paboTh

2.2.5|IpeaaumiomMHas MpakTUKA

3. KOMIIETEHIIAY OBYYAIOIIET OCSI, ®OPMUPYEMBIE B PE3VJIbTATE OCBOEHHS JUCIATIINHBI
(MOJLYJIS)

OIIK-9: Cnoco0eH pemarh 3aga4u npodeccuoHaNbHOI 1eSITeIbHOCTH ¢ Y4€TOM TEKYIIero COCTOAHUS U TeHAeHIMi
Pa3BUTHSA METOIOB 3aIUTHI HH(POPMALUH B ONEPANHOHHBIX CHCTEMAX, KOMIBIOTEPHBIX CETAX U CHCTEMAaX YIPABJIEHUS
0a3aMM JJaHHBIX, 2 TAKKe METO0B M CPEJICTB 3aUTHI HHPOPMAIIMH OT YTEYKH M0 TEXHHUYECKUM KAHAJIAM, CEeTeil H CUCTEM
nepexayu HHGOPMAINHT;

OIIK-9.1. ®opmyaupyeT U HACTPanuBaeT NOJUTHKY 0€30MACHOCTH ONEPANMOHHBIX CHCTEM

3uarn

DOopMYyTUPOBKY U HACTPONKHU TIPABHJII TIOJTUTHKU 0€30MACHOCTH OTEPAITHOHHBIX CUCTEM

YMmern

dopMynupoBaTh U HACTPAWBATH MPABUJIA MMOJUTHKHA 0€30TTACHOCTH ONEPAIIMOHHBIX CUCTEM
Baagernb

HaBbikamu (hopMyITUPOBKH ¥ HACTPOUKH MTPABUII TIOJIUTUKN O€30ITaCHOCTH OTIEPAIMOHHBIX CUCTEM

OIIK-9.2. McnoJib3yeT 3allIUTHBIC MEXaHU3MBI H CPeIcTBA o0ecniedeHHs 6e30MACHOCTH ONEePALIMOHHBIX CHCTEM JIJIl pellleHus
3aa4 Npo¢eccuoOHAIbHOM AeATeJIbHOCTH

3uarn

OCHOBHBIC 3aIMUTHBIC MEXAHU3MbI U CpGJICTBa O6eCHequI/I5{ 6G3OH3CHOCTI/I OHepaL{I/IOHHBIX CHUCTEM JIs1 peH_IeHI/Iﬂ 3aaa4
poeCCHOHATBHOM NesTeTbHOCTH

YmMmerhb

HCTIOJIB30BaTh 3AIUTHBEIC MEXaHU3MBI U CPEIICTBA 00eCIeueHIs 0€30MaCHOCTH OIEPAIIMOHHBIX CHCTEM JUIS PEIICHUS 3a7ad
podecCHoOHATLHOM e TENbHOCTH

Baagernb

HABBIKAMU HCIIOJIb30BAHMS 3alIUTHBIX MEXaHU3MOB U CPEICTB 00CECIICUCHHUsI 0€30IIaCHOCTH ONEPAIUOHHBIX CUCTEM JIJISI PEIICHHUS
3a71a4 IPOQPEeCCUOHATLHON JACITEIBHOCTH




OIIK-12: Cnocobden AJMHUHUCTPHPOBATH ON€PAlIMOHHBIC CUCTEMbI U BBINIOJIHATD paﬁOTbl M0 BOCCTAHOBJICHHUIO
paﬁOTOCHO(!OﬁHOCTl/l NPUKJIATAHOTO U CUCTEMHOT0 MPOrpaMMHOI0 06ecnellemm;

OIIK-12.2. BbInoJiHsieT yCTAHOBKY, 00Cy>KHBAHUE U BOCCTAHOBJIEHHE PA00TOCIIOCOOHOCTH KOMIIOHEHTOB 00IIIEro U
CHeNMaJbHOr0 NPOrPaMMHOr0 odecreyeHust

3uarhb

TpebGoBaHus ¥ paBWIa YCTAHOBKHU, OOCTYKHBAaHUS M BOCCTAHOBJIICHHS PabOTOCIIOCOOHOCTH KOMIIOHEHTOB OO0IIETo U
CHENHATBHOTO MTPOTPAMMHOTO 00ecTeueHHS

Ymernb

BBITIOTHATE yCTaHOBKY, 00CITYKHBaHHUE U BOCCTAHOBJICHHE pab0OTOCTIOCOOHOCTH KOMIIOHEHTOB OOIIIET0 1 CIICIIHATLHOTO
MIPOTPAaMMHOTO 0OecTieUeHHS

Baagernb

HaBrikaMu ycTaHOBKH, 0OCTYKHBAaHUS H BOCCTAHOBJICHHS pa0OTOCIIOCOOHOCTH KOMIOHEHTOB OOIIETO U CIIEHAIEHOTO
MIPOTPAaMMHOTO 0OecTieUeHHS

OIIK-12.3. OneHnBaeT XapaKTePUCTHKH BCTPOCHHBIX CPEICTB 3aIMThI HHPOPMALINHU ONIEPANUOHHBIX CHCTEM H
MPUKJIATHBIX IPOTPaMM, UCIIOJIb3YyeT M HACTPAHBAET UX

3HaTh

XapaKTepuCTUKU BCTPOCHHBIX CPEICTB 3alIUTH HH(POPMALINN ONIEPAITIOHHBIX CUCTEM H MIPUKIIAJHBIX MPOTPaMM, UX HACTPAHBACT
YMmerb

OrneHnBaTh XapaKTEPUCTHUKU BCTPOSHHBIX CPEJCTB 3alIUTH HHPOPMALIUU ONEPAITHOHHBIX CHCTEM H MPUKIIAIHBIX IPOTPaMM,
HCIIONIb30BaTh U HACTpauBaTh UX

Baagernb

HaBpikaMu OIIeHKHM XapaKTEePUCTHK BCTPOCHHBIX CPEICTB 3aIIUTH MH(POPMAIIH OTIEPAlOHHBIX CHCTEM W IMPUKIATHBIX IPOTPAMM,
HCIOJIb30Bans U HACTPOIMKHU UX

B pe3yabraTe 0cBOCHMS TUCHUILTHHBI (MOAYJIsI) 00y4aroLMiics 10JI5KeH

3.1|3nare:

3.1.1| ®opMyTUPOBKH M HACTPOUKHU MPABUII OJTUTHKU 0C30TIACHOCTH OMEPAI[HOHHBIX CHCTEM

3.1.2| OcHOBHBIE 3aIIUTHBIE MEXaHU3MBI M CPEACTBA 00ECTICUeHHUsT GE30MaCHOCTH OTIEPAIIHOHHBIX CHCTEM JUIS PEILIEHHS 3a1aq
poheCCHOHATBHOM NeTeIbHOCTH

3.1.3| TpeboBanust u MpaBuiia YCTaHOBKH, OOCIY)KMBAHHS K BOCCTAHOBJICHUS PaOOTOCIIOCOOHOCTH KOMIIOHEHTOB O0LIETO U
CHEUaIbHOTO MPOrPaMMHOTO 0OecTIeueH s

3.1.4| XapakTepuCTHKH BCTPOCHHBIX CPEACTB 3aIINUTH HHPOPMAIMN OIIEPALMOHHBIX CUCTEM U MPUKJIAJHBIX IPOTrPaMM, UX
HacTpauBaeT

3.2l Ymers:

3.2.1 (DOpMy.]'II/IPOBaTL 1 HACTpauBaTh IpaBuJjia MMOJUTUKN 0e30I1aCHOCTH OINCPALMOHHBIX CUCTEM

3.2.2|Vcnonb30BaTh 3alllMTHBIE MEXaHU3MBI U CPEJICTBA 0OECIIeYeH s 6€30I1aCHOCTH OIIEPAllMOHHBIX CUCTEM JUIsl PEILIeHNUs 3a1a4
po(eCCHOHATBHOM NeATeTFHOCTH

3.2.3| BbInonHATh yCTaHOBKY, 00CIYy)KMBaHUE U BOCCTAHOBJIEHHE pabOTOCIOCOOHOCTH KOMIIOHEHTOB OOIIET0 U CHENUAILHOTO
MIPOTPAaMMHOTO 00eCTieueHus

3.24 OueHuBaTh XapaKTCPUCTUKN BCTPOCHHBIX CPE/ICTB 3allIUThI I/IH(I)OpMaL[I/II/I ONICpAlMOHHBIX CUCTEM U MPUKIIATHBIX
mnmporpamMm, UCIOJIL30BaTh U HACTPAUBATH UX

3.3|Baaners:

3.3.1|HaBbikamu popMyIMPOBKY M HACTPONKH IIPABUII TIOJIMTHKN O€30IaCHOCTH OTIEPAIIMOHHBIX CHCTEM

3.3.2 | HaBBIKAMU UCITOJIL30BAHUS 3alIUTHBIX MEXAaHU3MOB U CPCIICTB obecneuenus 0€3011aCHOCTH OTICPATMOHHBIX CUCTEM JJIA
peuicHus 3aga4 HpO(l)eCCI/IOHaJ'II)HOI\/‘I JACATCIBbHOCTHU

3.3.3|HaBbIkamMu yCTaHOBKH, 00CITY’)KABaHUS U BOCCTAHOBJICHUS pA0OTOCIIOCOOHOCTH KOMIIOHCHTOB OOIIET0 U CIICIUATBEHOTO
MIPOTrPaMMHOTO O0eCTIeUeHUs

3.3.4|HaBbIkamMu OLIEHKH XapaKTePUCTHK BCTPOSHHBIX CPEACTB 3aIUThl HH)OPMAIMH ONEPAI[MOHHBIX CUCTEM U MTPUKJIIAJHBIX
IIPOrpaMM, UCTIOJIb30BaKs U HACTPOIKH UX

4. CTPYKTYPA U COAEPKAHUE JUCHUIIJIMHBI (MOAY JIS)

Kopg HaunmenoBanue pasaesioB u TeM /Buj 3auatus/ | Cemectp /| HacoB | Komneren- | JIutepatypa Dopma
3aHATHS Kvpe numun KOHTDOJSA
Paznea 1. O6mue Bonpockl 6e3onacioctu OC

11 O6mue Bonpocs! 6e3omacHocTr OC /Tema/ 7 0




1.2

VYrpossl 6e3omacHocTr OC. B3auMoCBsA3b NOHATHIA
3aIIMILEHHOCTb, YI3BUMOCTb, YTP03a, aTaKa,
ymep6. Yrpo3ssl 6ezonacHocti OC:
Kiaccudukanus yrpo3 6e30macHOCTH, TUIIHYHBIE
ataku Ha OC.
IToxxons! k moctpoeHuo 3anuueHHsx OC.
AZMUHHUCTpPATUBHBIE MEPHI 3aIUTHI. AZICKBAaTHAS
nonuTrka 6e3onacHocTr. CTaHTAPTHI
3aIMIIEHHOCTH U aJIeKBaTHAasH ITOJIUTHKA
6e3omacaoctr. [Ipumepsr 3ammumenHsx OC.
TuroBas apXUTEKTypa MOJICUCTEMBI 3aLUTHI
oTIepanioHHOM cucTeMbl. OCHOBHBIE (DYHKIHH
MOICUCTEMBI 3allUThl ONEPAMOHHOIN CUCTEMBI.
Pasrpannuenune n1ocTyna Kk 00beKTam
OTIEPAIIMOHHON CHCTEMBI: IPABUIIA Pa3TPAHNICHUS
JIOCTYIIa, pa3pelnTesbHas CUCTeMa IOCTyIa.
Wnentndukannus, ayTeHTUPUKAIS U aBTOPH3ALIHS
CyOBEKTOB JIOCTYIA: COOTHOILICHHE
UeHTU(UKALUY, ayTEHTH(OUKAINT 1
aBTOPHU3AINH, CTIOCOOBI ¥ BUABI ayTCHTU(HKAIIHH,
UIeHTU(HUKALUS U ayTEHTU(DHUKALUS C TIOMOILBIO
MMEHH U 1apoist (METOIbI o100pa napoJs,
3alIMTa OT KOMIPOMETAIMH I1apoJIs ).
Wnentndukanns u ayTeHTH(UKAINS C TOMOIIBIO
BHEIIHUX HOCUTEJCH KITI0YeBOH HH(OPMAIIHH.
Wnentndukanus u ayrTeHTH(GUKALNS C TOMOIIBIO
OMOMETPHUYECKHUX XapaKTEPUCTHK MOJIb30BaTEICH.
AynuT: nenu ayaura, Tpe0OBaHUS K ayAUTY,
MOJNNTHKA ayAnTa. TEeXHOIOTHS 3alIUIIEHHOTO
KaHajia. MexxceTeBoe 3KpaHupOBaHHeE.

/JTex/

OIIK-9.2-3
OIlK-12.3-3
OIIK-12.2-3

JI1.1J11.2
JI1.3 J11.4
JI1.5J12.1
JI2.2J13.1
J3.2
0130233 54
25926

Koncmekr
JIEKIUH.

13

W3ydeHre KOHCIIEKTA JICKIUI U JIUTEPaTyphl 110
Bonpocam Oe3omacHocTH B OC
/Cp/

24

OIIK-9.2-3
OIlK-12.3-3
OIlK-12.2-3

JI1.1J11.2
J1.3J11.4
JI1.5J12.1
J12.2713.1
J3.2
0109233 54
2596

IToxroroska
KOHCTIEKTa 110
BOIIpOCaM
TEMBI.
Kpatkuit onpoc
o TeMe Ha
KOHCYJIBTAaIlNH K
9K3aMEHY
(3auery).

Pazngea 2. 3amura B OC Windows

2.1

Zammra B OC Windows /Tema/




2.2

KommnonenTsl noacucremsl 3anuthl. OOBEKTH U
cyowexThl foctyna B Windows.
Pasrparndenue gqocrymna 8 OC Windows. Metozapt
nocryna k oosexram B Windows. [IpaBa nocryna x
obrexTaM B Windows. [IpuBmiernn cyObekToB B
Windows. Paspemenus NTFS st daiinos n
nanok. Mapxkep nocryna (AC) monp3oBareds.
Heckpunrop 3ammts! (SD) o0bekTa: cTpykTypa
JIECKPHIITOPA 3aIUThI, CIIUCKH YIIPaBICHHS
nmoctyriom (DACL u SACL), macka mpas B ACE,
¢naru B ACE - ux Ha3HaueHue, OTIIMYKe OT (iaros
B SD, ncnonb30BaHNE IPU HACIETOBAHUH.
Wnentuduxarop 6ezonacnoctu (SID)
nonb3oBarens. [IpoBepka nmpas 1octyna cyobeKkTa K
00BeKTy: 00muii mopsnok nposepkn SRM mpas
JIOCTyIa CyOBEKTOB K 0OBEKTaM, JIBa BapHaHTa
(pyHKINHN) TPOBEPKH IpaB AOCTyMa CyOBEKTa K
00BEKTY, MPUMEPHI IPOBEPKH MPAB JAOCTYIIA IIPU
oOparieHnn cyobekTa K 00bekTy. HazHaueHme
aTpuoOyToB 3amuTs (DACL) co3gaBaeMbIM
(HoBbIM) 0OBekTaM B Windows. 3amura ot
HECAaHKIIMOHNPOBAHHBIX JEHCTBUH
aJIMUHHCTpATOpa.
IIpoueccoi-cepBepsl B Windows: ToIxoms! K
BBITIOJTHEHHIO IPUBHJIETHPOBAHHBIX JCHCTBUH B
Windows (BpeMeHHOE MOTyueHHE
JIOTIOTHUTENBHBIX TOJTHOMOYHH (TTOTHOMOYHH
JIPYTOro MoJIb30BaTelsl), oOpalleHue K ycayram
mpoIiecca-cepaepa), mporecc-cepsepsl B Windows,
OJIMLIETBOPEHHE MOJIH30BATEIIS.
Aynut 1 obHapyxeHue atak B Windows: sxypHaiI
ayaWTa, TIONIMTHKA ayANTa, TUIIBI PETHCTPUPYEMBIX
COOBITHH, UCTIONb30BaHKHE HH(POPMALIUH U3
JKypHaJla ayJuTa Juls aHan3a (aHaIM3  OIBITOK
perucTpaimm, aHajau3 J0CTyna K 00beKTaM, aHaIn3
BBITIOJTHSIOMINXCS 3a]1a4 (OTCIIC)KUBaHNE
MPOLIECCOB). AHAJIN3 UCTIOJIL30BAHUS TPUBUIICTHA,
aHaJIM3 COOBITHI C YUETHBIMHU 3aMUCIMH, aHAITH3
M3MEHEHHMS TOJINTHK). TpeOoBaHus K MOJIUTHKE
ayauTa. AIMHUHUCTPATOPBI U ayIUTOPBI
(pazneneHue).
BHenpeHue BpeIoHOCHBIX POrPaMM 4Yepe3 peecTp
Y TUTAaHUPOBIIMK 3a1aHui Windows: cTpyKTypa u
pacIooXeHNe peecTpa, KIIIOYH aBTO3arpy3KH Ui
BHEJIPEHUS MOTCHIIMAIBHO OMACHBIX MporpaMm (8
ciydaeB). [Lmaruposmuk 3aganuii B Windows,
Cpe/CTBa KOHTPOJISl aBTO3arpy3KH.
Homuruxu UTIC, SRP u Applocker: moaxos k
CO3JaHMIO U30JUMPOBAHHON ITPOTrPaAMMHOM Cpebl
1o Windows XP, monutika orpaHI4eHHOTO
ucrionb3oBaHus nporpamm (SRP). INonutrka
Applocker u ee cpaBHerne ¢ SRP.
Wnentndukanns, ayTeHTUPUKAIIS U aBTOPHU3ALHS
nosp3oBatenei B Windows. MexaHusm
UIeHTU(HUKALUH, ayTEHTH(UKAINN 1 aBTOPH3ALIUH
B Windows: cTpykTypa MexaHn3ma
WACHTU(QHUKAINN U ayTeHTH()UKAINHU, BUIBI (THUIIBI)
BXoJ1a ¢ momolinsto Kerberos v.5. IIpoBaiinepst
CeTeBOM ayTeHTU(HKALUH B CUCTEMY,
UIeHTU(HUKALUS U ayTEHTU(PHUKALUS C TIOMOIIBIO
msvl _O(NTLM) - Bepxuuii, CpeHUIA ¥ HIKHHIHA
YPOBHH, HIEHTH(UKALNS U ayTeHTH()HUKALIIS,
napaMeTpsl MICHTH()UKAMU U ayTeHTH()UKALMN
B Windows, Credential Provider’sI (mocTaBmyku
yueTHbIX ganHbIX) B OC Windows Vista u Beiwe.
Oco0eHHOCTH 3alUTHl B cepBepHBIX Bepcusix OC
Windows.

/JTex/

20

OIIK-9.1-3
OIIK-9.2-3
OIIK-12.2-3
OIlK-12.3-3

JI1.1J11.2
JI1.3 J11.4
JI1.5J12.1
JI2.2J13.1
J3.2
0130233 54
25926

Koncmekr
JIEKIUH.




2.3 HccnenoBanue cpeAcTB 3alIUTHI B ONEPALIMOHHOM OIIK-9.1-Y JI1.1 JI1.2 Ortuer no JIP
cucreme Microsoft Windows NT 4.0 /J1a6/ OIIK-9.1-B | J1.3J]11.4 3arura JIP.
OIIK-9.2-Y JI1.5J12.1
OIIK-9.2-B JI2.2J13.1
OIIK-12.2-Y J13.2
OIIK-12.2-B| 51 52 33 B4
OIIK-12.3-Y D5 D6
OIIK-12.3-B
OIlK-12.2-3
2.4 Uccnenosanne cucremsl 3amutsl B OC indows XP OIIK-9.1-VY JI1.1 J11.2 Oruer no JIP
/J1a6/ OIIK-9.1-B | J1.3J11.4 3amura JIP.
OIIK-9.2-Y JI1.5J12.1
OIIK-9.2-B JI2.2J13.1
OIIK-12.2-y J13.2
OIIK-12.2-B| D1 2 23 B4
OIIK-12.3-Y D556
OIIK-12.3-B
OIIK-12.2-3
2.5 Wzydenune moncuctemsr 3amutel OC Windows 7 OIIK-9.1-VY JI1.1 J11.2 Oruer no JIP
/J1a6/ OIIK-9.1-B | JI1.3J11.4 Bamura JIP.
OIIK-9.2-Y JI1.5J12.1
OIIK-9.2-B JI12.2J13.1
OIIK-12.2-Y J13.2
OIIK-12.2-B| D1 2 23 B4
OIIK-12.3-Y D556
OIIK-12.3-B
OIIK-12.2-3
2.6 N3zyuenne noacucremsl 3amutel OC Windows 7 OIIK-9.1-Y | JI1.1JI1.2 | YcrHslit onpoc
Mp/ OIIK-9.1-B | JI1.3JI1.4 0 TeMe.
OI1IK-9.2-Y JI1.5J12.1 Pemenne 3agau.
OIIK-9.2-B JI2.2J13.1 IIposepka
OIlK-12.2-V JI3.2 JIOMAIITHETO
OIIK-12.2-B| D1 52 33 B4 3a1aHMS.
OIIK-12.3-Y D5 D26
OIIK-12.3-B
OIIK-12.2-3
2.7 Nzydenue moncucrems 3amutel OC Windows 8 n OIlK-12.2-3| JI1.1J11.2 | YcrHslit onpoc
10 Mlp/ JI1.3 J11.4 0 TEME.
JI1.5J712.1 Pemenne 3amayq.
JI2.2J13.1 ITpoBepka
JI3.2 JOMAaIIHEro
3a/1aHMS.
2.8 Nzydenue moncucrems 3amutel OC Windows OIIK-9.1-y | JI1.1J11.2 Ortuer mo JIP
Server /J1a6/ OIIK-9.1-B JI1.3J11.4 3amura JIP.
OIIK-9.2-Y JI1.5J12.1
OIIK-9.2-B J12.2J713.1
OIIK-12.2-Y J13.2
OIIK-12.2-B| D1 B2 23 B4
OIIK-12.3-Y D556
OIIK-12.3-B

OIIK-12.2-3




2.9 Nzydenue moncucremsl 3ammtel OC Windows 2 OIIK-9.1-Y JI1.1 JI1.2 VYerHblii onpoc
Server(uacts 1) /IIp/ OIIK-9.1-B | JI1.3JI1.4 0 TeMeE.
OIIK-9.2-Y JI1.5J12.1 Pemenne 3agau.
OIIK-9.2-B JI2.2J13.1 [Iposepka
OIIK-12.2-YV JI3.2 JIOMAIITHETO
OIlK-12.2-B| D1 32 23 B4 3a/1aHusl.
OIlIK-12.3-Y 2526
OIIK-12.3-B
OIIK-12.2-3
2.10 N3ydenue noacucremsl 3anutel OC Windows 2 OIlK-12.2-3| JI1.1J11.2 | YcrHslii onpoc
Server(qacts 2) /IIp/ JI1.3J11.4 0 TeMe.
JIL.5J12.1 Pemenue 3anau.
JI2.2J13.1 IIpoBepka
JI3.2 JOMAIIIHETO
3aJaHus.
211 N3yueHne KoHCTIEKTa JIEKIUI U INTepaTypsl 110 24 OIIK-9.1-3 | JI1.1JI1.2 ITonroroBka
samure uHpopmaru B OC Windows. /Cp/ OIIK-9.2-3 | JI1.3JI1.4 KOHCIIEKTA 110
OIIK-12.2-3| JI1.5J12.1 BOIIpOCaM
OIlK-12.3-3| JI2.2J13.1 TEMBI.
J13.2 Kpatkuit onpoc
21323354 1o TeMe Ha
25 56 KOHCYJIbTalluH K
JK3aMCHY
(3auery).
212 [ToaroroBka k saboparopHsiM padotam. /Cp/ 3 OIlK-9.2-3 | JI1.1JI1.2 IMoaroroska
OIlK-12.2-3| JI1.3JI1.4 KOHCIIEKTa TI0
OIlIK-12.3-3| JI1.5J12.1 BOIIpOCaM
JI2.2J13.1 TEMBI.
J13.2 Kpatkuit onpoc
21323354 1o TeMe Ha
95 D26 KOHCYJIbTallMH K
9K3aMEHY
(3auery).
2.13 Craua 3auera /IKP/ 0,25 |OIIK-12.2-3| J1.1J11.2 OTBeTHI HA
J1.3J11.4 KonTtpombHbIe
JI1.5J12.1 BOIIPOCHI
J12.2713.1 PesynbraThl
JI3.2 peuieHus 3aaay.
21323354 OTBeTHI Ha
25 26 JIOTIOJTHUTEIIHHBI
€ BOIIPOCHI.
Pesynbratst
TECTHPOBAHUSI.
2.14 IMoaroroBka k 3a4ery /3a4ét/ 8,75 | OIIK-9.1-3 JI1.1 JI1.2 3amaun K
OIIK-9.1-V | JI1.3J11.4 3a4ery.
OIIK-9.1-B JI1.5J12.1 bunetst k
OIIK-9.2-3 JI2.2J13.1 3a4ery.
OIIK-9.2-yY J3.2 TecTsl k 3aueTy.
OIIK-9.2-B | D1 22 33 B4
OIIK-12.2-3 35 D6
OIlK-12.2-Y
OIIK-12.2-B
OIIK-12.3-3
OIlK-12.3-Y
OIlK-12.3-B
Pazgen 3. 3amura B OC Unix (Linux)
3.1 /Tema/ 0




3.2 KoMnonenTsl noacucreMsl 3amutsl B Unix 24 OIIK-9.1-3 JI1.1 JI1.2 Koncmekr
(Linux). OIIK-9.2-3 | JI1.3JI1.4 JIEKIUH.
OO6BekTsI ¥ cyOBeKTH focTyna B B Unix (Linux). OIlIK-12.2-3| JI1.5J12.1
Pasrpannuenne nocryna B Unix (Linux). OIlK-12.3-3| JI2.2J13.1
Berpoennsie cpencta mmdposanus Unix (Linux). J3.2
Aynut u ooHapyxenue atak B OC Unix (Linux). 012233 54
WnenTudukanus, ayTeHTAPUKAIINAS U aBTOPU3AIUS 2536
nons3oBareneid B OC Unix (Linux).

IMpoueccri-cepepst B OC Unix (Linux).
Brenpenne Bpenonocusix nporpamMm B OC Unix
(Linux).
Oco0eHHOCTH 3aIIUTH B cepBepHBIX Bepcrsax OC
Unix (Linux).
KomrmoHeHTbI mocucTeMsl 3anuThl B UNiX
(Linux).
OOBeKThI U cyObekTs nocTyna B B Unix (Linux).
Pasrparmdaenue nocrymna B Unix (Linux).
Bcerpoennsie cpencrea mudposanus Unix (Linux).
Aynaut n obHapyxenue atak B OC Unix (Linux).
Wnentndukanns, ayTeHTUPHUKAIS U aBTOPH3ALIHS
nouss3oBaresnieid B8 OC Unix (Linux).
Ipomneccrr-ceprepst B OC Unix (Linux).
Buenpenue BpenponocHsix nporpamm B OC Unix
(Linux).
Oco0eHHOCTH 3alIUTHI B cepBepHbIX Bepcusax OC
Unix (Linux).
/JTex/
3.3 IoxaroroBka k 1aboparopHsM padotam /Cp/ 2 OIIK-9.1-3 | JI1.1JI1.2 [MoxroroBka
OIIK-9.2-3 | JI1.3J11.4 KOHCIIEKTA 110
OIIK-12.2-3| JI1.5J12.1 BOIIpOCaM
OIIK-12.3-3| JI2.2J13.1 TEMBI.
J3.2 Kpatkwuii onpoc
2132233524 10 TeMe Ha
25 26 KOHCYJIBTAIlNH K
9K3aMEHy
(3auery).
34 CTpyKTypa IMOICUCTEMBI 3aIllIUTHI HHPOPMAITUH B 2 OIIK-9.1-3 | JI1.1JI1.2 | YcTHBIH ompoc
OC Linux /TIp/ OIIK-9.1-y | JI1.3J11.4 IO TeMe.
OI1K-9.2-3 JI1.5J12.1 Pemenne 3agau.
OIIK-9.2-V | JI2.2]13.1 [Iposepka
OIlK-12.2-3 J3.2 JIOMAIITHETO
OIIK-12.2-V| D1 D2 53 D4 3alaHus.
OIlK-12.3-3 35 26
OIlK-12.3-Y
3.5 Pasrpannuenue nocryna B OC Linux 4.1 /IIp/ 2 OIIK-9.1-3 | JI1.1JI1.2 | YcrHslii onpoc
OIIK-9.1-y | J1.3J11.4 IO TEME.
OIIK-9.2-3 JI1.5J12.1 Pemenne 3agau.
OIlIK-9.2-y | JI2.2J13.1 ITpoBepka
OIlK-12.2-3 J3.2 JIOMAIITHETO
OIIK-12.2-YV| 51 92 33 54 3aJJaHHs.
OIlK-12.3-3 3596
OIlK-12.3-Y
3.6 Pasrpannuenue nocryna B OC Linux 4.2 /TIp/ 2 OIIK-9.1-3 | JI1.1JI1.2 | YcrHslii onpoc
OIIK-9.1-y | J1.3J11.4 IO TEME.
OIIK-9.2-3 JI1.5J12.1 Pemenne 3agau.
OIlIK-9.2-y | JI2.2J13.1 IIpoBepka
OIIK-12.2-3 J3.2 JIOMAIIIHETO
OIIK-12.2-YV| 51 92 33 54 3aaHHUs.
OIIK-12.3-3 3536

OIIK-12.3-Y




3.7 Pasrpannuenue nocryna B OC Linux 4.3 /TIp/ OIIK-9.1-3 | JI1.1JI1.2 | YcrHslii onpoc
OIIK-9.1-y | JI1.3J11.4 IO TEME.
OI1K-9.2-3 JI1.5J12.1 Pemenne 3agau.
OIlK-9.2-V | JI2.2]13.1 [Iposepka
OIlK-12.2-3 JI3.2 JIOMAIITHETO
OIIK-12.2-YV| 51 92 53 B4 3aaHMUs.
OIIK-12.3-3 3526
OIIK-12.3-Y
3.8 Aynut B Linux /Ilp/ OIIK-9.1-V | JI1.1JI1.2 | YcrtHBIH ompoc
OIlIK-9.2-3 | JI1.3JI1.4 0 TEME.
OIIK-9.2-Y JI1.5J12.1 Pemenne 3agau.
OIlK-12.2-3| JI2.2J13.1 [Iposepka
OIIK-12.2-YV JI3.2 JIOMAIIIHETO
OIIK-12.3-3| 51 92 53 B4 3a7aHus.
OIlK-12.3-Y 35 26
3.9 Berpoennsie cpencta mmdposanus B Linux /Tlp/ OIIK-9.1-3 | JI1.1JI1.2 | YcrtHBIH ompoc
OIIK-9.1-y | JI1.3J11.4 0 TEME.
OI1K-9.2-3 JI1.5J12.1 Pemenne 3agau.
OIlK-12.2-3| JI12.2J13.1 IIposepka
OIlK-12.2-y J3.2 JIOMAIITHEr 0
OI1K-12.3-3| D1 D2 33 B4 3alaHus.
OIlK-12.3-Y 35 26
3.10 Bcerpoennsle cpencTa 3amuThl HHPOPMALUK B OIIK-9.1-3 | JI1.1JI1.2 | YcrtHBIH ompoc
Asntra Linux 4.1 /TTp/ OIIK-9.1-y | JI1.3J11.4 IO TeMe.
OI1K-9.2-3 JI1.5J12.1 Pemenne 3agau.
OIIK-9.2-V | JI2.2J13.1 IIposepka
OIlK-12.2-3 J3.2 JIOMAIITHEr o
OIIK-12.2-V| D1 D2 D53 D4 3alaHus.
OIlK-12.3-3 35 26
OIIK-12.3-Y
311 BcerpoenHble cpencTa 3amuThl HHPOPMAUH B OIIK-9.1-3 | JI1.1JI1.2 | YcTHBIH ompoc
Asntra Linux 4.2 /TTp/ OIIK-9.1-y | JI1.3J11.4 IO TeMe.
OIIK-9.2-3 JI1.5J12.1 | Pemenue 3amad.
OIlIK-9.2-V | JI2.2]13.1 [Iposepka
OIlK-12.2-3 J3.2 JIOMAIITHET 0
OIIK-12.2-V| D1 D2 53 D4 3alaHus.
OIlK-12.3-3 35 26
OIIK-12.3-Y
3.12 Wzydenne moncuctemsr 3amuthl B OC Linux Yacts OI1K-9.1-3 JI1.1 J11.2 Oruer no JIP
1. IIpaBa mocryma B Linux /J1a6/ OIIK-9.1-VY JI1.3J11.4 3amura JIP.
OIlK-9.1-B | JI1.5J12.1
OIIK-9.2-3 J12.2713.1
OIIK-9.2-Y J13.2
OIIK-9.2-B | 51 32 33 54
OIlK-12.2-3 3536
OIlK-12.2-Y
OIIK-12.2-B
OIlK-12.3-3
OIlK-12.3-Y

OIIK-12.3-B




3.13 Nzydenue moncucremsr 3amuthl B OC Linux Yacts OIIK-9.1-3 JI1.1 JI1.2 Ortuer no JIP
2. Aymut B Linux OIIK-9.1-Y JI1.3J11.4 3amura JIP.
OIIK-9.1-B | JI1.5J12.1
/J1a6/ OIlK-9.2-3 J12.2J13.1
OIIK-9.2-Y J3.2
OIIK-9.2-B | 31 2233 B4
OIIK-12.2-3 35 D6
OIlK-12.2-Y
OIlK-12.2-B
OIIK-12.3-3
OIlK-12.3-Y
OIIK-12.3-B
3.14 Uzyuenue noacucremsl 3amutsl B OC Linux Yacth OIlK-9.1-3 | JI1.1JI1.2 Oryer o JIP
3. Berpoennsie cpernctBa mugpoBanms B Linux OIIK-9.1-V | JI1.3JI1.4 3ammra JIP.
/J1a6/ OIIK-9.1-B | JI1.5J12.1
OIIK-9.2-3 J12.2J13.1
OIIK-9.2-VY JI3.2
OIIK-9.2-B | D1 2233 24
OIlK-12.2-3 2536
OIlK-12.2-Y
OIlK-12.2-B
OIIK-12.3-3
OIIK-12.3-Y
OIlK-12.3-B
3.15 Wzydenne moncuctemsr 3ammuthl B OC Linux Yacts OI1K-9.1-3 JI1.1 J11.2 Oruer no JIP
4. BcTpoeHHBIE CpelcTBa 3alUThl HHGOPMauu B OIIK-9.1-y | JI1.3J11.4 3amura JIP.
Astra Linux /J1a6/ OIIK-9.1-B JI1.5J12.1
OIIK-9.2-3 J12.2J13.1
OIIK-9.2-VY J13.2
OIIK-9.2-B | 31 22 33 B4
OIIK-12.2-3 25 26
OIlK-12.2-Y
OIlK-12.2-B
OIIK-12.3-3
OIlK-12.3-Y
OIIK-12.3-B
Pa3nea 4. Be3onacHoctb MoOMIABHBIX OC

4.1 /Tema/

4.2 AKTyanbHBIE YyTPO36I 0€30MacHOCTH MOOMITBHBIX OIIK-9.1-3 | JI1.1JI1.2 Koncmekr
OcC. OIlIK-9.2-3 | JI1.3JI1.4 JICKIHI.
Oco6ennoctu 3amuTel B OC Android: OIlK-12.2-3| JI1.5J12.1
- ayreHTH(UKaKs U TexHosorust Smart Lock, OIIK-12.3-3| JI2.2J13.1
- TUQPOBBIE TOIHUCH MTPUIOKEHNH, J3.2
- TIOJIHOMOYHS, D102 53 54
- orpann4enus (nosiHomouni, API, Ha moctyn k 25 26

WHPOPMALIUY U YCTPOICTBaM, Ha paboOTy B CETH, Ha
3aMyCK MPWIOKEHUH, Ha JOCTYII K MaMsITH,

- muQpoBaHUe TaHHBIX,

- TOBEPCHHAS Cpe/ia UCTIOTHEHHS,

- TOBEPCHHAS 3arpy3Ka,

- 3aIUTa OT CPhIBA CTCKa,

- TexHojiorus SELinux,

- TeXHoJIorust Seccomp,

- rexHoJorus SafetyNet.

Oco6ennoctn 3amuthl B OC 10S.

/JIex/




4.3 Wzyuenune nureparypsl 110 3a1uTe HHPOPMAILHH B 8 4 OIIK-9.1-3 | JI1.1JI1.2 Ioxroroska
OC Android. /Cp/ OIlIK-9.2-3 | JI1.3JI1.4 KOHCIICKTA 110
OIlIK-12.2-3| JI1.5J12.1 BOTIpOCaM
OIlK-12.3-3| JI2.2J13.1 TEMBI.
J3.2 Kpatxkuii onpoc
0102233 54 1o TeMe Ha
2536 KOHCYJIbTAITUH K
9K3aMEHY
(3auerty).
4.4 Cnaua (mpuem) sx3amena /MKP/ 8 0,35 [OIIK-12.2-3( JI1.1J11.2 OTBeTHI Ha
JI1.3J11.4 KontponbHsle
JI1.5J12.1 BOIIPOCHI
JI2.2J13.1 Pesynbrarsl
J3.2 pelieHus 3a1ad.
0102233 54 OTBeTHI Ha
25 26 JIOTIOJTHUTEIIHHBI
€ BOIIPOCHI.
Pesynbrarsl
TECTHPOBaHUSI.
4.5 KoncynerupoBanue nepex sx3amenom /Kuc/ 8 2 OIIK-9.1-3 | JI1.1JI1.2 Bompocsr k
OIlIK-9.2-3 | JI1.3JI1.4 9K3aMCHY.
OIIK-12.2-3| JI1.5J12.1 Pemenune
OIlK-12.3-3| JI2.2J13.1 |THUIOBBIX 3ajad.
J13.2 OTBeTHl Ha
212233 54 BOTIPOCHI.
25 26
4.6 IToaroroBka k sk3aMeHy /JK3aMeH/ 8 35,65 | OIIK-9.1-3 JI1.1 J11.2 3amaun K
OIK-9.1-V | JI1.3JI1.4 JK3aMeHy.
OIIK-9.1-B JI1.5J12.1 Bunertsr k
OIIK-9.2-3 JI2.2J13.1 JK3aMeHy.
OIIK-9.2-Y J13.2 TecThl K
OIIK-9.2-B | 31 22 33 B4 9K3aMeHY.
OIlK-12.2-3 2526
OIlK-12.2-Y
OIlK-12.2-B
OIIK-12.3-3
OIlK-12.3-Y
OIlK-12.3-B

5. OLEHOYHBIE MATEPHA.JIbI 1O JUCLUIIIMHE (MOAY.IIO)

O1eHOYHBIe MaTePHAaJIbl IO TaHHOW AUCIUIUINHE NpuBeaeHH! B [Ipmnoxkennu 1 k pabodelt mporpaMme TUCIUTUIAHBL (CM. TOKYMEHT
«O1IeHOYHbIE MaTEePHAITBI TI0 TUCIUIUINHE «3alluTa B ONIePalMOHHBIX CHCTEMAX

6. YHAEBHO-METOANYECKOE U TH®OPMAIIMOHHOE OBECIIEYEHHUE JUCHUIIJIMHBbI (MOY JIS)

6.1. Pexomenayemas 1ureparypa

6.1.1. OcHoBHasf JMTEpPATypa

Ne ABTOpBI, COCTaBUTEIN 3araBue WsnarensctBo, | KommuecTso/
roj Ha3BaHHE
3bC
JI1.1 |Epmakos II.T., [IprMeHeHne aHTHBHUPYCHBIX IIPOTPaMM JIsl 0OecTieueHHs ExarepunOypr: |2227-8397,
Ipucsoxuelii A. B. nHpopManmoHHO# 6e30macHOCTH Ypanbckuii http://www.ipr
denepansubiii | bookshop.ru/6
yauBepcurer, |6577.html
9bC ACB,
2013, 64 c.
JI1.2 | Chriues 0. H. Crangaptel nHGOpMALMOHHO# 6e30macHOCTH. 3aluTa 1 Capatos: 978-5-4487-0
00paboTka KOHQUICHIMAIBEHBIX JOKYMEHTOB : yueOHOE mocodue |By3oBckoe 128-3,
obpasosanue, |http://www.ipr
2018, 195 c. bookshop.ru/7
2345.html




Ne ABTOpBI, COCTaBUTENN 3arnaBue UznarensctBo, | Kommuecto/
roa Ha3BaHUE
3bC

JI1.3 |I'motmaa U. M. CpencrBa 6e30maCHOCTH OTeparmonHoit cucrembl Windows Caparos: 978-5-4487-0

Server 2008 : yueOHO-MeTOIUUECKOE ITOCOOHE Bysosckoe 136-8,
obpasoBanue, |http://www.ipr
2018, 141 c. bookshop.ru/7
2538.html

JI1.4 Anmvunnctpuposanre OC Unix Mocksa: 2227-8397,
Uurepret-Yuus | http://www.ipr
epcuter bookshop.ru/7
Nudpopmanmnons [ 3659.html
bIX TexHosnoruu
(MHTYUT),

2016, 303 c.

JI1.5 [AiiBenc K. AnmvunuctpupoBanue Microsoft Windows Server 2003 Mockga: 2227-8397,
Nurepuet-YHus | http://www.ipr
epcuTeT bookshop.ru/7
Nudbopmanmons [ 3725.html
bIX TexHonoruu
(MHTYUT),

2016, 486 c.
6.1.2. JlonoJHUTeIbHAS JINTEPATYpa
Ne ABTOpBI, COCTaBUTENIN 3armnaBue UznarensctBo, | Komnuecto/
rox Ha3BaHHE
3bC

JI2.1 |Jloxnuxos II. C., ObecnieueHne O€30MACHOCTH CETEBOM HHPPACTPYKTYPHI Ha Mockaa, 978-5-4487-0
Muxaitnos E. M. OCHOBE OTICPAIIMOHHBIX cucTeM Microsoft : mpakTHKyM Caparos: 080-4,

Wurepuer-Yuus | http://www.ipr
epcUTeT bookshop.ru/6
Nudopmanmons | 7389.html

bIX TexHosorui

(MHTYUT),

ByzoBckoe

obpazoBaHue,

2017,264 c.

J12.2 |PynenxoB H. A., TexHoNOTHA 3aIATH HHPOPMALIUU B KOMIIBIOTEPHBIX CETIX Mocksa: 2227-8397,
IMponerapckwuii A. B., Nurepuet-Yuus | http://www.ipr
Cwmuprosa E. B., epcuTeT bookshop.ru/7
CypoBoB A. M. Nudopmanmons [ 3732.html

bIX TexHosoru
(MHTYMNT),
2016, 368 c.
6.1.3. MeTroanieckue pa3padoTku
Ne ABTOpBI, COCTaBUTEIN 3araBue WsnarensctBo, | Kommuectso/
roj Ha3BaHHE
3bC

JI3.1 |3acopun C.B,, 3amuTa B ONEpallMOHHBIX CHCTEMaXx : METOJI. yKa3. K J1lab.paboram | Ps3ans, 2016, |60

Kyszemun I0.M., 76¢.
Ipsxeropaunckuii B.H.
JI3.2 [3acopun C.B., 3ammTa B ONEpalMOHHBIX CUCTEMAX : METOJ. YKa3. K JIa0. Ps3ans, 2016, 60
Kyszemun I0.M., paboram 44c.
Ipxeropaunckuii B.H.
6.2. Ilepeyennb pecypcoB HHGPOPMALUOHHO-TEIEKOMMYHUKANIMOHHOM ceTH ""UHTepHeT"
21 |1, DNeKTpOHHO-0MOIMoTeuHas cucrema «Jlaub». — PexumM moctyna: noctym u3 KopropatuBHoi cetu PIPTY —

cBoOoaHbIH (6e3 maposst). URL: https://e.lanbook.com/




22 |2 OnexktpoHHO-O0nbaMoTeuHas cucrema «IPRbooksy». — Pexxum nocryna: noctyn n3 xoprnoparusHoit cetu PIPTY —
cB0OOHBIN (0e3 maposst), roctyn u3 cetu MuTepHeT - mo mapoito. URL: https://iprbookshop.ru/

23 |3 Onexrponnas 6udnmoreka PIPTY. URL: http:/elib.rsreu.ru/ . Pexxum nocrymna: u3 koprnoparusHoii cetu PIPTY —
T10 TIAPOJII0

24 |4, Hayunast snexkrponHas 6ubnmoteka eLibrary. URL: http//e.lib/visu.ru/www.uisrussia.msu.ru/elibrary.ru

25 |5 Bubnuoteka u popym no nporpammuposanuto. URL: http://www.cyberforum.ru

26 |6. Hanwnonanbusiii otkpbiTeiid yauBepeuter MHTYUT. URL: http://www.intuit.ru/

6.3 Hepe‘leHL nporpaMmmMHoOro o0ecneyeHns: u I/IH(bOpMaIII/IOHHLIX CIIPAaBOYHBIX CUCTEM

6.3.1 HepequL JIUIHCH3UOHHOTO A CBOﬁOI{HO pacnpocrpaHsieMoro mnporpaMmmMHoOro 06ecneqemm, B TOM YMCJI€ 0TCYCCTBCHHOI' O

Mmpou3BOACTBA

HaunmenoBanue

Onucanue

OmneparrionHas cucrema Windows

KommMmepueckast munensus

Kaspersky Endpoint Security

KommMmepueckast nunensus

Adobe Acrobat Reader Cso6oxuoe I10
LibreOffice Csob6ognoe I1O
VVMware Player Csobozanoe I10

6.3.2 TlepeyeHb HH(OPMALMOHHBIX CIPABOYHBIX CHCTEM

6.3.2.1 ICI/ICTeMa Koncynprantllntoc http://www.consultant.ru

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCIHUIIJIMHBI (MOAY JI51)

270 y4eOHO-aAMUHUCTPATUBHBIN KOpITyC. ydeOHasl ayUTOPHS AJIsl IPOBEACHUS YIeOHBIX 3aHATHH. Crenuani3upoBaHHAs
1 Mmebenb (42 mocagovHBIX MECTa), MarHUTHO-MapKepHas aocka. MynbTuMmenua mpoekrop, 1 skpan. Pabouee mecto (2
cTOJa), 1 IepcoHABHBIN KOMITBIOTEP, 1 HOYTOYK.

PTPTYVY.

268  yueOHO-aIMHHUCTPATHBHBIH  KOPITyC. KOMIIBIOTEPHBIH  Kjacc Uil NPOBEACHHsS  Y4EeOHBIX  3aHATHH
2 CrernmanusupoBanHas MeOenb (20 KOMIBIOTEPHBIX CTOJIOB), 20 IEpPCOHAIBHBIX KOMIIBIOTEpOB. Bo3MoXkHOCTH
HOAKITIOYEHHs K ceTH VIHTepHeT U obecrneueHueM JOCTyIla B AJIEKTPOHHYIO MH(OPMALIOHHO-00Pa30BaTeNIbHYIO CpelLy

8. METOAUYECKHUE MATEPHAJIBI 11O JUCHUIIJIMHE (MOAYJIIO)

MeTtoandeckue MaTepHabl 110 JaHHOH TUCIHIUIHHE TpUBeaeHBI B [Iprnoskennn 2 k paboueii mporpaMme JUCIUTUTHHEI (CM.
IIOKyMeHT «MeToamaeckoe o0ecriedeHrne TUCIUILINHEL «3aIInTa B OTIEPAIIMOHHBIX CHCTEMAaX

Onepatop 340 000 "KomnaHus "TeH3op" ——

[OKYMEHT MOAMWUCAH 3JTIEKTPOHHOI NMOANMCHIO

noanncAHO ®reoy BO "PrPTY", PIPTY, MpxxeropamHckuii Buktop 12.07.23 17:51 Mpoctas noanuce
3ABEAYIOLLUNM Hwukonaeswy, Mpenogasatens (MSK)

KA®E/PbI

noanncAHO ®reoy BO "PrPTY", PIPTY, MpXeropamHckuii Buktop 12.07.23 17:51 Mpocras noanuce
3ABEAYLLUMM Hwukonaeswy, MpenogasaTenb (MSK)

BbIMYCKAIOLLEN

KA®E[PbI

noAanncAHO ®reoy BO "PIrPTY", PIPTY, Kopsuko Anekceit 17.08.23 15:34 MpocTtas noanucb
MPOPEKTOPOM MO YP BsiuecnaBoBuy, MpopekTop Mo y4e6Hol paboTte (MSK)




