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1. O01mume moJI0KeHus

YaCTH OCHOBHOW 00pa3oBaTeIbHON MPOrPaMMBI.

TEKYILIEro KOHTPOJI U MPOMEKYTOUHON aTTECTAIUU.

OOBaHMSIMU.

HOM aTTecTalny, HTOTOBBIA KOHTPOJIb B (pOpME 3aueTa.

Ol/;eHOLlele mamepudiliol — 3TO COBOKYITHOCTDb y‘-IC6HO-MeTO,[[I/ILIeCKI/IX MaTCprajioB U IIPOLC-
AYyp, IPCAHA3HAUYCHHBIX I ONCHKH Ka4€CTBa OCBOCHMUA O6y‘~IaIOHII/IMI/IC$I IlaHHOfI JUCHUIIIMHBI KaK

[lenb — OLIEHUTH COOTBETCTBHUE 3HAHUI, YMEHUI U YPOBHS MPUOOPETEHHBIX KOMIETEHIIUH,
o0ydJaromuxcs 1esiM 1 TpeOOBaHUSIM OCHOBHOM 00pa3oBaTeIbHOM MPOrpaMMBl B XOJ1€ IIPOBEICHHS

OcHoBHas 3a7jaua — 00ECIEeYUTh OLIEHKY YPOBHSI C(HOPMUPOBAHHOCTU OOIIEKYIBTYPHBIX U
po(heCCUOHATBHBIX KOMITETEHITUH, TPHOOPETAEMbIX 00YUJaIONTUMCS B COOTBETCTBUU C ATHMH TpPE-

KoHTpo:b 3HaHUIT 00y4Yaromuxcsi IpOBOIUTCS B POpPME TEKYIIETO KOHTPOJISI U IPOMEKYTOU-

2. HacnopT OLCHOYHBIX MAaTCPHAJIOB 110 TUCIHUIIJIUHE

n/n

KonTposupyembie
(TeMBbl) AN CHUTIIHHBI

pa3aensl

Koa xoHTpompyemoii koMineTeH-
nuu (WK ee 4acTH)

HaumeHnoBanue
OII€EHOYHOI0 CpeACTBA

Pa3nen 1. ba3oBble moHs-
TSI 00J1aCTH 3amMTBI HH)OpMa-
UM ¥ 0e30macHOCTH MHpopManu-
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IIpobnema wunpOpMaIOH-
HOW Oe3omacHoctu obmecrBa. Oc-
HOBHBIE TEPMHHBI U ONpEACICHUSL
JAHHOW TIpeIMETHOH obnactu. 3a-
Jla4yd 10 3aIluTe MHPOPMAIMU U HH-
(OpMaNMOHHBIX CHCTEM. YPOBHH
(dhopmupoBaHus pexuMa HHPOpMa-
LIMOHHOM Oe3omacHocTu. O630p HOP-
MaTHBHO-TIPAaBOBBIX JOKYMEHTOB B
obnactu 3amuTsl MHGOpManuu. ['oc-
yAapCTBeHHbIE CTaHAapTbl PO — py-

1.2

OCHOBHBIC MMOHATHS 3alIUTBI UHDOP-
Manuu. /Jlex/

OIIK-3.2
OIIK-3.3

3auer
Ipaktuyeckas pabora
CamocrositesnpHas pabora




Pa3gen 2. Yrpo3sl nHpopmManmon-
HOIi 0e30MacCHOCTH

2.1

HccnenoBanue NpUYMH HapyHICHUS
6e3onacHocty. [ToHsTHE Yrpo3sl HHpOpMAIH-
OHHOI Oe3omacHocTH. Knaccudukamms yrpos
10 PA3IMYHBIM KJIacCH()UKAIMOHHBIM TIPH3HA-
kaM. [TousTre ys3pumoctu nnpopmanuu. Co-
BpEMEHHbIE BUIBI Yrpo3. IloHsTHE, BUIBI,
KJIaccuuKanus, 3Tanbl pealn3aliy THIIOBBIX
CEeTeBBIX aTaK. TEeXHUYECKUE KAHAJbI YTEUKU
nHopmanmu. KaHamel HeCaHKIIMOHUPOBAH-
HOro aocryna kK uHdopmarnuu. /Tema/

2.2

HWccnenoBanue NpUYMH HapyLICHUS
6e3onacHocTy. [ToHsATHE Yrpo3bl HHPOPMAILH-
oHHOU Oe3omacHocTH. Kiaccudukanus yrpos
110 pa3JIMYHbIM KJ'laCCI/l(bI/lKaU,I/IOHHbIM Ipu3Ha-
kam. TToustue ys3BuMoctu uHbopmaimu. Co-
BpeMeHHbIE BHIbI yrpo3. IloHsTHE, BUJBI,
KJIaCCU(DUKALMSL, ITAIBI PEATU3aHH THIIOBBIX
CeTeBBIX aTak. TeXHWYECCKHE KaHAIbl YTECYKH
uapopmaimy. KaHaiapl HECAHKIHMOHHPOBAH-
HOro jgocryna K uHpopmanuu. /Jlex/

OIlK-3.2
OIIK-3.3

3auer
TIpakruueckas pabora
CamocrosrtesbHas pabora

Pa3gen 3. O6mue nmoaxoab! K mpo-
Oseme 3ammThl MHpopManuu. OcCHOBHBIE
METO/bI H CPeJCTBA 3aIUThI 0€30MACHOCTH

3.1

OneHka pHCKOB B cdepe HHPOPMAIMOHHOM
6e3onacHocTH. OCHOBHBIE METOJBI CPEICTBA,
MeXaHU3MBbI 3auThl HHpOopManun. /Tema/

3.2

Onenka pHCKOB B cdepe HHPOPMAIMOHHOM
6e3onacHocTi. OCHOBHBIE METOJBI CPEZICTBA,
MEXaHU3MBbI 3aluThl HHGopManuu. /JIex/

OIlK-3.2
OIlK-3.3

3auer
IIpaxruueckas pabora
CamocrostensHas paboTa

Pa3nen 4. OcHOBHBIE OHSITHS TE€O-
pUM 3aUTHI HHOpMALUH
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TeopeTnueckue ocCHOBBI HH(pOpManu-
OHHOM Oe3omacHOCTH. IIOHSATHS «OOBEKT»,
«CYOBEKTY, «CYIIHOCTBY, «Iporeccy. [Tonsrue
Mozenu OesomacHocTH. Buubl moxeneil 6es-
OMACHOCTH B 3aBUCHMOCTH OT pPeaJU3yeMbIX
dyHkmit 3anmThl. [ToHATHE MOMUTHKU O€3-
OMacHOCTH. MaHnaTHasl, JUCKPEIMOHHAS, PO-
JIeBasi NONUTHUKY Oe3omacHocTH. /Tema/

4.2

TeopeTrueckre 0CHOBBI HH(pOpMaIu-
OHHOM Oe30omacHOCTH. IIOHATHS «OOBEKT»,
«CYOBEKTY, «CYIIHOCTBY, «Iporeccy. [Tonstue
Mozenu OesomacHocTH. Buubl mozeneil 6es-
OMACHOCTH B 3aBUCHMOCTH OT pealli3yeMbIX
¢ynkumit 3anmrel. TloHATHE TOMUTUKU 0e3-
ormacHOCTH. MaHaaTHasl, AUCKPEIMOHHAs, PO-
JieBast MOJUTUKH Oe3omacHoCTH. /JIek/

OIIK-3.2
OIlK-3.3

3auer
[IpakTudeckas pabora
CamocrostenbHas padbora

Paznen 5. IlonsiTne nHpOpMannoH-
HOI0 cepBuca 0e30NaCHOCTH

5.1

O0630p  mpobseM  Ge30MaCHOCTH
HaunOonee nomynapHeix Internet-cepsucos. 3a-
maun  obecriedueHuss WHPOPMAIMOHHOW 0e3-
oracHocTu ceteil. KoMIuiekcHbIH Moaxox K pe-
aNMU3alil OCHOBHBIX (DYHKIMOHAJIBHBIX KOM-
MOHEHTOB 0€30MaCHOCTH CETEBBIX CHUCTEM 00-
paboTKy MH(DOPMAIIMK C UCIOIL30BaHUEM Me-
TOJOB M CPEJCTB KpUNTOrpaduu, MEXaHU3MOB
ayTeHTU(HUKAIIMKA ¥ aBTOPU3AIMH, aHTHBHPYC-
HBIX CPEJCTB, MEXKCETEBOI'0 IKPAaHHPOBAHHSL.

5.2

O0630p  mpobseM  Ge30MacCHOCTH
Haunbonee nomynsapHeix Internet-cepsucos. 3a-
maud  obecriedeHuss MHGPOPMALIMOHHON 0e3-
ormacHocTH ceteil. KoMIekcHbI MOAX 0/ K pe-
aNN3alii OCHOBHBIX (DYHKIIHOHATBHBIX KOM-
MOHEHTOB O€30MaCHOCTH CETEBBIX CHUCTEM 00-
paboTku MHGOPMAIIMHU C UCTIONB30BAHUEM Me-
TOJZIOB U CPENICTB KpUNTOrpaduu, MEXaHIN3MOB
ayTeHTU(HUKAIIMK ¥ aBTOPU3aIMU, aHTHBHPYC-
HBIX CPEJCTB, MEXKCETEBOI'O0 IKPAHHPOBAHHSL.

OIlK-3.2
OIlK-3.3

3auer
IMpakTuyeckas pabora
Jlaboparopnast pabora
CamocrosrtesnbHas padbora

Paznen 6. 3amura MHTEpHET-MOM-

6.1

DYHKIMH ¥ HA3HAYEHUE MEKCETEBBIX
9KpaHOoB. TpeOoBaHUS K MEXKCETEBBIM JKpa-
HaM. Kiaccudukaims MeXCeTEBBIX SKPaHOB.
MexaHu3Mbl TTOCTPOEHUsSI ~ BUPTYAJIbHBIX 3a-
umuiieHHbIX ceteit (VPN-texnonorun). /Tema/

6.2

OyHKINH 1 HA3HAYECHHE MEXKCETEBBIX IKPAHOB.
TpeboBaHus Kk MeXKCeTeBbIM 3KpaHaMm. Kiaccu-
(uKaLUs MEKCETEBBIX HKPaHOB. MeXaHU3MBI
MOCTPOCHHUSI BHUPTYAIbHBIX 3alUIICHHBIX Ce-
teit (VPN-Texnonorun). /Jlex/

OIlK-3.2
OIIK-3.3

3auer
[pakruueckas pabora
Jlaboparopnast pabora
CamocrostenbHas padora




Paznen 7. Pazpymalomme nporpamm-
Hble cpeacTBa. Bupycbl, TposiHCKHe Mpo-

7.1

BpemoHOoCHBIE MPOrpamMMbl Kak yrposa HH(Op-
MAaIMOHHOM 0€30MacHOCTH. XPOHOJIOT U U KJlac-
cru(uKaIus BPEIOHOCHOrO MPOrPaMMHOro obec-
MeYeHUss. AHTUBHPYCHBIE MPOTrPaMMBbI, 0COOCH-
HOCTH, Ka4eCTBO UX PabOThl. MEeTOIbI 3aIUTHI OT
BPEIIOHOCHBIX mporpaMmM. /Tema/

7.2

BpenoHOCHBIE IPOrpaMMBI Kak yrposa HHQOp-
MAIMOHHOM 06e30macHoCTH. XPOHOIOTHS U Kilac-
cuuKanus BpeJOHOCHOTO IPOrpaMMHOr0 odec-
neveHnsl. AHTHBUPYCHBIC HPOrPaMMBI, OCOOCH-
HOCTH, Ka4eCTBO UX PabOThl. MeTO/BI 3aIUTHI OT
BPEIOHOCHBIX Iporpamm. /JIex/

OIlK-3.2
OIIK-3.3

3auer
[IpakTuueckas pabora
Jlaboparopnast pabora
CamocrositenbHas padora

Paznen 8. Kpunrorpapuueckue me-
TOABI 3aIUTHI MHGOpMANMU. DJIEKTPOHHAsN
nudpoBas NOANNCH

8.1

TlonsTHe KpunTOrpadUUECKUX METO-
noB 3ammrtel uHGopMmauuu. Kiaccudukarnus
kpunrorpadpuueckux MertonoB. Ilpocreiimme
mrGpel 1 BX cBolicTBa. OIEHKa KPHIITOCTOWKO-
cru umdpos. Crucrems! mU(POBaHUS C CAMMET-
PUYHBIM U OTKPBHITBIM Kio4oM. COBpeMeHHbIE
anroputMbl mudpoBanus. [ToHsTHE 37IEKTPOH-
HOH UUQPOBOH mOANMHUCH. 3aKOHOAATENILHBIE
aKThl, pPErJIAMEHTUPYIOLINE  HCIOJIb30BaHHE
NIEKTPOHHOW IU(PPOBOH MOIMUCH MIPU peann3a-
UM JIEKTPOHHOTO JOKyMeHToobopora. [Tpore-
Iypel TOCTAaHOBKM M TIPOBEPKH JIICKTPOHHOH
uudposoit noanucu. [ToHsiTue u cBOMCTBA X3III-
¢yakuun. CoBpeMEHHbIE allTOPUTMBI AJIEKTPOH-
Ho#i 1 poBoit moamucu /Tema/




8.2|TTonsTHe KpunTorpaguIecKux METOIO0B 3aIIUTHI OIlIK-3.2
undopmarnmu. Kinaccugpukanus kpunrorpadpuye- OIlK-3.3 3auer
ckux MeTozoB. [Ipocreiiue mudpsl 1 UX CBOK- Jlaboparopnast pabora
crBa. Onenka kpunrocroikoctu mmgppos. Cu- CamocrositenbHas pabora

cTeMbl MIU(GPOBAHUS C CAMMETPUYHBIM M OTKPBI-
TBIM KT04oM. COBpeMEHHBIE aJrOpUTMBI MIAQ-
poBanust. [ToHATHE 371€KTPOHHOM 1K POBOI MO~
IUCH. 3aKOHOJATENbHBIE aKThI, PErJIaMEHTUPYIO-
IIIM€ WCIIOJIb30BAHUE JJICKTPOHHON IU(POBOIL
MOJMUCH NPU pealn3alyu 3JIEKTPOHHOTO JOKY-
MeHToobopora. [Iponenypbl MOCTaHOBKU U MPO-
BEPKH 3JICKTPOHHOU nndpoBoit moamucu. [Tows-
THe ¥ cBoHWcTBa X3uI-GpyHKIUH. COBpEeMEHHBIC
QITOPUTMBI 3JICKTPOHHOM 1M(POBOH MOANUCH
/JTex/

3. loka3aTe/in M KPUTEPUHN OLIEHNBAHUS KOMIETEHINH (PE3yJIbTaTOB)
HA PAa3JIMYHBIX 3TAnax ux (popMUPOBAHUSA, ONTUCAHUE KA OLleHUBAHUSA

1. Copmuposannocme Kaxcoou KomnemeHyuu B PaMKax OCBOCHUS JAHHOM IUCIH-
IUTMHBI OLIEHUBAETCS 110 MPeXypo8HEBOl WKAe:
® [IOpPOrOBBI YpOBEHb (Y OBIETBOPUTENbBHBIN) SIBIIAETCA 0043aTEIbHBIM I BCEX 00yJaroIuxcs
10 3aBEPUICHUH OCBOCHMSI TUCLUIIIINHBL;

® MPOJBUHYTHII YPOBEHb (XOPOIIMi{) XapaKTepU3yeTCs MPEBBILICHHEM MUHUMAIbHBIX XapaKTepH-
CTUK c(hOPMUPOBAHHOCTH KOMIIETEHIIMH 110 3aBEPILIEHUH OCBOCHMS JUCLUILINHBI,

® DJTaJOHHBIA YpOBEHb (OTJIMUHBIN) XapaKTEPU3yeTCsl MAKCUMAJIbHO BO3MOXHOW BBIPAKEHHOCTHIO
KOMIIETEHIIUH U SIBJISETCS BaKHBIM KaUYECTBEHHBIM OPUEHTHPOM JUIsI CaMOCOBEPIIEHCTBOBAHUS
00y4aeMoro.

2. [Ipn nocrarouHoM KauecTBe OCBOeHHMsI Oonee 81% NpuBENEHHBIX 3HAHUMN, YMEHUN U
HABBIKOB IIPENO1aBATENb OLIEHUBAET OCBOCHHUE JaHHOW KOMIIETEHIIMU B PaMKaxX HACTOSAIIEH TUCIU-
IUIMHBI Ha 3TAJIOHHOM YpOBHE, IIpU OCBOoeHUH Ooee 61% mpuBeIeHHbIX 3HaHUH, YMEHUH U HABBIKOB
— Ha MPOJBUHYTOM, ITpU 0cBoeHUH Ooree 41% npuBeeHHBIX 3HaHUH YMEHUH U HABBIKOB — HA TIOPO-
roBoMm ypoBHe. [Ipu ocBoennn Mmenee 40% npuUBEACHHBIX 3HAHUM, YMEHUN 1 HABBIKOB KOMIICTEHITUS
B PaMKax HacTOALIEH AUCHUIIIMHBI CYATAETCSI HEOCBOCHHOM.

3. Yposenv cghopmuposannocmu Kaxmaoi KOMIETSHIIMN HA Pa3IMYHBIX dTanax ee gop-
MUPOBAHUS B MPOIIECCE OCBOCHUS JUCIUTIIMHBI OIICHHBACTCS B XOJI€ TEKYIIETO KOHTPOJIS yCIeBae-
MOCTH M TIPEJICTABIICHO Pa3IMYHBIMKM BHJIaMH OIICHOYHBIX CpelcTB. [IpenonaBaTeemM oneHUBaETCS
CoJIepKaTeNIbHAs CTOPOHA U Ka4eCTBO YCTHBIX U MUCHbMEHHBIX OTBETOB CTY/ICHTOB Ha WHAUBHUIYallb-
HBIC BOIPOCHI BO BPEMsI MPAKTHYECCKUX M JTAOOPATOPHBIX 3aHSATHH, MATepPUAIIOB, MPUBEIACHHBIX B
MMICbMEHHOM TECTHPOBAHHUE IO TEOPETHUYECKUM paszfienaMm Kypca u pedepare. JlomoaHUTETLHBIM
CPEICTBOM OLIEHKU 3HAHUI ¥ YMEHUH CTYJCHTOB SIBJISETCS OTYET IO MPOBEICHHBIM J1a00paTOPHBIM
paboTaM U WX 3anIuTa. Y UYUTHIBAIOTCS:

® ypOBEHb YCBOGHUS MaTepuaa, IpelyCMOTPEHHOTO TPOrpaMMoii Kypca;
® yMCHHE aHAJTM3UPOBATh MaTepUal U YCTAHABIIUBATH IPHUYNHHO-CIICICTBEHHBIC CBSI3H;
® OTBETHl Ha BOIPOCHI: MMOJTHOTA, apPIyMEHTHPOBAHHOCTh, YOEKIEHHOCTh, Ka4e€CTBO OT-
BeTa (ero o0m1asi KOMIO3UIIUS, TJOTHYHOCTD, O0IIast PYIUIIH);
Ka4eCTBO BBIMOJIHEHHOM JIabopaTOpHON padoThI (IPOrpaMMHOI0 IPOAYKTA);
MPABUJILHOCTH BBHITTOTHEHHON KOHTPOJIBHOM paboThI (TecTa);
HCIIOJTb30BaHUE OCHOBHOM U JIONIOJTHUTEIIEHOM JTUTEPATYPHI P TOAT OTOBKE,
U IPUHUMAIOTCSI BO BHUMAHUE 3HAHUS, YMEHUS, HABbIKU, TIEPEUUCIICHHBIE B I1.2. pado-
Yei MporpaMMbl TUCIUTUTHHEIL.
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4. Kpumepuu oyenusanus ypoBHsi cOpMUPOBAHHOCTU KOMIIETEHILIUU B MPOLIECCE BbI-
MOJTHEHUSI KOHTPOJBHBIX 3aJaHU:

S. 41%-60% npaBUIbHBIX OTBETOB COOTBETCTBYET MOPOrOBOMY YPOBHIO CPOPMUPOBAH-
HOCTH KOMIICTCHIIUH Ha JJaHHOM 3Tane ee () OpMHPOBAHUS;

6. 61%-80% mpaBUIBHBIX OTBETOB COOTBETCTBYET MPOJABHHYTOMY YPOBHIO C(HOPMHUPO-
BAaHHOCTH KOMIIETEHIIMH Ha JAHHOM 3Tane ee (OpMHUPOBAHUS;

7. 81%-100% mpaBUIBHBIX OTBETOB COOTBETCTBYET ATATIOHHOMY YPOBHIO C(HOPMHPO-
BaHHOCTH KOMIIETEHIIMU Ha JaHHOM 3Tare ee (GopMUpOBaHHUSI.

8. ChopmMupoBaHHOCTb YPOBHSI KOMIIETEHIIMH HE HU)KE MOPOrOBOTO SBISIETCS OCHOBA-

HUEM JUIA I0IyCKa 00y4aroIerocs K NpoMeKyTOYHOW aTTecTaluy 110 JaHHOH aucuumiuHe. @opmoit
IIPOMEKYTOUHON aTTECTAllMK 10 JaHHOM JUCLUILINHE SBISETCS 3a4€T U DK3aMEH, OLICHMBAEMBbIE 110
npussToil B ®I'6OY BO «PI'PTVY» cucreme.

9. 3auer onenuBaercs no npuasaTod B ®I'BOY BO «PI'PTY» cucreme «3auteHo» u

«HC 3a4YTCHO).

IxaJjia oneHUBaHUSA

Kpurepun oueHuBanus

«3aAYTECHO»

10.  oyenxu «szaumeno» 3aciry’kuBaeT 0O0YyJarOUIUICS, TPOAEMOHCTPH-
POBABIINI IIOJIHOE 3HAHUE MaTepualla IUCLUUIUIMHBI, YCBOMBIIMM OCHOB-
HYIO JIUTEPATYPY, PEKOMEHAOBAHHYIO MPOrPaMMOM IUCLUILINHBI, I1OKA-
3aBLIMHM CHCTEMAaTUYECKUN XapaKTep 3HaHUM, OTBETUBIIHI Ha BCE BOIIPOCHI
Ouiera WM JONyCTUBIIMNA OrPEIIHOCT B OTBETE, HO 00J1aAaI0Hi HeoO-
XOJMMBIMU 3HAHUSIMU I €€ YCTPAHCHUS,

«HE 3a4YTCHO»

11. OYeHKU «He 3aumeHOy 3aCIYKHUBAET O0y4alolIUiCs, HE CIaBIIUMA
7a00paTOpHBIA MPAKTUKYM, MPOJAEMOHCTPUPOBABIIUN CEPhE3HBIC IPO-
OeIbl B 3HAHUSX OCHOBHOT'O MaTepHalla M3y4eHHOW JUCITUILINHBI, HE OTBE-
TUBINUH Ha BCE BOMPOCH OMJIETa U JIOMOJIHUTEIbHBIC BOPOCkl. Kak mpa-
BUJIO, OLICHKA «HE 3a4TEHO» CTABHTCS O0YYaIOUIMMCS, KOTOPbIE HE MOTYT
POAOKUTE 00yUeHHE N0 JaHHON 00pa30BaTeIbHOM MporpaMMe.

12. Ox3ameH oreHuBaercs mo npuasIToil B ®I'BOY BO «PI'PTY» ueThipexOamuibHOM cH-
CTEME: HEYJIOBJICTBOPHUTEIBHOY, «YJIOBJIECTBOPUTEIBHOY, «XOPOIIO» M KOTIUYHOY:

IxaJia oneHUBaHUS

Kputepuu oneHnBanus

«OTJINIHO»

13. cmyOdeHm 00./19iceH: TIPOIEMOHCTPUPOBATH TIIYOOKOE YCBOCHHE Ma-
TepUayia; WCYEPIBIBAIOINE, MOCIEAOBATEIbHO, TPAMOTHO W JIOTMYECKH
CTPOMHO M3JIOKUTh TEOPETUYECKHI MaTepual; MpaBUILHO (GOPMYITHPO-
BaThb OMNPECACIICHHUA, YMCETh ACJIATh BBIBOJbLI 11O M3JIara€MoOMy MaTCcpually,
0e3yIpeYHO OTBETUTh HE TOJILKO Ha BOIPOCHI OWiIeTa, HO M Ha JOMOJIHH-
TEJIbHBIE BOMPOCHI B paMKax pabodeill mporpaMMbl TUCHMILIMHBI; TIpoJie-
MOHCTPHUPOBATH YMCHHC IMPABUJIbHO BBIMTOJHATH MIPEAYCMOTPCHHEBIC ITPAK-
TUYECKHUE 3aJIaHUs;

«Xopouo»

14. cmyoeHm 00.J14ceH: IPOAEMOHCTPUPOBATH IOCTATOYHO MOJTHOE 3HA-
HUE MaTepuaia; MpoJeMOHCTPUPOBATh 3HAHHE OCHOBHBIX TEOPETUYCCKUX
TIOHSTHI; TOCTATOYHO MOCIEIOBATEIBHO, TPAMOTHO U JIOTHYECKH CTPOHHO
H3JIOKUTH MaTCpral; yMETh CACIATb JOCTATOYHO O6OCHOBaHHbIe BBIBOJHI,
OTBETUTh Ha BCE BONPOCH OMiIEeTa; MPOJIEMOHCTPUPOBATH YMEHHE IIpa-
BUJIBHO BBITIOJIHATH MPAKTHUECKUE 3aaHUs, IPH ATOM BO3MOKHBI HETIPUH-
[UTTHATBHBIE OIIHOKH;

«Y/10BJIETBOPH-
TeJbHO»

15. cmyoeHm 00xceH: IPOJAEMOHCTPUPOBATH O0IIee 3HAHNE MaTepH-
aJia; 3HaTh OCHOBHYIO PEKOMEHIYEMYIO YUEOHYIO JINTEPATYPY; YMETh CTPO-
UTh OTBET B COOTBETCTBUU CO CTPYKTYPOI M3JIaraeMoro BoIpoca; mokas3arh
o0111ee Bi1aJIeHUE MOHATUHHBIM alnapaToM JIUCUUIUIMHBI; YMETh YCTPaHATh
JONYIICHHBIC OTMOKU B OTBETE Ha TEOPETHYECKUE BOTIPOCHI ¥ ITPH BHIIOJI-
HEHUU MPAKTUYCCKUX 3aMaHui, 1r00 (IpU HENPaBUIHLHOM BBIMOIHCHHUH
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MPAKTHUYECKOT0 3aJ]aHusl) MO0 yKa3aHUIO MPErnogaBaTelis BBINOJIHUTH JpPY-
U IPAKTUYECKUE 33JIaHUsI TOTO XKE pa3zesia JUCIUILIUHBI;

«HEYAOBJIETBOPUTEC/Ib-
HO»

16.  cmasumca 6 cnyuae: He3HAHWS 3HAYMTEIBHON YACTH MPOrPaMM-
HOT'O MaTepuasa; He BJIQJCHUs MOHATUMHBIM allapaToM; CYIIECTBEHHBIX
OoMOOK MPU U3JIOKEHUH Y4eOHOr0 MaTepualla; HEyMEHHs CTPOUTh OTBET
B COOTBETCTBHUM CO CTPYKTYpPOH M3JIaraéMoro BOIPOCa; HEYMEHUS JIeNaTh
BbIBOABI. Kak mpaBuio, Takas OILl€HKAa CTaBUTCS CTyIEHTaM, KOTOPbIC He
MOT'YT NPOJIOIDKUTH 0OydeHUE 10 JaHHOM 00pa30BaTebHON porpaMMme, a
TaKXe, €CJIU CTYAEHT I10CJIE Hayaja 3K3aMeHa OTKa3aJcsl ero cAaBaTh, U
HapYIIWJI MpaBuia Ca4M dK3aMeHa (CIHUCHhIBAJI, MOJACKa3bIBaJl, 0OMaHOM
IBITAJICS MOJIYYUTh 00JIe€e BHICOKYIO OLEHKY U T.11.).

4. TunoBble KOHTPOJIBHBIC 3aJaHUHA U HHBIC MaTE€pHUaAJbI
4.1. IlpomexyTouHasi aTTecTaunus (3a4er)

Kon
KOMIIETEHIIMH

Conep:xanue
KOMIIeTeHI[HH

Ilepevyenb niIaHMpyeMbIX Pe3yJbTATOB
o0y4eHMs 110 IMCHHUILINHE

OIIK-3

OIIK-3: Cnoco6en pemiaTh cTaHAAPTHbIE 32124 NPog eccHOHATbHOM 1eATeJJLHOCTH HA OCHOBE
HHPOpManMOHHOIl 1 Onbanorpadguyeckoil KyJIbTypbl ¢ IPUMEHEHHEM HH(OPMALMOHHO0-KOM-
MYHHKALIUOHHBIX TEXHOJIOIMIl U C Y4eTOM OCHOBHBIX TpeOoBaHuii HH(popManuoHHOIi Ge30mac-

HOCTH

OIIK-3.2

IToHumaeT ocHOBHBIE Tpedo-
BaHUs MH(OpPMaNMOHHON 0e3-
ONACHOCTH

3HaTh NPUHIMNB HH)OPMAIMOHHOW M OuOImorpaduaeckon
KYIBTYpPBI, METOIBI W CPEJICTBA PEIICHHsS CTaHAApPTHBIX 3amad
podeCCHOHANLHON JESITEBHOCTH ¢ IPUMEHEHHEM HH(OpMaIIU-
OHHO-KOMMYHHKAIlHOHHBIX TEXHOIOTMA M C y4eTOM OCHOBHBIX
TpeOoBaHU WHQOPMAIMOHHON 0E30MacHOCTH.

YMeTh HCIIONB30BATh NPHHIUIBI HHPOPMAIMOHHONH U OuOIO-
rpaduuecKoil KyIbTYpHl, METOABI M CPEICTBA pEIICHHs CTaH-
JapTHBEIX 3a71a4 MPo(eCCHOHANBHON IEATEeNbHOCTH C IpHMEHe-
HHEM HH()OPMAIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOIOTHH H C
YYETOM OCHOBHBIX TpeOoBaHMH WH(POpPMAIMOHHOH Oe30MmacHo-
CTH.

Baagers Meromamu yuera TpeOoBaHM MHGOpPMalOHHON Oe€3-
OIaCHOCTH.

OIIK-3.3

Pemaer 3agaum mnpodeccuo-
HAJIbHO 1eATeJbHOCTH ¢ IPHU-
MEHeHHeM HH(OPMANHOHHO-
KOMMYHUKAIHOHHBIX TeXHO-
JIOTHHi € Yy4YeTOM OCHOBHBIX
TpeOoBanuii MHGpoOpMaAINOH-
HOH 0e30MmacHOCTH

3HaTBh METOIBI M CPENCTBA PEIICHUS CTaHIAPTHBIX 3a1ad Ipo-
(heccHOHANBHOW JIEATETBHOCTH C TPHUMEHEHHEM HH(pOpMaIH-
OHHO-KOMMYHHUKAIIMOHHBIX TEXHONOTHH M C YY4ETOM OCHOBHBIX
TpeOoBaHM WHQOPMAIMOHHON 0E30MacHOCTH.

YMeThb pemiath CTaHJapTHbIE 33aud NPOGEeCCUOHANBHOM nes-
TEIBHOCTH C NMPUMCHEHHEM HH(OPMAaIMOHHO-KOMMYHHKAIIHOH-
HBIX TEXHOJIOTHI M C y9eTOM OCHOBHBIX TPeOOBaHWI MH(pOpMa-
LOMOHHOW 0€30MacHOCTH.

BuaageTs MeTOmaMM M CPEICTBAMH PEIICHHS CTAaHAAPTHBIX 337124
npodeCCHOHANBHON AeATEIBHOCTH ¢ IPUMEHEHHeM nH}opmary-
OHHO-KOMM YHHUKAIlUOHHBIX TEXHOJIOTUIA U C Y4€TOM OCHOBHBIX
TpeboBaHUi MH(POPMAIIMOHHON O€30MaCHOCTH.

4.2. TeMbl IPAKTHYECKUX 3aHATHH

Tema 1. OcBoeHre IpUEMOB BOCCTaHOBIICHUS (aiiiioB, HHPHUITUPOBAHHBIX BUPYCOM, TIPH OT-
CYTCTBMM aHTHUBUPYCHOI'O IIPOrPaMMHOT'0 00ecrieyeHusl.

Tema 2. OcHOBHBIE IPUHIMIIBI PA0OTHI € SIEKTPOHHOH HU(POBOIA MOIIHCHIO.

Tema 3. OcHOBHBIE IPUHIIUIIBI PAOOTHI AJITOPUTMA OTEYECTBEHHOM LIU(PPOBOI




noanucu «Horapuyc»
Tema 4. U3yuenue creranorpauyeckoro MeToAa 3aluThl HHPOPMALIUU OT
HCCAHKIIMOHUPOBAHHOI'O AOCTYIIA.

4.3. KoHTpo/1bHBbIE BONPOCHI TEKYIEr0 KOHTPOJISI HA MPAKTHYECKUX
3aHATHSX U MPH 3alUTe Ja00PaATOPHBIX padoT

bazoBble nousaTus aucuumiuHel «MHPpopMaloHHas 6€30MacHOCTbY

Haiite onpenenenue nousatust «MapopmanrionHas 6€30MacHOCTbY.

Jaiite onpeneneHre NOHATHS «3aluTa HHPOPMAILTUN.

Maiite onpenenenue nousatus «MHpopmanus» ¢ TOUKU 3peHUS] THPOPMALIUOHHON

0€30I1aCHOCTH.

5. HasoBure cBoiicTBa nHpOpMaLuu, HanbOIee 3HAYUMBbIE C TOYKU 3PEHUS

MH(POPMAITMOHHOM O€30MTaCHOCTH.

UYewm ompenensercs ypoBeHb (CTEIIEHb) CEKPETHOCTH MH(POPMAITUU UITH JOKYMEHTA?

7. UYto Takoe KOIMYECTBEHHAsl XapaKTepUCTUKa MHPOPMAIIUH, KAKUE METO/Ibl OIpEaeICHHS
JTAHHOW XapaKTEPHCTUKHU CYIIECTBYIOT?

8. UeM xapakTepu3yrOTCs ITparMaTHiecKue CBOMCTBa HHpOpMaIuu?

9. [Maiite onpenenenue nousatus «MHudopmMaioHHas cucteMa.

10. Yro moHnMaroT no vH(GOPMaIOHHBIM MPOLIECCOM ?

11. Yem xapakTepu3yroTcs HHGOPMAIIMOHHBIE CUCTEMBI ?

12.Yrto Takoe 006paboTka nH(popMaIuy B MHPOPMAITMOHHBIX CUCTEMAX ?

13. Yto Takoe puznueckas cTpykTypa HHPOPMAITUOHHON CUCTEMBI?

14.Yro Takoe ioruyeckas CTpykTypa HH(GOPMAIMOHHONH CUCTEMBI?

15. Yo Takoe Tomonoruyeckasi CTpykTypa HHQOpPMAIMOHHON CUCTEMBI?

16. Yto Takoe koHpuUryparus HHGOpMaIMOHHON CUCTEMBI?

17.Yto Takoe apXxuTEeKTypa UHPOPMALIMOHHONW CUCTEMBI?

18. Yro Takoe nHGOpPMAITMOHHBIN y3€71?

19. Yto Takoe pecypchbl HH(OPMAIIMOHHON CUCTEMBI?

20. Ko cunraercs moip3oBaTelieM HWH()OPMAIIMOHHOW CHCTEMBI?

21. KakuMu KpUTEpUSMHU MOYKHO OIICHUTh KaueCTBO MH(POPMAIIMOHHOW CUCTEMBI?

22.YT0 OTHOCUTCS K CpeICTBAaM obecreueHust HHPOPMAITMOHHBIX CUCTEM M UX TEXHOJIOTUI?

23. [laiiTe XapaKTEPUCTHKY pacrpenei€HHBIX HH()OPMAIIMOHHBIX CHCTEM.

24.Kakoii CTpyKTypHBIH KOMITIOHEHT CUCTEMBI IIOHUMAETCS 107 OOBEKTOM 3aIUTHI?

25. Kakoil cTpyKTypHBIi KOMIIOHEHT CUCTEMBI SIBJISETCS 3JIEMEHTOM 3aIlUThI?

26. [TepeuncnuTe XapaKTEPUCTUKH, BITHSIOIINE HA 0€301acHOCTh HH(OpMAIIUY B

“H(pOpPMAIMOHHON cucTeme?

27. laiiTe onpeaeneHue NOHATHS «YTpo3a 0€30MacHOCTHY.

28. [laiiTe onpeaeneHre NOHATHS «Y I3BUMOCTh HH()OpMAITHI.

29.Yro Takoe aTaka Ha HHPOPMAIIMOHHYIO CHCTEMY?

30. Yro takoe yreuka nHpopmauu?

31.Yro Takoe pasrianieHne HHPOpPMAIIH ?

32.Yto0 Takoe HeCaHKIIMOHUPOBAHHBIN JTOCTYII?

33. [laiite onpenenenue nouatus «llomuTrka 6e30macHOCTH?

34. Kakyro yrpo3y uH(popMaIiuu MpeacTaBIsiOT CO00M XaKephl.

35.Yto Takoe OECKOHTPOIBHBIN yX0a HHpopManuu?

36. YTto Takoe KaHAT YTEYKH ?

37.HazoBute BU/IbI KAHATIOB YTEUKH ?

38. HazoBuTe Kaccu(pUKaIMOHHbBIC PU3HAKHA YTPO3 OC30IMaCHOCTH.

39. Kakue Bubl yrpo3 CUMTAIOTCS YMBIIUICHHBIMH, a KaKHe HellpeIHaMepEeHHBIMU ?

40. YTo Takoe aKTHBHBIC U TTACCUBHBIE YTPO3bI?

41. TlepeuncnuTe MyTH HECAHKIIMOHUPOBAHHOTO TOCTYIa K MHPOPMaIUH.

NS

S
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42.B yeM 0COOEHHOCTH yrpo3 U YSI3BUMOCTEH KOPIOPATUBHBIX CETEH?

43.Tlepeuncnute BUAbI atak B [P-ceTsx.

44 Tlepeuncnute Hanbomee odure mpodIeMbl 6€30MacHOCTH HHPOPMAITMOHHBIX CUCTEM.
45. TlepeuricnuTe OCHOBHbBIE TPYIIIBI METOAOB U CPEJCTB 3aIUTHl HHPOPMAILIUH.

46.Yto BXOJUT B MOHATHE KOMIUIEKCHON 3aIllIUTHl HH(pOpManun?

47.Ha

KaK¥e BHJIbI TOAPA3IEISIFOTCS CPEACTBA 3aIIUTHI HHPOpMAIIH ?

48. TlepeuncmuTe OCHOBHBIE CPENICTBA 3AIIUTH HHPOPMAIIUH.

49. TlepeuriciuTe OCHOBHbBIE METO/IbI 3AIIUTHI HH(POPMALIHH.

50. [lepeuncante OCHOBHbIE MEXaHU3MBI 3aIIUTHI HH(POPMAIIHH.

51.TlosicHuTe coaepxaHue MOIXOJOB K OOECledeHHIo 0e30MacHOCTH HH(OpMaluu U UH
(OpMAaLMOHHBIX CUCTEM, U3JI0KEHHBIE B MEXKI'OCYIapCTBEHHBIX CTaHAapTax
MH(POPMALMOHHON OE30MaCHOCTH.

4.4, TunoBble KOHTPOJIbHBbIE 32IaHUSI HTOTOBOT0 KOHTPOJISI
NPH NOBEJICHNH JJA00PATOPHBIX padoT

3aoanue 1.

H3yuenue memooose Kpunmozpaghuueckoit 3aujumol UHGOPpMAYUU C UCNOIL30BAHUEM UG-
P06 nepecmanosKu.

1
2.
3.
4

5.

HTugp mapuwpymmnoii nepecmanogxku
HTughp nepecmanosxku «Cyumana»
Hugp «lloeopommnan pewremxa»
Hlugp éepmuxanvroii nepecmanosxku

Hlugpp na ocnoge macuueckux xeaopamos

3aoanue 2.

H3yuenue memoooe kpunmozpaghuueckoi 3auiumaol UHPHoOpmayuu ¢ UCNONb306AHUEM WIUPD-

Ppoe6 3ameHbl

8.

3aoanu

H3syuen

N o ok~ D

Hlugpp npocmoi 3amensi

HTugpp Iezapa

HIugpp «Appunnas cucmema noocmanosox Ilezapsa»
Hughp no3ynzoswiit

HTugpp «llonuoduanckuii keaopam»

HIugppyrwaa maonuya Tpucemyca

HIugp ouzpammnusuii lneiighepa

HIugpyrowan cucmema omoghonos

e3.

ue Menmoooe Kpunmozpaguueckoi 3auiumaol UHQGOpMayuu ¢ UCNOIb306AHUEM UWIUQ-

poe CJLOMCHOIL 3AMEHDL.

1. Hlugp I'poncgpenvoa

2. Cucmema wugpposanusn Buscunepa

3. Llughp Busicunepa c agmoxinouom

4. lHlugp Buosricunepa c nepememtannvim angpagumom

5. /leotinou keaopam Yumcmona
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3aoanue 4.

H3yuenue memooos Kkpunmozpaghuueckou 3auumsl ungopmayuu nymem npoeepKu npa-

6UJ/IbHOCMU K/1I0OUa4

CoNoOk~WN

[ =Y
N e o

13.
14.
15.
16.
17.

3aoanue 5.

Hlugpoeanue memooom zammuposanus.

3aoanue 6.

HIugppoeanue memooom Bepnama.

3aoanue 7.

Cucmemot ¢ omkpoimuoim Kirwuom. Anzopumm RSA

3aoanue 8.

Cxema wugppoeanusn Ilonuza — Xennmana.

3aoanue 9.
Cxema wugppoeanus Ino-I'amana.

3aoanue 10.

Hlugposanue c ucnonvzosanuem nomoxoeozo wugpa RC4

4.5, TunoBble 321aHUA JIJIA CAMOCTOATEIbHON padoThI.
Tembl pedepaToB 11 MOATOTOBKHU BBICTYIVICHUN M KOJUVICKTUBHOH JMCKYCCUM

[TpoGnembl 3anThl HHOOPMAITMOHHON CHCTEMBI. 3aIInTa UIT OTKPBITBIX
MH(OPMAIIMOHHBIX CUCTEM.

XapaKkTepUCTHKH, BIUSIONINE Ha 6€301aCHOCTh WH(OPMAIIHH.
Bosmoxnoctu cetu HTepHeT u npobiaemMbl 6€3011acHOCTH.

YTrpo3bl ¥ ySI3BUMOCTUA KOPIOPATUBHBIX CETEH U CUCTEM.

3agaun obecrieueHuss HHPOPMAIMOHHON 0€30IaCHOCTH CEeTEH.
[TonuTnka 6€30MaCHOCTH B CETSAX.

TexHomornu 6€30MaCHOCTH JTaHHBIX.

Hcnonp3oBaHNEe KOMOMHUPOBAHHON KPUIITOCUCTEMBI.

Crporas ayTeHTHDUKAIIHS.

[Tporokon Kerberos.

buomerpuyeckas ayreHTHUDUKAIUA.

TurnoBsie pemeHus Mo NPUMEHEHUIO MEKCETEBBIX AKPAHOB ISl 3AIUTHI
WH(OPMAITMOHHBIX PECYPCOB.

Knaccuduxkamnus cereir VPN.

VYnpasieHue ceTeBoi 6e30MacCHOCTbIO.

['moGanpHas 1 JIOKaIbHAsS TIOJUTUKN 0€30MacHOCTH.

3aKoHOAATENbHBIN YPOBEHb HHPOPMAIIMOHHONW O€30MaCHOCTH.

AHanm3 TEKyIIero COCTOSIHUSA POCCHICKOT0 3aKOHO/IaTENIbCTBA B 00JIaCTH
MH(}OpMaAIIMOHHON 0€3011aCHOCTH.



18.
19.

20.
21.

22.
23.

24,

NGO~ WNE
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MeTtobl yripaBlieHUs CPEACTBAMHU CETEBON O€30IaCHOCTHIO.

3agauun ynpaBieHHs CUCTEMON MH(POPMALIMOHHOM 6e30MMacHOCTH
HPEIIPUITHSL.

Konnenuus rinobansHoro ynpasjieHus: 6€30MacHOCTbIO.

OcBoeHME TPUEMOB TPOTUBOACHCTBUS Pa3pyLIAOIIUM IIPOrPAMMHBIM
CpEICTBaM.

OcHOBHbIE NPUHLHUIIBI paOOTHI C 3JIEKTPOHHON LKU(PPOBON MOAIHUCHIO.
OCHOBHBIE IPUHIUIBI paOOThI AITOPUTMA OTEYECTBEHHOMN
udposoit moanucu «Horapuycy.

N3yuenne creranorpapuueckoro MeToia 3aufiuThl HHPOPMAITUH OT
HECaHKIMOHUPOBAHHOI'O JAOCTYTIA.

Tembl 1J11 CaMOCTOATEIBLHON PadoOTHI

Tema 1. IIpoGiieMsl 3amUTHI HTHPOPMAITMOHHONW CHCTEMBI. 3aluTa Il OTKPBITHIX WH(OP-

MallMOHHBIX CUCTEM.
Tema 2. XapakTepucTUKU, BIUSIONINE Ha O€30MaCHOCTh HH(GOPMAIIHH.
Tema 3. BosmoxuocTu cetn HTepHET 1 po0sIeMbl 0€30MacCHOCTH.
Tema 4. Yrpo3sl U yI3BUMOCTH KOPIIOPATUBHBIX CETEH U CUCTEM.
Tema 5. 3agaun obecnieueHus HH(GOPMAITMOHHON 6E30MaCHOCTH CeTeH.
Tewma 6. [TonuTrka 6€30MaCHOCTH B CETSIX.

Tewma 7. TexHomoruu 6€30MaCHOCTH JaHHBIX.

Tewma 8. Ucnonb3oBanre KOMOMHUPOBAHHON KPUTITOCUCTEMBI.

Tema 9. Ctporas ayreHTU(DUKALUS.

Tema 10. ITporokon Kerberos. (

Tema 11. buomerpudeckast ayTeHTHUKAITHS.

Tema 12. TunoBble pelieHus M0 MPUMEHEHUIO MEXCETEBBIX IKPAHOB ISl 3AIIUTHI
MH(OPMaILMOHHBIX PECYPCOB.

Tewma 13. Knaccuduxkarus cereir VPN.

Tema 14. YmpasneHue ceTeBoil 6€30MacHOCTHIO.

Tema 15. 3akoHOIaTENbHBIN YPOBEHb HHPOPMALIMOHHON 0€30MaCHOCTH

Tema 16. AHanu3 TEKyIIETO COCTOSHHS POCCHHCKOT0 3aKOHOIaTEILCTBA B 00JIACTH

UH(POPMALIMOHHON OE€30MaCHOCTH.
Tema 17. Metoabl ynpaBieHuUs: CPEACTBAMH CETEBOM OE30MaCHOCTHIO

Tema 19. 3amaum ynpaBieHus cucteMord HHPOPMAIMOHHOM 0€301TaCHOCTH MIPEANPUITHS
Tema 21. OcBoeHue NprUEMOB MPOTUBOACUCTBUS Pa3pyILLIAIOIIUM IPOrPAMMHBIM CPEJCTBAM.

Tema 22. OCHOBHBIE TPUHIIUIIBI PAOOTHI C JIEKTPOHHOU U(POBOA MOAIHUCHIO.
Tema 23. OcHOBHBIE MIPUHLUIIBI pAOOTHI AITOPUTMA OTEUECTBEHHOM U(poBO
noanucu «Hortapuyc»

4.6. Bonpochbl HTOrOBOro KOHTPOJIS (K 3a4eTy) MO AUCHHIJIHHE

Beenenue. Cuenapuii 6e3omnacHoil paboTsl HHOOPMAIIMOHHON CUCTEMBI.

Bce onpenenenus nouatus «3amura nHGopMaum.

Cocrasinsromue uHbopMamonHoit 6ezonacHoctu (MBb).

[TonsiTre mpeaMeTa 3aIIuThHI.

[Tonsitue 0OBbEKTA 3AIIUTHI.

[ToHATHE KOMIUIEKCHON CUCTEMBI 3aLUTHI.

CHUCTEeMHO-KOHIIEITYATbHBINA MOX0]] K TOCTPOSHUIO CHCTEM 3aIUTHI.

MeTozbl U cpefcTBa MOCTPOSHUS CUCTEM 3aluThl nHpopMaruu. Mx ctpykrypa.
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52.
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60.
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Bupr cooctBennoro 1O cuctemsl 3amuThl HHGOPMAIUH.
MeTozsl u cpefcTBa oOecreyeH s 3aUThl HHPOPMAaIIH.
OCHOBHBIE CPEJICTBA 3AIIUTHI.

MeTo/1bl, COCTaBIISIOIINE OCHOBY MEXAHU3MOB 3aIIIUTHI.
OcHOBHbBIE MEXaHU3MBbI 3AIIHUTHI.

OcnosHble cpenctaa 3amuTel oT HC/I.
HNHxeHepHO-TEXHUYECKHE CPEICTBA 3alTUTHI.

Mertozbl ¥ CpeicTBa 3alUThI OT yTe4YKHU 1Mo kaHaigam [IDOMUH.
Mertoibl U cpefIcTBa OPraHU3ALMOHHON 3aIHTHI.

OCHOBHBIE TIOHATHS TEOPHH WH(POPMAIIMOHHOW O€30TTaCHOCTH.
[Tonsitue nHMoOpMauy Kak MpeaMeTa 3aiiuThl

[TonsiTre nHMOPMALTMOHHOTO CEpBHCAa OE30MaCHOCTH.
CaoiicTBa HHpOpMALIUH.

3akoHomarenpHas 6a3za B cepe 3ammThl HHOOPMAITUH.
Cratbu YK PO B 001acTu 3a1uThl HHPOpMAIUH.
HopmaruBHo-nipaBoBsie ocHOBBI b PO.

IlonsTue TaliHbI, BUIBI TaliH.

[ToHsATHE M CBOMCTBA 3aIIUIIEHHON CUCTEMBI.
NudopmarimonHbie CHCTEMBI KaK 00BEKT 3alTUTHI

XapakTepuCTUKH, BIUSIONTHE Ha 6e3011acHOCTh HH(pOpMaIuy B HHGOPMAITMOHHOW CUCTEME

CTpykTypa 1 COCTaB OCHOBHBIX KOMIOHEHTOB MH(OPMALIMOHHBIX CUCTEM
OO0u1re moaXo/Abl K 3a1UTe HHPOPMALUU 1 HH()OPMAIIMOHHBIX CHCTEM
Pons crannapros Ub.

Mexnynapoansie ctanaaptel Mb.

OteuecTBeHHbIe cTanAapThl Ub.

Ocobennoctu yrpo3 B IP-cersix.

OcHOBHBIE BU/IbI YTPO3 HHPOPMALMOHHON O€30MaCHOCTH.
Knaccugukanus yrpo3 nHpopMaloHHOH 0€301MacHOCTH.

ATtaku Ha ceTb. ClieHapHil MpOBECHUS aTak.

Bunge! aTak, B IP-ceTsax

[ToHsATHE HECAaHKIIMOHUPOBAHHOTO JocTyna K uHdopmarun (HC).
Buaet HCJI.

OCHOBHBIE BH/IbI Pa3pyLLIAOIINX IPOrPAMMHBIX CPEJCTB.

Kanane! yreuku nadopmaruu. TexHUUECKUE KaHaIbl yTeUKH UH()OpMAIIH.
MexaHn3MOB ayTeHTU(DUKALUU U UICHTU(DUKAIIH.

OYHKIUY U HA3HAUYEHUE MEXCETEBBIX IKPAHOB.

TpeboBaHMsI K MEKCETEBBIM IKPaHaM.

Knaccudukamus MexxceTeBbIX IKpaHOB.

MexaHu3MbI IOCTPOCHUST BUPTYAIbHBIX 3amuiineHHbIX cereir (VPN-TexHomorum).
3anmTa UHTEPHET — MOAKIIOUYCHUH.

3amuTa CUCTEMBI AIEKTPOHHON MOYTHI.

Pa3pyiatoniye nporpaMMHbI€ CpEJICTBaA.

Bupycsl. OcHOBHBIE TOHSTHS.

Knaccudukarus BUpycoB.

Kpunrorpadus. OcHOBHbIE TOHATHSI.

CoBpeMeHHbIE aNTrOPUTMbI KpUITOrpaduH.

[TonsiTe aGCOMIOTHO CTOUKOTO MU PPA.

Knaccudukanus kpunrorpaduyeckux aaropuTMoB.

[TousiTne kpunTorpaduu ¢ OTKPHITHIM KIIFOUOM.

[Tonsitue anekrponHoit udposoit moamucu (I1IT)

[TonsiTue X31I-QyHKINH.

OcHoBHble asiroput™Mbl D1II, ux paznuuus.
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PesyabTHpyrommii Tect
10 JUCLHHILJINHE

SAIUTA UHOPOPMAILINHN

Bepnuvie omeemul 6 npedcmasienHblxX mecmax 6bl0e1eHbl HCUPHBIM WPUDm oM

1. BriGepure Hanbomnee obiee BepHOE onpenereHue NoHATH «HpOpMaMOHHas cUCTEMa:
a) cucTema rnepesiauu JaHHbIX;
b) cucrema rnoncka JOKyMEHTOB B XPaHWJIMINAX JaHHBIX;
C) cUcTeMa MOANCPIKKH IPUHATHS PEIICHHI;
d) opraHM3alMOHHO-TeXHHYeCKasi CHCTeMa  o00pa0OTKM  JIAaHHBIX  IOCPEJACTBOM  COBPEMEHHBIX
HH(pOPMAIMOHHBIX TEXHOJIOTHii, aNMaPaTHBIX, IPOrPAMMHBIX CPEJACTB U MepcoHalIa.
2. ITo xaxuM NOKa3aTeNsIM MOXKHO OIIEHUTh KauyeCTBO HHPOPMAIIMOHHOM CHCTEMBI:
a) cpe/iHee BpeMs 00C/IyKMBAHMSA;
b) 3 peKTHBHOCTH CUCTEMBI MOUCKA TOKYMEHTOB B XpaHMWIUIAX JaHHBIX;
¢) KBaJH(HKaIHs 00CITyKUBAOIIEro epCoHaa;
d) NpUHOMIBI YCTAHOBJICHUS CBSI3eif MeKIy y3JaMH H KOMIOHEHTAMH CHCTEeMBI.
3. 3anMIIeHHOCTh KAKUX OOBEKTOB rapaHTUPyeT HHPOpPMAIMOHHAS 0€30MaCHOCTD:
a) pU3NYECKOro HOCHUTENsT MH(OpPMAIIHH;
b) Bajgenbla niv noip30Barelisi HHGOPMaMOHHOH CHCTEMBI;
+c) nHpopmManuy 1 nojaep:KUBaIOLIeii HHPPACTPYKTYpHI;
d) HOcurens nadopmanum.
4. BeiOepute BepHOE MOHSTHE COCTABIAIOMINX HHPOPMAIIMOHHOH 0€30MacHOCTH:
a) (uKcalys HapyIIeHHH [e0CTHOCTH NH(opManny;
b) KOHTPOJIB NIPaB JOCTYIIA BIAJIENbLA WIH TT0JIb30BaTel s HHPOPMAIMOHHON CHCTEMBI;
C) IpOBEpPKa MpaB JOCTyMa K HHPOPMAIIHH;
d) obecneueHue KOHGUACHINAILHOCTH HHPOPMALIUH.
5. Bri6epuTte BepHOE MOHATHE KOH(PUACHINATHHOCTH MH(OPMAIIIH:
a) rapaHTHs COXPaHHOCTH HH(POPMALIMH B HEU3MEHHOM BHUJIC;
b) rapanTHsl A0CTYNHOCTH MHGOPMALMHU TOJILKO TOMY KPYIY JIMI, ISl KOTOPOrO NpeJHa3HAYeHA JaHHas
uHpopManus;
C) TapaHTHs NOJTy4eHns nH(opMaImy Win HHOOPMAIIMOHHON YCITYTH 3a ONPEeIeNICHHOE BpeMs;
d) rapaHTHS COXPaHHOCTH HOCHUTEISI HHPOPMAIIUH.
6. Kakue Buzasl yrpo3 uHbOpMauud M HHOOPMALMOHHON CHCTEMBl MOXKHO CUUTaTh OCHOBHBIMH MCXOIi M3
KITacCH(HKAIIMOHHOTO MIPU3HAKA I10 acMeKTy (BUIY) HH(GOPMAIIMOHHOI 6e3011acHOCTH:
a) yrpo3a pa3pynreHust pU3NIeCKOro HOCUTEIS HH(POPMAIINH;
b) yrpo3a yTpaTsl IeHHOCTH HH()OPMALIUH IO UCTEUCHUU BPEMEHH;
€) Yrpo3a ceKpeTHOCTH (KOH(PHIeHIHAIBbHOCTH) HHpOPMaLUH;
d) yrpo3sa packpbITus napamMeTpoB HHGOPMAIIMOHHONW CHCTEMBI.
7. UYTO MOXHO OTHECTH K HOHATHIO «OOBEKT 3al[UTH»:
a) CcepBepsl, almaparypa CBsi31, KaHaJIbl CBA3H;
b) Bnamenbila WIK MOJB30BATENSI HHPOPMAIMOHHON CHCTEMBI;
C) JaHHBIe, NepefaBaeMble U 00padarbiBaeMble B HHGOPMALIMOHHOI cHCcTeMe;
d) BHemrHHe HOCHTENW HH(OPMAIIHH.
8. YTO MOXKHO OTHECTH K IOHATHIO «DJIEMEHT 3allUThI»:
a) (¢u3nYeCKUe HOCUTEIN HH(POPMALIH;
b) Bmagenbla WM MONB30BaTeNst HHGOPMAIMOHHON CHCTEMB;
¢) 0O0BEKTHI HOAACPKUBAIOLICH HHYPACTPYKTYPHI;
d) cBexenus, conepskalHecsi HA BHEIIHEM HOCHTeJIe.
9. UYTo MOXHO OTHECTH K MOHATHIO «[lonuTnka 6e30macHOCTH»:
a) OpraHM3aI[MOHHO-TIPAaBOBBIC MEPOIPHATHS TOCYAapCTBA MO 00ECIIeUeHUI0 0€30MacHOCTH Ipak/iaH;
b) obecrieueHne 6e30MaCHOCTH BIIAIENbIIa WK TTOJTB30BaTENsI HHPOPMAIIMOHHON CHCTEMEL,
C) CO3IaHue TOCYAapCTBEHHBIX CTAaHAAPTOB B 00JaCTH HHPOPMALMOHHOW 0€30MaCHOCTH;
d) cxkaryo mo3MIUI0 PYKOBOACTBA IO BOMpPOcaM HWH(OPMAIMOHHBIX IeHHOCTEH M 00513aTeJIbCTB IO
BBINOJIHEHUIO 3aAIIIMTHBIX (PYHKIMIA.
10. [Nepeuncnure OCHOBHBIE TYyTH YTEYKH MH(POPMALIUH:
a) XHILeHHe HocHTesell nHpopManuu 1 JOKYMEHTOB, I0JIy4aeMbIX B pe3yJbTare padoTsl HHYOPMALHOHHBIX
cucTeM;
b) 3axoHHAs MoAMGUKAINSA HHOOPMAIMH BIIaIeTIbIEM HIIH IOJIB30BaTelIeM HHPOPMAIOHHON CHCTEMBL;
C) KOHIIEHTpAIHs 3HAYUTENFHBIX 00beMOB HHPOPMAINK B HHYOPMAIIMOHHBIX 0a3ax JIaHHBIX;
d) caHKIMOHHUPOBAHHOE Pa3MHOXKEHHE HHPOPMALHH.
11. Yo He siBisieTcs nokasareasiMu dddexruBaoctu I10?
a) MOBBILICHHE NPOM3BOANTEILHOCTH TPY/IA;
b) mnoBbIenue 3aTpar;
C) CHI)XCHHE 3aTpar;
d) zamuIEeHHOCTS.
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13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.
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Uro takoe EFS?

MOYTOBBIM IPOTOKOT;

NPOTOKOJ OOMEHA IaHHBIMU;
NnpoTokoJ mudpoBanus Paiinos;
MPOTOKOJI TTONCKA (haifos.
AyteHtudukanys ObIBaeT:

OTHOCTOPOHHEN;
B3aMMHO;
00a BApHAHTa BePHbI;

HET BEPHBIX BapUAHTOB.
UYro He sBsieTcs] PyHKIMAMU UACHTH(PUKAIN?

YCTaHOBJICHHE MOIMHHOCTY U ONPEeIeHHe TOJTHOMOYNH CyOBeKTa IIPH €ro AOMYyCKe B CUCTEMY;
KOHTPOJIMPOBAHME YCTAHOBJIEHHBIX MOJTHOMOYMI{ B Mpolecce ceanca padoTsl;

mudpoBanue coeIMHEHU;

perucTpaunus AeicTBuii.

AyteHTH(UKanUs U UASHTUPUKAIIS:

paboTaloT COBMECTHO;

paboTaroT pa3aenbHo;

00a BAPMAHTA BepPHbI;

HET BEpPHBIX BAPHAHTOB.

Ecnu B nporiecce ayreHTH(GHUKALNN OUTHHHOCTh CYObEKTa YCTAHOBIICHA, TO:

YBEIOMIIICTCS a]MUHUCTPATOP;

COEJIMHEHUE MEPEKIII0UaeTcs Ha 3alMICHHOE;

crcTeMa 3aIHUThI HHGOPMALUH J0JKHA ONPEIeTUTD €ro MOJHOMOYHS (COBOKYITHOCTH NPaB);
yCTaHaBJIMBaeTCs LIM(PPOBAHUE COCAUHCHUS.

OnepaTHBHBIH ayUT C aBTOMaTHYECKUM PearnpoOBaHHEM Ha BbISBICHHbIC HELITATHBIC CUTYAllUH HA3bIBACTCS:
AMHAMHYECKHM;

CTaTH9ECKHM;

AKTUBHBIM;

MACCHUBHBIM.

ITon momo3pHUTeNbHOM aKTUBHOCTHIO TIOHUMACTCS:

HOSIBJICHNE HE)XEeJIaTENIbHBIX TOCIIe/ICTBHUIH;

NOBe/leHHE MMOJIb30BaTeIsi WM KOMIIOHEHTAa WH()OPMALMOHHONH CHCTEMBbI, SIBJISAIONIEECS 3JOYMBIINIIEHHBIM HJIU

HETUIINYHBIM

C)
D)

[IPUCYTCTBUE B CUCTEME IIOCTOPOHHUX KOMIIOHEHTOB.
HeTIpaBIIbHAsE paboTa CHCTEMBI.

CrarucTuIecKie METO/bl OCHOBAHBI Ha:

oOparieHue K BHEITHAM UCTOYHUKAM HH(POPMAIMH, Ha OCHOBE KOTOPBIX, BEIYUCISIETCS CPEHECTAaTUCTUUECKUIT pe3yIIbTaT;
aHanu3e paboThl CHCTEMBI;

aHanm3e 0 cOOSX KOMIOHEHTOB CHCTEMBI,

HAKOIUICHHH CPeJHeCTATHCTHYeCKUX MNapaMeTpoB (YHKIHMOHUPOBAHHMS MOACHCTEeM M CPABHEHHH TeKYIHX

napamMeTpoB ¢ HUMH.

A)
B)
C)
D)

OBPUCTUYECKHE METOIBI MCHIOJIB3YIOT MOJIEIIH:

CIIEHAPHEB HECAHKIIMOHUPOBAHHEIX JICHCTBUIA;

clleHapHeB JeiicTBUi M0/1b30BaTes;

aHann3a paboThl CHCTEMHBIX KOMIIOHEHTOB;

cOopa CTaTUCTHKH, U MOTYISHUS CPETHECTATHCTHIECKOTO Pe3yibTaTa.
OpnHOI 13 OCHOBHBIX NMPOOJIEM 3aIIUTH HH(GOPMAIINH SBIIETCS:
Haxkormienne cTaTHCTHKY,

Pasrpannyenne nmpaB A0cTyna K AaHHBIM;

AHaJ3 TaHHBIX

INomy4enne nHGOpPMAIHU O MONB30BATENE.

B I'OCTe P 50739-95 onpeneneH(bl) BUA(BI) pa3rpaHHYCHUS 1OCTYTA:
JUCKPETHOE YIPaBJIEHHE OCTYIIOM;

MaHJaTHOE YIIPaBJICHAE TOCTYIOM;

002 BApHAHTA BEPHbI;

HET BEPHBIX BAPHAHTOB.

Kak ynpocTuts co3jaHue MHOXKECTBA YYETHBIX 3alKceil noabp3oBareneii?
00beIMHNUTH UX B IPYNNBI U 33/1aTh TPYIIIe NPaBa;

CO371aTh IIA0IOH MOJIB30BATENS;

00a BapuaHTa BEpHbI;

HET BEPHBIX BAPHAHTOB.

ManpgaTHOe yrpaBlIeHHE JOCTYIIOM OCHOBAHO Ha:

pasrpaHUYCHHE AOCTYIAa MEX/y IONMEHOBAaHHBIMH CyObEKTaMU M IOMMEHOBAHHBIMH 00BEKTaMU;
COTMOCTABJIEHNH MeTOK KOH(HMIeHIHMATBLHOCTH WH(QOpMamMH, cofep:kaiieiicsi B 00bekTax, W 0QUINAILHOIO

pa3pemieHusi cyobekTa K MHGOPMaNHMU COOTBETCTBYIONIEr0 YPOBHA KOH(PUIEHIHATBLHOCTH;

C)
D)

00a BapraHTa BEPHHI;
HET BEPHBIX BAPHAHTOB.
1Iabnous! 6e3omacuoctr Windows — 3T0:



26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

A)
B)
C)
D)

A)
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(haitiel, comeprkalue HaCTPOHKN MH(POBAHKS sl KOHEYHOH YUSTHO 3aIuCcH;

(haiiipl, OMUCHIBAIOIINE THII U CBOMCTBA MPOTOKOJIA 3AIHIIEHHOTO COSANHEHUS MEXKAY CHCTEMOH U MOJTb30BaTENEM.
00a BApUaHTa BePHbI;

HET BEPHBIX BAPUAHTOB.

IMpu nomony mabIOHOB 6€30MaCHOCTH BBl MOXKETE HACTPANBaTh:

napaMerpsbl HOJUTHKHU 0€30ACHOCTH;

pa3HbIe KOMIIOHEHTHI 6€30T1aCHOCTH;

00a BapuaHTa BEpHBI;

HET BEPHBIX BapUAHTOB.

[MTa6mor «SETUP SECURITY» conepxut:

UCIIONB3YeMbIe TI0 YMOJYAaHHIO pa3peleHus focTymna rpynmsl «[lomp3oBarenn» k ¢ainam U peecTpy TakuM 00pas3oMm,

4TOOBI 3TO COOTBETCTBOBAJIO TPEOOBAHUAM OOJIBIIMHCTBA HECEPTH(HHUIMPOBAHHBIX IIPUIIOKEHHIT;

B)
C)

PaClIMPEHHBIC MMOJUTHUKU JI YIIPABJICHUS JIOKaJIbHBIMU YYETHBIMU 3alTUCAMU;
PpacClIMpEHHBIC TOJUTHUKU JUIS YIPaBJIICHUSA YYCTHBIMU 3allMCAMU B JOMCHE, OIpaHMYMBACT HUCIOJIL30BAHUC IIPOBEPKU

TOAJTMHHOCTH,

D)

A)
B)
C)
D)

A)
B)
C)
D)

A)
B)
C)
D)

A)
B)
C)
D)

A)
B)
C)
D)

COJEPKAT UCIOJIb3yeMble 0 YMOJIYAHHIO TapaMeTPhbI 0€30MaCHOCTH.
VYnpasienue nradnonamu 6e3onacHocTd B Windows 0CyIIecTBISIETCSI € TOMOIIBIO:
koHcou (cmd.exe);

penakropa MMC;

koncosu PowerShell;

JHCTIeTdepa 3a1ad.

OyHKITNN SKpaHUPOBAHMS BBITOJIHSACT MEXCETEBOH YKpaH M. ...

(haeiipso;

Opanamaysp;

00a BapuaHTa;

HET BEPHBIX BAPHAHTOB.

Pemenne o ToMm, GUABTPOBATH JIM C TIOMOIIBIO MEKCETEBOTO SKpaHa KOHKPETHBIE MIPOTOKOIIBI U a[Jpeca, 3aBUCUT OT:
HACTPOEK CeTH;

THUIIA COCAUHEHMYS;

00a BApHAHTa BePHbI;

HET BEPHBIX BAPHAHTOB.

IMonuTrka ceTeBoii 0€30IIACHOCTH KaXKJ0i OPraHU3aliH IODKHA BKIIOYATh:
HOJIUTHKY JOCTYTIA K CETEBBIM CEPBHCAM;

MOJUTHKY PEaTU3allMU MEKCETEBBIX SKPAHOB;

00a BApHAHTa BePHbI;

Her BepHBIX BapHaHTOB.

1110361 CEaHCOBOTO YPOBHS:

KOHTPOJIUPYIOT A0IMYCTHMOCTh CeaHca CBS3M;

OrPaHMYMBAIOT NPOIYCKHYIO CIIOCOOHOCTh KaHala;

00a BapHaHTa BEPHBI;

HET BEPHBIX BAPHAHTOB.

Texnonorus VPN sBisercs:

METOMIOM reHepalun paaykHbix Tabmuil (Rainbow Table);

MeTonoM ayTeHTudukanun Windows;

OIHUM U3 3G (PEeKTUBHBIX MEXaHU3MOB olecneuyeHHs] HH(POPMALMOHHOIT 0€30MACHOCTH MpPH Nepefave TAHHBIX B

pacnpeae/IeHHbIX BBIMHC/IUTEJIbHBIX CETHAXS

caMbIM 3 (GeKTUBHBIM METOJIOM IIN(PPOBAHUS JaHHBIX.

VPN-areHTb! ycTaHaBIUBAIOTCS Ha:

TJIaBHBIE CepBepa, 00eCIEeUNBAOIINE BEIXOT B HHTEPHET;

Ha KOMIIBIOTEPAX MONb30BaTElIEH C BBIXOAOM B HHTEPHET;

00a BAPUAHTA BEPHbI;

HET BEPHBIX BAPUAHTOB.

3amaga VPN-arenra:

mu(poBaTh NoJIyYeHHbIE JaHHBIC;

obpabarbiBath [P-makeTsr;

aBTOPU30BATh MIOJIb30BATEII;

WACHTH(PHIHPOBATH I0/1b30BAT IS,

Jns nepenaun nanHbix VPN-areHTsl CO34a10T BUPTYallbHbIE KaHAJIbI, B KOTOPBIX:
JTaHHBIE NIEPEAAIOTCS B OTKPBITOM BUJIE;

JaHHble WHuppyoTCS;

BO3MOXKHA HACTPOIiKa nepeadn, B KOTOPOil MOJKHO yKa3aTh, IIH(POBATH 1M COSAUHEHHE, UITH HET.
cepBep caM 3aJaeT HaJm4YKe Mu(PoBaHKs B KaHAJIE.

Cuctema EFS nossonser:

mudpoBars Ppaiiibl, reHepUPYs KJI0Y HA OCHOBE HACHTH(PHKATOPOB YCTPOICTB KOMIILIOTEPA;
mudpoBats (Haiibl, HCIOIB3YIO KITI0Y, BBEACHHBIH MOIB30BATEIEM;

00a BapuaHTa BEpHBI;

HET BEPHBIX BAPUAHTOB.

B Windows EFS MoxHO BKITIOUNTB depes:



39.

40.

KoHCOJb (cmd.exe);
penakrop MMC;
koHcosiu PowerShell;
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penakTop peectpa (regedit.exe).

B kakux (ailyioBeIX CHCTEMax JOCTYIHO Hcnoib3oBanne EFS?

FAT32;
NTEFS;
Ext3;
Ext2.

EFS mm¢pyer/nemmdppyer naHHbIe
B SIBHOM BHJIE, YBEIOMIISISI IIOJIB30BATEIIS O TOM, YTO HJIET MPOLEcC MU(POBaHUs/ qemn(ppOBaHUS;
MPO3Pa4vHO, HE3aMeTHO /LISl N0JIb30BaTeJIs;

00a BapuaHTa BEpHBI;
HET BEpPHBIX BApHAHTOB.

[IOKYMEHT MOATMUCAH 3MIEKTPOHHOW MOANUCHIO
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