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3aB. BeIyCKaroIei Kadeaps

BaumTa B OIICPAINMOHHBIX CHUCTEMAX

paboyas mporpaMma JTUCIUTLIAHBI (MOTYIIS)

3akperieHa 3a kadeapoi HNudopmannonHoii 6e3onmacHocTH
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KBammduxkarms cHenMAaJIuCT 1o 3auuTe HHpopManuu
dopma o0ydeHHs OYHAas

OO0m1ast TPyA0EMKOCTh 6 3ET



Pacnpez[e.ﬂeﬂne YacoB JUCHHUIIJIMHBI IO CcEMeCTpamM

Cemectp
(<Kypc>.<Cemectp 7(4.1) 8(4.2)
Ha Kypce>) Hroro
Henens 16 16
Bun zanarui viI PII il PII v PII
Jlexru 24 24 32 32 56 56
JlabopaTopusie 16 16 16 16 32 32
IIpaxkTryeckue 8 8 16 16 24 24
Wuas konTrakTHAs 0,25 0,25 (0,35 (0,35 |0,6 0,6
pabora
KoncynetupoBanue 2 2 2 2
nepest 3K3aMeHOM U
NIPaKTUKOI
Uroro ayn. 48,25 148,25 66,35 66,35 |114,6 [114,6
KonrakThas pabora |48,25 | 48,25 |66,35 66,35 [114,6 |114,6
Cawm. pabora 51 51 6 6 57 57
Yace! Ha koHTpOosts | 8,75 | 8,75 [35,65 (35,65 (44,4 44,4
Uroro 108 (108 |108 ([108 |[216 |216

r. Pa3ans




IMporpammy cocraBui(u):
K.m.H., Ooyenm, Kyzomun FOpuii Muxatinoguy

PabGouas mporpamma AUCIUIUIMHEL
3ammTa B oNepalMoOHHbIX CHCTEMAX
pa3paborana B coorsercTBrH ¢ ®T'OC BO:

®I'OC BO - cnerpanuret no cnenuansHoctd 10.05.01  KomnbroTepHas Oe3onacHocTh (nprkaz MunoOpHayku Poccuu ot
26.11.2020 r. Ne 1459)

COCTaBJICHA HA OCHOBAHUH y4eOHOTO IUIaHa:
10.05.01 KOMIIbIOTEPHAS BE3OITIACHOCTb
YTBEPXKIECHHOTO Y4EHBIM coBeToM By3a oT 26.01.2024 npoTtokomn Ne 8.

Pabouas mporpamma omo0peHa Ha 3aceaHIH Kadeaps
HNupopmanuoHHoii 6e30MaCHOCTH

IIpotokon ot 17.06.2024 r. Ne 12
Cpoxk neitctBus mporpammsl: 2024-2030 yu.r.
3aB. kadeapoii [Ipxkeropnunckuii Buktop Hukonaesuu



Busuposanmne PII/] nJist ucnoiHeHHsI B O4epeHOM YUeOHOM roay

Pabouas mporpamMmmMa nepecMoTpeHa, 00CyX)aeHa u omoOpeHa st
ucronHenus B 2025-2026 yyeOHOM roay Ha 3aceIaHuu Kadeaphl
HNudopmannonHoii 6e30MaCHOCTH

IIpoTokom ot ___ 2025T. Ne

3aB. kadenpoii

Busuposanue PII/L nJist MCIIOJIHEHHMS] B OYepeJHOM Y4eOHOM roay

Paboyas mporpamma nepecMoTpeHa, 00CykIeHa U 0JJ00peHa IS
ucnoyiHenus B 2026-2027 yueGHOM roay Ha 3acegaHuy Kadeapsl
HNupopmanuoHHoii 6e30MaCHOCTH

IIpoTokomor ___ 2026 T. Ne

3aB. xadenpoit

Busuposanue PII/] nJist ucnosiHeHHsI B 04epeTHOM YUeOHOM roay

Pabouast mporpamma nepecMoTpeHa, 00CyxIeHa U 000peHa st
ucnoyiHeHus B 2027-2028 yueGHOM roay Ha 3acegaHuy Kadeapsl
HNudpopmannonHoii 6e30naCHOCTH

IIpoTokom ot ___ 2027 . Ne

3aB. kadenpoii

Busuposanne PII/L nJisi MClIOJIHEHHMSI B OYepeHOM Y4eOHOM roay

Paboyas mporpamma nepecMoTpeHa, 00CyxIeHa 1 0J00peHa [is
ucnoyHeHus B 2028-2029 yueGHOM roay Ha 3acegaHuu Kadeapsl
HNudopmanuonHoii 6e3onacHocTH

IIpotokomor ___ 2028 r. Ne

3aB. kadeapoii




1. IIEJIM OCBOEHMSI T CLIUILIAHBI (MOIY.JIST)

1.1{Ilenbt0 TUCIUTUTMHBI «3alTUTa B ONIEPAIIMOHHBIX CHCTEMaX» SBIISETCS MOTyIeHHE 00yJaroIMMHUCS 3HAHUH, (POPMHUPOBAHHE
Y HUX YMEHUI U HABBIKOB, HEOOXOJMMBIX IIPH UCIIOJIb30BAHUU M HACTPOWKE 3ALIUIICHHBIX ONEPAIIMOHHBIX CHCTEM H
CHCTEM Ha UX OCHOBE JUIs PEIIeHHUs 33124 B IPO(PECCHOHAIBHOMN eI TENbHOCTH.

1.2|3amauamMu  AUCHUILIMHGI IBISAIOTCS:

1.3|— MOJTyYeHHE 3HAHUH O 3alUTHBIX MEXaHU3MaX M CPEJICTBAaX 0OeCIeUeHHUsT OE30MMaCHOCTH ONIEPAIIMOHHBIX CHCTEM,
CPECTBAaX M METOJaX ayTeHTU(HUKALINK MOJIb30BATENCH B 3AIIUIIEHHBIX OMEPAI[MOHHBIX CUCTEMAX, CPEICTBAX U METO/aX
YIPaBJICHUS TOCTYIOM B 3alUIICHHBIX OMEPAIMOHHBIX CUCTEMaX, CPEACTBAX U METOJIaX Peai3alliy TOJIUTHKHU ayIuTa B
3aIIUIICHHBIX OTIEPAMOHHBIX CUCTEMAX, CPEICTBAX U METOJaX YIPABJICHUS MIPOIIECCAMH B 3aIIUIIEHHBIX OMEPAI[HOHHBIX
CHUCTEMaX, CPEICTBAX U METOJIaX aHTHMBUPYCHOM 3aIllUTHI B 3AIMUIICHHBIX OMIEPAIIMOHHBIX CHCTEMAaX, CPEICTBAX M METOaX
MHTErpalliK 3aIIUIIEHHBIX OMEPAHOHHBIX CHCTEM B 3aIUIIECHHYIO CETh;

14— MpHOOpeTEeHNEe YMEHHUS IPUMEHSATD 3alTUTHBIC MEXaHU3MBI ¥ CPEJICTBA 00eCIIeueHUs 0€30ITaCHOCTH 3alUIIICHHBIX
OTIEPAIIMOHHBIX CHCTEM; OMPEACIATh U KIacCH(DUIMPOBATh YIPO3bl HHOOPMALMOHHO 6€30MaCHOCTH OMEePAMOHHBIX
cucreM; HOPMYITUPOBATh, HACTPAUBATH U PEATM30BBIBATH MOIUTHKY O€30MaCHOCTH 3aIUIIEHHBIX OMEPAI[MOHHBIX CUCTEM;

1.5]- NpUOOpeTeHNE PAKTUIECKUX HABBIKOB ITPUMEHEHHS 3aIUTHBIX MEXaHU3MOB U CPEJICTB 00eCIIeYeHUs
nH(pOpMaMOHHOHN 0€30NaCHOCTH 3aIUILECHHBIX ONEPA[MOHHBIX CUCTEM, ONPE/ICIEHHS U KIIaCCU(PHKAIIH YyIPO3
WHPOPMAMOHHON OE30MIaCHOCTH  OTIEPAIMOHHBIX CHCTEM, (POPMYITHPOBAaHUS TpeOOBaHN HH(DOPMAITIOHHOH
0€3011aCHOCTH K 3aIlIMIIEHHBIM ONEPAIMOHHBIM CUCTEMaM, HAaCTPOMKH 3aIIUILIEHHBIX OIIEPAIIOHHBIX CUCTEM B
COOTBETCTBUHM C TPeOOBAHUSIMH HOJIUTHKK 0€30MaCHOCTH, OLEHKH 3(p()EeKTUBHOCTH peann3anuy TpeOoBaHUN
HHq)OpMaL[HOHHOfI 0€30IacHOCTH B 3alIUIIECHHBIX ONEPAIIMOHHBIX CUCTEMAX U CUCTEMAX Ha UX OCHOBC.

2. MECTO JUCHUIIJIMHBI (MOIYJISA) B CTPYKTYPE OBPA3OBATEJIBHOM TPOTPAMMBI

Huxn (pazmen) OIT: | b1.0

2.1| Tpe6oBaHus K MpeABAPUTEIHLHON MOAT0TOBKE 00y4aI0IIErocs:

2.1.1|OnepairoHHbIC CUCTEMBI

2.1.2]OCHOBBI PaHOTCXHUKH

2.2| IucuumianHbl (MOAY/IH) U NPAKTHKH, VIS KOTOPHIX OCBOEHHE JAHHOM TUCHUIIMHBI (MOLYJIsI) HEOOXOIUMO KAK
npeanIecTByoIee:

2.2.1|Cetu u cuctembl nepeaun HHGOPMALIN

2.2.2|I1pon3BOACTBEHHAS TIPAKTHKA

2.2.3| Teopus nadopmannu

2.2.4|TToaroroBKa K MpoOIEaype 3aIUTH U MPOLEAYPa 3alIUThl BBITYCKHOH KBaTH()UKAIIMOHHON pabOThI

2.2.5|IpepaumiomMHas MpakTUKa

3. KOMIIETEHIIAY OBYYAIOIIET'OCSI, ®OPMHUPYEMBIE B PE3YJIbTATE OCBOEHMS JUCIUTLTAHBI
(MOJYJIST)

OIIK-9: Cniocoden pemarh 3a1a4 NpogecCHOHANTBLHOM AeSITETLHOCTH ¢ YY€TOM TEKYIIero cCOCTOSTHUSI U TeH IeH Ui
Pa3BUTHSA METOJOB 3aIIUTHI HHPOPMALUM B ONEPANHMOHHBIX CHCTEMAX, KOMIIBIOTEPHBIX CETAX H CHCTEMAX YNPaBJIeHUS
6a3aMM JJaHHBIX, 2 TAKKe METO0B U CPEICTB 3aIUTHI HHPOPMALUH OT YTEUYKH 0 TEXHHYECKHM KaHAJIaM, CeTeil U CHCTeM
nepexayu HHGOPMAINH;

OIIK-9.1. ®opMyJHpYyeT ¥ HACTPAHBAET MOJUTHKY 0€30MACHOCTH ONMEPANMOHHBIX CHCTEM

3uarnL

DOopMYyTUPOBKH U HACTPOUKHU MPABUII IOJUTUKN OE30MTIACHOCTH ONEPAMOHHBIX CHCTEM

YMmern

dopMynupoBaTh U HACTPAUBATh MPaBUJIA MOJUTUKH 0€30MACHOCTH ONEPAIMOHHBIX CUCTEM
Baagernb

HaBbikamu (hopMyIHpOBKY U HACTPOUKH MPABUJI MOJUTUKHA 0€30MaCHOCTH OMEPAIIMOHHBIX CUCTEM

OIIK-9.2. Ucnmoab3yeT 3alIUTHbIE MEXaHH3MBI H CPEACTBA o0ecnedeHns 0€30MaCHOCTH ONEePANMOHHBIX CHCTEM s PelleHn s
3aa4 Mpo(eccCuoOHAJbHOM AeATeTbHOCTH

3uarn

OCHOBHBIC 3alITUTHBIC MECXAHU3MbI U cpeleTBa o6ecnequI/m 6630H3CHOCTH Ol'[epaHI/IOHHBIX CUCTEM IJIA pemeHI/m 3aga4

o eCCHOHATBHOM eI TETBHOCTH

Ymerhb

HCTIOJIB30BaTh 3aIUTHBIC MEXaHU3MBI U CPEJICTBA OOECIIeYeHUs] 0€30ITaCHOCTH ONICPAIIMOHHBIX CUCTEM JIJIsI PEIICHHS 3324
podecCHOHATLHOM JIEATETBHOCTH

Baagernb

HABBIKAMU HCIIOJIb30BaHHS 3aIIUTHBIX MEXaHU3MOB H CPEACTB 00eCcIiedeHrsT OE30MaCHOCTH OTIEPALIMOHHBIX CUCTEM ISl PEIICHUS
3a71a4 IpOoPEeCCHOHANBEHON JeSITETbHOCTH




OIIK-12: Cnocoden AJAMUHUCTPHPOBATH ONMEPAIIMOHHBIC CUCTEMbI U BBLINNOJHATH paﬁOTLl 0o BOCCTAHOBJICHHUIO
paﬁOTOCHOC06HOCTl/l NMPUKJIAJIHOTO0 U CUCTEMHOT0 MPOrpaMMHOI0 odecrevyeHms ;

OIIK-12.2. BoInoJiHsIeT yCTAHOBKY, 00C/Iy:KHBaHHE U BOCCTAHOBJIEHHE Pa0OTOCIOCOGHOCTH KOMIIOHEHTOB 001LIEro 1
CHEeNMaJbHOT0 MPOrPAMMHOI0 00eceYeHust

3HaTL

Tp€6OBaHI/I$I U MpaBujla YCTAaHOBKH, OGCJ’Iy)KI/IBaHI/IH 1 BOCCTAHOBJICHHUA paGOTOCHOCOGHOCTI/I KOMITIOHCHTOB 06mer0 u

CHEHATBHOTO IPOrPAaMMHOTO 00ECTICIEHUS

YMmerb

BBINONHATE ycTaHOBKY, 0OCITY)KUBaHUE H BOCCTAHOBJICHHE PadOTOCIOCOOHOCTH KOMIOHEHTOB OOLIETro U CIELHAIEHOTO
MIPOTPaAMMHOTO 0OecTieueHHS

Baagernb

Hasreikamu YCTaHOBKH, O6CJ’Iy)KI/IBaHI/ISI 1 BOCCTaHOBJICHUA pa6OTOCHOCO6HOCTI/I KOMIIOHEHTOB OOIIEro U CIICIHUAJIBHOTO

MIPOTPAMMHOTO 0OecTIeUeHHS

OIIK-12.3. OneHnBaeT XapaKTePHCTHKH BCTPOEHHBIX CPEACTB 3alIUThI HHGOPMAIINH ONlePANHOHHBIX CUCTEM U

NPUKJIAJIHBIX IIPOTrPpaMM, UCIIOJB3YET U HACTPAUBACT UX

3HaTh

XapakTepUCTHKN BCTPOCHHBIX CPEACTB 3aIIUTH HH(OPMAIMX ONEPANMOHHBIX CHCTEM M NPUKJIAJAHBIX MPOTPaMM, MX HaCTpanBacT

YMmerhb

O1eHNBATh XapaKTEPUCTHKH BCTPOCHHBIX CPEACTB 3aIIUTH HH(POPMAIMX ONEPANMOHHBIX CHCTEM M MPUKJIAJHBIX IPOTPaMM,
HCTIOJB30BaTh U HACTPauBaTh UX

Baagernb

Hasreikamu OLCHKU XaPAKTCPUCTUK BCTPOCHHBIX CPCACTB 3alUThI I/IHq)OpMaL[I/II/I OINCPANUOHHBIX CUCTCM U NPUKIIAAHBIX IPOrpaMMm,
HCIIOJIB30BaAUA U HaCTpOﬁKH nux

B pe3ysibTaTe 0CBOCHUS IUCHUIINHBI (MOTYJIS1) 00YYAIOIIHIACH TOJKEH

3.1

3HaThL:

311

DOopMYyTUPOBKH U HACTPONKHU MPABUII IOJUTUKU O€30MIACHOCTH ONEPALMOHHBIX CHCTEM

3.1.2

OCHOBHEIE 3alllUTHBIC MCXaHU3MBbI U CPCACTBA obOecrieueHus: 0€30IaCHOCTH OIICPpAallMOHHBIX CUCTEM IJIA PCIICHUA 3a1a4

po¢heCCHOHATIBHOM e TeIbHOCTH

3.1.3

TpeOoBaHus U MpaBuiIa YCTAaHOBKH, 00CIY)KMBaHHS M BOCCTAHOBJICHHUS pabOTOCIIOCOOHOCTH KOMIIOHEHTOB OOILETO U

CIICHHUAJIBHOTO IPOrpaMMHOTO obecrneueHus

3.14

XapaKTepI/ICTI/IKI/I BCTPOCHHBIX CPCACTB 3allIUThI I/IH(bOpMaI_II/II/I OIICpAlMOHHBIX CUCTEM U MPUKIIAJAHBIX IIPOrpaMM, UX

HACTpauBacT

3.2

YMmerh:

321

(DOpMyJ'II/IPOBaTL 1 HACTpauBaThb IIpaBUJid MMOJIUTHUKH 0e30IMacHOCTH OICPALMOHHBIX CUCTCM

3.2.2

Wcnonp3oBath 3alIUTHBIC MCXaHU3MbI U CPEICTBA obecrieueHus: 6€30IaCHOCTH OMNCPAMOHHBIX CUCTEM JJIA PCIICHUA 3a/1a4

IpoQeCCHOHAIBEHOM eI TENEHOCTH

3.2.3

BEINOTHATE YCTAaHOBKY, OOCITY’)KHUBAaHHE U BOCCTAHOBJIEHHE pab0TOCIIOCOOHOCTH KOMIIOHEHTOB OOIIEro U CIIEHATIFHOIO

MIPOrPaMMHOTO 00eCTIeueHus

3.24

OueHuBaTh XapaKTCPUCTHUKN BCTPOCHHBIX CPEACTB 3alIUThI I/IH(l)OpMaLII/II/I OICPAlMOHHBIX CUCTEM U MPUKIIAIHBIX

mporpamMm, UCIOJIb30BaTh U HACTPAUBATH UX

3.3

Baangern:

3.3.1

Hasbikamu ¢popMyIMpOBKY M HACTPONKH MPABWII TIOJIMTHKN O€30MIaCHOCTH ONIEPAIIHOHHBIX CHCTEM

3.3.2

HaBBIKaM# HUCIIOJIB30BaHUS 3AlIUTHBIX MEXaHU3MOB U CPEJICTB obecreuenus 0€30aCHOCTH OMNCPAaMOHHBIX CUCTEM JJIA

peaicHus 3aga4q HpO(I)eCCPIOHaHBHOI;’I JCATCIBHOCTHU

3.3.3

Hasreikamu YCTAaHOBKH, 06CJ'Iy)KI/IBaHI/I$I 1 BOCCTAHOBJICHUA pa6OTOCHOCO6HOCTI/I KOMIIOHCHTOB 06]].[61"0 H CIICHAJIBHOTO

MIPOrPaMMHOTO 00eCTieueHus

3.34

Hapwikamu OIICHKHU XapaKTEPUCTUK BCTPOCHHBIX CPEACTB 3alUTHI I/IH(i)OpMaHI/II/I ONCPAIUOHHBIX CUCTEM U NPUKIIATHBIX

IporpamMm, MCHOJIb30Bans U HaCTpOﬁKPI ux

4. CTPYKTYPA U COJAEP)KAHUE JUCLUIIAHBI (MOIY.JIS)

Kon

HaumenoBanue pa3aesioB u tem /puj 3ausatusi/ | Cemectp /

3aHATHA Kype

Yacos

Komneren-
MU

Jlutepartypa

Dopma
KOHTPOJSA

Pa3gexn 1. O6mme Bompocs! 6e3omacaoctu OC

11

O61ume Bonpocs 6ezonacuoctr OC /Temal 7




1.2

VYrpo3sl 6e3omacHocTi OC. B3auMocBs3b MOHATHI
3aIIMILEHHOCTD, YA3BUMOCTb, YIP03a, aTaka,
ymiep6. Yrpo3sl 6ezonacaoctu OC:
Ki1accuuKanus yrpo3 6e301macHOCTH, THIIMYHBIC
ataxu Ha OC.

[Toaxozp! k nocTpoeHuo 3amuineHasx OC.
AIMUHHCTpPATHBHBIC MEPHI 3aIUTHI. AICKBaTHAS
nonuTrka 6e3onacHocT. CTaHIAPTHI
3alIMIIEHHOCTH U aJIeKBaTHAs! ITOJUTUKA
6e3omacaoctu. [Ipumepsr 3ammmieHHBx OC.
TumoBast apXUTEKTYpa MOJCUCTEMBI 3aIIUTHI
orepanioHHON cucTeMbl. OCHOBHBIE (DYHKITHH
MOZICUCTEMBI 3aIUTHl ONEPAIIIOHHON CUCTEMBI.
Pasrpannuenune noctyna kK o0beKTaMm
OTIePAalIMOHHON CUCTEMBI: IPaBUJIa Pa3TPAHUICHUS
JIOCTYIIa, pa3peluTeNbHas CHCTEMa I0CTyTIa.
Wnentndukamms, ayTeHTAUKAITNSL 1 aBTOPH3ALIAS
CyOBEKTOB JIOCTYIIA: COOTHOIICHHE
uACHTH()HUKAITNY, ayTCHTH()HUKAITIT 1
ABTOPH3AINH, CITIOCOOBI M BU/IBI ayTEHTHU(DHUKALINH,
UeHTU(HUKALUS U ayTEHTU(DHUKALNS C TIOMOILBIO
MMEHH U mapoJisi (MeTo bl T0A00pa mapois,
3aI{Ta OT KOMITPOMETAIIUH [TapOJIs).
Wnentndpukanys u ayTeHTHPUKAIHS ¢ TTOMOIIBIO
BHELTHUX HOCHTEJNEH KIItoueBol HH(pOPMaIHH.
Wnentndukanus u ayTeHTHUKAINS C TOMOLIBIO
OMOMETPHYCCKUX XapaKTEPUCTUK MOIh30BaTEICH.
Aynut: 1enu ayanTa, Tpe0OBaHUs K ayIUTy,
MIOJIUTHKA ayauTa. TeXHOJIOTHS 3aIIUIIIEHHOTO

KaHajna. MexceTeBoe SKpaHUpPOBaHUE.
[TTex/

OIIK-9.2-3
OIlK-12.2-3
OIIK-12.3-3

JI1.1J11.2
JI1.3J11.4
J1.5
JI1.6J12.1
JI2.2713.1
J3.2
0132232324
35 26

Koncmekr
JIEKIIUH.

13

H3yueHne KOHCIICKTA JICKIHUI U JIUTEPATYPHI 110
Borpocam OezomnacHoct B OC
[Cpl/

24

OIIK-9.2-3
OIlK-12.2-3
OIlK-12.3-3

JI1.1J11.2
JI1.3J11.4
J1.5
JI11.6J12.1
J12.2713.1
J3.2
01323354
25 D6

ITonroroska
KOHCIIEKTa 10
BOIIpOCaM
TEMBI.
Kparkwuii onpoc
o TeMe Ha
KOHCYJbTAIH K
9K3aMEHY
(3auery).

Pasnen 2. 3amura B OC Windows

2.1

3amura B OC Windows /Tema/




2.2

KoMnoHeHTsI mogcucTeMbl 3a1uThl. OOBEKTHI U
cyObekTsl foctymna B Windows.
Pasrpannuenue gocryna B OC Windows. MeTo b
nocrymna k oobekram B Windows. [paBa goctyma k
obwsekram B Windows. [Ipusmiernu cyOBeKTOB B
Windows. Paspemenust NTFS ams daitnos u
nanok. Mapkep ngocryna (AC) moap3oBareis.
Heckpurnrop 3ammThl (SD) 00beKTa: CTPyKTypa
JICCKPHUIITOPA 3aIIUThI, CIICKH yIPABICHUS
nocrynom (DACL u SACL), macka nipas B ACE,
¢naru B ACE - ux Ha3Ha4YeHHUe, OTIIMYUE OT (JIaroB
B SD, ncnonp30BaHUE MIPH HACIIETOBaHUH.
Unentuduxarop 6ezonacHoctu (SID)
nosip3oBarens. [IpoBepka mpae A0CTyIa CyObeKTa K
00BeKTy: 00muit mopsanok nposepku SRM mpas
J0oCTyma cyObeKTOB K 00BEKTaM, Ba BapHaHTa
(byHKIMHM) IPOBEPKH MpaB TOCTYyIA CyOBEKTa K
00BEKTY, MPUMEPBI IPOBEPKH MPAB AOCTYIIA MPU
obparnieHnn cyobekTa K 00bekTy. HazHadueHue
arpubyroB 3ammThl (DACL) coznaBaeMbiM
(uoBBIM) 0OBekTaM B Windows. 3amura ot
HECaHKIIMOHUPOBAHHBIX JCHCTBUI
aIMHHHICTPATOPA.
Ipoueccei-cepepsl B Windows: monxos! k
BBITIOJTHEHHIO IPUBUJICTHPOBAHHBIX JCHCTBHIA B
Windows (BpemeHHOe ToTyUeHUE
JOTIOJTHUTENBHBIX MOJHOMOYHH (MTOJTHOMOYHH
JPYTOro MOJIb30BATENS), OOpaleHHe K yCIyram
npotecca-cepsepa), npoiecc-cepsepsl B Windows,
OJIMIIETBOPEHHUE MOJIB30BATEIS.
Aynut u o6HapykeHue atak B Windows: sxypHai
ay/IuTa, IOJUTHKA AyANTa, THIIBl PETHCTPHPYEMBIX
COOBITHH, UCTIONB30BaHHE HH(OPMALIUH U3
JKypHaJIa ayquTa I aHau3a (aHaJIu3 ITOIBITOK
PETHUCTpAIHH, aHAITH3 JI0CTYya K 00hEeKTaM, aHaIH3
BBITIOJTHAIOIIMXCA 3a/1a4 (OTCIC)KUBAHUE
OPOIECCOB). AHAIN3 UCTIOIb30BAHIS IPHBUIICTHIA,
aHAIIN3 COOBITHIA C YICTHBIMH 3aIIMCSIMH, AaHAITH3
W3MEHEHUs TONUTHK). TpeGoBaHUs K MTOJIUTHKE
ayauTa. AIMHHHCTPATOPHI M AYAUTOPBI
(paznmenenue).
BHespeHie BpeIOHOCHBIX IPOTPaMM Yepe3 peectp
Y TUTAaHUPOBIIMK 3agaHuil Windows: cTpykTypa u
PACIIONIOKEHUE peecTpa, KIIUH aBTO3arpy3KH s
BHEJIPEHHS TIOTEHIIHAIBHO OTACHBIX TIporpamm (8
ciy4aes). [InanupoBiuk 3amanuii B Windows,
CpencTBa KOHTPOJIS aBTO3arpy3KH.
Iomaruku UIIC, SRP u Applocker: moaxomsr k
CO3JaHUIO U30JUPOBAHHON NIPOrPaMMHOM CPE/IbI
10 Windows XP, nonuTrka orpaHu4eHHOTO
ucnonb3oBanus nporpamm (SRP). IMonuTrka
Applocker u ee cpaBuenue ¢ SRP.
Wnentudukanus, ayTeHTAGUKALNS 1 aBTOPH3ALHSL
noss3oBarenei B Windows. Mexauusm
UIeHTH(UKALMH, Ay TEHTU(HUKALIMY U aBTOPU3ALHN
B Windows: cTpykTypa MexaHu3ma
UICHTU(DUKAINA U ayTeHTH()UKANAH, BAIBI (THITBI)
Bxoja ¢ nomoinsio Kerberos v.5. Iposaiiiepsr
CETeBOI ayTeHTU()HUKAIINK B CHCTEMY,
UIeHTH(UKANKS 1 ayTCHTU(DUKALHUS ¢ TOMOIIBIO
msvl_O(NTLM) - Bepxuuii, CpeqHM#T U HIDKHHAH
YPOBHH, UICHTH(HKAINS U ayTeHTH()HUKALS,
napameTpsl HACHTH()UKALUK U ayTEHTUPHKAIUH
B Windows, Credential Provider’sr (mocraBuiuxu
yuetHbIx JaHHbIX) B OC Windows Vista u Bbiie.
Oco6eHHOCTH 3aIIUTH B cepBepHBIX Bepcuax OC
Windows.

[JTex/
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OIIK-9.1-3
OIIK-9.2-3
OIIK-12.2-3
OIlK-12.3-3

JI1.1J11.2
JI1.3J11.4
J1.5
JI1.6J12.1
JI2.2713.1
J3.2
0132232324
35 26

Koncmekr
JIEKIIUH.




2.3 HccnenoBanue cpeACcTB 3alIUTH B ONMEPALIIOHHOM OIIK-9.1-Y JI1.1 J11.2 Ortuer no JIP
cucreMme Microsoft Windows NT 4.0 /JT1a6/ OIIK-9.1-B JI1.3J11.4 3amura JIP.
OIIK-9.2-V JI1.5
OIIK-9.2-B JI11.6J12.1
OIIK-12.2-3| J12.2J13.1
OIIK-12.2-Y JI3.2
OIIK-12.2-B| D1 B2 33 D4
OIIK-12.3-Y 25 D6
OIIK-12.3-B
2.4 Uccnenosanne cucremsl 3amutsl B OC indows XP OIlIK-9.1-V | JI1.1J11.2 Oruer no JIP
[J1a6/ OIIK-9.1-B | J1.3J11.4 3amura JIP.
OIIK-9.2-Y JI1.5
OIIK-9.2-B JI11.6J12.1
OIIK-12.2-3| JI2.2J13.1
OIIK-12.2-Y J13.2
OIIK-12.2-B| D1 32 33 D4
OIIK-12.3-Y D5 D6
OIIK-12.3-B
2.5 Wzyuenne nmoacucremsr 3amutel OC Windows 7 OIIK-9.1-Y | JI1.1J11.2 Oruer no JIP
[JTa6/ OIIK-9.1-B J11.3J11.4 3amura JIP.
OIIK-9.2-Y JI1.5
OIIK-9.2-B JI11.6J12.1
OIIK-12.2-3| JI2.2J13.1
OIIK-12.2-Y JI3.2
OIIK-12.2-B| D1 22 33 D4
OIIK-12.3-Y 25 D6
OIIK-12.3-B
2.6 Wsyuenne nmoacucremsr 3amutel OC Windows 7 OIIK-9.1-Y | JI1.1J11.2 YcTHBIH ompoc
Mp/ OIlK-9.1-B | JI1.3JI14 o TeMe.
OIIK-9.2-Y JI1.5 Pemenue 3agau.
OIIK-9.2-B | JI1.6J12.1 IIposepka
OIlK-12.2-3| J12.2J13.1 JIOMAIIHEro
OIlK-12.2-y JI3.2 3alaHus.
OIIK-12.2-B| D1 22 33 D4
OIIK-12.3-Y 25 D6
OIIK-12.3-B
2.7 Uzyuenune noacuctemsl 3amutel OC Windows 8 u OIlK-12.2-3| JI1.1J11.2 YcTHEIH onpoc
10 /TIp/ J11.3J11.4 0 TeMe.
JI1.5 Pemenwne 3amauq.
JI1.6J12.1 [Iposepka
J12.2713.1 JIOMAIIHEro
JI3.2 3alaHus.
2.8 Nsyuenne noacuctemsl 3amutet OC Windows OIIK-9.1-y | JI1.1J11.2 Ortuer no JIP
Server /JT1a6/ OIIK-9.1-B J11.3J11.4 3amura JIP.
OIIK-9.2-Y JJ1.5
OIIK-9.2-B JI11.6J12.1
OIIK-12.2-3| JI2.2J13.1
OIIK-12.2-Y J13.2
OIIK-12.2-B| D1 32 53 B4
OIIK-12.3-Y 25 D6

OIIK-12.3-B




2.9 Uzyuenune noacuctemsl 3amutel OC Windows 2 OIIK-9.1-Y JI1.1 J11.2 VYerHblii onpoc
Server(aacts 1) /TIp/ OIIK-9.1-B | JI1.3JI1.4 IO TeMe.
OIIK-9.2-Y J11.5 Pewienue 3agau.
OIIK-9.2-B JI1.6J12.1 [Iposepka
OIlK-12.2-3| JI2.2J713.1 JIOMAIITHETO
OIIK-12.2-Y JI3.2 3aJaHus.
OIIK-12.2-B| 91 92 53 D4
OIlK-12.3-Y 35 26
OIlK-12.3-B
2.10 N3yyenue noacucremsl 3ammtel OC Windows 2 OIIK-12.2-3| JI1.1J11.2 YeTHbli onpoc
Server(uacts 2) /TIp/ JI1.3J11.4 IO TEME.
JI1.5 Pemenne 3agau.
JI1.6J12.1 [Iposepka
JI12.2J13.1 JIOMAIITHETO
JI3.2 3aJaHus.
211 W3ydenne KOHCTIEKTa JISKIHUH ¥ TUTEPATyPHI IO 24 OIlK-9.1-3 | J1.1J11.2 [MoxroroBka
3amute uadopmanuu B OC Windows. /Cp/ OIlK-9.2-3 | JI1.3J11.4 KOHCIICKTA 10
OIIK-12.2-3 J1.5 BOIIpOCaM
OIlK-12.3-3| JIl1.6J12.1 TEMBI.
JI12.2J13.1 | Kpatkwuii omnpoc
J13.2 o TeMe Ha
91 22 53 D4 |KoHCYNbTalUK K
2556 9K3aMEHY
(3auery).
212 IoaroroBka k nadboparopHeiM pabotam. /Cp/ 3 OIlK-9.2-3 | JI1.1J11.2 [oxroroBka
OIlK-12.2-3| JI11.3J11.4 KOHCIIEKTa TI0
OIlK-12.3-3 J1.5 BOIIpOCaM
JI1.6J12.1 TEMBI.
J12.2J13.1 | Kparkuii onpoc
J13.2 o TeMe Ha
91322 53 D4 |KoHCYNbTalUK K
2556 9K3aMEHY
(3auery).
2.13 Cpaua 3auera /[UKP/ 0,25 |OIlIK-12.2-3| J1.1J11.2 OTBeTHl HA
J11.3J11.4 KonTtpombHbIe
J1.5 BOTIPOCEI
JI1.6J12.1 Pesynbrate
JI2.2]13.1 | peuienus 3anau.
J3.2 OTBeTH Ha
D152 33 D4 | AONOIHUATEIBHBI
25 56 € BOIIPOCHI.
Pesynbratst
TECTHPOBAHUSI.
2.14 IoaroroBka k 3auery /3auér/ 8,75 | OIIK-9.1-3 JI1.1J11.2 3a1auu K
OIIK-9.1-y | JI1.3JI14 3a4ery.
OIIK-9.1-B J1.5 Bunetsr k
OIIK-9.2-3 J11.6J12.1 3a4ery.
OIIK-9.2-Y | JI2.2J713.1 |Tectsl Kk 3auery.
OIIK-9.2-B J13.2
OIIK-12.2-3| 3132 33 24
OIlK-12.2-Y 25 56
OIIK-12.2-B
OIIK-12.3-3
OIlK-12.3-Y
OIIK-12.3-B
Pazgen 3. 3amura B OC Unix (Linux)
3.1 [Temal 0




3.2 KomnonenTs! noacucteMsl 3amuThl B UNix 24 OIIK-9.1-3 JI1.1 J11.2 Koncmekr
(Linux). OIIK-9.2-3 | JI1.3JI1.4 JIEKIUH.
OO0BeKThI ¥ cyObekThI JocTyma B B Unix (Linux). OIIK-12.2-3 JI1.5
Pasrpannuenue goctymna B Unix (Linux). OIlK-12.3-3| JI1.6J12.1
Bcerpoennbie cpencrsa mudposanus Unix (Linux). J12.2713.1
Aynut u obHapyxenue atak B OC Unix (Linux). J3.2
WnenTudukaius, ayTeHTAUPUKAIINASI 1 aBTOPU3AITUS D152 53524
nonbs3oBareneit B OC Unix (Linux). D5 D6
IMpoueccri-cepepsl B OC Unix (Linux).

Buenpenne BpemoHocHBIX Tiporpamm B OC Unix

(Linux).

Oco0eHHOCTH 3aIIUTH B cepBepHBIX Bepcuax OC

Unix (Linux).

KommoneHTsI mojcucteMsl 3amuThl B UNixX

(Linux).

OO6BeKThI U cyOBeKTHI mocTyma B B Unix (Linux).

Pasrpannuenne qocryma B Unix (Linux).

Berpoentnsie cpeactea mupposanus Unix (Linux).

Aynut u o6Hapyxenue atak B OC Unix (Linux).

Wnentnduxanys, ayTeHTAGUKALNS  aBTOPH3ALINL

noss3oBareneit 8 OC Unix (Linux).

Ipoueccri-cepsepst B OC Unix (Linux).

Breapenue BpenoHocHbix mporpamm B OC Unix

(Linux).

Oco0eHHOCTH 3alIMTHI B cepBepHBIX Bepcusix OC

Unix (Linux).

[TTex/
3.3 IoaroroBka k naboparopteiM padotam /Cp/ 2 OIlK-9.1-3 | JI1.1J11.2 [MoxroroBka
OIIK-9.2-3 | JI1.3JI1.4 KOHCTIEKTa 110
OIIK-12.2-3 J1.5 BOIIpOCaM
OIlK-12.3-3| JIl1.6J12.1 TEMBI.
J12.2J13.1 | Kparkuii onpoc
J13.2 o TeMe Ha
91322 53 D4 |KoHCYNbTalUH K
2556 9K3aMEHY
(3auery).
34 CTpyKTypa IMOICUCTEMBI 3aIUTH HHPOPMALIUU B 2 OIIK-9.1-3 | JI1.1JI1.2 | YcTHBIH ompoc
OC Linux /TIp/ OIIK-9.1-V | JI1.3JI114 0 TEME.
OI1K-9.2-3 JI1.5 Pemenne 3agau.
OIIK-9.2-V | JI1.6J12.1 [Iposepka
OIlK-12.2-3| JI2.2J13.1 JIOMAIITHET O
OIlK-12.2-y JI3.2 3alaHus.
OIlK-12.3-3| 51952 23 B4
OIIK-12.3-Y 35 56
3.5 Pasrpanunuenue gocryna B OC Linux 1.1 /TIp/ 2 OIIK-9.1-3 | JI1.1JI1.2 | YcrHblit onpoc
OIIK-9.1-y | JI1.3JI14 10 TEME.
OIIK-9.2-3 J1.5 Pemenne 3anay.
OIIK-9.2-V | JI1.6J12.1 [Iposepka
OIlK-12.2-3| JI2.2J713.1 JIOMAIITHET 0
OIlK-12.2-y JI3.2 3alaHus.
OIlK-12.3-3| 5192 23 B4
OIIK-12.3-Y 25 D26
3.6 Pasrpannuenue nocryna B OC Linux 4.2 /TIp/ 2 OIIK-9.1-3 | JI1.1JI1.2 | YcrHslii onpoc
OIIK-9.1-Yy | JI1.3JI1.4 10 TEMe.
OIIK-9.2-3 J1.5 Pemenne 3amay.
OIIK-9.2-y | JIl1.6J12.1 IIpoBepka
OIlK-12.2-3| JI2.2713.1 JIOMAIITHET 0
OIIK-12.2-Y JI3.2 3aJIaHus.
OIlK-12.3-3| 51952 53 B4
OIlK-12.3-Y 35 56




3.7 Pasrpannuenune nocryna B OC Linux 4.3 /TIp/ OIIK-9.1-3 | JI1.1JI1.2 | YcrHslit onpoc
OIIK-9.1-V | JI11.3J11.4 10 TeMe.
OIIK-9.2-3 J1.5 Pemenue 3agay.
OIlK-9.2-y | JI1.6J12.1 [Iposepka
OIlK-12.2-3| JI2.2J713.1 JIOMAIITHETO
OIIK-12.2-Y JI3.2 3aJaHus.
OIlK-12.3-3| 5152 53 B4
OIlK-12.3-Y 35 26
3.8 Aynut B Linux /TIp/ OIIK-9.1-V | JI1.1J11.2 | YcrHslit onpoc
OIlK-9.2-3 | JI1.3J11.4 0 TeMe.
OIIK-9.2-Y JI1.5 Pemenne 3agau.
OIlK-12.2-3| JI1.6J12.1 [Iposepka
OIlK-12.2-y| JI2.2J13.1 JIOMAIIIHETO
OIlK-12.3-3 J13.2 3a/1aHusl.
OIIK-12.3-Y| 51352 33 B4
35 26
3.9 Bcerpoennbie cpencrsa mudposanus B Linux /TIp/ OIIK-9.1-3 | JI1.1J11.2 | YcrHslit onpoc
OIIK-9.1-V | JI11.3J114 0 TeMe.
OI1K-9.2-3 JI1.5 Pemenne 3agau.
OIlK-12.2-3| JI1.6J12.1 IIposepka
OIlK-12.2-yY| JI2.2J713.1 JIOMAIITHEr 0
OI1K-12.3-3 JI3.2 3alaHus.
OIlK-12.3-Y| 51352 33 B4
35 D6
3.10 Bcerpoennsie cpencTsa 3amIuTel HHQOPMAIUKA B OIIK-9.1-3 | JI1.1JI1.2 | YcrTHBIH ompoc
Asntra Linux w¢.1 /TIp/ OIIK-9.1-y | JI1.3JI1.4 To TeMe.
OI1K-9.2-3 JI1.5 Pemenne 3agau.
OIIK-9.2-V | JIl1.6J12.1 IIposepka
OIlK-12.2-3| JI2.2J13.1 JIOMAIITHEr o
OIlK-12.2-V JI3.2 3alaHus.
OIlK-12.3-3| 51 352 23 B4
OIlK-12.3-Y 35 D6
311 Berpoennsie cpencTsa 3amIuTel HHQOPMAIUA B OIIK-9.1-3 | JI1.1JI1.2 | YcrTHBIH ompoc
Asntra Linux w¢.2 /TIp/ OIIK-9.1-y | JI1.3JI14 To TeMe.
OIIK-9.2-3 J1.5 Pemenue 3agau.
OIIK-9.2-yV | Jl1.6J12.1 [Iposepka
OIlK-12.2-3| JI2.2J13.1 JIOMAIITHET 0
OIlK-12.2-y JI3.2 3alaHus.
OIlK-12.3-3| 51252 23 B4
OIlK-12.3-Y 35 D6
3.12 Uzyuenune noacuctemsl 3amutel B OC Linux Yacts OI1K-9.1-3 JI1.1 J11.2 Oruer no JIP
1. TIpaBa pocryna B Linux /J1a6/ OIIK-9.1-V | JI1.3J11.4 3amura JIP.
OIIK-9.1-B JI1.5
OIIK-9.2-3 JI1.6J12.1
OIIK-9.2-y | JI2.2J713.1
OIIK-9.2-B J13.2
OIlK-12.2-3| 51252 23 B4
OIlK-12.2-y 35 D6
OIlK-12.2-B
OIlK-12.3-3
OIlK-12.3-Y

OIIK-12.3-B




3.13 Uzyuenune noacuctemsl 3amutsl B OC Linux Yacts OIIK-9.1-3 JI1.1 J11.2 Ortuer no JIP
2. Aynut B Linux OIIK-9.1-Y | JI1.3J11.4 3amura JIP.
OIIK-9.1-B JI1.5
[J1a6/ OIIK-9.2-3 JI11.6J12.1
OIIK-9.2-V J12.2J713.1
OIIK-9.2-B J13.2
OIIK-12.2-3| D1 D2 D3 D4
OIIK-12.2-Y 25 D6
OIIK-12.2-B
OIIK-12.3-3
OIIK-12.3-Y
OIIK-12.3-B
3.14 N3yyenue noacucremsl 3anutel B OC Linux Yacts OIIK-9.1-3 | JI1.1J11.2 Ortyer o JIP
3. Berpoennsie cpenctsa mmdposanust B Linux OIIK-9.1-V | J1.3J114 3ammra JIP.
[J1a6/ OIIK-9.1-B JJ1.5
OIIK-9.2-3 JI11.6J12.1
OIIK-9.2-Y J12.2J713.1
OIIK-9.2-B J13.2
OIIK-12.2-3| D1 D2 23 D4
OIIK-12.2-Y 25 D6
OIIK-12.2-B
OIIK-12.3-3
OIIK-12.3-Y
OIIK-12.3-B
3.15 Uzyuenne noacuctemsl 3amutsl B OC Linux Yacts OI1K-9.1-3 JI1.1 J11.2 Ortuer no JIP
4. BcTpoeHHBIE CpeNcTBa 3alUThl HHYOPMAMH B OIIK-9.1-y | JI1.3JI14 3amura JIP.
Astra Linux /J1a6/ OIIK-9.1-B JI1.5
OIIK-9.2-3 JI11.6J12.1
OIIK-9.2-Y J12.2J713.1
OIIK-9.2-B JI3.2
OIIK-12.2-3| D122 D3 D4
OIIK-12.2-Y 25 D6
OIIK-12.2-B
OIIK-12.3-3
OIIK-12.3-Y
OIIK-12.3-B
Pa3znen 4. Besonacuocts MoomIbHBIX OC

4.1 [Temal/

4.2 AKTyaJbHBIE YTPO36I 0€30IaCHOCTH MOOMITBHBIX OIIK-9.1-3 | JI1.1J11.2 Koncnekr
OC. OIIK-9.2-3 JI1.3J11.4 JIEKIIUMH.
Ocob6ennoctu 3amutsl B OC Android: OIIK-12.2-3 JI1.5
- ayTeHTU(HKAIMs 1 TexHoorus Smart Lock, OIlIK-12.3-3| JI1.6J12.1
- nu(pOBBIC TIOIIHICH TIPUIIOKEHUH, JI12.2J13.1
- IIOJTHOMOY U, JI3.2
- orpanuyenust (nonnomounii, API, Ha goctym k D192 5354
WHPOPMALINH U yCTPOICTBaM, Ha pabOTy B CETH, Ha 25 56

3aMyCK MPJIOKCHHUH, Ha TOCTYI K MTaMSTH,
- mu(poBaHUE TAHHBIX,

- TOBEPCHHAS Cpe/Ia UCTIOTHEHHS,

- TOBEpPCHHAS 3arpy3Ka,

- 3aIUTa OT CPhIBA CTCKa,

- rexnosorus SELinux,

- TEXHOJIOTHS Seccomp,

- rexnostorust SafetyNet.

Ocob6ennoctu 3amutel B OC i0S.

[Jex/




4.3 Wzyuenune aureparypsl 10 3amure HHPOPMALKH B 8 4 OIIK-9.1-3 | JI1.1J11.2 Ioxroroska
OC Android. /Cp/ OIIK-9.2-3 | JI1.3JI1.4 KOHCIIEKTA I10
OIIK-12.2-3 JI1.5 BOIIPOCaM
OIlK-12.3-3| JI1.6J12.1 TEMBI.
J12.2J13.1 | Kpatkwuii onpoc
J3.2 10 TeMe Ha
91 32 53 D4 |KOHCYIbTAIIUH K
35 56 9K3aMEHY
(3auery).
4.4 Cnaua (nmpuem) sx3amena /UKP/ 8 0,35 |OIIK-12.2-3( JI1.1J11.2 OTBeTHI Ha
J11.3J11.4 KontponbHsle
J1.5 BOTIPOCHI
JI1.6J12.1 Pesynbratsl
JI2.2J13.1 pemeHus 3aaad.
J3.2 OTBeThI Ha
01392 53 D4 | 1onoIHUTEIBHBI
35 D6 € BOIIPOCHI.
Pesynbrarsl
TECTHPOBAHHUSL.
4.5 KoncynbtupoBanue nepen sx3ameHom /Kuc/ 8 2 OIIK-9.1-3 | JI1.1J11.2 Bompocsr x
OIIK-9.2-3 | JI1.3JI1.4 JK3aMeHy.
OIIK-12.2-3 J1.5 Pemenne
OIlK-12.3-3| JI1.6J12.1 |THUnoOBBIX 3a7a4.
J12.2J13.1 OTBeTH Ha
J3.2 BOIIPOCHI.
213223324
35 56
4.6 IoaroroBka k 3k3ameny /Ox3amen/ 8 35,65 | OIIK-9.1-3 JI1.1 J11.2 3amaun K
OIIK-9.1-y | JI1.3JI14 9K3aMeHy.
OIIK-9.1-B J1.5 Bunersr k
OIIK-9.2-3 JI1.6J12.1 9K3aMeHy.
OIIK-9.2-y | JI2.2J713.1 Tectsl k
OIIK-9.2-B J13.2 9K3aMeHY.
OIlK-12.2-3| 51 52 33 B4
OIIK-12.2-Y 35 56
OIIK-12.2-B
OIIK-12.3-3
OIIK-12.3-Y
OIIK-12.3-B

5. OUEHOUYHBIE MATEPHUA.IBI 110 JUCLUIIIMHE (MOAY.JIIO)

OrieHOYHbIE MaTepUAaIbl 10 JAHHOHN JUCIUILTHHE TpHBeaeHb! B [Ipunoxennn 1 k paboyeii mporpaMMe AUCHHUIUIHHBL (CM. TOKYMEHT
«O1eHOYHbIE MaTepHaIbl IO JUCHUILTHHE «3allHuTa B OTIEPAllMOHHBIX CHCTEMAax

6. YYUEBHO-METOJANYECKOE 1 TH®OPMALIMOHHOE OBECINEYEHUE TUCHUIIJIMHBI (MOIY JIS)

6.1. Pekomenayemasi qurepaTypa

6.1.1. OcHoBHas JIMTEpPaTypa

Ne ABTOPBI, COCTAaBUTENH 3arnaBue MsparensctBo, | Kommuectso/
rox Ha3BaHHe
9bC
JI1.1 |Epmaxos /1. T., [IpuMeHeHne aHTUBHPYCHBIX ITPOTPAMM ISl 0OecTIeYeH s ExarepunOypr: |2227-8397,
Ipucsoxuelii A. B. nH(popMaMOHHO# 6e3011acHOCTH Ypanbckuii http://www.ipr
denepansubiii | bookshop.ru/6
yauBepcurer,  |6577.html
3bC ACB,
2013, 64 c.




Ne ABTOpBI, COCTaBUTENN 3arnaBue UspatensctBo, | Konuuectso/
roa Ha3BaHUE
3BC

J11.2 |Csrues 1O. H. Crannaptel HHOPMAMOHHOH 6€30MaCHOCTH. 3alIuTa ’ Caparos: 978-5-4487-0

00paboTka KOH(pHUICHINATBHBIX JOKYMEHTOB | ydyeOHoe rocobue |By3oBckoe 128-3,
obpasoBanue, |http://www.ipr
2018, 195 c. bookshop.ru/7
2345.html
JI1.3 |I'motuna U. M. CpenctBa 6e30MacHOCTH OMepalMoHHo cuctembr Windows Capatos: 978-5-4487-0
Server 2008 : yaeOHO-MeTOIMIECKOE ITOCOOTE Bysosckoe 136-8,
obpasoBanue, |http://www.ipr
2018, 141 c. bookshop.ru/7
2538.html

JI1.4 Anmunuctpuposanne OC Unix Mocksa: 2227-8397,
Wnrepuet-YHus | http://www.ipr
epCUTET bookshop.ru/7
Nupopmanmons [ 3659.html
bIx TexHonorui
(UHTVYUT),

2016, 303 c.

JI1.5 |Aiisenc K. Anmunuctpuposanue Microsoft Windows Server 2003 MockBsa: 2227-8397,
Nurepuet-YHus | http://www.ipr
epcuter bookshop.ru/7
Nudopmanmons | 3725.html
bIx TexHonorui
(MHTYWUT),

2016, 486 c.

JI1.6 |Haszapos, C. B,, CoBpeMeHHBIC OTICPAIIMOHHBIC CUCTEMBI © yueOHOE ocoOue Mockaa: 978-5-4497-2
[upoxos, A. 1. Wntepuer-YHus [458-8,

epcuTeT https://www.i
Nudopmanmont | prbookshop.ru
pix Texuoorwuii |/133980.html
(MHTVYWUT), Aix
[Iu Ap Menua,
2024, 351 c.
6.1.2. /lonoTHUTEILHAS JIUTEPATypa
Ne ABTOpBI, COCTaBUTENIH 3arnaBue N3znarensctBo, | Kommuectso/
roj Ha3BaHUE
3BC

J12.1 |Jloxuuxos II. C., ObecrieueHne 6€30MaCHOCTH CETEBON MHDPACTPYKTYPHI Ha Mockaa, 978-5-4487-0
Muxaitnos E. M. OCHOBeoOIepannoHHbIX cucteMm Microsoft | npakTukym Caparos: 080-4,

Nurepuet-Yuus | http://www.ipr
epcuTeT bookshop.ru/6
Nudbopmarnmons | 7389.html

bIx TexHonorui

(MHTYWUT),

By3zosckoe

oOpasoBaHue,

2017, 264 c.

J12.2 |PynenkoB H. A., TexHOMOTHN 3aINUTH HHPOPMALINH B KOMIBIOTEPHBIX CETSIX Mocksa: 2227-8397,
[Mponerapckuii A. B., Wnrepret-YHus | http://www.ipr
Cwmupnosa E. B., epcuTeT bookshop.ru/7
CypoBoB A. M. Nndpopmanmons [ 3732.html

bix TexHonorui
(MHTYUT),
2016, 368 c.

6.1.3. Meroauueckue pa3padoTku




No ABTOpBI, COCTaBUTENH 3arnaBue UznarensctBo, | Komuuectro/
roa Ha3BaHHE
3bC
JI3.1 |3acopun C.B., 3amurTa B ONEPAIHOHHBIX CUCTEMaX | METOJ. yKa3. K 1a0.padoTtam | Psizans, 2016, 1
Ky3pmun 10.M., 76¢.
IIpxxeropnunckuii B.H.
JI3.2 |3acopun C.B., 3amuTa B ONEPAMOHHBIX CHCTEMaX . METO/. yKa3. K j1a0. Psasans, 2016, 1
Ky3pmun 10.M., paboram 44c.
[Ip>xeropaunckuii B.H.
6.2. llepevens pecypcoB HHGOPMANIMOHHO-TEJIEKOMMYHHKAIMOHHOM ceTH ''UHTepHeT"
21 |L OnekTpoHHO-O0nbIMoTeuHas cucreMa «Jlanpy. — Pexxum moctyna: goctyn u3 koproparusHoii cetu PIPTY —
cBobGoaubIi (6e3 maposst). URL: https://e.lanbook.com/
22 |2. DnexkrponHo-O0nbaroreunas cucrema «IPRbooksy. — Pexxum nocryma: mocTyn u3 KoprnopartusHoii cet PITPTY —
cBoGoHEIH (6e3 maposs), xoctyn u3 cetu MutepreT - mo mapoio. URL: https://iprbookshop.ru/
23 |3 Onextponnas 6udnuoreka PIPTY. URL: http://elib.rsreu.ru/ . Pexxum poctyna: u3 kopnopatusHoii cet PIPTY —
T10 TIApOJTI0
D4 |4, Hayunas snextponHas 6ubnuoreka eLibrary. URL: http//e.lib/vIsu.ru/www.uisrussia.msu.ru/elibrary.ru
35 |5. bubnuoteka u popym mo nporpammupoBanuro. URL: http://www.cyberforum.ru
26 |6. HauuonanesHsiit oTkpeIThiil yausepcuter UHTYUT. URL: http://www.intuit.ru/

6.3.1 [lepeyeHb JTULEH3UOHHOTO U CBOOOHO PACIPOCTPAHIIEMOr0 MPOrPaMMHOI0 oGecneveHusl, B TOM YHCJie 0Te4eCTBEHHOI 0

6.3 IlepevyeHb MPOrpaMMHOI0 odecrnedeHus1 1 HHPOPMATMOHHBIX CMIPABOYHBIX CHCTEM

MPOU3BOICTBA
HauMenoBanue Onucanue
Ornepanmonnas cuctema Windows KomMmepueckast JTUIIEH3HS
Kaspersky Endpoint Security Kommepueckast nuiieH3us
Adobe Acrobat Reader Co6oanoe I10
LibreOffice Cso6oaunoe ITO
VMware Player Csob6oaunoe ITO

6.3.2 [lepevyennb NH(POPMANMOHHBIX CIIPABOYHBIX CHCTEM

6.3.2.1 |CI/ICTeMa KoucymprantlLiroc http://www.consultant.ru

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYUEHHUE JUCIHUIIJIMHBI (MOAYJIA)

270 yueOHO-aJMUHUCTPATUBHBIN KOpITyc. ydeOHas ayJuTOpHs Ul MPOBEICHUS YUeOHBIX 3aHATHH. Criennaau3npoBaHHAs

1 Mmebenb (42 mocagovHbIX MECTa), MAarHHUTHO-MapKepHas jocka. MynbTumenua mpoektop, 1 skpan. Pabouee mecto (2
crosa), 1 mepcoHabHbII KOMIBIOTEP, 1 HOYTOYK.
268  y4eOHO-aAMUHUCTPATUBHBIA  KOPIYC. KOMIIBIOTEPHBIH  KJacC JUId  HPOBENCHUS  Y4eOHBIX  3aHATHH
2 CrenuanusupoBanHas Mebenb (20 kommbroTepHbIX cTONIOB), 20 TNEpCOHANBHBIX KOMIIBIOTEPOB. B03MOXKHOCTB

PTPTYVY.

MOAKIIIOUEHHsT K ceTn VHTepHeT M obecreueHneM I0CTyna B 3JIEKTPOHHYIO MH()OpManMOHHO-00pa30BaTENIBbHYIO CPEILy

8. METOAUYECKHUE MATEPHUAJIBI 110 JUCHHUIIJIMHE (MOYJIIO)

MeTO,I[I/I‘{GCKI/Ie MaTepHraJibl 1O ,HaHHOﬁ JAUCHUIUIMHE IPUBCACHLI B HpI/IJ'IO)KCHI/H/I 2k pa60qel71 nporpamMmme JUCHUTUTAHBI (CM.
JOKYMCHT «MGTOZ[I/IHGCKOG obecrnieueHue JUCHUITIIINHBI <<3aH.[I/ITa B OIICPALMOHHBIX CUCTEMAX

Onepatop 340 000 "KomnaHus "TeH3op" ———

[JOKYMEHT MOAMUCAH 3MEKTPOHHOM NMOAMMUCHIO

noanncAHO ®reoy BO "PrPTY", PIPTY, MNpxeropavHckuii Buktop 15.09.24 17:59 Mpocras noanuck
3ABEAYIOLLMM Hvikonaeswy, Mpenogasatens (MSK)

KA®EPbI

noanncAHO ®reoy BO "PrPTY", PIPTY, MNpxeropavHckuii Buktop 15.09.24 17:59 MpocTas noanuce
3ABEAYOLLNM . Hukonaesuu, MpenoaasaTtenb (MSK)

BbIMYCKAOLLIEN

KA®E/PbI

noanncAHO ®reoy BO "PrPTY", PIPTY, Ep3binésa AHHa 17.09.24 09:59 Mpocras noanuce
HAYAJTbHUKOM YPOI AnekcaHapoBHa, HauanbHuk YPOM (MSK)




