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1 OBUIME ITOJIOKEHUSA

OneHOYHBICE MaTEepHAIBl — O3TO COBOKYIHOCTh Yy4YEOHO-METOIUIECKUX
MaTepHuanoB (MpaKTUUYECKUX 3aJaHHi, OMHCAHUK (OpM U MPOUEAYp IPOBEPKH),
MpEeIHA3HAYEHHBIX JJIs1 OIICHKA KadecTBa OCBOEHUS OOYyYalomUMHUCSA JTaHHOU
nucrurinabl kak yactu OITOIT.

[{enb — OLIEHUTH COOTBETCTBHE 3HAHUIM, YMEHUH U BJIaICHUM, P HOOPETEHHBIX
00y4arouwMcsi B TP OLIECCE U3YUEHUS TUCIUTUIMHBIL, 11ensiM U Tp eboBanusiM OITOI1 B
X0/1€ P OBEICHUS P OMEKYTOUHOM aTTECTALIUH.

OcHoBHas 3a7aya — OOECIEYUTh OIICHKY YPOBHS CQOpPMHUPOBAHHOCTH
KOMIIETEHIIAN, 3aKP €TUIEHHBIX 33 JUCHUTLTHHOM.

KonTp 0116 3HaHN 00y YarOIINXCS TP OBOJUTCS B (hOP ME ITP OMEIKY TOUHON
arrectaiuu. [Ipomexyrodnas aTTectamus mp oBOaUTCs B hopMe 3a4eTa.

dopMa mpoBenEHUS 3ayeTa — TECTUPOBAHUE, MHUCBMEHHBIM OMPOC IO
TEOP ETUYECKUM BOIIP OCAM.

2 OIIMCAHUE TTOKA3ATEJIEA U KPUTEPUEB OIIEHUBAHUSI KOMIIETEHIIUA
CdopMHupOBaHHOCTH KAXK0H KOMITETCHIIUH (MJTA €€ YaCTH) B paMKaX OCBOCHHS
JTAHHOM TUCIUIUIMHBI OIICHUBAETCS TI0 TP €XYPOBHEBOM ITTKaJIE:

1) mopOoroBBIN yPOBEHB SBIISETCS 00S3aTENBHBIM JUISl BCeX 00YYarOUMXCs 10 3aBEPIICHUN
OCBOCHMS AUCLUIIIINHBI;

1) [poABMHYTHIN YPOBEHB XapaKTEPU3yeTCs TPEBIIICHUEM MUHUMAITBHBIX
XapaKTepUCTUK C(HOPMUPOBAHHOCTH KOMIETEHIIMH 10 3aBEPIICHUN OCBOCHHUSI TUCIIUILINHBL;

2) OTaJOHHBI YPOBEHb XapaKTEPH3YeTCs MaKCHMAaIbHO BO3MOXKHOH BBIPAKCHHOCTHIO
KOMIIETEHIIU U SIBJISETCS BaXXHBIM KaUE€CTBEHHBIM OPHUEHTHUPOM ISl CAMOCOBEPILIEH CTBOBAHMSI.

YPpoBeHb 0CBOCHUS KOMIIETEHIUH, (popMHUpYyeMbIX

HHCIIPIIIJIHHOﬁ: Onucanmne KPUTEPHUEB U HIKAJIbI OLICHUBAHUA

TECTUPOBAHMSA :
IIkaJja oneHuBaHUA Kpurepuii
3 6anma YPOBEHb YCBOCHUS MaTepuaia, MpeayCMOTPEHHOro
(3TaNOHHBIA YPOBEHD) MIPOTPAMMON:
MPOIICHT BEPHBIX OTBETOB Ha TECTOBBIE BONPOCH! OT 85 10 100%
2 banna YpPOBEHb YCBOGHHUS MaTepuana, MpeayCMOTPEHHOIO
(mpoaBUHY THIHA MIPOTPaMMON:
YPOBEHb) MIPOIIEHT BEPHBIX OTBETOB Ha T€CTOBBIE BOTIPOockl 0T 70 10 84%
1 6ann YPOBEHb YCBOCHUS MaTepuaia, MpeayCMOTPEHHOrO
(IOpOTrOBBIN yPOBEHD) MIPOTPAMMON:
MIPOIICHT BEPHBIX OTBETOB HAa TECTOBBIE BOMPOCKI 0T 50 10 69%
0 6annoB YPOBEHb YCBOCHHUS MaTepuana, MpeayCMOTPEHHOrO
MPOTPaMMON:
NPOICHT BEPHBLIX OTBETOB Ha TeCTOBbIE BOoNPOockl 0T 0 10 49%




Onucanne KpUTepHeB H MIKAJbI OLEHHUBAHUS T€OPETHYECKOr0 BOIpPOCa:

[IIxana oneHuBaHUSA

Kputepnii

3 6anna
(3TanOHHBINA YPOBEHB)

BBICTaBJIAETCS CTYAEHTY, KOTOPBIN 1aJl IOJIHBIA OTBET Ha BOIPOC,
MoKa3aJj riy00KHe CUCTeMaTU3HPOBAaHHBIE 3HAHHSI, CMOT IIPUBECTH
MIPUMEPBHI, OTBETUJI HA TOTIOJIHUTEIIbHBIE BOIIPOCHI TP EMOAABATEIS

2 6anna (MpOABUHY THIH
YPOBEHB)

BBICTABJIACTCA CTYACHTY, KOTOpI)Iﬁ Jaj MOJIHEIA OTBET Ha BOIIPOC, HO Ha
HCKOTOPBIC AOTTOJIHUTCIIbHBIC BOIIPOCHI ITPCII0AaBaTCIII OTBCTUII TOJIBKO
C IOMOIIIBIO HABOAAIINX BOIIPOCOB

1 6amn (MOpOroBbIid YPOBEHB)

BBICTaBJISAETCS CTYAEHTY, KOTOPBIN Jajl HENOJIHBIN OTBET Ha BOIPOC B
OuseTe ¥ CMOT OTBETHUTH Ha JIOTIOJHUTEIBHBIE BOIPOCHI TOJIBKO C
MTOMOIIIBIO NP ENOoAABATEIIS

0 GanaoB

BBICTABJIACTCA CTYACHTY, KOTOpBIﬁ HC CMOI' OTBCTHUTH HA BOIIPOC

Ha np oMexyTo4Hyt0 aTTeCTaluIo (3a4€T) BBIHOCUTCS TECT, JBA TEOP ETUYECKUX
BOIpoca. MakcuMallbHO CTYZI€HT MOKeT HaOpaTh 6 6aymnoB. ITOroBbii cyMMapHbIN
0ann CTyJeHTa, MOJYYEHHBI NpU MNpPOXOXKIECHUM MPOMEKYTOUHOM aTTeCTAlH,

NEPCBOAUTCA B TP AAUITUOHHY IO (I)OpMy IO CUCTEME «3aYTCHO», «KHC3aUYTCHO».

OueHka «3a4YTEeHO» BBICTABIISICTCS CTYACHTY, KOTOPBI HaOpaa B cymMMme He
MeHee 4 0aJ10B (BBIMOJIHWII OJHO 33/1aHUE HA 3TAJIOHHOM YP OBHE, I yIoe — HE HUXKe
MOP OrOBOr0, TUO0 00a 3aJaHUs BHITIOJIHUT HA TP OJJBUHY TOM YpoBHE). O0s13aTelTbHbIM
YCIOBHUEM SBIISIETCSl BBINOJHEHHE BCEX IMPEAYCMOTPEHHBIX B TEUYEHHE CEMECTpa

IIP aKTUYECKUX 3a1aHUM.

OueHka «He 3a4TeHO0» BBICTABIISIETCS CTYACHTY, KOTOPbI HaOpaia B cymMme
MeHee 4 6amoB, 1IM00 UMEET K MOMEHTY TP OBEACHUSI POMEKY TOUHOM aTTeCTAIlUX HE

CIIaHHbIE NP AKTHYECKUE, JTMOO TabopaTopHbIe pabOTHI.

3. [IACIIOPT ®OHJIA OLIEHOYHBIX CPEJCTB I10 JUCLUIIIUHE (MOJYJIIO)

Ne Kountposmpyemsle pa3aebl (Tembl) Aucuuniaunbl | Koa konTpoimpyemoii | HammenoBan
n/n (pe3yIbTaThI IO pa3zesiam) KOMIIeTeHIMH (UIH eé ue
4acTH) OLIEHOYHOI 0

MeponpusiTHS

I K-3.1, IK-3.2 Sager

2 e o MK-3.1, [1K-3.2 3auer

S . .. L TK-3.1, [TK-3.2 3auer

N MK-3.1, IK-3.2 Sauer

5 . .. , K-3.1, [TK-3.2 3auer

6 |. e TIK-3.1, ITK-3.2 3auct

LA - , B} TIK-3.1, TK-3.2 3auer

8 . TIK-3.1, [1K-3.2 3auer




4  THUIIOBBIE KOHTPOJIbHBIE 3AJAHUSA WJIN UHBIE MATEPHAJIbI

4.1. IlpomexkyTouHasi aTTecTanus B hopme 3a4era

IIK-3: CnocoGen agMUHHCTPHUPOBATH CeTeBbIE YCTPOICTBA H MPOTPaMMHO€ 00 ecrieYeHue

3HATL:
OCHOBBI AIMHHH CTPHPOBAHNS BLIYHCINTEILHBIX ceTell CpelcTBAMH ONePAIIMOHHBIX CHCTEM

YMmeThb:
KOH(HUI'YPHPOBATH CEPBEPDI, YIIPABJISIONINE CETEBLIM B3aHMO I HCTBHEM

Baanern:
HABBIKAMH IPAKTHYECKOH Pad0ThI ¢ CepBePaMHU, YIIPABJISIIOIMMH CEeTEBHIM B3aHMO/I el CTBHEM

IIK-3.1: OnennBaeT Npou3BOAUTEILHOCTh CETEBBIX YCTPOHCTB M NPOrPAMMHOI0 00 ecrie eH ust

3HaTL
OCHOBHBIC METOJIBI OTICHKHU MTPOU3BOIUTEIBHOCTH CETEBBIX Y CTPONUCTB

YMeTh
OIIEHUBATH MPOU3BOJUTEIBHOCTh CETEBBIX YCTPOHUCTB

Baagern
HaBBIKAaMU cOOpa CTATUCTHKY JJI OTIPE/ICIICHISI TTPOU3BOIUTENEHOCTH CETEBBIX YCTPOMCTB

ITK-3.2: TInanupyeT HeOOXOAMMYIO TPONU3BOAUTEIBHOCTh AIMUHUCTPUPYEMBIX YCTPOICTB

3HaTL
OCHOBHBIE METO/IbI OTIPpeAeIeHHsI He00X0AUMOii POH3BOANTEILHOCTH CETEBBIX YCTPOHCTB

YMeTh
ONpeaesiTh TPeO0YeMYI0 TPON3BOIHTEILHOCTh CETEBBIX YCTPOICTB

Biaagern
HABBIKAMH IJIAHUPOBAHMSI HE00X0IMMO i POU3BOAUTEILHOCTH CETEBBIX YCTPOH CTB

@) munogvle mecmogble 60nPOChbl 3AKPLINO20 MUNA:
1. Yrunura ssh makera OpenSSH ncnomnbs3yercs 11t 3aMeHbI:

1. rlogin;
2. rep;

3. telnet;
4, ftp

2. Iporokon SSH oTHOCHTCS K crieayroemMy ypoBHio Moaenu OSI:
7. lpuxnaxnoii (application);

6. [Tpencrarnenus (presentation);

5. CeaHCOBBIH (Session);

4. TpancopTHBIH (transport).

eSS

3. Ins renepanuu napel knroueit B makete OpenSSH ucnons3yercs ytunura:
ssh-keyscan;

ssh-keygen;

ssh-add;

ssh-agent.

rodE

4. IP firewall 3amurur oT:
1. IKCIUTYaTaIuu c1abocTell B CETEBBIX CEPBUCAX;
2. MO JICY IIMBAHUS,
3. HeCaHKUUOHUPOBAHHO20 00CHIYNA;
4, IP spoofing.

5. CereBasimacka 255.255.255.0 COOTBETCTBYET CIIEITYFOIIEMY KOJIMUECTBY OMT MACKH:
1. 8
2. 16
3. 28
4, 24




6. Cnenyromas komana IP Firewall mo3BonseT yranuth npaBuiio:

1. -a [policy]
2. -i [policy]
3. -p policy;
4, -d [policy].
7. Apache umeeT clie Iy FoIuii KaTajior I JOKYMEHTOB BeO-cepBepa:
1. htdocs;
2. conf;
3. cgi-bin;
8. Squid - aro:
1. Kewiupyrouwuii npokcu-cepeep;

2. CeBep MMEH;
3. BeO-cepBep;

9. Kemmpytomwe 1 mpoKCUpyoIiye crocooHocTH Squid MOKHO UCTIONB30BaTh, MPOIYCKas Yepe3 CepBep:
Hcxonsume 3anpocsl Ha BHEITHUE CEPBEPBI;

2. Bxopsmue 3anpockl Ha BHY TpEHHHE KOMITBIOTEP B,
3. 6X00aUUe 3ANPOCbl HA 6HYMPEHHUE CePeepPbl;
4, HCXOI[?IHII/I@ 3aMpOChl HA BHCIIHUC KOMITBIXOTCPHI.
10. Squid Mo3keT 3ampocuTh pecypc y BBIIIECTOSIICTO CEPBEPA, KOTOPBIH HA3bIBACTCS:
1. sibling peer;
2. parent peer;
3. near peer,
4. front peer.

6) munoeébsle mecmaoeble 60npoCovl OMKPHIMO20 muna:

1. OpenSSH Bech TpauK (BKITIOUAS TAPOJIH) IS TPEIOTBPAILICHHS TTOCTyIIIMBAHS, TIepe-
XBaTa COCMHEHUH 1 IPYTUX BUIOB CETEBBIX aTaK.
Omeem: wiugppyem;,

2. Komanma SBIIIETCSI Oe301macHOl 3aMeHoi koMaHn[ rlogin, rsh u telnet. Ona mo3-
BOJISICT BaM PETHCTPUPOBATHCS U BBIMOIHATH KOMAHIbI HA yIAIEHHOM KOMITBIOTEPE.
Omeem: ssh;

3. Komanza UCTIOJIB3YeTCs NS nepeaun GaiioB Mexay KOMIbIOTepaMH Yepe3 3aluIIEHHoe
mudpoBanueM coenrHeHne. OHa MoX0Xa Ha Icp
Omeem: scp;

4. Beb-cepBep B €ro mpocTeiineii opMe - 3T0 KOMITBIOTEP CO CIEIHATBHBIM ITPOTPaMMHBIM Obecrede-
HHUEM U TTOAKIIOYEHUEM K , KOTOpOE TT03BOJISIET €My B3aWMO/IEHCTBOBATH C IPYTUMHU
YCTpPONCTBAMH.

Omeem: Humepnemy,

5. OcHoBHas ponb Apache cBsizaHa ¢ KOMMyHUKALMEH 1O CETSIM U UCIOJIB3YET MPOTOKOJI
(TpOTOKOJ ynpaBJieHUs Mepeadeli / HHTEPHET-POTOKO, KOTOPBIH MO3BOJISIET ycTpoiicTBaMm ¢ IP-ampe-
caMH B OZIHOW CETH B3aUMOJEHCTBOBATH APYT C APYTOM).

Omegem: TCP/IP;

6. YTunura iptables BXoauT B akeT
Omeem: netfilter;

7. Ilocne BBOJIa MPAaBUJI MOYKHO MOMPOCHUTH ipfwadm uX mokasats B BUJE CIUCKA:

Omeem: #ipfwadm -F -,



8. Komanma YUTAeT TEKYIIyr KoHpurypanwuto firewall u mumer ynpomeHHyro
dbopMy B cTaHIApTHBIN BHIBOJI
Omeem: ipchains-save,

9. Ecii mpokcu-cepBep — OJTHOBPEMEHHO H , BECh CETEBOH TpauK B JIIOOOM CIIydae ero
HEe 000HIET.

Omeem: mapuwipymuzamop;,

10. HenocpeacTBeHHO MOCie YCTAHOBKH MPOKCH-CEPBEPA OH YKE BBIMOIHSET KeINPYIOLe (PYHKIUHU.
Omeem: Kewupylowue,

8) munoebsble npakmuuieckue 3a0anus:

3aganme 1. Ha komnbrorepe ¢ ceTeBbiM afpecom 192.168.0.1 ycranosnen cepsep OpenSSH.
Y CcTaHOBUTL C HUM COEIMHEHHE

3apanue 2. Ha xomnbrotepe ¢ ceteBbiM anpecom 192.168.0.1 ycranosnen cepsep OpenSSH.
VY naneHHo co3aath Ha HeM Kataimor /home/stud/tmp

3ananue 3. Ha komnbroTepe ¢ ceteBbM aapecoM 192.168.0.1 ycranosnen cepsep OpenSSH.
YV najieHHO MepeUMEHOBATh Ha HEM KaTanor /home/stud/tmp 6 /home/stud/temp

3ananue4. Ha kommetorepe c cereBbiM anpecoM 192.168.0.1 ycranosnen cepsep OpenSSH.
BhiBecTH Ha KOHCOJIb COfepIKUMoe ero kataaora /home/stud/tmp

3apanue 5. Ha komnbrotepe ¢ ceteBbiM afipecoM 192.168.0.1 yctanosnen cepsep OpenSSH.
VY naneunno y nanurs aiin /home/stud/tmp/list.txt

3aganme 6. Ha xomnbrorepe ¢ ceTeBbiM afgpecom 192.168.0.1 yctanosnen cepsep OpenSSH.
VY nayieHHO BBIBECTH Ha KOHCOJIb coziepkumoe (aiiira /home/stud/tmp/list.txt

3apanue 7. Ha xomnbrotepe ¢ ceteBbM anpecoM 192.168.0.1 ycranosneH cepsep OpenSSH.
CkomnupoBaTh Ha Hero B Katanor /home/stud/tmp daiin /home/stud/tmp/lessons.txt co cBoero kommbroTepa

3apanue 8. Ha xomnbrotepe ¢ cereBbM agpecoM 192.168.0.1 yctanosneH cepsep OpenSSH.
CkomnupoBaTth u3 Hero ¢aiin /home/stud/tmp/friends.txt va cBoii kommbtoTep B KaTaior /home/stud/tmp/

3apanue 9. Ha komnbrotepe ¢ ceteBbIM asipecoM 192.168.0.1 yctanosnen cepsep OpenSSH.
3anmycTuTh Ha HEM yaaneHHo Opay3ep firefox ¢ oToOpakeHre B OKHE Ha CBOEM KOMIILIOTEpE

3aganme 10. Ha xomnsrorepe ¢ ceteBbiM aapecom 192.168.0.1 ycranosnen cepsep OpenSSH.
VY naneHHo 3aBepIIUTh pabOTHI TOTO KOMITBIOTEPA.

3apanue 11. Ha komnbioTtepe ¢ ceteBbiM anpecom 192.168.0.1 ycranosnen cepsep OpenSSH.
Co3natp 17151 6€301aCHOr0 CONUHEHHS Mapy KITFo4Yel

3aganmne 12. Ha xomnbrorepe ¢ ceteBbiM aapecom 192.168.0.1 ycranosien cepsep OpenSSH.
J1J1sl HEOTHOKPATHOTO COSTUHEHUS C HUM JI00aBUTh KITFod B areHT OpenSSH

3apanue 13. Ha komnbroTtepe ¢ ceteBbM anpecoM 192.168.0.1 ycranosnen cepsep OpenSSH.
COC,I[I/IHI/ITCSI C HUM B KOHCOJIbHOM PECKHUME U 3aIly CTUTH (baﬁHOBbIﬁ MCHCKCPp mC

3ananue 14. CeTb nmeet 24-0utHy1o cereByro Macky (kitacc C) u ee ceTeBoii aapec 172.16.1.0.
C momompro yTunuthl ipfadm



YI[aJ'II/ITI) BCC IMpaBWIa AJIA MIEPCChLIIACMbIX ITAKCTOB

3apanue 15. CeTb umeet 24-0utHy10 cereByro Macky (kiacc C) u ee ceTeBoii aapec 172.16.1.0.
C momompro yrunuthl ipfadm
JUTS TIEP €CHUTKU MAKeTOB HA3HAYNTh 3aMPETUTEIBHYIO CTPATETHIO TI0 Y MOTYAHUFO.

3ananue 16. CeTb nMmeeT 24-0uTHY10 ceTeByro Macky (kmacc C) u ee ceteoii aapec 172.16.1.0.
C noMompro yTWinThl ipfadm
Y nanute Bce mpaBmia 1 BXOJAIINX TAKETOB

3ananue 17. Ceth umeet 24-0utHYI0 ceTeByIO Macky (kirace C) u ee ceTeBoit ampec 172.16.1.0.
C noMompro yTwinTsl ipfadm
JUTSL BXOISAIIMX TTAKETOB HA3HAUMTh Pa3pelIMTEIbHYIO CTPATETHIO 10 YMOTYaHHIO.

3ananue 18. CeTb nmeet 24-0utHy10 cereByro Macky (kitacc C) u ee ceTeBoii aapec 172.16.1.0.
C momompro yTunuthl ipfadm
pa3penIuTs HalMM tcp makeram 1o nopty 80 BBIXOAUTH U3 BHY TPEHHEH CETH HAPY Ky

Zananne 19. Ceth umeeT 24-0uTHYI0 ceTeBYIO Macky (kimacc C) u ee ceTeBoi aapec 172.16.1.0.
C noMompro yTwinTsl ipfadm
pa3peunTs NPUXOAUTHh OTBETHBIM tCp makeTaM o nopry 80

3apanue 20. Cets umeet 24-0utHYI0 ceTeByr0 Macky (kiace C) u ee ceTeBoit ampec 172.16.1.0.
C nomomipto yrwinTsl ipfadm
BBIBECTH B BHJIE CITUCKA HAOOP MPABIUI ISl TIEPEChLIIACMbIX ITAKETOB

3apanue 21. CeTb uMmeet 24-0utHy10 cereByro Macky (kiacc C) u ee ceTeBoii aapec 172.16.1.0.
C momopro yTwiuTsl ipchains
€0311aTh HOBYIO LIEMIOYKY tcpin

Zananne 22. Ceth nmeeT 24-0uTHYIO0 ceTeBYIO Macky (kitace C) u ee ceteBoii aapec 172.16.1.0.
C nomo1nbto yTwinTsl ipchains
B OTIpe/IeJICHHOM 0JIb30BaTEIEM IIEMOYKe tepin CO31aTh IPABUIIO0, KOTOPOE HE BBIMTOJIHIET HUKAKUX JICHC TBHI

3ananue 23. Ceth umeeT 24-0uTHYI0 ceTeBy0 Macky (kiacc C) u ee ceTeBoit ampec 172.16.1.0.

C nomouipto yTwiuTsl ipchains

B OMpeJeNICHHOM MOJIb30BaTeNIeM IIeTIoUKe tepin co3aaTh paspemaroiiee IpaBuio, KOTOPOe COOTBETCTBYET
J000MY MAaKeTy, KOTOPBIN MpeIHa3HaueH ISl Halllel JIOKaILHOU ceTu U Topta ssh

Zananue 24. CeTb nMmeeT 24-0uTHY10 ceTeByro Macky (kiracc C) u ee cereBoit aapec 172.16.1.0.
C momompro yTriuThl ipchains
COXPaHHTh TEKYIIIE HACTPOIKHU ceTeBoro (GrsTpa B (aiine /var/state/ipchains/firewall.state

Zananne 25. Ceth uMeeT 24-0uTHYI0 ceTeBYIO Macky (kitace C) u ee ceTerol anpec 172.16.1.0.
C noMopio yTwinThl ipchains
BOCCTaHOBUTb HACTPOUKH CeTeBOro GuibTpa u3 Qaiina /var/state/ipchains/firewall.state

Tunosblie TECOPETHYCCKHE BONMPOCHI 1Jid 3a4eTa IO TUCIHUIIJIUHE

1. [Taker OpenSSH

2. Hactpoiika knuenta OpenSSH.

3. Ucnonb30Banue KOMaH 16l Ssh.

4. Vicnonp3oBanue KOMaHIbI sftp

5. Coznanue nmap kitodeit. Co3nanue mapsl kiaroueid DSA.



6. Hacrpoiika ssh-agent

7. Hactpoiika cepepa OpenSSH

8. Meronp! ataku . Uto Takoe firewall?. Yro Takoe IP Filtering?. Ycranoska Firewall B Linux.
Hacrpoiika siapa nis [P Firewall.

9. Yrunura ipfwadm. O630p mapamerpoB ipfwadm.

10. IP Firewall Chains Mcnone3oBanue ipchains u iptables

11. CunTakcuc koman bl ipchains. [IpocMoTp Hammx mpaBuiI B ipchains.

12. ITpaBunbHOe ucnionb3oBanue nenouek. Netfilter u rabnuue IP. O6patHas COBMECTUMOCTSD C
ipfwadm u ipchains

13. Ynpasnenue 6utamu TOS. 3aganue TOS-6utoB ¢ nomouipio ipfwadm wnu ipchains.
VYcranoBka TOS- 6uToB ¢ moMoIsio iptables .

14. TIposepka koHpurypamuu Firewall.

15. IP Accounting

16. Hacrpotika simpa uist [P Accounting. Hactpoiika I[P Accounting. Yuer mo anpecam . Yder 1o
nopram cepBucoB. Yuet no nakeram [CMP. Yuer no nporokonam. Mcnons3zoBanue pe3ynpraTtos [P
Accounting

17. IIpocmoTp AanHBIX ¢ moMoIkio ipfwadm . IIpocMoTp maHHBIX ¢ TOMOIIBIO ipchains.
[IpocmoTp maHHBIX ¢ TOMOIIIBIO iptables.

18. Ilepe3anyck cueTynKkoB. Y jajieHue Habopa MpaBul.

19. [TaccuBHBIEC KOJUTEKIIMH JAHHBIX TOCTYTIA

20. HTTP-cepBep Apache

21. Kak pabotaer Apache

22. Obmas cTpykrypa Apache
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