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1. TeMbl NpakTUYECKUX 3aHATUMN

Tema 1. OcBoeHne nMpueMoB BOCCTAaHOBJIeHHMA (aiijioB, MHPUIMPOBAHHBIX BHPYCOM,
NPH OTCYTCTBHHM AHTHUBMPYCHOI'0 IPOrPaMMHOI0 o0ecrie4eHusl.

W3yuenne 3akoHOAATeNbHBIX akToB P® B oOmact 3amuTel  HHOpMAMH U
WH(POPMAIMOHHBIX CHUCTEM OT pa3pylIaoIIuX MPOTPAMMHBIX CpeACTB. M3ydeHHe pa3imyHBIX
BUJIOB pa3pyllaoIUX IporpaMMHbIX cpeacTB. [lonsaTue komnbroTepHoro Bupyca. Kiaccudukanus
BHUPYCOB II0 pa3IMYHBIM TpH3HAKaM. l3ydeHue anroputMoB pabOThl PE3UICHTHBIX BHPYCOB,
BUPYCOB, MCHOJb3YIOLUUX CTEIC-aITOPUTMbI, MNOJUMOP(PUYHOCTh. AHANU3 JAECTPYKTHUBHBIX,
pPa3pyIIUTEIbHBIX BO3MOYKHOCTEH pa3pyIIalonuX MPOrpaMMHBIX cpeiacTB. OCHOBHOM MeXaHU3M
3apaX€HUsl BUPYCOM, MakKpoBUpycoM. MeToabl OOHapyXeHHsT MaKpOBHUpYca. MeTto bl
00€3BpeXKHUBAHUS MAKpPOBUPYCA.

Lenv 3anamus. OCBOUTHh METOABI U IPUEMbI OOHAPYKEHUS PA3JINYHBIX BUIOB pa3pyLIatOMINX
MIPOrPaMMHBIX CPEICTB, M3Y4YUTh aITOPUTMbI pPabOThl PE3UACHTHBIX, CTEJIC, MOJUMOP(PHBIX
BUpPYCOB. M3yunTh MEXaHM3MBI 3apa’k€HUS BUPYCOM, MaKpOBUPYCOM, METOJIbI OOHapyXeHUs
MaKpOBHUPYCa, METOAbI 00E3BPEKUBAHUSI MAKPOBUPYCA.

3aoauu 3axpennienus meopemuyeckux 3HAHUL U NPAKMUYECKUX YMEHUL U HABbIKOG: CTYICHT
JIOJKEH 3HaThb OCHOBHBbIE 3aKoHOJaTenbHble akThl P® B oOnactu 3amuThl MHGOpMaLUU H
MH(OPMALIMOHHBIX CUCTEM OT pa3pyLIaloIIUX MPOTrPAMMHBIX CPEACTB. 3HATH AITOPUTMBI PabOTHI U
MEXaHHU3M 3apakeHHsI BUPYCOB M MAaKpOBHPYCOB, YMETh MPHUMEHSITh METOJbl 00€3BpEeKUBAHUS
BUPYCOB U MaKpOBHUPYCOB.

@opma nposedenus. OOCYKIEHUE U TEOPETUYECKUH ONpoc MO TeMe 3aHATHS,
CaMOCTOSITENIbHOE pEIICHHE CTyIAeHTaMH 3afadyd OOHapyXeHHs HH(PUIMPOBAHHOTO OOBEKTa U
MpUMEHEHHEe MeToJla 00e3BpeXKMBaHUS MaKpOBHpPYyca B ayIUTOPUHU, BBIIOJHEHUE JIOMAIHEro
3a7aHus MO U3y4aeMOM TeMe.

Tema 2. OcHOBHBIE NPUHIMIIBI PA0OTHI € 3JTEKTPOHHON HU(POBOI MOANMUCHIO.

OcHOBHbIE TOHATHUS U ONpENeNieHUs ANEeKTpoHHOW uudpoBoi mnonanucu. OCHOBHBIE
QITOPUTMBI SJIEKTPOHHOU 1M poBOI noanucu. Buipl atak Ha anropuTMBbl JIEKTPOHHON 1TUGPOBOI
noanucd. Maremaruyeckass M NMporpaMMHasi peaau3alis alrOpUTMOB 3JIEKTPOHHOU IuGPOBOI
MOATHCH.

Lenv 3amamus. OcBouTh 0a30Bble MaTeMAaTUYECKHE METOIbl M CHOCOOBI MPaKTUYECKOM
peanzanuy HauboJee U3BECTHBIX aJITOPUTMOB AIEKTPOHHOM LIUPPOBOIA MMOANUCH.

361061'11/{ 3AKpenjeHUusl meopemuiecKux 3HAHUL U npakmu4ecKkux yMeHML? U HA6bIKO6: CTYACHT
JIOJI’KEH 3HATh OCHOBHBIC TMOHATHS M 0a30Bble€ MaT€MaTUYECKUE 3aBUCHUMOCTH JUISl MPAKTUYECKOU
pealM3ainuy anropuTMOB AEKTPOHHOMN M(PPOBON MOAMHUCH.

Dopma npogedeHus. aHanu3 0a30BBIX MATEMATUYECKUX MPUEMOB pPaccMaTPUBAEMBIX
QITOPUTMOB Ha ayJUTOPHBIX 3aHATHAX, CAMOCTOSITENIbHAS peaiu3alis CTYACHTaMU H3y4aeMbIX
3a/1a4 B ayAUTOPUHU, BHITIOJTHEHHE JJOMAIITHErO 33/1aHus [0 U3y4aeMOu TeMeE.

Tema 3. OcHOBHBIC NPHMHIMIIBI PA0OTHI AJTOPUTMA OTEYECTBEHHON UG POBOit

noanucu «Horapuye»

OCHOBHBIE KOMIIOHEHTHI OTE€YECTBEHHOTI'O aJIrOpUTMa 3JIEKTPOHHOW HM(POBON moamucu
«Hotapuycy. CoctaB OMONMOTEKHM MPOrpaMM M OCHOBHBIX BKIIIOYEHHBIX AJTOPUTMOB B PaMKax
JAHHOTO MEXaHu3Ma [U(PPOBOI MOAMUCH.

Llenv 3amsamusa. OCBOUTH OCHOBHBIE METOABI W CIOCOOBI TPAKTHUECKOW peasn3aluu
OTEYECTBEHHOI'0 AJITOPUTMA JIEKTPOHHOM I poBoii noanucu «HoTtapuycy.

3aoauu 3axpennenus meopemuyeckux 3HAHUU U NPAKMUYECKUX YMEHUl U HABbIKOG: CTYAEHT
JOJDKEH 3HaThb OCHOBHBIE IIOHATHS M TPAKTUYECKHE IMPUEMBl JUISl CO3JIaHUS OTEUECTBEHHOIO
aJITOpUTMa HIIEKTPOHHOM udpoBoii moanmucu «HoTtapuycy.
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Dopma npogedenus. W3yudeHHE OCHOBHBIX KOMIIOHEHTOB PAacCMaTpUBAEMOTO ajJropuTMa Ha
ayJIUTOPHBIX 3aHATHUSAX, CAMOCTOATEIbHAS peaIU3alltsl CTYIEHTaMU U3y4aeMbIX 33]a4 B ayAUTOPUH,
BBIIIOJIHEHHUE JIOMAILIHET0 3aJjaHMsl 110 U3y4aeMoil TeMe.

Tema 4. U3yuenne creranorpagu4eckoro MeToaa 3aliiTbl HHPOPMALIUH OT

HECAHKIIMOHMPOBAHHOIO 10CTYIIA

OCHOBHBIE TTOHATHS M OIPEENICHHs CTeraHOrpaduu, MOHATHE CTeraHOTpaduIecKast CucTeMa
WM  crerocucrema. lIpakTHueckoe TNPUMEHEHHE METOJOB CTeraHOrpaduu.  AJTOPUTMEI
creranorpadun. Merozas! creranorpaduu. Buibl aTak Ha CTETOCUCTEMBI.

Lenv 3anamus. OCBOUTH METOJBI M TPUEMBI CTETraHOTpapUUeCcKOr 3aUThl HHPOPMALIUU OT
HECaHKIMOHUPOBAHHOIO JIOCTYIA, TPEOOBAaHUS K CTETOCHCTEME, OCHOBHBIE 3Tallbl KOMIIbIOTEPHOU
creranorpadun. [IpruoOpecTn HaBBIKH CTETraHOTPAPHUUECKOTO COKPBITHS TEKCTOBOW MH(OpPMAITHH.
[IporpamMmHuasi peanu3anus MeToJa COKPBITHS TEKCTOBON mH(popMarmu Ha 0aze amroputma LSB.
[TonyunTe HaBBIKM CTEraHOrpapUUecKOro COKPBITUS HH(POpPMALMM C HUCHOJIb30BAaHUEM OHUTOB
LBETOBOM MaJUTPhl U300paKeHUI.

3aoauu 3axpennienus meopemuyeckux 3HaAHUL U NPAKMUYECKUX YMEHUU U HABbIKOG: CTYINCHT
JOJIKEH 3HAaTh OCHOBHBIE METOJIbI W TMPUEMBbl CTeraHorpapuyeckoi 3amuThl WH(pOpMalMH OT
HECaHKIIMOHUPOBAHHOIO JIOCTYIa, TPEOOBAaHUS K CTETOCHCTEME, OCHOBHBIE 3Tallbl KOMIIbIOTEPHOU
creraHorpaduu, yMeTh IPUMEHATh UX JJIS 1eJiel MPorpaMMHOM pean3aliy COKPHITHUSI TEKCTOBOM
nHpopmanuu Ha 6a3e creraHorpaduyecKux alropuTMa.

Dopma nposedenus: aHanu3 TPoOIEeM 3amUThl HHPOPMAMKA METOJaMH cTeraHorpaduu,
aHaJIM3 CYHIECTBYIOIIUX aIrOPUTMOB NMPOTPAMMHON peain3alliy JaHHBIX METOJ0B Ha ayJAUTOPHBIX
3aHSTUSIX, CAMOCTOSTENIbHAS MPOTpaMMHasl peain3alys JTOMAIIHEro 3aJaHus 10 U3y4yaeMoil TeMe.

2. KoHTpoJbHbIe BONPOCHI TEKYIIEro KOHTPOJISA HA NPAKTHYEeCKUX
3aHATHUSAX U MPH 3alIUTE JA00OPATOPHBIX padoT

bazossle mousaTus qucnumnael «MHpOpMaonHas 6e301MacHOCTh

Haiite onpenenenne nousTus «MaPpopManmonHas 6€301MacHOCThY.

JlaiiTe onpeneneHne MOHATHS «3amuTa HHQOPMALUI».

Haiite onpenenenue nouaTHs «MHpopMaus» ¢ TOYKH 3peHus] THPOPMAITHOHHON

0€30MacHOCTH.

5. HazoBure cBoiicTBa nH(pOpMaLUH, HANOOJIEE 3HAYNMBIC C TOUKH 3PECHUS

MH(POPMAITMOHHOM 0€30TMaCHOCTH.

6. UYewm ompezensieTcst ypoBeHb (CTEIICHb) CEKPETHOCTH MHPOPMAIMU U JOKyMEHTa?

7. Uro Takoe KOJMYECTBEHHAs XapaKTepHCTUKa WHPOPMAINU, KAKUE METO/bI ONPeAeICHUs
JTaHHOW XapaKTEPUCTHUKU CYIECTBYIOT?

8. Uem xapaKTepu3ylOTCs IMparMaTudecKue cBoicTBa nHdopmanuu?

9. Jaiite onpenenenue nousatus «Mudpopmannonnas cucrema.

10. Yto moHuMarOT 1o1 MH(GOPMAITMOHHBIM ITPOIIECCOM?

11. Yem xapakTepu3yroTcsi HHPOPMAIIHOHHBIE CUCTEMBI?

12.Yto Takoe 0OpaboTka MHPOPMALIMU B HH(OPMALIMOHHBIX CHCTeMax?

13. Yto Takoe (puznyeckas CTpyKTypa HHPOPMALMOHHOMN CUCTEMBI?

14.Yto Takoe jgoruyeckasi CTpykTypa HH(GOPMAIIMOHHON CUCTEMBI?

15. YTo Takoe TOmoJoruyeckasi CTpykTypa HH(GOpPMaIMOHHON CUCTEMBI?

16. Yto Takoe koHpUrypanus HHPOPMALUOHHON CUCTEMBI?

17.Yt0 Takoe apxuTeKTypa UHQOPMAITMOHHON CUCTEMBI?

18. Yto Takoe MHPOPMALMOHHBIN y3e1?

19. Yto Takoe pecypcbl HHPOPMALIMOHHOM CUCTEMBI?

20.KTto cuuTaercs noyib3oBaTeneM HH(MOPMALUOHHONW CUCTEMBI?

21. KakuMu KpUTEPHUSIMU MOXHO OLIEHUTh Ka4eCTBO MH()OPMAITMOHHON CUCTEMBI?

22.YT1o OTHOCHUTCS K CpeAcTBaM oOecrieueHus] HHPOPMAIIMOHHBIX CUCTEM U UX T€XHOJIOTHIi?

el N =
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23. [laiiTe XapaKTEPUCTHKY pPaCIpeaeIEHHBIX NH(POPMAIIMOHHBIX CUCTEM.

24. Kako#i CTpYKTYpHBIH KOMIIOHEHT CUCTEMBI TIOHUMAETCS 1101 0OBEKTOM 3aIIUTHI?

25. Kakoii CTpyKTypHBIIf KOMIIOHEHT CHCTEMBI SIBJISIETCS 3JIEMEHTOM 3allUThI?

26. ITepeuncnute XapakTePUCTHKH, BIHSIONINE HA 0€30MaCHOCTh WH(OPMAILIUHU B

nH(pOpMAIIMOHHOH cucTeme?

27. JlaiiTe onpeneneHue MOHATHS «YTpo3a 0€3011acHOCTI.

28. [aiiTe omnpeneneHne MOHATUS «Y I3BUMOCTh HHPOPMAITUI.

29.YTto0 Takoe araka Ha HHPOPMAITUOHHYIO CHCTEMY?

30.Yro Takoe yreuka nH(MOPMAIIH?

31.Yro Takoe pasriameHne HHPOpMAaLnu ?

32.Yto Takoe HECAaHKIIMOHHUPOBAHHBINA JOCTYTI ?

33. Maiite onpenenenue noustus «[lomutrka 6e3omacHOCTH»?

34. Kakyro yrpo3y HHPOpMAITUH MPEACTABIISIOT CO00# XaKepHhl.

35.Yto Takoe GECKOHTPOJILHBIN yX0a nHpopMamn?

36.Yto Takoe KaHA yTEUKH?

37.HazoBuTe BUBI KAHAJIOB YTEUYKH ?

38. HazoBwuTe KitaccupuKamoOHHbIC TIPU3HAKH YTPO3 OE30MMaCHOCTH.

39. Kakue BUIBI YTpO3 CUUTAIOTCS YMBIIUICHHBIMH, a KaKHe HEeTIpeTHaMEPEHHBIMU?

40. YTo Takoe aKTUBHBIC U TTACCHBHBIC YIPO3bI?

41.TlepeunicnuTe MyTH HECAHKIIMOHUPOBAHHOTO J0CTyMA K HH(OPMALIUH.

42.B yeM 0COOCHHOCTH Yyrpo3 M YA3BUMOCTEH KOPIIOPATHBHBIX CETEH?

43. Tlepeuncnute BUABI aTak B [P-cersx.

44 Tlepeuncnute HanOosee oOue npoliaemMbl 6€30MacHOCTH HH(OPMALMOHHBIX CUCTEM.

45. [lepeuncnute OCHOBHBIE TPYIIIBI METOJI0B U CPEACTB 3alIUThI HH(POPMAIIUH.

46.YTto BXOIUT B MOHATHE KOMIUIEKCHOM 3alUTHl HHGOpMAITIN?

47.Ha kakue BHUJIbI TIOJIPA3ICISIIOTCS CPEACTBA 3aUTHI HHGOPMAIHH?

48. Tlepeuncnute OCHOBHBIE CPEJCTBA 3aIIUTHI HH(DOPMAITUH.

49. TlepeuncnuTe OCHOBHBIE METOIbI 3aITUTHI HH(POpMAITHH.

50. IlepeuncnuTe OCHOBHBIE MEXaHU3MBI 3AIIUTH HH(OPMAITIH.

51.TlosicauTe conep)kaHWe TMOIXOO0B K 0OECIeueHHUI0 Oe301acHOCTH WH(OpMaluu W WH
(hOpMAaLIMOHHBIX CUCTEM, H3JI0KEHHBIE B MEKTOCYIaPCTBEHHBIX CTaHAApTaX
nH(OpMaITMOHHOM 0€301TaCHOCTH.

3. TumnoBble KOHTPOJIbLHBbIE 32JAHUSI HTOTOBOI'0 KOHTPOJISA
MPH NOBeeHUM JIAa00OPATOPHBIX PadoT

3aoanue 1.

H3yuenue memooos Kpunmozpaghuueckou 3aujumel uHpoOpmauuu ¢ UCnOIb306AHUEM
uwiughpos nepecmanosKku.

1. HIugpp mapuwipymnoii nepecmanoexu
Hugpp nepecmanosxku «Cyumana»
HlIugp «llosopomnan pewremka»

H1ugp éepmuxanvrnoit nepecmanosku

ok~ N

HTugp na ocnose mazuveckux K6aopamoe
Bapuanmur 3a0anuii

s HedeTHbIX BapuaHToB (1,3,...,25) mpeanaraercsi peanu3oBaTh Mpoueaypy mudpoBaHus,
s 4eTHbiX (2,4,...,26) — nmemm@poBaHUS C HCIOIB30BAaHUEM YKa3aHHBIX MeTooB. Kitou,
WCIOJIb3YeMBIN MPH MIU(POBAHUHU, ONIPEACTUTE CAMOCTOATEIHHO.
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1-2. Vcxoanyro mociieoBaTelbHOCTh pa3deiiTe Ha rpymnmnsl o 4 cuMBoia. B kaxmoil rpymre
CUMBOJIBI IEPECTABBTE C UCIOJIB30BAHNEM TIOJICTAHOBKH, BRIOMPAEMOM CAMOCTOSITEIBHO.

3-4. HcxomHyro TOCIEAOBATENBHOCTh pa30eiite Ha rpynmbl 1o 4 cuMmBosia. Peanmu3yiite
JBOMHYIO NIEPECTaHOBKY KaX 10 MOCIE€A0BATEIbHOCTH CHMBOJIOB.

5-6. HcxonHyro mocienoBaTelnbHOCTh pa3deiiTte Ha rpynmbl 1Mo 8 cUMBOJIOB. Peanusyiite
HH/I(prBaHI/IC MCTOAOM NCPECTAHOBKU 110 3aIaHHOMY KIIIOYY, IIPU 3TOM YCTHBIC I'PYIIIIBI CUMBOJIOB
mu@poBaTh B HICXOJHOM HAlpaBlICHUH, HEYETHBIE — B 00OpaTHOM.

7-8. McxoaHy!o 1ocie10BaTeNIbHOCTh pa3deliTe Ha rpynmsl o 8§ CUMBOJIOB. B kaxao# rpymmne
CHMBOJIBI TIEPECTABbTE C UCTIOIH30BAHUEM IT0JICTAHOBKH, BRIOMPAEMOI CAMOCTOSATEINBHO.

9-10. McxomHyro MOCIIEIOBATEILHOCTh pa30eiTe Ha TPYIIBI MO 8 CHMBOJIOB. Peanmsyiite
JBOMHYIO IEPECTAHOBKY KaXJ0W IPYIIIBI CAMBOJIOB, HAUMHAS C MTOCJIEIHETO.

11-12. McxoaHyro TOCIENOBATEILHOCTh pa30eiTe Ha TPYIIbl MO 8 CHMBOJIOB. Peanmsyiite
mudpoBaHUe METOJOM TIEPECTAHOBKU M0 33JaHHOMY KITIOYY, TPH 5TOM HEYETHBIC TPYIIIbI
mudpoBaTh B UCXOIHOM HaIlpaBJICHUH, YETHBIE — B OOpaTHOM.

13-14. Peanu3syiiTe MapHIpyTHYIO MEPECTAHOBKY C WCIOJIH30BAaHUEM IIH(PPYIOMEH TaOIUIIBI
6x4. MapumipyT: Mo ropu30HTaJIM, HAYMHAS C JIEBOTO BEPXHETO YIJIa, IOOYEPEIHO CIIEBA HANPABO U
CIpaBa HaJeBo.

15-16. PeanusyiiTe MapuIipyTHYIO MEPECTAHOBKY C MCIOJIb30BaHUEM IMHUQPPYIOMICH TaOIHUIIBI
6x4. MapuipyT: mo BEpTHUKaJIM, HaYWMHAs C JIEBOTO BEPXHETO yIrja, IOOYEPEIHO CBEPXY BHU3 U
CHHU3Y-BBEpX.

17-18. 3ammdpyiTe uUCX0mHOE COOOIIEHHE TOBOPOTHOM pEIIeTKOW pasmepoM 6XS5.
BrinmoaHuTE TOBOPOT MO YacOBOM cTpeske. PemeTky BhIOepuTe CaMOCTOSITENBHO.

19-20. Peanmusyiite mnponenypy, MOACIUPYIOMYI0 Hcmojb3oBanue  «Crurtamay. Ywucio
CTOJIONOB MU(PYIOIEH TaOIHIIBI BHIOEPUTE CAaMOCTOSTEIBHO.

21-22. 3ammdpylTe HCXOAHOE COOOIIEHHWE TMOBOPOTHOM PEMIETKON pa3smepoM 5x8.
BrimoaHuTE TOBOPOT MPOTUB YaCOBOM CTPENKHU. PemieTky BBIOEPUTE CAMOCTOSATEIBHO.

23-24. Peanusyiite mmdpoBaHWE BEPTUKAIBHOW TepecTaHoBKOW. OcHOBa Kiro4a — Baile
CcOOCTBEHHOE UMS.

25-26. CmonenupydTe HCIOJIB30BAHUE MAarm4ecKUX KBaapaToB. Pa3MepHOCTH KBaJpaToB
6obie 3.

3aoanue 2.

H3yuenue memooos Kpunmozpaghuueckou 3aujumel uUHpOpmauuu ¢ UCnOIb306AHUEM
wughpos 3amenol.

1. Hlughp npocmoit 3amensi

Hlughp Iezapsa

Hlugp «Appunnas cucmema noocmanogox Ilezaps»
HlTughp nosynzoewiit

HIugp «llonuduanckuit keaopam»

HIugppyrwwaa maoauya Tpucemyca

N oo g bk~ w N

HIugpp ouzpammnusiii lneigepa
8. Hlugppyrowaa cucmema omoghonos
3aoanue 3.

H3yuenue memoooé Kpunmozpaghuueckoil 3augumol UHGOPpMAYUU ¢ UCHOTL30GAHUEM
WUPPOE CNLOMHCHOTL 3aMeENDbL.



1. Hlugpp I'poncgpenvoa
2. Cucmema wmugpposanusn Buscunepa
3. Hlughp Buscunepa c asmoknouom
4. lTughp Busicunepa c nepemeutannvim angpasumom
5. eouinoin keaopam Yumcmona
Bapuanmer 3a0anuti

Jlia HeueTHbIX BapuaHToB (1,3,..., 25) mpemiaraercst peaqu3oBarh Npoleaypy MHUPpoBaHuUs
daitnos, s 4eTHbIX (2,4,..., 26) — nemudpoBaHus C UCTIOIB30BAHUEM YKa3aHHBIX MeTO0B. Ecin
KJII0Y, UCTIONIb3YEMBIH Npu MHU(pPOBaHUM, HE YKa3aH, 33alTe €ro CaMOCTOSITENIBHO.

1-2. 3ammudpoBaTh UCXOTHOE COOOIIEHHE C UCTIOIB30BaHUEM cUCTeMBI b poBanus L{e3zapsi.

3-4. 3ammdpoBaTh HCXOJHOE COOOIICHHE, HCIONB3YS aQPUHHYIO CHCTEMY IOJCTaHOBOK
[e3aps npu A=12, B=7.

5-6. 3ammdpoBarh HCXOAHOE COOOIIEHHE C HCMOJb30BaHHeM I[lonmOuaHnckoro kBajpara.
3anoysiHeHHE TaOIUIBI pasMepoMm 8x4 OykBamu andaBHUTa peaiu30BaTh B CIEAYIOIIEM IMOPSIKE:
CHavaja HEYETHBIC CTOJIOIBI, 3aTeM — YCTHEIC.

7-8. 3amm¢poBaTh HCXOJHOE COOOLIEHHE C HCMOJIb30BAaHUEM JIO3YHroBoro mmudpa. B
KadecTBE KITF0Ua MCIIOJIb30BaTh CBOE MMS WITH (haMUITHIO.

9-10. 3ammdpoBaTh HCXOJHOE COOOIIEHUE C HUCMOJL30BaHUEM [loMMOMAHCKOTO KBajparta.
3anoyiHeHHE TaOIUIIBl pazmepoM 8x4 OykBamu andaBuTa peaanu3oBaTh B CISAYIOIIEM MOPSIKE: MO
BEPTHUKAIH, HAYHHAS C JICBOTO BEPXHETO yIiia CBEpXy BHU3 U CHU3Y-BBEPX.

11-12. 3ammdppoBaTh HCXOTHOE COOOIIEHUE C HCHoJb3oBaHueM mudpa ['porcdensaa. B
KayecTBE KJII0Ya MCIO0JIb30BATh Ipymiy u3 5 uudp.

13-14. 3ammdpoBarh HCXOAHOE COOOIIECHHE HCMONB3yd apdUHHYIO CHUCTEMY MOACTAaHOBOK
e3aps mpu A=13, B=5.

15-16. 3ammdpoBath HCXOAHOE COOOIIEHHWE C MCIOJIb30BAaHUEM IMUGPYIOMEH TaOTHUIIBI
Tpucemyca.

17-18. 3ammdpoBarh HCXOMHOE COOOIICHHE C HCIOJIL30BAHHEM OWUTpaMMHOTO Mmudpa
[Tnewidepa.

19-20. 3amudpoBaTh UCXOTHOE COOOIIEHUE C UCTIOJb30BAaHUEM CUCTEMBI OMO(OHOB.

21-22. 3ammdpoBaTh HCXOJHOE COOOIICHHE C KCIOJb30BAHUEM CHCTEMbI IH(PPOBAHUS
«/IBOMHOM KBajpaT YUTCTOHAY.

23-24. 3ammdpoBaTh HCXOJHOE COOOIICHHE C KCIOJb30BAHUEM CHCTEMBI IH(PPOBAHUS
Buxunepa.

25-26. 3ammdpoBaTh HUCXOAHOE COOOIIEHHWE C HCIOJB30BAHUEM CHUCTEMBl HIM(PPOBAHUS
Buxunepa ¢ aBTOKIIOUOM.

3aoanue 4.

H3yuenue memooosé Kpunmozpaguueckoi 3auwjumosl UHGOpMaAUUU nymem npo8epKu
npaguIbHOCMU KI04a

BeimonHute m00yt0 M3 1abopaTopHBIX paboT Mo Kpunrtorpaduu, J00aBUB IPOBEPKY
MPABUIILHOCTH KJIFOYA OJTHUM U3 IIpeJIaraéMbIX METO/I0B.

1-2. JIns npoBepKu 100aBISTh NapoJib B HaYaJIo 3amu@poBaHHoro (aiina.

3-4. BommonHuTh mm@poBaHue Maposs C MCMOJIb30BAaHHMEM TOTO K€ aJfOPUTMA, YTO MU IS
OCHOBHOTO (paiina. B kauecTBe Kiroua B3ATh KOHCTAHTY.

5-6. BeimonHuTh mudpoBaHue Naposis camoro Ha ceosl.

7-8. BbImonHuTh MU(ppoBaHNE KOHCTAHTHOM CTPOKH.

9-10. JInst mpoBepkH 100aBIIATH Mapojb B KOHEIl 3alu(poBaHHOTO (aiina.
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11-12. BemonHuTh mU(ppOBaHUE MAPOIS C UCHOIB30BAHUEM TOTO K€ aIrOPUTMA, YTO M IS
OCHOBHOTO (aiinia. B kauecTBe Ki1r04a B3STh MU(PBI CBOETO TOa POKICHHSL.

13-14. BeimosHuTh mu@ppoBaHne KOHCTAHTHOW CTPOKH «MOCKBa cToymIa Hammel PoguHb.

15-16. [Ins mpoBepku 100aBISATH MApOJIb B KOHEI] IEPBOM CTPOKH 3ammudpoBaHHOTO (haiina.

17-18. Boemmonnute mudpoBaHue mapois camoro Ha cebs. IlomecTuTh €ro B KOHEN
3amudpoBaHHOTO (haiina.

19-20. BemonauTs mudpoBaHrue KOHCTAHTHOW CTPOKH. [IOMECTHTh KOHCTaHTHYIO CTPOKY B
KOHell 3a1u(ppoBaHHOTO (aiina.

21-22. BemonHATh mH(POBAHUE TAPOJS C HCIOJB30BAHHEM TOTO K€ AITOPUTMA, YTO HU
OCHOBHO# (aiisl. B xauecTBe KiIf04a B3STh CBOM HOMEp TeedoHa.

23-24. BeimosHuTh mH(ppoBaHne KOHCTAHTHOW CTPOKH, COJACpIKaIIel Bamy (GaMIIIUIO, UMS U
OTYECTBO.

25-26. Jlns mpoBepKH 100aBIATH TAPOJIb B KOHEI] BTOPOU CTPOKH 3amu(POBAHHOTO (aiia.

4. TvnoBble 3agaHUA NS CaMOCTOATENIbHOW paboThl.
Tembl pechepaToB ANt NOArOTOBKU BbICTYNSIEHUMA U KOSNTIEKTUBHOM
ANCKyccum

[Tpo0Gembl 3anUTHl HKHPOPMAITHOHHOM CHCTEMBI. 3alTUTa JIIS OTKPBITHIX

WH()OPMAITMOHHBIX CHCTEM.

XapaKTepUCTHKH, BIUSIONINE Ha 0€301TacHOCTh HH(POPMAITHH.

Bo3moxHoctu cetu IHTEpHET 1 Ipo6sieMbl 6€30MaCHOCTH.

YTpo3sl U yA3BUMOCTH KOPIIOPATUBHBIX CETEN U CHCTEM.

3amaun obecnieueHnst THHOPMAITMOHHON O€30TTaCHOCTH CETEH.

[Tonutuka 6€30MacHOCTH B CETAX.

Texnosnornu 6e30MacHOCTH JaHHBIX.

Hcnonp3oBanre KOMOMHUPOBAHHON KPUTITOCUCTEMBI.

Crporas ayreHTH(DHUKAITHS.

0.  IIporoxon Kerberos.

1.  buomerpuueckas ayreHTHPHUKAIHS.

12.  TumoBsle pelieHus N0 MPUMEHEHHUIO MEKCETEBBIX SKPAHOB IS 3alIUThI
MH(OPMALIMOHHBIX PECYPCOB.

13. Knaccudukanus cereit VPN.

=

RBRBOo~No O R~LN

14. VYmparieHue ceTeBoi 0€30TaCHOCTHIO.

15.  T'mobGanbHas U JIOKanabHAas MOJIUTUKH O€30TTACHOCTH.

16. 3aKkoHOAATEIbHBIN YPOBEHb HH(POPMAIIMOHHOM 0€301aCHOCTH.

17.  AHanu3 TeKyIlIero COCTOSHUS POCCHIICKOTO 3aKOHOJAaTeNLCTBA B 001acTH
MH(pOPMAITMOHHOMW 0€30MTaCHOCTH.

18.  Meroabl ynpaBieHus: CpeCTBAMHU CETEBON O€30MaCHOCTHIO.

19.  3apmaum ynpaBiieHus cucTeMoi HH(GOPMAITMOHHOMN 0e30MacHOCTH
MIPEeANPUATHS.

20.  Konuenuus rio6aibHOTO yrpaBieHus: 6€301acHOCTBIO.

21.  OcBoeHue NpUEMOB MPOTUBOACHCTBHS pa3pyLIalOIIUM IPOTrPaMMHBIM
CpeAcTBaM.

22.  OCHOBHBIE IPUHIMIIBI paOOTHI C ANEKTPOHHOHN IM(POBOI MOAMHUCHIO.

23.  OcHOBHBIE IPUHIMIIBI pabOTHI ATOPUTMA OTEUECTBEHHON
nudposoii noanucu «Hotapuycy.

24.  H3yueHue cTeraHorpauyeckoro MeTo/1a 3alluThl HHPOPMALUU OT

HCCAHKIITMOHUPOBAHHOT'O JOCTYIIA.



5. TeMbl onsA caMmocTosiTeNIbHOW PaboTbl

Tema 1. IIpoGmembl 3ammThl HHPOPMAIMOHHOW CUCTEMBI. 3alUTa T OTKPBITHIX
MH(POPMAIIMOHHBIX CHCTEM.

Tema 2. XapakTepuCTHKH, BIUSIOMNE Ha 0€30MAaCHOCTh HH(DOPMAIIHH.

Tema 3. Bo3smoxkHoctu cetn MIHTEpHET U 1Tpo6iieMbl 0€3011aCHOCTH.

Tema 4. Yrpo3bl U ysI3BUMOCTU KOPIIOPATUBHBIX CETEH U CUCTEM.

Tema 5. 3agaun obecrnieuennst THGOPMAITMOHHON OE30TIACHOCTH CETEH.

Tema 6. [lonuTrka 0€30MacCHOCTH B CETSIX.

Tema 7. TexHonoruu 6€30MacHOCTH JaHHBIX.

Tema 8. Mcnionbp3zoBaHne KOMOMHUPOBAHHOM KPUIITOCUCTEMBI.

Tema 9. Ctporas ayreHTH(UKAIHUS.

Tema 10. ITpotoxon Kerberos. (

Tema 11. buomerpuueckasi ayreHTUDUKALUS.

Tema 12. TunioBbIe pemieHHs MO MTPUMEHEHHIO MEXKCETEBBIX SKPAHOB JIJISI 3AIIUTHI
MH(OPMALIMOHHBIX PECYPCOB.

Tema 13. Knaccuduxanus cereir VPN.

Tema 14. VYmnpaBnenue ceTeBoil 0€30MacHOCTHIO.

Tema 15. 3akoHomatenbHBI ypOBEeHb HHPOPMALIMOHHONW O0€30TTaCHOCTH

Tema 16. AHanu3 TEKYIIETO COCTOSIHHS POCCUHCKOTO 3aKOHO/IaTEILCTBA B 00IaCTH
MH(POPMAITMOHHOM 06€30MacCHOCTH.

Tema 17. Metonp! yripaBiaeHuUs CPEACTBAMHU CETEBON OE30MaCHOCTHIO

Tema 19. 3amaum ynpaBieHus cucTeMol HHPOPMAITMOHHOW 0€30MMaCHOCTH MIPEATNPUITUS
Tema 21. OcBoeHME TPUEMOB MPOTUBOJACUCTBHUS pPa3pyLIAONUM TPOTPAMMHBIM

CpeICTBaM.

Boo~Nooa~wNE

0.
11.
12.
13.
14.
15.
16.
17.

Tema 22. OcHOBHBIE IPUHIMIIBI PAOOTHI C JIEKTPOHHOM IIU(PPOBOI TOAMKUCHIO.
Tema 23. OcHOBHBIE MPUHIMITBI PAOOTHI AITOPUTMA OTEYECTBEHHOUW IU(PPOBOI
noanucu «Hortapuyc»

6. Bompocbl HTOroBOro KOHTPOJs (K 3a4eTy) M0 JUCHHUILINHE

Beenenue. Cuenapuii 6e3omacHoil paboTel HH(GOPMAIIMOHHON CUCTEMBI.
Bce onpenenenus nousitust « HpopManmonnas 6e30MacHOCTb.
Cocrapisromue nHPopMannoHHo# 6e3onacHoctH (UB).

[lonsTHE IpeAMeTa 3aIUTHI.

[TonsiTHe 0OBEKTA 3AIUTHI.

[ToHATHE KOMIUIEKCHOM CUCTEMBI 3allUTHI.
CrcTeMHO-KOHLENTYaNbHBIN MOAX0/ K IOCTPOCHUIO CUCTEM 3aIUTHI.
Meronas! u cpencrtea nocrpoenus Ub. Mx crpykrypa.

Buner cooctsennoro I1O cucremsr UB.

Mertonst u cpenctBa obecrnieuenus Ub.

OcCHOBHBIE Cpe/ICTBA 3aAIIUTHI.

Merozpl, COCTaBIAOLIME OCHOBY MEXAHU3MOB 3aIIUTHI.

OcHOBHBIE MEXaHU3MBI 3aLIUTHI.

OcnoBHnble cpeactsa 3amutel oT HC/I.

NHXeHEepHO-TEXHUYECKHUE CPEACTBA 3ALUTHI.

MeTo1pl ¥ CpelICTBa 3alIUTHI OT yTeukH o kaHainam [IOMIH.
Merozp!l U cpencTBa OPraHU3alMOHHOM 3aIUTHI.



18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49,
50.
51,
52.
53.
54,
55.
56.
S7.
58.
59.
60.
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OcCHOBHBIE TIOHATHS TEOPUH WH(POPMALIMOHHOM 6E30MMaCHOCTH.
[ousiTne nHPOpPMAIMK KaK MPeIMETa 3alIUThI

[NonsiTne nHPOPMAIIIOHHOTO cepBUca OE30MaCHOCTH.
CsoiicTBa nHpOpMaLUH.

3akoHonatensHas 6a3a B cepe Ub.

Cratpu YK PO B o6nactu Ub.

HopmatusHo-nipaBoBsie 0cHOBEI 1B PO.

ITonsgTue TaliHBI, BUABI TalH.

[lonsATHE M CBOMCTBA 3AIMIEHHON CUCTEMBI.
WNudopmannoHHbIe CHCTEMBI KaK 0OBEKT 3aIIUTHI

XapaKkTepUCTHKH, BIUSIOMINE Ha 0€30MacHOCTh HH(POpMAIMK B MHPOPMAITMOHHON CHCTEME

CtpyKTypa 1 COCTaB OCHOBHBIX KOMIIOHEHTOB UH(POPMAITMOHHBIX CHCTEM
OO6mue moaXo/b! K 3a1uTe HHGOPMaIu 1 HTHPOPMAITMOHHBIX CUCTEM
Pousb crangapto Ub.

MexnyHaponnsie ctangaptsl Ub.

OteuectBenHble cranaptel Ub.

OcoOenHoctu yrpo3 B |IP-ceTsx.

OcHoBHbIE BUBI YTPO3 HH(HOPMALIMOHHON OE€3011aCHOCTH.
Knaccudukanus yrpo3 nHpOpMaIOHHON 6€30TTaCHOCTH.

ATtaku Ha ceTb. CrieHapuil IpOBEICHHUS aTakK.

Buper atak, B IP-ceTsax

[TonsTHe HeCaHKIIMOHUPOBAHHOTO HocTyna K napopmarmu (HCI).
Bunet HC/I.

OcHOBHbIE BUbI Pa3pYLIAIONINX TPOTPAMMHBIX CPEJCTB.

Kanans! yreuku nnpopmanuu. TexHuueckrue KaHajbl yTe€UKU WH(DOpMAIII.
MexaHn3MOB ayTeHTU(UKAITUN U UACHTH(DUKAIINHN.

OYHKIMY U HA3HAYEHHE MEXKCETEBBIX 3KPAHOB.

TpebGoBaHMsI K MEKCETEBBIM dKpaHaM.

Knaccudukaius MexceTeBbIX 3KpaHOB.

MexaHu3Mbl IOCTPOEHHS BUPTYaIbHBIX 3amiuineHHbix cereit (VPN-TexHom0THH).
3amuTa UHTEPHET — MO JKITIOYEHU .

3aimuTa CUCTEMbI 3JICKTPOHHOM MOYTHI.

Pa3pymatomue nporpaMmMHbIe CpeCTBA.

Bupycbl. OCHOBHBIE TOHSTHSI.

Knaccudukanus BUpycos.

Kpunrorpadus. OcCHOBHBIE TOHSITHUS.

CoBpeMeHHbIE AITOPUTMBI KpUITOTpaduu.

[TonsaTue abcomrOTHO cTOMKOTO MKdpa.

Knaccudukamnus kpuntorpaguueckux aaropuTMoB.

[Tonsitre kpunrorpaduu ¢ OTKPHITHIM KIIFOUOM.

[Tonsitue snexTponHoi nudposoit noanucu (DLIT)

[TonsiTre X311-(yHKIHH.

Ocnogable anroputmsl DI, ux pazauuus.

7. Cnucok nutepaTtypbl NpMBeAEH B TeKCTe pabo4yen nporpaMmmbl nNo
aucumnnuHe «3awmTta uHcopmaumumn»

JOKYMEHT MOZMUCAH SMEKTPOHHOM MOAMNUCHIO

COrNIACOBAHO ®reoy BO "PrPTY", PIPTY, Koctpos bopuc Bacunbesuy, 09.08.24 13:40 (MSK)
3aBenytowmii kadeapori 9BM
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MpocTtas noanucb




