IMTPUJIOXXEHUE

MUHUCTEPCTBO HAYKH U BBICLLIET'O OBPA3OBAHMUS
POCCUICKON ®EJEPALIIN

®EJIEPAJIBHOE T'OCYJIAPCTBEHHOE BIO/DKETHOE OBPA3OBATEJIBHOE
VUPEXJIEHME BBICILIEI'O OBPA3OBAHUS
«PSIBAHCKUM TOCYJAPCTBEHHBIN PAIMOTEXHUYECKWI YHUBEPCUTET
UMEHU B.®. VTKUHA»

Kadenpa «JIEKTPOHHBIE BBIYNCJIMTEJIbHBIE MAIIMHBI»

OHEHOYHBIE MATEPHAJIbI
0 JUCIUILIINHE

«KOMHI)IOTepH])Ie CETH U TCJICKOMMYHHUKAaIUMN»

Harmpasnenue noaroroBku

38.03.05 «buznec- nundpopmaTuka»
OIIOII akanemuyeckoro OakaiaBpuara
OIIOII - «MudopmanronHo-aHanuTudeckoe ooecrneuenue u IT-

TEXHOJIOTUH B OM3HECE»

KBanuduxkanus (cTenenp) BBITYCKHUKA — OakaaaBp

®dopma 00yueHust — Oo4Hast



OrneHOUHBIE MaTepUaiIbl — 3TO COBOKYITHOCTh YU€OHO-METOINYECKUX MAaTepUaJIOB (KOHTPOIbHBIX
3aJaHuid, omucaHuid (opM M Tpolenyp), NpeaHa3HAuUCHHBIX Ui OLEHKHM KauyecTBa OCBOCHUS
O0yJarONIMMHUCS JTaHHOW NUCHIMIUIMHBI KaK YacTH OCHOBHOW Mpo(decCHOHaNbHON 00pa3oBaTEIbHOM
IIPOrPaMMBI.

Llenb — OIEHUTH COOTBETCTBHE 3HAHWN, YMEHHH M YPOBHS NPHOOPETEHHBIX KOMIICTCHIIMM,
oOyyaroluxcs LeasiM U TpeOOoBaHUSIM OCHOBHOM mpodeccroHalbHON 00pa30oBaTeabHOM NMporpaMMbl B
XOJI€ MMPOBEACHUS TEKYILEr0 KOHTPOJISI U TPOMEXYTOYHOHN aTTeCTaluy.

OcHoBHas 3a7ada — O0OECHEYUTh OLEHKY YPOBHS C(HOPMHUPOBAHHOCTH OOIIEKYJIbTYPHBIX,
obmrenpodeccuoHanbHBIX M TPO(PECCHOHATBHBIX KOMIETEHIIMNA, MPUOOpPETaeMBbIX OO0y4YaromuMCs B
COOTBETCTBUM C ITUMHU TPEOOBAHUSAMHU.

KoHTpo:b 3HaHu# npoBOaUTCS B (hOpMe MPOMEKYTOUHOM aTTeCTallUH.

[TpomesxyTouHas arTectanus NpoBoAuTcs B popme 3auéra. @opma npoBeAeHus 3a4éra —
TECTUPOBAHUE, MMCbMEHHBIN ONPOC 110 TEOPETUYECKUM BOIPOCAM U BBIIIOJHEHHUE TPAKTUUECKUX
3a/IaHAMN.

ITpomeKyTOUHBIM KOHTPOJIb 110 AUCLHUIIIMHE OCYLIECTBIIACTCS IPOBEICHUEM TEOPETHYECKOTO

3a4cTa.



Ilokazamenu u Kpumepuu 0000UWeHHBIX PE3YTbMANOE 00yUeHUA

ChopMHUpOBaHHOCTh KaXKJIOM KOMIETEHLMH (WJIM €€ YacTH) B paMKaX OCBOCHHUS JIaHHOU
JUCLUIIIINHBI OLIEHUBACTCS T10 TPEXYPOBHEBOM ILLIKAJIE:
1. TOpOroBBIl YPOBEHB SIBISETCS 00S3aTEIBHBIM ISl BCEX OOYUYAIOMIMXCS 1O
3aBEPILIEHUH OCBOEHUS TUCHUILIINHBI;
2. TpPOIBUHYTHI YpOBEHb XapaKTEPHU3YeTCsl NMPEBBIIICHUEM MHUHUMAIbHBIX
XapakTepUCTUK C(HOPMUPOBAHHOCTH KOMIIETEHLIMM 1O 3aBEpILEHUU
OCBOCHMS TUCIUIUIVHBL,
3. JITaJOHHBIA YPOBEHb XapaKTEPHU3yeTCs] MaKCHUMAaJIbHO BO3MOXKHOM
BBIPQ)KECHHOCTBIO KOMIIETEHIIUN U ABJISIETCS] BaKHBIM Ka4€CTBEHHBIM
OPUEHTHUPOM JIJIs1 CAMOCOBEPILIEHCTBOBAHUS

YpoBeHb 0CBOCHUSI KOMIIETEHU M, GOPMHUPYEMBbIX AU CHUIIIMHOM:

Onucanue KPUTEPUEB H IIKAJIbI OLICHUBAHUA TCCTUPOBAHUA:

IIkana .
Kpurepuii
OLleHUBaHMUSsI
3 Oamna YPOBEHb YCBOEHHUS MaTepuaa, MpeyCMOTPEHHOT O IPOrPaMMOii: IPOIEHT
(2 TaJIOHHBIIHA BEPHBIX OTBETOB Ha TECTOBBIE BOIPOCHI 0T 85 110 100%
YPOBEHB)
2 Gaa YPOBEHb YCBOCHHUS MaTepHuaa, MpeyCMOTPEHHOT O TPOrPaMMOA: MPOIEHT
(IpOABHMHYTHIH | BEPHBIX OTBETOB Ha TECTOBBIC BOIPOCHI OT 70 mo 84%
YPOBEHB)
1 Gamn YPOBEHb YCBOCHHUS MaTepHuaa, MpeyCMOTPEHHOT O ITPOrPaMMOA: MPOIEHT
(OpOroBkIi BEPHBIX OTBETOB Ha TeCTOBbIE BONPOCHI 0T 50 10 69%
YPOBECHb)
0 6amnoB YPOBEHb YCBOSHHUS MaTepHuaa, MpeyCMOTPEHHOT O TPOrPAMMOA: POIEHT

BEPHBIX OTBETOB Ha TeCTOBbIE BOIpockl OT 0 10 49%

Onucanue KPUTEPUEB H IIKAJIbI OLICHUBAHUSA TCOPECTHYECCKOI0 BOIpoca:

Ixana .
Kpurepuii
OlleHMBAHUS
3 banna BBICTABJIIETCS CTYACHTY, KOTOPBII J1aj1 MOJHBINA OTBET HA BOIPOC, TOKa3al IIyOOKHe
(3TaJIOHHBIM | CHCTEMaTU3UPOBAHHbBIC 3HAHUS, CMOT IPUBECTH NIPUMEPHI, OTBETUII Ha
YPOBEHB) JIOTIOJIHUTENbHBIE BOIIPOCHI IIPENOAABATENS
2 Oamna BBICTABJIIETCS CTYAEHTY, KOTOPBIH J1aj1 MOJHBINA OTBET HA BOIPOC, HO HA HEKOTOPbIE
(MIpOIBHHYTHI | JONOJIHUTENBHBIE BOIIPOCHI MPENOIABATENS OTBETHII TOJIBKO C IIOMOILBIO
i ypOBEHB) HaBOJSIIUX BOIIPOCOB
1 Gann BBICTABIIICTCS CTYACHTY, KOTOPBIH /1ajl HETIOIHBIN OTBET Ha BONPOC B OMJIETE U CMOT
(TIOpOTOBHI OTBETHUTb HAa JIONOJIHUTENIbHBIE BOIIPOCH! TOIBKO C IIOMOIIBIO MTPEroiaBaTelis
i ypOBEHB)
0 6amuioB BBICTaBJISIETCS CTYJIEHTY, KOTOPBIN HE CMOI' OTBETUTh Ha BOIPOC

Onucanue KPUTEPUEB U IIKAJBI OCHUBAHUSA MPAKTHYICCKOI'0 3a/IaHUA:

IIxaJia OueHUBaHUA Kpurepuii




3 Gauta
(3TaJIOHHBIN YPOBEHD)

3ajaya pemeHa BEpHO

2 Gama 3azaya pemieHa BEpHO, HO MMEIOTCSI HETOYHOCTH B JIOTUKE PELLICHUS
(IpOBUHYTHI
1 ypOBEHB)
1 6amn 3azaya pelieHa BEpHO, C JONOIHUTEIbHBIMU HAaBOAAIIMMU BOIIPOCAMU

(TTOpOroBBIil YPOBEHD)

npenoaaBaTeid

0 6amIoB

3ajaya He pelieHa

Ha npomeskyToYHy10 aTTecTaluI0 B GopMe 3a4eTa BBIHOCUTCH TeCT, TEOPETHYECKHI BOIIPOC
u 3a7a4a. MakcuManbHO CTYACHT MOXKeT HabpaTh 9 OamioB. MTOroBelii cymmapHbId Oalil CTYyNIEHTA,
HOJTYYEHHBIH TPU MPOXOXKAECHUU NPOMEXYTOUHOM aTTecTalK, NEePEeBOIUTCS B TPAIULIMOHHYIO (hopmy
10 CUCTEME «3aYTEHO» U «HE3AUTECHOM.

3 IMACHIOPT OHEHOYHBIX MATEPHUAJIOB 11O JTUCIHUIIJINHE

Ne KonTpoanpyembie pa3iebl Kon Bun, meton, popma
n/n (TeMbI) AUCUUILIHHBI KOHTPOJIMPYyeMoii OLIEHOYHOT 0 MePONPUSITHSA
KOMIeTeHInu (W
eé yacTtun)

1 | Brenenue OIIK-3 9K3aMEH

2 | Anpecamus B ceTAX OIIK-3 3K3aMeH

3 | TexHONIOrMM KaHAJILHOTO YPOBHSI OIIK-3 9K3aMEH

4 | TexHOTOTUH KOMMYTAIIHH OIIK-3 9K3aMeH

5 | TexHOIOTMU MapIIPYyTU3ALNHI OIIK-3 3K3aMEH

4 TUITIOBBIE KOHTPOJIBHBIE 3AJAHUSA NJIN UHBIE MATEPUAJIBI

4.1. Tlpome:kyTouHas aTrecTauus B ¢popme 3auera

Koa xomnereHuu

Pe3yabTatsl ocBoenust OITOII
Coaepxanue KoMneTeHIH I

OIIK-3 Crioco0eH ynpaBysITh MPOLECCAMU CO3JJaHUS U HCTIONB30BaHUS IPOLYKTOB
1 ycIyT B cepe nH(popMannoHHO-KOMMYHHKAIIMOHHBIX TEXHOIOTHMA, B
TOM 4YHCJIE€ Pa3pabaThIBATh AITOPUTMBI U IPOrPaMMBI AJIS UX MPAKTHYECKON
peanu3anuu

OIIK-3.1 YrpasisieT mporeccaMy Co3JaHus U UCII0JIb30BaHuUs TPOAYKTOB U yCIYT B

cdepe nHbOopMaIOHHO-KOMMYHUKAIIHOHHBIX TEXHOJIOTUN




3HATH APXUTEKTYPY, YCTPOHUCTBO U (DYHKIIMOHMPOBAHUE BHIUYHCIUTEIHHBIX
CHUCTeM, KOMMYHHUKAIIMOHHOTO  OOOpYJOBaHUS, OCHOBBI  CETEBBHIX
MIPOTOKOJIOB; OCHOBBI OPraHU3aIMK U MTOCTPOCHUS] KOMITBIOTEPHBIX CETEH.
YMeTb HacTpauBaThb KOMMYTALMOHHOE OOOPYJOBaHUE KOMIIBIOTEPHBIX
ceTell; aJIMHHHCTPUPOBATh KOMIBIOTEPHBIE CETH U  OCYIIECTBIATH
MPOCKTUPOBAHUE W ONTUMHU3AIMIO (DYHKIIMOHHUPOBAHUS KOMIBIOTEPHBIX
CEeTCH.

Baanerp HaBbIkaMu pabOTBI C KOMMYTAIMOHHBIM O0OOPY/IOBAaHHUEM;
HaBbIKAMU aI[MI/IHI/ICTpI/IpOBaHI/Iﬂ KOMHI)I-OTepHI)IX ceTeﬁ 1 HAaBBIKAMHA pa6OTI>I

C CCTCBBIM O60py,[[OBaHI/IeM N CCTCBBIM IIPOrpaMMHBIM obecrieyeHreM




Tunosbie TECTOBBIE BOIIPOCKHI:

1. Ha xakom u3 ypoBHeit mogenu OSI paborarotr kommyraTopsl Cisco cepun 35607
a) [IpuknanHowm;
0) KananpHoM;
+ B) CereBoMm;
r) ®usnueckom.

2. 1Pv4 aapec npencraBisieT co0oii:
+ a) 32-6uToBOE YKCIIO
0) 64-0MTOBOE YHCITIO
B) 16-OuToBOE unCIO
r) 128-6uTOBOE YKCITO

3. Kakas moncerp CiryXuT /7151 KOMMYHHKAIIMH BHYTPU XOCTa B paMKax mpoTtokona [Pv4?
a) 0.0.0.0/8
6) 100.64.0.0/10
+B) 127.0.0.0/8
r) 172.16.0.0/12

4. Amnanor nonst TTL nns [Pv6 ato:
+ a) Hop Limit
0) Flow Label
B) Traffic Class
r) Packet Life

5. IPv6-tmoacers, apusromiascs ananoroMm 127.0.0.0/8 B IPv4, ato:
a)
+0) ::1
B) ::ffff:
r) 2001::

6. CnyxObl u mpotokonbl, ykazanHbie B IEEE 802, HaxoasTcs Ha ypoBHaX Moaenu OSI:
+ a) Ou3n4ecKuil U KaHaJbHbII
0) KananpHbIii 1 ceTeBOM
B) IIpuxiagHoii U TpaHCIOPTHBIN
r) CeTeBoi U TPAaHCIOPTHBII

7. Kaxkoil u3 3TUX IPOTOKOJIOB OTHOCHUTCS K
a) OSPF 6) EIGRP B) IGRP MIPOTOKOJIaM MEXJIOMEHHON MapIIpyTH3aAIUH
+r) BGP

8. Kakoifi W3 »THX mNPOTOKOJIOB
OTHOCHUTCS K
a) EGP 6) BGP B) IDRP MIPOTOKOJIaM BHYTPHUIOMEHHOM
MapLpyTu3anuu?
+ T) HY OJIMH W3 TIEPEUUCICHHBIX



9. Jlannswie 3-4 ypoBHs B 3aroJIOBKE MHKAIICYJUPOBAHHOTO B KaJp IMAaKETa HMCIIOIB3YIOTCS
4yTo0Bl ompenenuth uieHcTBO B VLANe mpu criemyromeM BapuaHTe OO0O3HAYCHHS
MPUHAJICKHOCTH

+ a) Protocol-based
6) MAC-based
B) port-based

r) authentication based

10. Kakoro tuma VPN He cymiecTByeT?
a) KananpHoro ypoBHs
6) CereBOro ypoBHst

+ B) IIpuknagHoro ypoBHs
r) CeaHCcOBOr0O YpOBHS

Tunosble TeOpeTHYECKHE BONPOCHI
1. CereBble cTaHAAPTHI U MPOTOKOIBI ypoBHEH OSI-Moaenu.

2. IP-agpecanus. IPv4, IPvo.

3. OOmmue cBeaeHUs 0 epesayue JaHHbIX Ha KaHaabHOM ypoBHe. Ctanaaptsl IEEE 802.

4., Knaccudukaiuys u NIPpUHIUIIB pabOTHl KOMMYTaTOPOB.

5. Bupryanensie nokanbnble cetd ¥ cranaapt IEEE 802.1Q, maructpanbHbl IPOTOKOIBI
VLAN.

6. IIporokon STP. ITpoTokosbl 0OHAPYKEHUS OKPYKEHHUSL.

7. Mapmpyrtuzarus. [Tporokon EIGRP.

8. OOmme cBemeHWst O MapHIpyTH3aluu B ceTsax. Kiaccudukanus mpoTOKOIOB
MapIIpyTH3alUH.

9. CraTtnueckas U JUHaAMUYeCKas MapIIpyTu3anus. J[McTaHIIMOHHO-BEKTOPHBIE POTOKOJIbI
MapIIpyTHU3alUH.

10. Mapmpyru3anus B riiodansHbx cetsix — EGP u BGP.

Tunosble NPAKTHYICCKHUE 3aJaHUA

1. CocraBbTe 3amuch Al TAOJUIBI MapIIPYTH3AIHMH, KOTOpas yKa3bIBA€T, YTO IAKETHI,
anpecoBaHHble B ceTb 77.243.110.0 m mackoi 255.255.255.0 moymkHBI TiepeiaBaThCA
mapiipytuzatopy 192.168.0.2 uepes untepdeiic 192.168.0.1

2. Bpruaucnute HOMEp cetu u y3ma s aapeca 11000000 10101000 00000001 000000102

macku 11111111 11111111 11111110 000000002.

COCTaBHJI

no11. kadeapsl
«DNeKTPOHHBIE BRIYUCIUTEIHHBIC MAIIIUHBD) C.U. babaes
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