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1 OBHIME INOJIOXKXEHUA

Oyenounvie mamepuaivi — 3T0 COBOKYITHOCTh Y4€OHO-METOAMYECKUX MAaTEPUAIOB U MPOLEYP,
MpeAHa3HAYEHHBIX U OLIEHKH KadecTBa OCBOEHHsI OOy4YarOIIMMUCS JaHHOW JUCHUIUIMHBI KaK 4acTH
OCHOBHOH 00pa3oBaTelIbHON MPOrPaMMEI.

Ilenv — OUEHUTH COOTBETCTBUE 3HAHWM, YMEHHH U YpOBHS MPHOOPETEHHBIX KOMITETEHIIUH,
o0yJaromuxcsl IelsiM B TpeOOBaHHWAM OCHOBHOM 00pa3oBaTeNbHOW MPOrpaMMBbl B XO/€ TPOBEIEHUS
TEKYIEro KOHTPOJIS M MPOMEKYTOYHON aTTeCTal[UH.

Ocnosnasi  3a0aya — O00€CHEUUTb OLEHKY YpPOBHA C(OPMHUPOBAHHOCTH KOMIICTEHIUH,
proOpeTaeMbIX 00YJaIOIIUMCS B COOTBETCTBUHU C 3TUMH TPEOOBaHHUAMHU.

Kontposnb 3HaHuN 00y4arommxcsi IpoBOAUTCS B (opMe MPOMEXYTOUHOH aTTECTAlluU — 3a4eTa B
8-M cemectpe.

2 OIIMCAHME MMOKA3ATEJIEH U KPUTEPUEB OLIEHUBAHWS KOMIIETEHIIUA

CCpOpMI/IpOBaHHOCTB Ka)K,I[Oﬁ KOMIICTCHIIMU B paMKaX OCBOCHUA ,ElaHHOfI JUCHUITIIINHBI

OICHUBACTCA 110 TpexypOBHeBoﬁ IKaje:
1) HOpOFOBLIﬁ YPOBCHL ABJIACTCA 00s13aTeTBEHBIM I BCEX 06yqa}om1/1x051 o 3aBCpHICHUU

OCBOCHHS TUCIUILINHEL,

2) TpOIBHHYTHIA YPOBEHb XapaKTEPH3YETCsl MPEBBIIICHHEM MHHUMAJIBHBIX XapaKTEPUCTUK
c(OPMUPOBAHHOCTH KOMIIETEHIIMH 110 3aBEPILIEHUH OCBOCHUS AUCIMIUINHBL;

3) OTaJOHHBIA YPOBEHb XapaKTEPU3YETCS

MaKCUMaJIbHO BO3MOYKHOU BBIPAXXECHHOCTBIO

KOMITETEHLIUH U SBJISIETCSI BaKHBIM KaY€CTBEHHBIM OPUEHTHPOM ISl CAMOCOBEPLICHCTBOBAHUSI.
YpoBeHb 0CBOCHHNS KOMITETeHIIUI, (POPMHUPYeMbIX AUCHHIIIHHO K
a) Onucavue Kpumepuees U WKajibl OYeHuBarusl mecmupoeaHus.

HIkaJjia oneHUBaHUS

Kpurepuii

3 Gamna YPOBEHb YCBOEHHUS MaTepHasia, MPeayCMOTPEHHOTO MPOrpaMMON:
(PTAJIOHHBIN YPOBEHB) MIPOIIEHT BEPHBIX OTBETOB Ha TECTOBBIE BONPOCH oT 85 o 100%
2 Gamna YPOBEHb YCBOEHMsI MaTepuaia, NpPeIyCMOTPEHHOIO IPOrpaMMON:
(IpOIBUHYTHIN YPOBEHB) MPOLICHT BEPHBIX OTBETOB HAa TECTOBBIE BOMPOCH! OT 75 10 84%
1 6amn YPOBEHb YCBOEHHS MaTepuaja, IpeIyCMOTPEHHOIO IpOrpaMMoil:
(TIOpOroBBIN YPOBEHB) MIPOLIEHT BEPHBIX OTBETOB Ha T€CTOBbIE Bonpockl ot 60 1o 74%
0 6amoB YPOBEHb YCBOEHHWS MaTepHasia, MPeayCMOTPEHHOTO MPOrpaMMON:

MIPOIIEHT BEPHBIX OTBETOB Ha TeCTOBHIE BOmpock! oT 0 10 59%

6) onucadue Kpumepues U UKajlbl OYyeHUBAHUsl meopemuiyecKkoco eonpoca.

Illkana ouenueanusn

Kpurepuii

3 Gamna
(?TaIOHHBIN YPOBEHB)

BBICTaBJIACTCA CTYIACHTY, KOTOpLIﬁ Jall IOJIHBIA OTBET Ha BOIIPOC,
IIOKa3all FHY6OKI/IC CUCTEMATU3UPOBAHHLIC 3HAHHWA, CMOI' IIPUBECTU
IIPUMCEPEI, OTBETUJI HAa JOIOJHUTEIIBbHBIC BOIIPOCHI IPEIIOaaBaTEIIA.

2 Ganna
(IpOIBUHYTHIN YPOBEHB)

BBICTABJIACTCA CTYACHTY, KOTOpBIﬁ Jall IIOJIHBIM OTBET Ha BOIIPOC, HO
Ha HCKOTOPBIC AOMOJHUTCIIBHBIC BOIIPOCHI IMPEoAaBaTe/Isl OTBCTHUII
TOJIBKO C ITOMOILIBIO HABOAAIINX BOIIPOCOB.

1 6amn
(TIOpOT OB yPOBEHB)

BBICTaBIISIETCS] CTYAEHTY, KOTOPBIM 1aj HEMOJHBIM OTBET Ha BOMPOC B
OmiieTe ¥ CMOT OTBETUTh Ha JIOTOJHUTEIBHBIC BOMPOCHI TOIBKO C
ITOMOIITBIO TTPEIOIaBATES.

0 6ayu1oB

BBICTABJIACTCS CTYACHTY, KOTOpLIfI HC CMOI' OTBE€THUTb HA BOIIPOC

6‘) Onucavue Kpumepues U WKajlbl OYEHUBARUA NpAKMU4eCcKoco 3a0aHUA:

IIkaJia OLlCHMBAHUSA Kpurepuii

3 Gamna 3asiaHue pereHo BepHO
(PTAJIOHHBIN YPOBEHB)

2 Gamna 3amaHue peIIeHO BEPHO, HO HMMEIOTCS TEXHHYECKHE HETOYHOCTU B

(IpOABUHYTHIA YPOBEHB) BBITMIOJIHEHUU
1 Gamn 3aganue pemieHo BEPHO, C JIOMOJHUTEIBHBIMH  HAaBOISIIMMH

(TIOpOroBBIN YPOBEHB) BOIIPOCAMU IIPENOJaBaTENs

0 6amToB 3agaHne He pereHo




Ha 3auer BeIHOCHTCS: TECTOBOE 3a/aHue, | MpakTHUECKOe 3a/1aHne U 1 TEOpETHIECKU BOIIPOC.

CryneHT MOXeT HabpaTh MaKCUMyM 9 OaIlIoB.

WroroBerii cymmapHbIi 0ajul CTyneHTa, MOJIYYEHHBIH NpPH TMPOXOXKACHUU ITPOMEKYTOUHOU
aTTeCTalllH, IEPEBOIUTCS B TPAAUIIHOHHYIO ()OPMY IO CHCTEME «3aUTEHO», «HE 3aUTEHOM.

O1neHKa «3auTeHO» BBICTaBISCTCS CTYIEHTY, KOTOpPBIM HaOpaa B cymMMe He MeHee 5 0asioB.
OO0s13aTenbHBIM  YCTIOBUEM  SIBJISIETCSl BBIMOMHEHHE BCEX NPEAYCMOTPEHHBIX B TEUCHUE CeMecTpa
MPaKTHYECKUX 3aJJaHUN U J1a00paTOPHBIX PadoT.

O1eHKa «HE 3a4TEHO» BBICTABJISIETCS CTYJICHTY, KOTOPBI HaOpall B cyMMe MeHee 5 0alioB, Tu00
HUMEET K MOMCHTY MPOBCIACHUA HpOMe)I(YTO‘IHOﬁ aTTeCTallu HCCIAAHHBIC TMPAKTUYCCKHUC, h17 (610)
nmabopaTopHbIC PabOTHI.

2 MACIIOPT OHEHOYHBIX MATEPHUAJIOB 11O AUCHUITJIMHE

KonTtpoaupyembie pasaennbl Kon HaunmeHoBanue
(TeMbl) TUCHUIIMHBI KOHTPOJIMPYeMOi |  OI[EHOYHOrO
KOMIIeTeHIINH cpeacTBa

(WJIM ee 4acTH)

Pazmexr 1. ba3soBble mHOHATHSA 00JaCTH  3aIHUTHI
uHpopmMauuu u  Oe3omacHocTH  MHGOPMAIMOHHBIX

CHCTEM.
[Ipo6nema wuHpOpMaMOHHON 0€30MacHOCTH  OOIIECTBA. OIlIK-3.2 3auer
OCHOBHBIE TEPMUHBI U OIPEIECIECHUS JTAHHOW NPEIMETHOU OIIK-3.3

obmactu.  3amaum mo  3ammre  WHPOPMAUUH U
WHPOPMALIMOHHBIX  CHCTEeM. YPOBHU  (HhOpMHpOBaHUS
pexuma  uHpopmanmonHoil — 6esomacHoctu.  O630p
HOPMATHBHO-IIPABOBBIX JOKYMCHTOB B obnactu 3alllUTHI
nHpopmanmu. ['ocymapcTBeHHbIe CcTaHmapTel PD —
pykoBoasmue JOKyMeHTHl [octexxkomuccuu Poccuu 1o
3ammre napopmaruu. /Tema/

[Ipobnema wuH(OpMaLMOHHON O€30MacHOCTH OOIIECTBA. OIIK-3.2 3auer
OCHOBHBIE TEPMHUHBI U ONPEHEIICHUS] JAHHOW IpPeaMETHOM OIIK-3.3
obmactu. 3amaum mo  3ammre ~ WHPOPMAIMHA U
WH)OPMANIMOHHBIX ~ CHCTEM. YPOBHH  (OPMHUPOBAHUS
pexuma  wHGOPMAIMOHHOM  OE30MacHOCTH. 00630p
HOPMATUBHO-TIPABOBBIX JIOKYMEHTOB B 00JacTH 3allUThl
uHpopmaruu. [ocymapctBeHHble cTaHmaptel PD  —
pykoBomdmne OOKYMEHTHI ['octexxkxomuccum Poccum 1o
3amuTe nH(OpMaIuy.

Omenka puckoB B cdepe MHGOPMALMOHHOW 0€30MacHOCTH.
OCHOBHBIE ~ METOIBl  CPEACTBA, MEXAHM3MBbl  3aIUThI
uHpopmaruu. /Jlex/




Paznen 2. Yrpo3sl nHpopManiuoHHOH 6e30macHOCTH

HccnenoBanue  NpUYMH ~ HapylleHUss  O€30MAacCHOCTH.
[TonsTne  yrpo3sl  MH(OPMAIMOHHOM  OE30MaCHOCTH.
Knaccudukanms yrpo3 o pa3IMYHbBIM
KIacCU(UKAIMOHHBIM TpH3HakaM. [loHATHE YS3BUMOCTH
uH(popmaiuu. CoBpeMeHHbIE BUAbI yrpo3. [loHsTHe, BUIbI,
KIacCU(UKaIuMs, OSTambl peaju3alliid THUIIOBBIX CETEBBIX
atak. TexHndyeckue KaHanbl yTedyku nHpopmannu. Kanamsl
HECAaHKIIMOHUPOBAHHOTO JIOCTyNa K nHpopmanuu. /Tema/

OIIK-3.2
OIIK-3.3

3auer

UccnenoBanne  mpuuMH ~ HapylmeHHs — O€30MacHOCTH.
[TonsTe  yrpo3sl  MH(OPMAIMOHHON  0G€30MaCHOCTH.
Knaccudukanms yrpo3 o Pa3NUYHBIM
KIacCU(UKAIMOHHBIM TpH3HakaM. [loHATHE YS3BUMOCTH
uHpopmanuu. CoBpeMeHHbIe BUIBI yrpo3. Ilonarue, BuasbL,
KJ’IaCCI/I(I)I/IKaIII/IH, 9Tallbl pe€ajin3allui THUIIOBBIX CETCBBIX
atak. TexHndyeckue kKaHanbl yredku nHpopmanuu. Kanansl
HECaHKIIMOHUPOBAHHOTO JTocTyna K nHpopmammn. /JIex/

OIIK-3.2
OIIK-3.3

3auer

Paznen 3. OOmue mnoaxoapl K mpodJemMe 3alUThI
uHpopmanun. OCHOBHBbIE METObI H CPeICTBA 3AIUTHI
0e30MmacHOCTH

O0mme moxxoasl K TmpoOiieMe 3amuThl HHQOPMAIUH.
OCHOBHBIE METOIBl M CPEACTBA 3aIIUTHl 0E30MacHOCTH
/Tema/

OIIK-3.2
OIIK-3.3

3auer

Teopernyeckne OCHOBBI MH()OPMAIMOHHOW O€30MaCHOCTH.
[ToHATHS «O0BEKT», «CYOBEKT», «CYIIHOCTBY, «IIPOIIECCH.
Ilonsatue momenun  Oe3omacHocTd. Buumbl  Monenei
0€30MacHOCTH B 3aBUCHMOCTH OT pPeaIu3yeMbIX (DYHKIIHH
samuTel. IloHATHE nonuTHKKM Oe30macHOCTH. MaHpaaTHas,
JMCKPEIIMOHHAS, pOjIeBas TOMUTUKH Oe30macHoCTH. /JIek/

OIIK-3.2
OIIK-3.3

3auer




4 TUIIOBBIE KOHTPOJIBHBIE 3AJTAHUSA UJIX NHBIE MATEPUAJIBI

4.1 IpomMexyTouHAast aTTecTanus (3a4er)

OIIK-3 CnocofeH pemiaTs CTaHAAPTHBIE 3a7a4H MPo¢ecCHOHAIBHOI 1esITeJILHOCTH HA OCHOBE
uHpopManUOHHOH M OuOaMorpadguyeckoil KyJbTypbl ¢ NpUMeHeHHMeM WH(OPMAIMOHHO-
KOMMYHMKAIMOHHBIX TEXHOJOTMH M € Y4eTOM OCHOBHBIX TpeOoBaHMii HMH(OPMALMOHHOM
0e30MaCHOCTH

OIIK-3.2 [lonnmMaeT 0CHOBHBIE TPeOoBaHUsI HHPOPMAIHOHHON 0e30MacHOCTH

tl) munoebsle mecmaoessble 60npPOCoHL 3AKPbIMO2O0 muna

1. 3amra napopmannu (3M1) — 3to:

0esAmenbHOCmy, HANPAGIEHHAA HA NPEOOMEpaujeHue ymeuku 3auiuuiaemoi ungopmayuu,
HECAHKUUOHUPOBGAHHBIX U HENPEOHAMEPEHHBIX 6030CUCMEUIL HA 3AUUIAEMYI0 UHPOpMayuIo;

JEATEIbHOCTh, HANpaBleHHAas Ha MPEAOTBpAllleHHNEe HECAaHKLIHOHHPOBAHHOIO JOCTyHa K
3amuaeMon nHdopmanuu;

MPUEMBI, CIIOCOOBI M METOABl NPHUMEHEHHS TEXHHUYECKHX M TPOrPaAMMHBIX CPEICTB IpH
BBINIOJIHEHUH PYHKIUH 00paboTKH nH(pOpMaLuy;

enuHUIa WHPopMaroHHoro pecypca AC, NOCTym K KOTOPOH periaMeHTHpyeTcs MpaBUIIaMu
pasrpaHuYeHus JOCTyIIA.

2. YpoBHH (GOpMUPOBAHUS pekrMa HHPOPMAITHOHHONW 0€30MacHOCTH |

IpaXAaHCKUH, aAMUHUCTPATUBHBIN (OpraHU3aLMOHHBIN ), IPOrPAMMHO-TEXHHUYECKUH;

3aKOHOAATENILHBIN, aIMUHUCTPATUBHBIN (OpraHU3alMOHHBIN ), TPOrPaMMHO-TIPaBOBOH;

3aKOHOO0AMENbHO-NPABOGOT,  AOMUHUCMPAMUGHBLI  (OP2AHUZAUUOHHBLIL), NPOPAMMHO-
mexHuyecKuil;
3. Kanan ataku — ato:

IPOCTPAHCTBO (TEPPUTOPUS, 3/IaHKE, YACTh 3/IaHHS), B KOTOPOM HCKIIIOUEHO HEKOHTPOIUPYEMOe
npeObIBaHKE JIUI], HE UMEIOIIUX IMOCTOSHHOTO WIIM Pa30BOr0 JIOMYCKA, W TOCTOPOHHUX TPAHCIOPTHBIX
CpPEnCTB;

cpeda nepenoca medxHncoy cyovbeKmom u 00beKmom amaxu Oetucmeuil, OCyuiecCmeasiemvlx npu
npoeedenuu amaxu;

4. D dextnBHas mporpamMma 0€30MacHOCTH TpeOyeT cOaTaHCUPOBAHHOIO IPUMEHEHHS:

MeXHUYeCKUX u HeMmexXHU4ecKux memoooe;

KOHTPMEP U 3aIIUTHBIX MEXaHU3MOB;

(rznueckoi 6e30MaCHOCTH U TEXHUYECKUX CPEACTB 3alUTHI;

rporexyp 6€30macHOCTH U MG POBAHHUS;

5. Kak pacum¢possiBaercs abopesuarypa DSA?

Digital Simantick Algorithm;

Digital Signature Algorithm;

Digital Simplix Algorithm
6. ABTOpH3aIUsI — 3TO

aymeHmu@uKkayus niaioc npedocmasieHue UHOUGUOYAAbHbIX NPAE 0OCHYNa;

crcTeMa, MMEIOIIas 3aIIUTY OT MOMBITOK HapYIIECHUS MTPaBUJ Pa3rpaHUUCHHS JOCTYIIa

KOTJja BCAKUI CyOBEKT JOCTyna AEHCTBYET B paMKax MPEANUCaHHbIX €My TOJTHOMOYHH.

7. lloreHuMaabHO BO3MOXKHOE IPOMCIIECTBHE, KOTOPOE MOXKET OBITh NpPeAHAMEPEHHBIM HIIH
HemnpeIHAMEPEHHBIM U MOXKET 0Ka3aTh HeXeNaTeIbHOE BO3ACHCTBHE Ha CUCTEMY - 3TO

yeposa;

aTaka;

B3JIOM.

8. Uro taxoe Kerberos?

KpPHIITOrpa) MIECKUI aITOPHTM C OTKPBITHIM KITFOUOM;

KpUNITOrpah MuECKUH aIropuTM C 3aKPBITHIM KIIFOUOM;

IMO cemegoit npOMOKO aymenmuuxkayuu,

9. ABTopu3zanus - 3710 ...

aymenmuguxkayusa nialoc npedocmasieHue UHOUBUOYANbHbIX HPAE OOCHYNA,

crcTeMa, UMEIOIIas 3alIUTy OT MOMBITOK HAPYIIEHHUS MPaBHJI pa3rpaHUYCHUS TOCTYIA.


https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%B9_%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB
https://ru.wikipedia.org/wiki/%D0%90%D1%83%D1%82%D0%B5%D0%BD%D1%82%D0%B8%D1%84%D0%B8%D0%BA%D0%B0%D1%86%D0%B8%D1%8F

KOT'/1a BCSAKHI CyOBEKT JOCTyIa ACHCTBYET B paMKaX MPEAIMCAHHBIX €My TTOJHOMOYHH.
nmporpaMma, o0aaromas cnocoOOHOCTBIO K CAMOBOCITPOH3BEICHHUIO U MEIIAIOIIasi HOpMaIbHOM
paboTe KoMIbroTEpa.
10. Knaccudukaiwisi KOMOBIOTEPHBIX BUPYCOB TIO CpeJle OOMTaHUS:
PE3UICHTHBIC, HEPE3UICHTHBIE;
cemesbvle, (aiinossle, 3azpy30unsie, Qaiinoeo-3azpy3ounvie;
MaKpOBHPYCHI, CTEIIC-BUPYCHI, TPOSIHCKHIA KOHb, 03KI0P.

6) munoebsle mecmaoessble 60npOCbl OMKPLINMO20 muna

1. Kak Ha3bIBaeTcs Hayka o 3amuTe nHpopMmanuu ¢ nomouibo mudpposanus? (Kpunrorpadusi)
2. Kak Ha3pIBaeTcsi MporpaMMHO-KpUnTOrpaguueckas MpoBepKa IEeJIOCTHOCTH W KOH(QHICHINAILHOCTH
JOKYMEHTOB, & TaKXKe yCTAaHOBJICHHE JIMIIA, OTIIPABUBIIETO JOKYMEHT (DJEKTPOHHO-IH(POBasi MOAIUCH
(SUID)).
3. Uro Takoe «TpostHckue mporpammbi»? (BpemnoHocHoe porpaMmMHoe o0ecrieueHuUE)
4. CreneHb COOTBETCTBUS PE3yJIbTATOB 3aLTUTHI HH(GOpMALMK TTocTaBieHHON 1enu (D dekTuBHOCTD)
5. Kak HazpiBaeTcsi cOOBITHE WIIM JICHCTBUE, KOTOPOE MOXET BBI3BATh M3MEHEHHE (DYHKIIMOHUPOBAHUS
KOMITBIOTEpPHOW CHCTEMBI, CBSI3aHHOE C HapyIIEHHEM 3alllMIIeHHOCTH o0pabaTbiBaeMOil B HEM
uHpopmanmu? (Yrpoza 6€30MacHOCTH)
6. Kak wnaspiBaeTcss HaOOp JOKYMEHTHPOBAHHBIX HOpPM, TIPaBHJI M MPaKTUYECKHX IPUEMOB,
pPETYIHMPYIONIMX VYIpaBIeHHE, 3alIUTy M paclpeieieHne WHQPOpPMAIMK OrpaHWYeHHOro JocTymna?
(ITonmuTrka 6e301MacHOCTH)
8. Kak kmaccupuiupoBaTh HCKYCCTBEHHBIE YIpo3bl HCXONi W3 WX MOTHBOB (HENpeJIHAMEpPEHHEIE
(cmyuaitHble) U IpeqHAMEPEHHBIE (YMBIIITIEHHBIE)).
9. Onumwmte muUQpoBaHUE MOJCTAHOBKY.

HIndp noacTaHoBKH - 3TO METOA WN(POBAHUS, B KOTOPOM 3JIEMEHTHI UCXOIHOI'O OTKPHITOTO
TEKCTa 3aMEHSIOTCS 3alIM(POBAHHBIM TEKCTOM B COOTBETCTBHU C HEKOTOPHIM IIPABHIIOM. DJIEMEHTAMHU
TEKCTa MOT'YT OBITh OTZAEJIbHBIE CHMBOJIBI (CaMBI paclpoOCTpaHEHHBIH Cily4ail), mapsl OyKB, TPOHKH OYKB,
KOMOMHHMPOBaHME 3THX CIy4aeB U T. 1. B kmaccuueckoil kpuntorpaguu pasinyaloT 4eTbipe TuIa mudpa
MOJCTaHOBKH:

- ogHoan(aBUTHBIN mKpP TOACTAaHOBKU (MK(P MPOCTOH 3aMEHBI) -- IUQP, TPU KOTOPOM KaxKAbIH
CHMBOJI OTKPBITOIO TEKCTa 3aMEHSETCS Ha HEKOTOPHIH, (PUKCHPOBAHHBIM MpPU JaHHOM KIIOYE CHMBOII
TOTO XK€ a(aBUTa;

- OJTHO3BYYHBIN MIM(P TOJCTAHOBKH IMOXOK HA OJJHOAN(ABUTHBIN 32

UCKJIFOYEHUEM TOTO, YTO CUMBOJ OTKPBITOIO TEKCTAa MOXET OBITh 3aMEHEH OJHHM W3 HECKOJIbKUX
BO3MOXKHBIX CUMBOJIOB,;

- TONUTPaMMHBIA MG MOACTAHOBKM 3aMEHsieT He OAMH CHUMBOJ, a Ledyio rpynmy. Ilpumepsr:
ump [netidhepa, mudp Xumna;

- monuangpaBUTHBIN MWUQP MOICTAHOBKH COCTOUT U3 HECKOIBKHUX IH(POB MPOCTOM 3aMEHBI.

B xadectBe ampTepHaTHBHI MmH(paM TOACTAHOBKM MOXKHO pPaccMaTpuBaTh IEPECTAHOBOYHBIC
mmdpel. B HUX 37€MEHTHI TEKCTa MEePecTaBlisi- I0TCS B HHOM OT MCXOJHOTO IMOPSIKE, @ CAMHU JJIEMEHTHI
OCTaroTCs Heu3MeHHbIMU. Hampotus, B mmdpax IOACTAHOBKH 3JIEMEHTHI TEKCTa HE MEHSIOT CBOIO
[10CJIE0BATENILHOCTD, a U3MEHSIOTCS CaMU.

10. Onummre wudps! TpaIUIHOHHBIX CHMMETPHYHBIX KPUIITOCUCTEM

ndpel TpaZUIUOHHBIX CHMMETPUYHBIX KPUITOCHCTEM MOXKHO Pa3AelUTh Ha CIEAYIOIINE OCHOBHBIC
BUJBI.

1. HIudps! 3aMeHBI.

2. llucdpse! nepecTaHOBKH.

3. llndpe raMMUPOBAHUS.

OIIK-3 CnocofeH pemiaTb CTaHIApTHbIe 3agauM NpodeccCHOHAIBLHON 1esiTeJILHOCTH HAa OCHOBE
uHpopManuoHHO W OuOnmorpadguyeckoil KyJbTYpbl ¢ NpPUMeHEHMeM HMH(OPMalMOHHO-
KOMMYHMKAIIMOHHBIX TEeXHOJIOTMH W ¢ Y4YeTOM OCHOBHBIX TpeOoBaHmii WHGOPMAaHOHHON
0e30MacHOCTH

OIIK-3.3 Pemaer 3agayu mnpodeccHOHATBLHOW AesiTeTbHOCTH € NpPUMEeHeHHeM WH(OPMAIOHHO-
KOMMYHMKAIIMOHHBIX TEXHOJIOTHIl ¢ y4eTOM OCHOBHBIX TPeOGOBaHUH UHGPOPMaIIMOHHOI 0€30aCHOCTH

@) munoevle mecmogoie 60NPOCHL 3AKPLINO20 MUNA
1. . RSA — kpunTtorpadudeckuii anropuTm C




OMKDPBIMbIM KTI0UOM;
3aKPBITHIM KITFOYOM.
2. I'ie mpUMEHSIOTCSI CpeICTBa KOHTPOJIS IMHAMIYECKOH 1IEeTOCTHOCTH?

ananuze nNOMmoKa YUHAHCOBBIX COOOUIeHIL;

00paboTKe aHHBIX;

npu 6viAGNEHUU KPAXHCU, OYOIUPOBAHUA OMOETILHBIX COOOWEHUIL.

3. Kakue TpyIHOCTH BO3HHKAIOT B MH()OPMALIMOHHBIX CUCTEMaX MPU KOH(UACHIHATBHOCTH ?

CBEJICHHSI O TEXHUUECKUX KaHaJaX YTeUKH MH(OPMAaLUH SIBISIFOTCS 3aKPHITHIMU;

Ha ITyTH TOJIb30BATENILCKOW KPHIITOrPAQUH CTOST MHOTOYHCIICHHBIE TEXHUYECKHE TPOOIEMBI;

6ce omeemul npasuibHble.
4. OKHO OIIACHOCTH - 3TO...

HPOMEINCYMOK 8PDEMEHU OM MOMEHMA, K020 HOABUMCA 803MONCHOCHY C1a40020 Mecma U 00
MoMmenma, K020a npoodes TUKGUOUPYEemc;

KOMIIJIEKC B3aMMOCBSA3aHHBIX IPOrpaMM ISl peIleH s 3a1a49 ONPeeSIeHHOr0 Kjlacca KOHKPETHON
MpeAMEeTHOHN 00JacTy;

(hopManM30BaHHBIN SI3BIK AJIS1 ONMHCAHUS 3ajad ajJrOpuTMa pEIIeHUs 3aJadydl MOJb30BaTelsl Ha
KOMITBIOTEDE;

5. Ilo KakuM KOMIIOHEHTaM KJaccu(umupyercsi yrpo3sl JOCTYITHOCTH:

OmKa3 nonv3osameeil;

OmKa3 noooeparcugaiouieni uHppacmpyKmypol;

omuoKa B Iporpamme.

6. Ilo oTHOIIEHUIO K TOJAEP KUBAIOIICH MH(PACTPYKTYpE PEKOMEHIYeTCS PacCMaTpHUBATh CIEIYIOIIUE
yTpO3BI:

HEGO3MOMCHOCMbL U  HedceNaHue O00CYIHCUBAIOULe20 NePCOHANad WU  noab306amens
GbINOJIHAMb CEOU 00AZAHHOCIUS

00pabaThiBaTh 0OJIBIION 00BEM MPOrpaMMHON HH(OPMAIIHH;

HET MPaBUIIBHOTO OTBETA.

7. KonduaennnansHy0 HHGOPMAITHIO MOXHO Pa3JICIIUTh:

npeomemmuyo;

CIYIHCEOHYI0;

rI100aTBHYIO
8. Otkas, omumoOku, cOoii - 3TO:

cayuaiinle yzpo3vi;

MpeIHAMEPEHHBIC YTPO3bI;

MIPUPOJHBIE YT'PO3BI
9. [lo6ouHOE BIHSIHAE - 3TO. ..

HezamugHoe 8030eliCeue HA CUCHEMY 8 Ue/IOM WU OMOelbHble IJ1eMEeHMbL;

HapylIeHHue paboToCrnocoOHOCTH KaKOro-IM0O AIEMEHTa CHCTEMBI B CIEICTBUU 4Yero ()YHKIIUU
BBITOJIHSIOTCS HEMIPAaBUJIBHO B 33JJaHHBI MOMEHT;

HapylnieHHe pabOTOCHOCOOHOCTH JJIEMEHTa CHUCTEMBI, YTO MPUBOIUT K HEBO3MOXKHOCTH
BBITIOJTHEHUST UM CBOUX (YHKIIWH;

0) munogvle mecmosvie 60RPOCHl OMKPHIMOZ0 MUNA

1. Kak Ha3pIBaeTcsl HayKa O METOJIaX MOJyYCHHUsI HCXOHOT0 3HaAUCHHUS 3a(hpOBaHHONW HHPOpMAIIIH, HE
uMest IOCTyTa K CeKpPEeTHOH nHpopMannu (KIruy), Heooxoaumoit st atoro (Kpunroanamms).

2. Omumwmre mudp [porcdensaa

udp I'porchensaa npencrapiser codoi Mmomudukarmto mmdpa Llezaps ¢ IUCIOBEIM KITFOUOM.
[Ipu peanuzanyu naHHOTO MH(pa 1MOJ OYKBAMHU UCXOIHOTO COOOIIEHHS 3aITUCHIBAIOT MU (PBI YUCIOBOTO
Kkimova. Eciny ko4 Kopoue COOOIIEHHS, TO €ro 3aluch MUKINYeCKH MOBTOPSIOT. [lomyueHne cuMBona
mHU(POTEKCTa OCYILECTBISIOT TaKKe, Kak 3To Aenaercs B mudpe Llesaps, mpu 3ToM cMenieHre CHMBOIIA
OTKPBITOrO TEKCTa MPOM3BOAAT Ha KOJIMYECTBO MO3WLMUI, COOTBETCTBYIOLIETO IU(pE KII04Ya, CTOSIICH
MOJ] HUM.

3. Ommumwre mudp nmpoctoit 3amMmeHs! Ardar,

[udp ATtbam, HCIONB3yeMBIH UIA eBpeiickoro andasuTa. ¥ MOIYIHI OTTyIa CBOE Ha3BaHUE.
[udpoBanue NPOMCXOAUT 3aMEHOW TepBOH OyKBHI andaBUTa Ha IOCIEOHIOD, BTOPOH Ha
MIPEIOCIIETHIO U T. 1.

[Hudp ATOam as aHTIHIICKOTO andaBuTa:

Ucxonusit andasut: ABCDEFGHIJKLMNOPQRSTUVWXYZ



Andarut 3amensl: ZY XWVUTSRQPONMLKJIHGFEDCBA
4. Ucnonw3ys mudp Llesaps, 3amudpoBath ciaeayromme Gpasbl:
a) Jlemy Bpems - morexe yac (Eémd rcéna - pnyéué mor)
6) C Hoseim rogom (T OnreH aArenH)
B) IlepBoe cenTs6ps (Pécrné Téoyanca)
(udp Lezaps. Itor mmudp peanusyer ciaemyromniee mpeodpa3oBaHUe TEKCTA: Kaxkaas OyKBa HCXOIHOTO
TEKCTa 3aMEHSIeTCSl CIEeAYIoIIel rmocie Hee OyKBOHW B andaBuTe, KOTOPHIA CUMTAETCS HAITMCAHHBIM I10
KpyTy.
5. Ucnons3ys mudp Lle3aps, nekoaupoBath cieayronue Gpasb:
a) JImOtTOBK OT (KitaccHsIi 9ac)
0) Bémné tiimoué pdrynoii (bemoe comHIle MyCTHIHM)
6. Hammcath KoOMaHZIBI JUIS TICEBIOBUpYca (ISl TEKCTOBOIO PENAKTOpa WIIM KOMAaHJHOW CTPOKH),
ncnons3ys komauasl MD, CD u COPY.
(ITpenamonoxum, 9TO MBI HAXOAMMCS B KOPyeBOM KaTajore aucka D:>\ . ITycTs uMmst co3maBaemMoit
manku oyaet autst mpocToThl 0 (HOMB), UM ITaKETHOTO (haifyia caMOKOIHpPYIOIUMcs kKojoM 1.bat.
OTKpBIT 3anUCh (haiiaa W3 KOMaHIHON CTPOKHA MOYKHO TaK:
D:>\ copy con 1.bat {mocie HaxkaTrs Ha KiIaBuiry Enter KoMaHIHAS CTPOKA MEPEHIET B PEKUM
OXXHJIAaHHS BBOJIA 3aIMCH W TIOCTPOYHOTO € COXpaHECHHS }
md 0 {koMaHa cOo31acT HankKy 1mo uMeHu 0 B TEKYIIIEM KaTajIore }
copy l.bat 0 {komanna komupyert ¢aiin mo nmenu 1.bat B cozgannyto nanky mo umenu 0}
cd 0 {komaHa cMemaeT OT3bIB OMEPAIIMOHHON CHCTeMBI B TTanky D:\0>_}
1.bat {komanma mepenaér ympasieHre KOIMMHU MakeTHOro (aiina, Haxossmieics B manke D:\0}
3aKkppITh U COXPAHHWTh 3alHCh B KOMAHJHOM CTPOKE MOXHO, HaXKaB IOCICIOBATEIBHO
¢dbyHkmoHanpHyto kinaBumly F6, a 3arem knaBuinry BBoja Enter. OmepallioHHAs cHCTeMa BBIIACT
cOO0OIIEeHNE HA PYCCKOM HITH aHTIUICKOM O TOM, 4TO CKOITUPOBaH | ¢aiin.)
7. Hatitnn mmdpoodoznadenne Bektopa by = 101011, ucrons3ys Gpyuknuto dDeiicrens
(Pemenme: Ha BXxOx Si -Ookca momano umcio 101011. Homep crpoxkm — 11, = 310; Homep crombma —
0101, = 510. [To Tabnuie moacTaHOBKU IS S1-O0Kca HAaXOIMM, Ha TIEpeceueHUH 3-eil CTPOKH U 5-TO
cronbna uncio 619 = 0110,. OtBeT: 0110 — mmdpoodo3navenue wist 101011.)
8. Berunciure 3na4enue Beipaxkenus 112°mod 91
91 = 7*13; o91) = 6*12 = 72; (11,91) = 1. Ilo Teopeme Dililepa uUMeeM:
112°*mod91=11"2"*3mod91=(11"%)**11*mod91 = 113mod91 = 330mod91 = 57mod91 = 57)
9. 3ammdpyiire coobmenne «RSA» ¢ momompio anroputmMa RSA, mycte OykBe A COOTBETCTBYET
muppal, B-2,C-3 ur.nm
(Beroupaem mpocteie gucna: p = 3; q = 11. Beraucnostem moxymb n = p * q =3 * 11 = 33. Beruucmsiem
byukuuto Ditepa ot moxyis n: @(N) = (p—1)(gq— 1) =2 * 10 = 20. BeiGupaeM OTKPBITYIO SKCIIOHEHTY
e = 7. OnpenensieM 3akpbiTyto skcrioHeHTy d: d *e =1 (mod ¢(N) ) = d=3
R=18; S=19; A=1,
OtkpeiThId KITFOY: (€, N) = (7,33)
C:1=(18")mod33 =6
C2=(19")mod33 =13
Cs=(1")mod33=1
C=(«RSA»)=6,13,1
10. CxonbKko OUT maMsTH 3aliMeT CcI0BO «MHUKpomIpoieccop»?
(CnoBo cocrout u3 14 OykB. Kaxnass OykBa — CHUMBOJ KOMIIBIOTEpPHOro andaButa, 3aHuMaeT 1 Oaift
namsatu. CiioBo 3anumact 14 6aiit =14*8=112 6ut mamsaru. Oteer: 112 6ur)

4.2 Tunosble KOHTPOJIbHBIC BOIIPOCHI K 3a4€Ty

Maiite onpenenenue nousatust «MupopmarrionHas 6€30MacHOCTbY.

Jaiite onpeaeneHne NOHATH «3amuTa HHGOpMaIN».

Haiite onpenenenne noHATHs «HPpOpMaIus) ¢ TOUKH 3peHust HH(HOPMALTMOHHOM
0€30I1aCHOCTH.

Ha3zosure cBolicTBa nHopmanuu, Haudonee 3HauuMble ¢ TOUKH 3PEHUS
MH(}OpMAIIMOHHON 0€3011aCHOCTH.

Uewm ompepensieTcst ypoBeHb (CTETNEHb) CEKPETHOCTH MHGOPMAIIMK WIIA JOKyMEeHTa?

Uro Takoe KOJIMYEeCTBEHHAs XapaKTepUCTHKA HH(OPMAIIUU, KAKUE METO/Ibl OIpEICIICHUS
JTAHHOM XapaKTEPUCTUKU CYILIECTBYIOT?

OooO~No ol wN -
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Uem xapakTepu3yrOTCs parMaTHYecKue cBorcTBa nHpopmaruu?
Jaiite onpenenenue nousatust «MHpopmanroHHas cucreMay.

UTo MOHUMAIOT 1O WH(POPMALIMOHHBIM MTPOIIECCOM?

Uem xapaKTepu3yrOTCs HHPOPMAIIMOHHBIE CHUCTEMBI?

Yro Takoe oO6paboTka nHGOpMaIKK B HH(OOPMAITMOHHBIX CUCTEMaX ?
UYro Takoe (puznyeckast CTpyKTypa nH(HOPMAIIMOHHON CHCTEMBI?
Uro Takoe jorudeckasi CTpykrypa HH(GpOpMallMOHHON cucTeMbl?

Yto Takoe TOMoNIornyecKas CTpyKTypa HHPOPMAIMOHHON CUCTEMBI?
UYro Takoe KOHPHUryparus HHHOPMALIMOHHON CUCTEMBI?

Uro Takoe apXUTEKTypa HHPOPMAITMOHHOW CHCTEMBI?

Urto Takoe nH(pOpMaIMOHHBIN y3ei?

UYro Takoe pecypchl HHPOPMALIMOHHON CUCTEMBbI?

JlaiiTe ornpesenenne MoHsATUs «YTpo3a 6€30MacHOCTIY.

JlaiiTe onpesienieHre MOHATUS «Y I3BUMOCTh WH(DOpMaIumy.

UYro Takoe aTaka Ha HHPOPMAIIMOHHYIO CUCTEMY?

Uro takoe yreuka uHpopMauu?

Urto Takoe pa3riamienne nHpopManuu?

Yro Takoe HECaHKIIMOHUPOBAHHBIN AOCTYI?

Haiite onpenenenue moustus «l[lomurrka 6e30macHOCTH?

Kakyto yrpo3y uadopmManuu npeacTaBistoT COO0M XaKephl.

Yro Takoe OECKOHTPOIBHBIN yx011 HHpOopMaIuu?

Urto Takoe KaHall yTeUKu?

HazoBuTe Buabl KaHAJIOB yTEUKU?

HazoBute xinaccuduxaionHbie MpuU3Hakyd yrpo3 0e30MacHOCTH.
Kaxkue BubI yrpo3 CUUTAIOTCS YMBIIUICHHBIMU, & KAKUE HEMPEIHAMEPEHHBIMU ?
Uro Takoe akTUBHbBIE YIPO3bI?

UYT0 Takoe macCUBHbBIC YTPO3bI?

[lepeuncaute NyTH HECAaHKIIMOHUPOBAHHOTO JOCTYyNA K MH(OpMAIIH.
B uem ocobeHHOCTH Yrpo3 U ysI3BUMOCTEN KOPIIOPATUBHBIX CETEH?
[Tepeuncnute Buab! atak B [P-ceTsax.

[lepeuncaure Hanbosee obiKe MpodaeMbl 0€30MacCHOCTH HH()OPMAIIMOHHBIX CUCTEM.

[Tepeuncnure OCHOBHBIC TPYIIITBI METOJAOB U CPEACTB 3aIUTHI HHGOPMAIIUH.

UTO BXOAUT B MOHATHE KOMIUIEKCHOM 3aIUThl HHPOpMaIun?

Ha xakue BUJIBI TOAPA3AENAIOTCS CPEACTBA 3aUTHI HHpOpManuu?
[TepeuncnuTe OCHOBHBIC CPEICTBA 3ANTUTHI HH(OPMAIIUH.

[lepeuncnure OCHOBHBIE METO/IbI 3AIIUTHI HUH(POPMALIIH.

[lepeuncnute OCHOBHBIE MEXaHU3MBI 3aIIUTHI HH()OPMALIUH.

[osicHuTe conepxanne MOJX0/I0B K 00ecreyeHn o 6e30MacHOCTH HH(BOPMAILIUU 1
WH(POPMAITMOHHBIX CHCTEM, U3JIO)KEHHBIC B MEKI'OCYTapPCTBEHHBIX CTaHIapTax
nH(pOpMaImoOHHON 0€30MTaCHOCTH.

[IOKYMEHT MOATMUCAH 3MIEKTPOHHOW MOANUCHIO
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