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1. TeMbl NpakTUYECKNX 3aHATUN

Tema 1. OcBoeHne NMpHeMOB BOCCTAHOBJICHUsS (hailnoB, HHPUUHMPOBAHHBIX BHPYCOM,
NPH OTCYTCTBHHM AHTHBHMPYCHOI'0 IPOTPAMMHOI0 00ecreyeHHusl.

N3yuenue 3akoHoAaTenbHbIX akToB PD B o6nmactu 3amuTsl HHGOPMALUU U UHPOPMAIIMOH-
HBIX cucTeM OT pa3pyLIarolIMX MPOrpaMMHBIX CpelcTB. V3ydeHue pa3iuyHbIX BHJIOB pa3pyliaio-
IIMX MPOrpaMMHBIX cpeacTB. [loHsTHE KOMIBIOTEpHOrO BUpyca. Kitaccudukanus BUpycoB 1o pas-
JUYHBIM TpU3HaKaM. V3ydeHue anropuTMoB padOThl PE3UAEHTHBIX BUPYCOB, BUPYCOB, UCIOIb3Y-
IOLIMX CTEJIC-aIrOPUTMBbI, MOJIUMOPGUYHOCTb. AHAJIN3 JIECTPYKTUBHBIX, Pa3pyLIUTEIbHBIX BO3-
MOKHOCTEH pa3pyllaloniuX NPOrpaMMHBIX CpeAcTB. OCHOBHOM MEXaHH3M 3apakKCHHsI BUPYCOM,
MaKpoBUpycoM. MeTobl 00HapyXKeHUss MakpoBupyca. MeToasl 00e3BpeKHMBAHUS MaKPOBU-
pyca.

Lenv 3anamus. OCBOUTb METO/IbI U IIPUEMBI OOHAPYKEHUS PA3TUYHBIX BUIOB Pa3pyILIAOIINX
IPOrpaMMHBIX CPEJCTB, U3YUYUTh AITOPUTMBI PAOOTHI PE3UACHTHBIX, CTEIC, MOTUMOPQHBIX BUPY-
coB. M3yunTh MeXaHU3MbI 3apaxKeHHs] BUPYCOM, MaKpOBHPYCOM, METOAbl OOHApYKEHHUS MaKpo-
BHUpYCa, METO/IbI 00€3BPEKUBAHUS MAKPOBUPYCA.

3aoauu 3axpennienusi meopemuyeckux 3HAHUN U NPAKMUYECKUX YMEHUU U HABbIKOG: CTYIICHT
JIOJDKEH 3HATh OCHOBHBIE 3aKOHO/ATENbHBIC akThl PD B obmactu 3ammThl nHGOpMamu U uHGOP-
MAalMOHHBIX CUCTEM OT Pa3pyIlAONIMX IPOrPaMMHBIX CPEJICTB. 3HATh AITOPUTMBI PabOTHl U MeXa-
HU3M 3apaX€HUs BUPYCOB U MAaKpOBHUPYCOB, YMETh MPUMEHATh METOJbl 00€3BpEKUBAHUS BHUPY-
COB U MAaKpOBHUPYCOB.

Dopma npogedenus. 0OCYKJIEHUE U TEOPETUUECKUNA OIPOC MO TEME 3aHATHS, CaMOCTOSATEIb-
HOE PEelLIeHHE CTYJEHTaMH 3aJauyll oOHapy>KeHHsI MH(QULIHUPOBAHHOIO O0bEKTAa U MPUMEHEHHE Me-
ToZa 00e3BpEKUBAHUS MaKPOBUPYCA B ayJAUTOPHH, BHIMOJHEHHUE JTOMAIIHEr0 3a/IaHus 10 H3yda-
€MOi1 TeMe.

Tema 2. OcHOBHBIC TPHUHIMIIBI PA0OTHI € 3J1eKTPOHHOM LM (PPOBOI MOANMUCHIO.

OCHOBHBIE TOHATHS U ONPEAEICHUs dIIEKTPOHHOU 1 poBoit moanucu. OCHOBHBIE aJlTOPUT-
MBI AJICKTPOHHOM UG POBON Moanucu. Buasl aTak Ha aaropuTMBbI JJIEKTPOHHON MUGPOBON MOITH-
ci. Maremaruyeckas U IporpaMMHas peaan3alysi alropuTMOB 3JIEKTPOHHON TUGPOBON OIMHCH.

Lenv 3anamus. OcBOUTh 6a30BbIe MaTEMaTHUYECKUE METOMBI U CIIOCOOBI MPAKTUYECKON pea-
JM3aluy Hanboliee N3BECTHBIX aJITOPUTMOB JIEKTPOHHON IU(POBOI MOMHCH.

3a0auu 3axpennenus meopemudeckux 3HAHULL U NPAKMUYECKUX YMEHUU U HABbIKOG: CTYJIEHT
JIOJDKEH 3HaTh OCHOBHBIC MOHATHS U 0a30Bble MaTeMaTHYECKUE 3aBUCHUMOCTH ISl IPAKTUYECKON
peain3alyy ajJropuTMOB JIEKTPOHHOM HU(POBON MOAIUCH.

Dopma nposedenus. aHanu3 0a30BBIX MATEMaTHUECKUX MPHEMOB PacCMaTPHUBAEMBIX alro-
PUTMOB Ha ayJUTOPHBIX 3aHITHUSX, CAMOCTOSATENbHAS pealu3alusl CTyIeHTaMU U3y4aeMbIX 3a/1a4 B
ayJIMTOPHH, BHIIOJTHEHUE JIOMAIIIHEr0 3aJJaHus TI0 U3y4aeMoil TeMe.

Tema 3. OcHOBHBIC NIPUHIMIIBI PA0OTHI AJITOPUTMA 0TE4eCTBEHHOM U(POBOit

noanucu «Horapuyc»

OCHOBHBIE KOMITOHEHTBI OTEYECTBEHHOTO aJITOPUTMA IJIEKTPOHHON udpoBoi moamnucu «Ho-
tapuyc». CocTaB OMOIMOTEKH MPOrPaMM M OCHOBHBIX BKJIFOUCHHBIX aJITOPUTMOB B PAMKax JIaHHOT'O
MexaHu3Ma HU(GPOBON MOIIHCH.

Lenv 3anamusa. OCBOUTh OCHOBHBIE METOJIbI U CIIOCOOBI IMPAKTUYECKON peanu3aluud oTede-
CTBEHHOI'0 aJrOpyUTMa 3JIEKTPOHHOM u(poBoii moanucu «Horapuycy.

3adauu 3aKkpennenus meopemuyeckux 3HAHUU U NPAKMU4ecKuUx YMeHui U HA8bIKOG: CTYAECHT
JIOJKEH 3HATh OCHOBHBIE MOHSATHUS M MPAKTUYECKUE MPUEMBI JUIsl CO3/IaHUSI OT€YECTBEHHOI'O aJiro-
pUTMa 3JIeKTpoHHOH 1 poBoit moanucu «Hotapuycy.
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Dopma nposedeHus. N3ydeHUE OCHOBHBIX KOMIIOHEHTOB PAacCMaTPUBAEMOro ajiropuTMa Ha
AyJIUTOPHBIX 3aHITUSX, CAMOCTOSATEIIbHAS PEAIN3allUsl CTYJACHTAMH U3Y4aeMbIX 3aJ1a4 B ayTUTOPHUH,
BBINOJIHEHHE JOMAIITHETO 3a/IaHusl 110 U3Y4aeMOl TeMe.

Tema 4. U3yuyeHue cTeranorpauueckoro MeTojia 3aliuThl HHPOPMAIUH OT

HEeCAHKIHOHHPOBAHHOTO J0CTYNA

OCHOBHBIE MOHATHUS U ONpPEENICHHs CTeraHorpaduu, NOHATHE CTeraHorpaduuecKas CucTeMa
WA crerocucreMa. [IpakTudeckoe MpUMEHEHHE METOJIOB cTeraHorpaduu. AJTOPUTMBI CTETaHO-
rpaduu. Metoabl creranorpaduu. Buiel aTak Ha CTETOCUCTEMBI.

Lenv 3anamusa. OCBOUTh METOJIbI U TPHUEMbI CTEraHorpaguyeckon 3amuThl HTHPOPMALIUU OT
HECaHKIIMOHWPOBAHHOTO JOCTYyNa, TPeOOBaHUS K CTETOCUCTEME, OCHOBHBIE 3TAIlbl KOMITBIOTEPHOMN
creradorpaduu. [IpmoOpecTn HaBBIKM cTeraHOrpad)UUECKOro COKPHITHS TEKCTOBON MH(pOpPMAIIHH.
[IporpammMHas peanuzanusi METOJa COKpPBITHUSA TeKCTOBOW MH(opManuu Ha Ga3e anropurma LSB.
[Tomy4ynTh HaBBIKH CTEraHOrPaUIECKOr0 COKPHITHSI HH(POPMAIMH C UCIIOIF30BAaHHEM OWTOB IIBE-
TOBOM MAJIUTPBI H300paKECHUH.

3adauu 3axkpenienus meopemuyecKux 3HAHUU U NPAKMUYECKUX YMEHUN U HABbIKOG: CTYACHT
JIOJDKEH 3HaTh OCHOBHBIE METOJBI U NMPHUEMBI CTeraHOrpadUuecKoi 3amuThl HHPOpMAIMH OT He-
CaHKIIMOHHPOBAHHOTO JIOCTYIa, TPEOOBAaHHUS K CTETOCHCTEME, OCHOBHBIC STallbl KOMIBIOTEPHON
cTeranorpaduu, yMeTb IPUMEHSATh UX JAJIS LeJeil MPorpaMMHON pealn3alui COKPHITHS TEKCTOBON
uH(popMaIuu Ha 0a3e cTeraHorpauIecKux aropuTMa.

Dopma nposedenus: aHAIIA3 TTPOOJIEM 3aIUTH HHOPMAIIMK METOJaMu cTeraHorpaduu, aHa-
JIU3 CYIIECTBYIOIIUX aJTOPUTMOB MPOTrPaMMHON peasn3allii JaHHBIX METOJIOB Ha ayJIUTOPHBIX 3a-
HATHSIX, CAMOCTOSATENbHAS MPOrpaMMHasi peau3alis JOMAaIIHEro 3aJaHus 110 U3y4aeMon TeMe.

2. KoHTpobHbIE BONPOCHI TEKYIIEr0 KOHTPOJISI HA MPAKTHYECKUX
3aHSTHAX U MIPH 3alIUTe JJA0OPATOPHBIX padoT

ba3oBble moHATHS TucHUIIHHBI « THPOpMaIoHHas 0€30MacHOCTh»

Haiite onpexnenenue noHsaTus «HpopmarmonHas 0€30MacHOCTb.

Jaiite onpeneneHne MOHATHS «3aluTa HHPOPMAITUN.

Maiite onpenenenue nousatus «MHpopmarusy» ¢ TOUKH 3peHust UHHOpMaLMOHHOM

0e30MacHOCTH.

5. Ha3zoBure cBoiicTBa nHpOpMaIUU, HanOoJee 3HAYNMBIE C TOYKH 3PEHHS

nH(OpMaITMOHHOM 0€301TaCHOCTH.

6. UYem ompenensiercss ypoBeHb (CTENEHb) CEKPETHOCTU MH(POPMALIUU WU TOKYMEeHTa?

7. UYto Takoe KOMMYEeCTBEHHAsI XapaKTePHUCTUKAa HHPOPMAIIUH, KAKUE METO/IbI ONpPEeIeTICHHS
JTAHHOW XapaKTePUCTUKH CYIIECTBYIOT?

8. Uem xapakTepu3ylOTCs parMaTHYECKUe CBOCTBAa HH(popMaLuu?

9. [aiite onpenenenue nousatus «MHadopmarionHas cuctemay.

10. Yro mornumarot o nHGOpMAIMOHHBIM TIpoiieccoM?

11. Yem xapakTepu3yroTcst HHPOpPMAIIMOHHBIE CUCTEMBI?

12. Yto Takoe oOpaboTka nHdopMaiyy B ”HHOPMALMOHHBIX CHCTEMAX ?

13.Yro Takoe ¢puznveckas CTpykTypa HH()OPMAITMOHHON CHCTEMBI?

14. Yo Takoe Joruyeckas CTpykTypa HHPOpPMaIMOHHON CUCTEMBI?

15. YT0 Takoe Tomonoruyeckast CTpykTypa uH(GpOpMauOHHON CUCTEMBI?

16. Yto Takoe koHpUTyparus HHGOpMAITMOHHON CHCTEMBI?

17.Yto Takoe apXuTeKTypa HHOOPMAITMOHHOW CUCTEMBI?

18. Uro Ttakoe nHpopManuOHHbIH y3en?

19. Yto Ttakoe pecypchl HHG)OPMAITMOHHON CHCTEMBI?

20.Kto cuurtaercs noiabp3oBareieM HMH(OPMAILIMOHHON CHUCTEMbI?

21. KakuMu KpUTEpUSIMHU MOXKHO OLICHUTh Ka4eCTBO MH(POPMALIMOHHON CUCTEMBI?

22.YT0 OTHOCHUTCS K CpeICTBaM obecreueHust HHPOPMAITMOHHBIX CUCTEM M X TEXHOJIOTH?

el N
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23. JlaifTe XapakTEepUCTUKY pacipeaeIHHbIX HH(POPMAITMOHHBIX CHCTEM.

24. Kakoil cTpyKTYpHBIN KOMIIOHEHT CUCTEMbI IOHUMAETCs O/ 00bEKTOM 3aIHUTHI?

25. Kakoil cTpyKTypHBIif KOMITOHEHT CUCTEMBI SIBJISIETCS JIEMEHTOM 3aIIUThI?

26. [lepeuncnute XapaKTePUCTUKH, BIUSIONINE HA 0€301MacHOCTh HH(POpMAIUH B

uHpopMaImoHHOU cucTeme?

27. JlatiTe onpeneneHrue MOHATUS «YTpo3a 0€30MacHOCTH.

28. JlatiTe onpeneneHne MOHATHS «Y SI3BUMOCTh HHPOPMAITUN.

29.Yto Takoe araka Ha HHGOPMAIIMOHHYIO CUCTEMY?

30.Yro Takoe yreuka nHpopManuu?

31.Yro Takoe pasrianieHne HHPOPMAIIH ?

32.YTo Takoe HECAaHKITMOHUPOBAHHBIN JOCTYII?

33. [laiite onpenenenue nousarus «llonutuka 6e3omacHocT»?

34. Kakyro yrpo3y uH(pOpMaIHH MPEACTABISIOT COO0M XaKepHl.

35. Yto Takoe 0€CKOHTPOJIbHBIN yX07 HHGOPMAIIHH ?

36. Yo Takoe KaHaJl yTEUYKH?

37.HazoBuTe BUAbI KAHATIOB YTEYKH ?

38. HazoBuTe Kiaccu(pUKAIMOHHBIC PU3HAKK YTPO3 O€30ITaCHOCTH.

39. Kakue BubI yrpo3 CUMTAIOTCS YMBIIUICHHBIMH, a KaKHE HETIpeIHAMEPEHHBIMU ?

40.YTo TaKkoe aKTHBHBIC U TTACCUBHBIC YTPO3bI?

41.TlepeuncnuTe MyTH HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HH(OpMAITUH.

42.B yeM 0COOCHHOCTH YIpo3 U YA3BUMOCTEH KOPIIOPATUBHBIX CETEH?

43.Tlepeuncnute BUABI atak B [P-ceTsx.

44 Tlepeuncnute Haubosee odmue npodiieMbl 0€30M1aCHOCTH HHPOPMAIIMOHHBIX CUCTEM.

45. TlepeuyricnuTe OCHOBHBIE TPYIIIBI METOAOB U CPEJCTB 3aIUTHI HHPOPMAILIUH.

46. YTo BXOIUT B MOHSATHE KOMILIEKCHOM 3amuThl nHGOopManuu?

47.Ha xaxkue BUJIBI MOAPA3ICIISIIOTCS CPEACTBA 3aITUTHI HHGOpMaIIUn ?

48. TlepeuricnuTe OCHOBHbBIE CPECTBA 3AIIUTH HHPOPMAIUH.

49. TlepeuyricnuTe OCHOBHBIE METOBI 3aLTUTHI HH(OPMAIIUH.

50. [lepeuncnantTe OCHOBHBIE MEXaHU3MBI 3aIIUTHI HH(OPMAIIHH.

51.TlosicauTe comepkaHuEe TMOAXOAOB K oOecredeHnto 0e30macHOCTH WHGPOpMAIMK W WH
(hOpMaIMOHHBIX CUCTEM, U3JI0KEHHBIE B MEXKTOCYIapPCTBEHHBIX CTaHAapTaX
MH(}OpMAIIMOHHON 0€3011aCHOCTH.

3. TunoBble KOHTPOJIbHBbIE 32/1aHNUSI HTOTOBOI'0 KOHTPOJIA
MPH NMOBeIeHUN JIa00OPaTOPHBIX padoT

3aoanue 1.

H3yuenue memooos Kpunmoczpaguueckou 3awjumsl uHpopmayuu ¢ UCHOIb306AHUEM
wugppoe nepecmanosKu.

1. HIugp mapwpymmnoit nepecmarnosku
HIugp nepecmanoexu «Cyumana)
HTughp «Ilosopomnasn peuwiemkarn

HTughp eepmukanvroii nepecmanosku

o &M LD

HTugp na ocnose mazuueckux Keaopamog
Bapuanmul 3a0anuii

s HeweTHbIX BapuaHToB (1,3,...,25) mpennaraercs peainn3oBaTh NpoOUEAYpYy HIH(PpOBaHUS,
JUTst 9eTHBIX (2,4,...,26) — nemmdpoBaHms C UCMIOJIb30BAaHWEM YKa3aHHBIX MEeTO10B. Kittod, ncrosb-
3yeMBIii IpH MU (POBAHUU, ONIPEACTUTE CAMOCTOSATEIBHO.
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1-2. Ucxoanyro mociaeaoBaTebHOCTh pa30eiTe Ha Tpynmsl o 4 cuMmBoiia. B kaxkaon rpymnme
CUMBOJIBI [IEPECTABBTE C UCIIOIB30BAHUEM MOJICTAHOBKH, BHIOMPAEMON CaMOCTOSTENBHO.

3-4. Ucxoanyro mocienoBaTeIbHOCTh pa3deiite Ha Tpymibl o 4 cumBona. Peanusyiite nBoii-
HYIO IEPECTAHOBKY KaXOW MOCJIEe0BATETbHOCTH CUMBOJIOB.

5-6. McxomHyto 1MOCiIeIoBaTeIbHOCTh pa30eiiTe Ha TPYIIbBI 10 8 CUMBOJNIOB. Peanmsyiite mmd-
PpoOBaHHUC MCTOJAOM ICPECTAHOBKH I10 3aJaHHOMY KIIIOYYy, IIPH 3TOM UYCTHBIC TI'PYIIIBI CMMBOJIOB
mmdpoBaTh B HICXOAHOM HalPaBJICHUH, HEUYETHBIE — B 00PaTHOM.

7-8. VicxonHyro mocie1oBaTeIbHOCTh pa30eiiTe Ha Tpynmbl o 8§ CUMBOIIOB. B kaxmoii rpymme
CUMBOIIBI TIEPECTABHTE C UCTIOIB30BAHUEM MTOJICTAHOBKH, BHIOMPAEMON CaMOCTOSTENBHO.

9-10. McxomHyro TOCIEAOBAaTENbHOCTh pa3beliTe Ha rpymnmbl 1Mo § CHUMBONOB. Peanmm3yiite
JIBOMHYIO IEPECTAHOBKY KaXJOW IPYIIIBI CAMBOJIOB, HAUMHAS C ITOCIIETHETO.

11-12. McxomHyro MOCIeA0BaTEIBHOCTh pa3beiiTe Ha T'PYMNIbl M0 8 CUMBOJIOB. Peanusyiite
mrQpoBaHUE METOJOM MEPECTAHOBKH MO 33IaHHOMY KITIOUY, IIPU 3TOM HEYETHBIE TPYIIBI IIHPPO-
BaTh B UCXOJHOM HAMPABJICHUH, YETHBIE — B OOPATHOM.

13-14. Peanu3yiiTe MapmIpyTHYIO MEPECTAHOBKY C HMCIOIB30BAHHEM IMUGPYIOMIEH TaOIHIIBI
6x4. MapuipyT: 110 TOpU30HTAIIN, HAYWHASL C JIEBOI'O BEPXHETO YIJIa, IOOYEPEIHO CIEBA HANPABO U
CIpaBa HaJEBO.

15-16. PeanusyiiTe MapIIpyTHYIO NE€PECTAaHOBKY C HMCIIOIb30BaHHEM HIM(pyromeil Tabnuibl
6x4. MapuipyT: 110 BepTUKaJId, Ha4MHasI C JIEBOI'O BEPXHETO YIJla, IOOYEPEAHO CBEPXY BHU3 U CHU-
3y-BBEpX.

17-18. 3ammdpyiite UCX0IHOE COOOIIEHNE TTOBOPOTHOM PEIMIETKON pazmepoM 6x5. BrimonaHu-
TE MOBOPOT T10 YaCOBOH cTpesike. Pemerky BBIOEpUTE CaMOCTOSATEIBHO.

19-20. PeanusyiiTe mnporenypy, MOACTUPYIONIYyI0 ucnoib3oBaHue  «Crutana». Ywucio
CTONO1I0B MU (PYFOIIEH TaOIUIBI BHIOEPUTE CAMOCTOATEIHHO.

21-22. 3ammudpyiite HCX0HOE COOOIIEHIE TTOBOPOTHOM pelIeTKoi pasmepoM 5x8. BrimonHu-
T€ TMOBOPOT IMPOTUB YaCOBOM CTPENKU. PemeTky BBIOEpUTE CAMOCTOSATEIBHO.

23-24. Peanm3yiite mmdpoBaHHEe BEPTUKAIBbHON mepecTtaHoBKoi. OCHOBa Kio4ya — Baile
COOCTBEHHOE UMS.

25-26. CmopenupyiTe HCIOIb30BAHWE MArMuecKUX KBaJpaToB. Pa3MepHOCTh KBaapaToB
Oosbie 3.

3aoanue 2.

H3yuenue memooos Kpunmozpaguueckoil 3awjumol UHGOpMauUU ¢ UCHOTbIOGAHUEM
wugpoe 3amenwl.

1. Hlugp npocmoit 3amenwvt

Hlugp Ilezaps

Hlugp «Appunnas cucmema noocmanosox Ilezapsy
Hughp no3ynzoswiit

HTugpp «llonuobuanckuii keaopam»

HIugppyrwaa maonuya Tpucemyca

N o a k~ wN

HIugp ouzpammnusuii llneiighepa
8. Hlugpyrowan cucmema omoghonos
3aoanue 3.

H3yuenue memooosé Kpunmozpaguueckoit 3augumol UHGOpMayuu ¢ UCHOTLIOGAHUEM
WUPPO6 COIHCHOIL 3aMeHbl.



1. HTughp I'poncghenvoa
2. Cucmema wiugpposanus Buscunepa
3. lughp Buswcunepa c agmoknouom
4. lHlugp Buostcunepa c nepememtannvim angpagumom
5. Meoutnon keadopam Yumcmona
Bapuanmur 3a0anuii

s HewetHslx BapuanToB (1,3,..., 25) mpemnaraercs peaqn3oBaTh HNPOLEAYPY MIH(PPOBAHUS
daitnos, s yeTHbIX (2,4,..., 26) — nemudpoBaHus ¢ UCIOIb30BAaHHEM YKa3aHHBIX METO/IOB. Eciu
KJII0Y, HCIIONIb3YEMBIH MpH MK (ppoBaHUH, HE YKa3aH, 33/1aliTe ero CaMOCTOATEIbHO.

1-2. 3amm¢poBaTh HCXOAHOE COOOIIEHHUE C UCIIOIb30BaHUEM cUcTeMbl muppoBanus Llezaps.

3-4. 3ammdpoBaTh KCXOIHOE COOOIIECHUE, HCIIONB3Ys aPpUHHYIO CHCTEMY MOACTaHOBOK lle-
3aps ipu A=12, B=7.

5-6. 3ammdpoBaTh UCXOJHOE COOOIIEHHE ¢ ncnonb3oBaHueM llonubuanckoro kBaapara. 3a-
MOJTHEHUE TaOMUIbI pa3MepoM 8x4 OykBaMu andaBuTa pean30BaTh B CICAYIOIIEM MOPSIKE: CHa-
yaJia HeYeTHBIE CTOJNOLIbI, 3aTEM — YETHBIE.

7-8. 3ammnppoBaTh UCXOAHOE COOOIIEHUE C HCIONb30BaHUEM JIO3yHIoBoro mudpa. B kaue-
CTBE KJII0Ya UCIOIH30BATh CBOE UMsI WJIH (DaMUIIUIO.

9-10. 3ammdpoBarh UCXOHOE COOOIIEHNE C NCnoIb30BaHneM [Tomnbuanckoro kBaapara. 3a-
MoJTHEHUE TabnmuIbl pazmepoM 8x4 OykBamu andaBuTa pealiv30BaTh B CIEAYIOIIEM MOPSAKE: 1O
BEPTUKAJIM, HAUMHAS C JIEBOTO BEPXHETO yIjla CBEpXY BHU3 U CHU3Y-BBEpX.

11-12. 3ammdpoBats UcxoaHOE COOOIIEHUE ¢ UCTIONIb30BaHueM mudpa ['porcdensaa. B kade-
CTBE KJII0Ya MCIOJIb30BaTh Tpymiy u3 5 uudp.

13-14. 3amudpoBarh ucxoIHOE COOOIICHHE UCTIONB3Ys adPUHHYIO cCUCTEMY MTOACTaHOBOK Lle-
3aps npu A=13, B=5.

15-16. 3ammdpoBaTe UCXOMHOE COOOIIEHNUE C UCIIOIB30BaHUEM MU pyromen Tadmuisl Tpu-
cemyca.

17-18. 3ammdpoBarh UCXOAHOE COOOIIEHHE C UCIOJIb30BaHUEM Ourpammuoro mmudpa [lnei-
dbepa.

19-20. 3amu¢poBaTh HCXOAHOE COOOLICHHUE C UCIIOIBb30BAaHHUEM CHCTEMbI OMO(OHOB.

21-22. 3ammppoBaTh HCXOAHOE COOOIIEHHE C WCIOIb30BAHUEM CHCTEMBI IIU(POBAHHS
«/JIBOITHOM KBagpaT YUTCTOHAY.

23-24. 3amm¢ppoBaTh UCXOAHOE COOOLICHHE C HUCHOJIb30BAHUEM CHUCTEMbI HHM(poBaHus Bu-
KHUHEpa.

25-26. 3ammdpoBaTh UCXOIHOE COOOIIECHUE C HMCIOJIB30BAHHEM CHCTeMBbI ImudpoBanus Bu-
KHHEpa C aBTOKIIOYOM.

3aoanue 4.

H3yuenue memoooe Kpunmozpaghuueckou 3auiumel UHGoOpmayuu nymem npoeepKu npa-
6UNbHOCIMU K1I0YdA

BomonauTte m00yto M3 1abopaTOpHBIX paboT 1O Kpumnrtorpaduu, A00aBHB IMPOBEPKY
NPaBUILHOCTH KJIF0YA OJJHUM U3 TpeJIaraéMbIX METOIOB.

1-2. Ins mpoBepku 100ABISITH TApOJIh B HA4aJI0 3amudpoBaHHOro daiina.

3-4. BemonHuTe mudpoBaHUe Mapoisi ¢ UCHOIb30BAHUEM TOTO K€ aIrOpuTMa, 4TO M Ul
OCHOBHOTO (paiina. B kauecTBe KiItoua B3ATh KOHCTAHTY.

5-6. BeimonuuTh mudpoBaHue mapois caMoro Ha ceosl.

7-8. BoinonHUTh mndpoBaHUe KOHCTAHTHOM CTPOKH.

9-10. Jlnst mpoBepKH T00ABIIATH TTAPOJTb B KOHEIT 3alTu)pOBaHHOTO (haiisa.



7

11-12. BeinmonHuTh mudpoBaHUE Mapoiis C MCIOIb30BAHUEM TOI'O XK€ aJIrOpUTMa, YTO U JUIsS
OCHOBHOTO (paiina. B kadecTBe Ki1roua B3ATh LUQPPBI CBOETO I'OAA POXKICHHUS.

13-14. Beinonuutk mudpoBaHre KOHCTAHTHOM cTpoku «MoOcKBa cronula Haield Pogusb».

15-16. /Ina npoBepku A00ABIATH MapOJib B KOHEL IEPBOM CTPOKH 3ain(ppoBaHHOrO Qaiina.

17-18. Bpmonuute mudpoBaHue mapois camoro Ha ce0s. IlomectuTh ero B KOHeI
3amm¢poBaHHOrO (haiina.

19-20. BeimonauTth mudpoBaHre KOHCTAHTHON CTPOKH. [IOMECTUTh KOHCTaHTHYIO CTPOKY B
KOHel[ 3amudpoBaHHOrO (haia.

21-22. BpmonHuTh MK(POBAaHUE MAPOJSs C HCHOIB30BAHUEM TOIrO K€ ajlropuTMa, 4YTO U
OCHOBHOI (haiin. B kauecTBe Kitoua B3SITh CBOM HOMEp TeedoHa.

23-24. BeimonHuTh mM(pOBaHNE KOHCTAHTHON CTPOKH, CoJeprKamieil Bamu (GaMHuIINio, UM |
OTYECTBO.

25-26. [1ns npoBepku J00aBIATH Mapojib B KOHEIl BTOPOI CTpokH 3ammudpoBaHHoOro (aiina.

4. TunoBble 3agaHuNA ANA CaMOCTOATENbHOWU paboThbl.
Tembl pechepaTtoB ANst NOArOTOBKU BbLICTYNNIEHUNA U KONNIEKTUBHOMN
ANCKyccum

1. [Tpo6eMsl 3auThl HHOOPMALMOHHON CUCTEMBI. 3aIUTa I OTKPBITHIX

UH(OPMAITMOHHBIX CUCTEM.

XapaKTepUCTHKH, BIUSIIONINE Ha 6€30MaCHOCTh WH(OPMAIIHH.

BosmosknocTu cetn laTepHET B mpobieMbl 6€30IMacHOCTH.

YTpo3sl U ySI3BUMOCTH KOPHIOPATHUBHBIX CETEH U CHCTEM.

3amaun obecriedeHust HHPOPMAITMOHHOW OE30IMaCHOCTH CeTeH.

[TonuTnka 6€30MaCHOCTU B CETSX.

TexHomoruu 6€30MacCHOCTH JaHHBIX.

Hcnonb30BaHre KOMOMHUPOBAHHON KPUIITOCUCTEMBI.

Crporas ayreHTU)UKAIIHS.

0. ITporokon Kerberos.

11.  buomerpuyeckas ayTeHTH()HUKAILINA.

12.  TumoBble pemeHus Mo MPUMEHEHUIO MEKCETEBBIX IKPAHOB JIS 3AIIUTHI
MH(OPMAIIMOHHBIX PECYPCOB.

13.  Knaccuduxkanms cereir VPN.

B©O©ooNO AWM

14.  VmnpaBneHue ceTeBoil 6€30MaCHOCTHIO.

15.  T'mobGanbHas u JTOKaNbHAS MOJIUTUKHA OE30MaCHOCTH.

16.  3akoHOAaTeNbHBIA ypoBeHb HH(OPMAIIMOHHON O€30MacCHOCTH.

17.  AHanu3 TeKyllero COCTOSIHUS pOCCUICKOro 3aKOHOAATEIbCTBA B 00JIaCTH
nH(pOpMaIMOHHON 0€301TaCHOCTH.

18.  Meronasl yrpaBiieHUs CPEICTBAMH CETEBOI 0€30MMacCHOCTBIO.

19.  3agaum ynpaBieHHUs CHCTEMON MH(POPMAIIMOHHONW O€30MacHOCTH
HpEAPUATHSL.

20.  Konuenus rio6anbHOro ynpasieHus 6€300aCHOCTBIO.

21.  OcBoeHHE MPHEMOB MPOTUBOJICHCTBUS PA3PyIIAIOIIUM IPOrPAMMHBIM
CpE/ICTBaM.

22.  OcCHOBHBIE IPUHIUIBI PAOOTHI C IEKTPOHHON IM(PPOBOI MOAMHUCHIO.

23.  OcHOBHBIC IPUHIUIBI pAOOTHI ATOPUTMA OTEYECTBEHHOU
uugposoil moanucu «Horapuycy.

24, N3ydenue creraHorpaguueckoro MeTo/1a 3aiuThl HHGOpMAIH OT

HCCAHKIIMOHHUPOBAHHOI'O AOCTYIIA.



CTBaM.
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5. Tembl gnA caMmocToATENbHON PaboOThI

Tema 1. [IpoGnemsl 3amUThl HHOOPMALIMOHHON CHCTEMBI. 3aluTa JUIsl OTKPBITHIX UHGOp-
MAalMOHHBIX CHCTEM.

Tema 2. XapakTepuCTUKH, BIUAIONINE HA 0€30MacCHOCTh HH(OPMALIUH.

Tema 3. Bosmoxnoctu cetu HTEepHET 1 pobieMbl 0€30aCHOCTH.

Tema 4. Yrpo3sl U ySI3BUMOCTH KOPIIOPATUBHBIX CETEH U CUCTEM.

Tewma 5. 3agaun obecnieueHus HHHOPMAITMOHHON 6E30MTaCHOCTH CeTeH.

Tema 6. [Tonutuka 6e30MacCHOCTH B CETSIX.

Tema 7. TexHomoruu 6e30MaCHOCTA JaHHBIX.

Tema 8. Mcrionp3oBaHre KOMOMHUPOBAHHON KPUIITOCUCTEMBI.

Tema 9. Ctporas ayreHTH(UKAIAS.

Tema 10. ITporokon Kerberos. (

Tema 11. buomerpuyeckast ayTeHTUDUKALIHSL.

Tema 12. TunoBsie pemieHNus MO0 TPUMEHEHHUIO MEKCETEBBIX IKPAHOB JIJISI 3AIIUTHI
MH(POPMAILIMOHHBIX PECYPCOB.

Tema 13. Knaccudukarus cereit VPN.

Tema 14. YmpaBneHue ceTeBoil 6€30MacHOCTHIO.

Tema 15. 3akoHomaTenbHBIA YPOBEHb HH(POPMALIMOHHON O€30MMaCHOCTH

Tema 16. AHanu3 TEKyIIEro COCTOSIHUS POCCUHCKOr0 3aKOHOIaTeNbCTBA B 001aCTH
nH(OPMAITMOHHON 0€30ITaCHOCTH.

Tema 17. Metozpl ynpaBieHHs CPEICTBAMU CETEBOM 0€30MaCHOCTHIO

Tema 19. 3anaum ynpaBiaeHus cucTeMON HH(GOPMALMOHHONW 0€3011aCHOCTH MPEIIPUATHS
Tema 21. OcBoeHue npHEMOB NPOTUBOACHUCTBUS Pa3pyLIAIOLIUM IPOIPAMMHBIM CpEl-

Tema 22. OCHOBHBIE MPUHITUIIBI PAOOTHI C AJEKTPOHHON TU(PPOBOI TOIMUCHIO.
Tema 23. OCHOBHBIE TPUHIIUTIBI PAOOTHI AITOPUTMA OTEUECTBEHHON IIU(PPOBOI
noanucu «Horapuyc»

6. Bompockl HTOroBOro KOHTPO.IA (K 3a4eTy) M0 JUCHHUILIMHE

Beenenne. Crienapwuii 6e3onacHoii padboTsl HH)OPMAITMOHHON CHCTEMBI.
Bce onpenenenus nouarus «MHadopmanrionHas 6€30MacHOCTDY.
Cocrasnsromue uHpopMmauonnoit 6ezonacHoctu (Mb).

[TonsiTre mpeaMeTa 3aIUThHI.

[Tonsitue 0OBbEKTa 3AIIUTHI.

[ToHsITHE KOMITJIEKCHON CUCTEMBI 3aLUTHI.

CHUCTEeMHO-KOHIIEITYaTbHBIN MOX0J] K TOCTPOSHUIO CHCTEM 3aIIUTHI.
Mertoas! u cpencta nocrpoenus Mb. Mx crpykrypa.

Buner coocrBennoro IO cucremsr UB.

. Meronsl u cpencrBa obecrieuenus 1b.

. OCHOBHBIE CPEACTBA 3aIUTHI.

. MeTo/ibl, COCTaBIIAIOIINE OCHOBY MEXAHU3MOB 3aILUTHI.
. OCHOBHBIC MEXaHU3MBI 3aIUThL.

. OcHoBHbIe cpeacTBa 3amuThl or HC/I.

15.
16.
17.

W H>XeHEepHO-TEXHUYECKUE CPEACTBA 3aLUTHI.
MeTtozps! U cpeAcTBa 3alUThl OT yTeukH 1o kaHanam [IOMIUH.
Metozabl ¥ CpeCcTBAa OPraHU3AIMOHHOMN 3aIHTHI.



18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
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OCHOBHBIE TIOHATHS TCOPUHU WH(DOPMAITMOHHON O€30MMaCHOCTH.
[TonsiTue nHMOpMaNMK Kak MpeaAMeTa 3alUThI

[TousiTHe MH(MOPMAIIMOHHOTO CEpBHCa OE30MaCHOCTH.

CaoiicTBa nHGOpMaLUY.

3akoHomatenpHas 6a3a B cepe UB.

Crareu YK PO B o6mactu Ub.

Hopmarusro-npaBossie ocHOBBI b PO.

IlonsaTre TaliHbl, BUIBI TaliH.

[ToHsTHE M CBONMCTBA 3AIIUILEHHON CUCTEMBI.

NudopmarimonHbie cuCTeMbl KaKk 00BEKT 3aIIUThI

XapakTepuCTUKH, BIUSIONTHE HA 6e30MacHOCTh HH(pOpMaIuyu B HHGOPMAITMOHHOW CUCTEME
CTpyKTypa 1 COCTaB OCHOBHBIX KOMITOHEHTOB HH(OPMAIIMOHHBIX CUCTEM
OO0m1re moaXo/Ab! K 3a1IuTe HHPOPMAIUU 1 HH()OPMAIIMOHHBIX CHCTEM
Ponw cranmapros Ub.

Mexnynapoansie ctangaptsl 1b.

OteuecTBeHHbIe cTanAapThl Ub.

Ocobennoctu yrpo3 B IP-ceTsix.

OcHoBHbIE BUBI YTPO3 HHHOPMAITMOHHOIN 0€3011aCHOCTH.
Knaccudukarus yrpo3 nHhopMarmoHHONH 6€3011acHOCTH.

Artaku Ha ceTb. ClieHapuil IPOBEJCHUS aTak.

Buner atak, B IP-ceTsix

[MTonsiTre HecaHKIIMOHUPOBaHHOTO AocTymna K nHpopmanuu (HC/I).
Buaet HCJI.

OcHOBHBIE BUJIbI pa3pyLIAIOUINX TPOrPAMMHBIX CPEJICTB.

Kananst yreuku unpopmarmu. TexHudeckrue KaHaabl YTeUKA HHPOPMAIIHH.
MexaHu3MoB ayTeHTU(DUKALMY U UICHTUPUKAIIH.

OYHKIMY 1 HA3HAYEHHE MEKCETEBBIX IKPAHOB.

TpebGoBaHUs K MEKCETEBBIM IKpaHaM.

Knaccudukanus MexceTeBbIX IKpaHOB.

MexaHu3MbI IOCTPOCHUST BUPTYAIbHBIX 3amuiineHHbIx cetei (VPN-TexHomorun).
3amuTa MHTEPHET — MOAKITFOYCHHA.

3ammTa CHCTEMBI SJICKTPOHHOM ITOYTHI.

Pa3pymaroniye nporpaMMHbIE CpEICTBA.

Bupycbl. OcHOBHBIC TTOHSITHS.

Krnaccudukarius BUpycoB.

Kpunrorpadus. OcCHOBHBIC TTOHSTHS.

CoBpeMeHHBIE alTOPUTMBI KpUMITOrpaduu.

[TonsiTre aOCONMIOTHO CTOUKOTO MIHQPA.

Knaccudukanus kpunrorpadguyeckux aaropuTMoB.

[Tonsitue kpunTorpaduu ¢ OTKPHITHIM KITFOUOM.

[Tousitue snexkrponHoi 1udposoit noamucu (DLIT)

[TonsiTue X31-QyHKIHH.

Ocnosuble anroputmbsl DI, ux pazmuuus.

7. Cnucok nutepaTtypbl NpMBeAEH B TeKCTe paboyen nporpamMmbl no
ancuunnuHe «3awmTta nHgpopmaummn»

[IOKYMEHT MOATMUCAH 3MIEKTPOHHOW MOANUCHIO

Bnaavmuposwy, 3aBeaytowmin kaceapoii BNM
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