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1. O01mue moJj10KeHUA

4acTU OCHOBHOM 00pa30BaTeIbHON MPOrPaMMBI.

TEKYLIETO KOHTPOJIA U IPOMEKYTOYHOM aTTECTALIUU.

OOBaHUAMU.

TOYHOH aTTeCTaIluy, UTOTOBBI KOHTPOJIb B JOopMe 3adeTa.

Oyenounvie mamepuaivbl — 3TO COBOKYITHOCTh Y4€OHO-METOIMUECKIX MAaTEPHUAIOB U MPOILe-
Iyp, MPeAHa3HAYCHHBIX JUTS OIEHKHA KaueCTBA OCBOCHUS 00YJAIOIUMUCS JAaHHOW JUCIUILTAHBI KaK

[lenb — OLIEHUTH COOTBETCTBUE 3HAHUHN, YMEHUI M YPOBHS MPUOOPETCHHBIX KOMITCTEHITHH,
oOyuaroluxcs 1easM U TpeOOBaHUSIM OCHOBHOI 00pa30BaTeIbHOM MPOrpaMMBbl B XO/I€ TPOBEICHUS

OcHoBHas 3ajjaua — 00€CIeYuTh OIIEHKY YPOBHSI COPMUPOBAHHOCTH OOMIEKYJIbTYPHBIX U
poheCCHOHATBHBIX KOMITETEHIINN, TPHOOPETAEMBIX 00YUYaIOIIMMCSl B COOTBETCTBUU C 3TUMH Tpe-

KouTponb 3HaHui 00y4arommxcs MpoBOAUTCS B (opMe TEKYIIET0 KOHTPOJSI U MPOMEXKY-

2. HacnopT OLHCHOYHLIX MaTE€PHUAJ0B 10 TUCHUIIJIUHE

n/n

KouTtposmpyembie
Mbl) JHCHHILIHHBI

pazaennl (Te-

Kox kxoHTponmpyemoii Komme-
TeHIUH (WK ee YACTH)

HanmeHnoBanue
OLIEHOYHOI0 CpeACTBa

Paznea 1. Ba3oBble noHs-
THA 00JacTH 3ammThl HHGOpMa-
oMU U 6e30macHOCTH UHPOpMALU-

11

IIpobnema wuHDOPMAIMOH-
HOi Oe3omacHocTH oOmecTBa. Oc-
HOBHBIE TEPMHHBI M OIpPEICICHHS
JaHHOM mpeaMeTHOU obnactu. 3ana-
YM 10 3amuTe MHPOPMAIMU W HH-
(OpMaLIMOHHBIX ~ CHCTEM. Y POBHH
(dbopmupoBaHusl pexuMa HHPOpMa-
nMoHHOW  Oe3omacHoctu.  O0630p
HOPMAaTHBHO-TIPABOBEIX JTOKYMEHTOB
B oOmactu 3amuThl HMHGOPMAIUU.
l'ocynapcrBennsie crangaptel PO —

1.2

OCHOBHBIE TOHATHS 3allld-
Tl nHpOpMarun. /JIex/

OIIK-3.2
OIIK-3.3

3auer
IMpakTideckas pabora
CamocrosrenbHas paboTa




Pa3gen 2. Yrpo3sl nnpopmanuon-
HO¥i 0e30macHOCTH

2.1

HccnenoBannue TPHYMH HapyIICHUS
6ezonacHoctH. [ToHsATHE yrpo3bl HHPOPMAIHU-
OHHOM Oe3omnacHoctu. Kiaccudukauus yrpos
10 Pa3IMYHBIM KJIacCH(UKAIMOHHBIM TIPH3HA-
kam. ITonsrue yszsumoctd uHdopmanuu. Co-
BpeMeHHble BHIbl yrpo3. [lonsarne, BHABI,
KIaccu(UKaIus, dTanbl peaju3alii TUIIOBBIX
CETEBBIX aTaK. TeXHWYECKHe KaHaJbl YTEUKH
nHdopmaru. KaHanbl HeCaHKIIMOHUPOBAHHO-
ro jocrtymna Kk uHdpopmanuu. /Tema/

2.2

HccnenoBanue TPUYMH HapyLIICHUS
6e3omacHocTH. [loHsATHE Yrpo3bl HH(pOpMAIH-
OHHO# Oe3omacHoctu. Kiaccudukanus yrpos
0 Pa3IMYHBIM KJIACCU(PUKAIIMOHHBIM TIPHU3HA-
kaM. [Tonsarue ys3sumoctu uHGopmarmu. Co-
BpeMeHHble BHIBl yrpo3. [loHsrne, BHABI,
KIaccuUKaIus, dTanbl peaju3aliid TUIIOBBIX
CeTEBBIX aTaK. TeXHWYeCKHe KaHaJbl YTEUKH
nHdopmarn. Kananbl HeCaHKITHOHUPOBAHHO-
ro jocrtymna Kk uadpopmanuu. /Jlex/

OIIK-3.2
OIIK-3.3

3auer
[Ipaktuueckas padora
CamocrosrenpHas pabota

Paznen 3. O0mue moaxoasl K npo-
O0neme 3ammThl MHGopmanun. OCHOBHBIE
METO/ABI H CPEACTBA 3AIIMTHI 6€30MACHOCTH

3.1

OrneHka pUCKOB B cdepe HHPOPMAIHOHHOM
6e3onacHoctd. OCHOBHBIE METOJIbI CPEICTBA,
MEXaHU3MBbI 3alUuThl nHpopManuu. /Tema/

3.2

OueHka PUCKOB B cdepe HHPOPMALMOHHON
6e3zonacHocTH. OCHOBHBIE METOABI CPEACTBA,
MEXaHH3MBbI 3alUThl HHpOopMalun. /JIex/

OIIK-3.2
OIIK-3.3

3auer
IMpakTuyeckas padora
CamocrosrenpHas pabota

Paznen 4. OcHoOBHBIE TIOHATHSA
TEOPHH 3alIMThI HHPOPMAIH




4.1

Teoperuueckue ocHOBbl HH(DOpMa-
IIMOHHOW Oe30macHOCTH. [IOHATHI «OOBEKTY,
«CYOBEKT», «CYLIHOCTB», «Ipouecc». IIoHs-
THe Mojenu Oe3omacHOCTH. Buael Mopenei
0e301acHOCTH B 3aBUCHMOCTH OT peajmusye-
MBIX (YHKIUHA 3amuThl. [IOHATHE IOIUTHKU
GesomacHocTn. MaHJaTHasl, JUCKPELMOHHAs,
poseBast HonuTUKY 6e3onacHocTu. /Tema/

4.2

Teoperuueckue ocHOBBI HH(DOpMa-
[IMOHHOW Oe30macHOCTH. [IOHATHI «OOBEKTY,
«CYOBEKT», «CYLIHOCTBY», «Impouecc». IToHs-
THe Mojenu Oe3omacHOCTH. Buael Mopenei
0e301acHOCTH B 3aBUCHMOCTH OT peajmnsye-
MBIX (YHKIUHA 3amuThl. [IOHATHE IOIUTHKA
GesomacHocTn. MaHaTHasl, JUCKPELIMOHHAs,
posneBast HONIUTUKY Ge3onacHocTH. /JIex/

OIIK-3.2
OIIK-3.3

3ayer
IpakTuyeckas paboTa
CamocrosiTenpHas paboTa

Pa3znen 5. Ilonsatue unpopmanu-
OHHOrO ceppHca 0e30HaCHOCTH

51

O630p mpobnem  Ge30macHOCTH
Haubolee nonyssipHeIx Internet-cepsucos. 3a-
maun  obecrieyeHuss WH(GOPMAIIMOHHOW 0e3-
omacHocTu ceTe. KOMIUIEKCHBIM IOJAXO0J K
peann3alid  OCHOBHBIX  (DYHKIMOHAJIBbHBIX
KOMITOHEHTOB 0€30MaCHOCTH CETEeBBIX CHCTEM
00paboTku HH(OPMAIMU C HCIIOJIH30BAHUEM
METOJIOB M CPEACTB KpUNTOrpaduu, MEexXaHu3-
MOB ayTeHTU(HKAIUH ¥ aBTOPU3AIH, aHTH-
BUPYCHBIX CPEICTB, MEKCETEBOIO IKPAHUPO-

52

O0630p mpobnem  Ge30macHOCTH
HanboJjiee monyJIsApHbIX Internet-cepeucos. 3a-
naun  obecriedyeHus: MH(GOPMALMOHHOW 0e3-
omacHocTH cereil. KoMIUIEKCHBIN mOaX0n K
peanu3allid  OCHOBHBIX  (DYHKIMOHAJBHBIX
KOMITOHEHTOB 0€30MaCHOCTH CETEBBIX CHUCTEM
00paboTkn WH(OPMALKKU C HCIOIb30BAHUCM
METOJIOB U CPEACTB KpUNTorpaduu, MexaHus-
MOB ayTCHTH()UKALUK M ABTOPU3ALUH, AHTH-
BHUPYCHBIX CPEICTB, MEKCETEBOIO IKPAHUPO-

OIIK-3.2
OIIK-3.3

3ayer
IIpakTuaeckas pabora
JlaGoparopHas pabora
CamocrosiTenbHas padoTa

Paznen 6. 3amura UHTEpHET—

6.1

OyHKIMM W Ha3HAYCHHE MeEKCeTe-
BBIX OKpaHOB. TpeOOBaHUS K MEXKCETEBHIM
akpaHaM. Knaccudukanus MexceTeBBIX dKpa-
HOB. MeXaHH3MBI TIOCTPOCHHUST BHPTYaIbHBIX
samumeHHsix  cereil  (VPN-texHonorum).

6.2

OyHKIMK W HA3HAYCHHE MEXKCETEBBIX HIKpa-
HOB. TpeOoBaHHMS K MEXCETEBBIM OJKpaHaM.
Knaccupukanmss MexceTeBbIX JKpaHOB. Me-
XaHU3MbI MTOCTPOEHUSI  BHUPTYAIbHBIX 3allld-
meHHbIX ceteit (VPN-texHonorun). /Jlex/

OIIK-3.2
OIIK-3.3

3auer
IIpakTuyeckas paboTa
JlaGoparophast pabora
CamocrosTenbHast paboTa




Pazpnen 7. Paspymaroumme mnpo-
rpamMMHbIe cpeacTBa. Bupycsl, TposiHCKHe

7.1

BpemoHOoCHBIE POrpaMMbl Kak yrposa HHGOp-
MaIlMOHHOW  0e30MmacHOCTH. XPOHOJNOTHS |
K1accuUKaIis BPEAOHOCHOTO MPOrPaMMHOIO
obecrieyeHUsl.  AHTHBHPYCHBIE — IPOTPAMMBEI,
O0COOCHHOCTH, KauecTBO HMX paboThl. MeTo.bl
3alUTHI OT BPEJOHOCHBIX Iporpamm. /Tema/

7.2

BpemoHOoCHBIE POrpaMMbl Kak yrposa HHGOp-
MaIlMOHHOW  0e30MmacHOCTH. XPOHOJNOTHS |
K1acCU(UKALs BPEAOHOCHOTO MPOrPaMMHOIO
obecrieyeHUsl.  AHTHBHPYCHBIE — IPOTPAMMBEI,
0COOCHHOCTH, KauecTBO HMX paboThl. MeTojbl
3aIIUThI OT BPEIOHOCHBIX mporpamm. /JIek/

OIIK-3.2
OIIK-3.3

3auer
[Ipaktuyeckas padbora
JlabopaTopHas padoTta
CamocrosrensHas pabora

Paznen 8. Kpunrtorpadpuueckue me-
TOABI 3aIUTHI HHpOpMauuH. DJIeKTPOHHAS
nudpoBas NOANUCH

8.1

[onsaTne KpunTorpaduIecKux MeTo-
JoB 3ammtel uH(opmaruu. Kinaccuduxarus
Kkpunrorpadguueckux MetojoB. IIpocteiinme
mugpsl U ux cBoicTBa. OLEHKa KPUIITOCTONKO-
cti mudppoB. Cucrembl mHU(POBAHUS C CHM-
METPUYHBIM U OTKPBITHIM KiIt04oM. CoBpeMeH-
HBlE adropuTMbl mmpposanus. IloHATHE dIeK-
TpOHHOH nMGpPOoBOH MOANUCH. 3aKOHOIATENb-
HBIE aKThI, PErJIaMEHTHPYIOLINE UCTIOIb30BAHNE
9JIEKTPOHHOH 1I(POBOI MOANIUCH NPU peann3a-
LMW DIEKTPOHHOTO JOoKyMeHTooOoporta. [Ipore-
Jypbl HOCTAaHOBKM M IPOBEPKH HICKTPOHHON
uudpoBoit moanucu. [ToHATHE ¥ CBOWCTBA X3III-
¢bynkuuu. CoBpeMEHHbIE aJITOPUTMBI  3JIEK-
TpoHHO# nupoBoit noamnucu /Tema/




8.2|IIonsTie KpUNTOrpagUIECKUX METOIOB 3aIIUTEI OIIK-3.2
uHpopmaimu. Kinaccuduranus kpunrorpadu- OIlK-3.3 3auer
9ecKHX MeTomoB. IIpocredmme mudpel U uX JlaboparopHas pabota
cBoiicTBa. OlieHKa KPHUITOCTOWKOCTH HIM(POB. CamocrosrensHas pabora

Cucrembl MHU(POBaHUS C CHMMETPUYHBIM U OT-
KPBITBIM KJII0YOM. COBpEMEHHBIE aITOPUTMBI
muppoBanus. TloHsATHE >TEKTPOHHOH IUPpPO-
BOM MOAMUCH. 3aKOHOJATENbHBIE aKThI, peria-
MEHTHUPYIOIINE HCIIOIb30BAHUE BJICKTPOHHOU
mudpoBol MOANMUCH TPHU peannu3alyy  dIIeK-
TPOHHOTO JOKyMeHTooOopota. IIpouenypsl mo-
CTaHOBKHM U IIPOBEPKU 3JIEKTPOHHOH HUPPOBOI
noanucu. [loHATHE W CBOWCTBA X3II-QYHKIHH.
CoBpeMeHHbIE aJITrOPUTMBI 3JIEKTPOHHON 1M -
poBoii moamucu /JIex/

3. IToka3aTean u KpUTEPHUHU OIeHUBAHNS KOMIIETEHIUH (PE3yJIbTATOB)
HA Pa3JIMYHBIX 3Tanax uxX GopMUPOBAHHS, ONTUCAHHE KA OLlEHUBAHUS

Cdhopmuposannocms Kadxicoou KomnemeHyuu B PaMKaX OCBOCHHUS JAHHON JMCHUILIMHBI
OLIEHUBAETCS IO MPeXypOBHEBOT WKAE:.
® [IOpPOrOBbIM YpOBeHb (YJOBIETBOPUTENbHBIN) ABISETCA 00s3aTEIbHBIM U1 BCeX 00y4aroImuxcs
10 3aBEPILEHUH OCBOEHUSI JUCLMILINHBI,
® TIPOJBHHYTBHIH ypOBEHB (XOPOUIMIA) XapaKTEepPU3yeTCs MPEBHIIICHHEM MHHUMAIBHBIX XapaKTe-
PUCTUK c(HOPMUPOBAHHOCTH KOMIIETECHIIMHI 110 3aBEPUICHUN OCBOCHHUS JUCIUTUINHBL;
® JTAJOHHBIA YPOBEHB (OTJIMYHBIIN) XapaKTepU3yeTCss MAaKCUMaJIbHO BO3MOXHOMN BBIPAKEHHOCTHIO
KOMIIETEHIIH U SIBJISETCS] BaKHBIM Kau€CTBEHHBIM OPHUEHTHUPOM JUIsl CAMOCOBEPILIEHCTBOBAHUS
o0Oyuyaemoro.
[Tpu nocraToyHoM KauyecTBe ocBoeHHUs Oonee 81% npuBeeHHBIX 3HAHUH, YMEHUN U HaBBI-
KOB TIpETOJIaBaTeNb OIICHWBAET OCBOCHHE JAHHOH KOMIETEHIIMH B PaMKaX HACTOSIIEH TUCIIUTUIH-
HBI Ha 3TAJIOHHOM YPOBHE, IIpu 0cBOeHHH Oosiee 61% NpUBEIEHHBIX 3HaHUIN, YMEHUI U HaBBIKOB —
Ha MIPOJBUHYTOM, IIpU OcBOeHUH Oosiee 41% npuUBeeHHBIX 3HAHUH YMEHUI U HaBBIKOB — Ha MOPO-
roBoM ypoBHe. Ilpu ocBoenun menee 40% npuBeAEHHBIX 3HAHUN, YMEHUH U HABBIKOB KOMIIETEH-
U] B paMKaX HACTOSIIIEH TUCIMITIIMHBI CYUTACTCSI HEOCBOCHHOM.

Yposenwv cchopmuposannocmu xax10i KOMIETEHIMU Ha pa3IMYHBIX dTanax ee popMHUpOBa-

HUS B IPOIIECCE OCBOCHMSI AUCLUITIIMHBI OLIECHUBAETCS B XOJI€ TEKYILEro KOHTPOJIS YCIIEBAEMOCTH U
IIPEJICTABICHO Pa3JU4YHBIMU BHJIAMH OLIEHOUYHBIX cpenacTB. lIpenonaBarenem oleHMBAETCsS COIEP-
’KaTeJbHasi CTOPOHA U KAYeCTBO YCTHBIX M MHCbMEHHBIX OTBETOB CTYJIEHTOB Ha WHIWBUIYyaJIbHbIE
BOIPOCHI BO BpeMs MPAKTUUYECKUX U JIAOOPATOPHBIX 3aHATUH, MaTEPUAIIOB, IPUBEICHHBIX B MUCH-
MEHHOM TECTUPOBaHME IO TEOPETUUYECKUM pa3zenaM Kypca U pedepare. JJOMONIHUTENBHBIM Cpe-
CTBOM OIICHKH 3HAHMM M YMEHHI CTY/AEHTOB SIBJISIETCS OTUYET MO MPOBEACHHBIM J1a00OPaTOPHBIM pa-
00TaM M UX 3alUTa. Y YUTHIBAIOTCS:

® ypOBEHb YCBOEHUS MaTepuaia, IpelyCMOTPEHHOIO IPOrpaMMoOi Kypca;

® yMEHHE aHAJIU3UPOBATH MAaTEpHal U YCTAHABINBATH IPUUNHHO-CIIEACTBEHHBIE CBS3U;
OTBETHI Ha BOIPOCHI: MOJHOTA, apryMEHTHPOBAHHOCTb, YOSKIEHHOCTh, KAYeCTBO OT-
BeTa (ero oo1ast KOMIO3UIHS, JJOTUYHOCTb, 00IIast SPYTULIHS);
KaueCTBO BBIIIOJHEHHOW 1a00paToOpHOIl pabOThI (IPOrpaMMHOTO MPOIYKTA);
MIPABUIILHOCTH BBITIOJHEHHOW KOHTPOJIBHOM paboThl (TecTa);
HCII0JIb30BAaHNE OCHOBHOM U JOIIOJIHUTENBHOM JINTEPATYPHI IPU OATOTOBKE,
U MIPUHUMAIOTCS BO BHUMAHUE 3HAHUS, YMEHUS, HABbIKU, TIEPEUHCICHHbIE B 11.2. pabo-
4eil MporpaMMbl IUCHUIUIMHBI.
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Kpumepuu oyenusanusa ypoBHs cpOpMHUPOBAaHHOCTH KOMIETEHIIMH B MPOIIECCE BBIMOJHE-
HUS KOHTPOJIbHBIX 3aJlaHUM:

41%-60% mpaBUIBHBIX OTBETOB COOTBETCTBYET MOPOTOBOMY YPOBHIO CPOPMHUPOBAHHOCTHU
KOMIIETEHIIMH Ha JAHHOM 3Tarie ee popMUpOBaHUS;

61%-80% mnpaBUIBHBIX OTBETOB COOTBETCTBYET MPOJIBUHYTOMY YPOBHIO C(HOPMHPOBAHHO-
CTH KOMIIETEHIIUU Ha JaHHOM JTare ee (OpMHUpPOBaHMUS;

81%-100% mpaBUIBHBIX OTBETOB COOTBETCTBYET STAJIOHHOMY YPOBHIO C(HOPMUPOBAHHOCTH
KOMITIETEHIIMH Ha JAHHOM 3Tare ee pOpMUpPOBaAHUSI.

CdopMupoBaHHOCTH YPOBHS KOMIIETEHIINI HE HUXKE IIOPOTOBOTO SIBIISIETCS OCHOBAHUEM ISt
JI0ITyCKa 00y4Jaromerocs K MpoOMeKyTOYHON aTTeCcTaluy Mo JaHHOW quciuruiiae. @opmoii mpome-
KYTOYHOM aTTECTAllMH 10 JTAaHHON TUCIMILIMHE SBIIICTCS 3a4€T M YK3aMEH, OLICHUBAaEeMbIC IO TIPU-
Haroi B ®I'bOY BO «PI'PTVY» cucreme.

3auer onenuBaercs no mnpuHsaTol B OI'BOY BO «PI'PTY» cucreme «3auteHo» u
«HE 3aYTCHOY:

IIIkana oneHnBaHUA Kpurepun oueHuBanus

«3a4YTEHO» OYEeHKU «3aymeHO» 3acily’)KUBaeT 00ydarolluiics, NPOJEMOHCTPUPOBAB-
IIMI TOJIHOE 3HAHME Marepuaja JAMCLUIUIMHBL, YCBOUBIIMN OCHOBHYIO
JIUTEPATYPy, PEKOMEHIOBAHHYIO POrpaMMOM TUCUUILIMHBL; OKa3aBIINMA
CUCTEeMAaTUUYECKUN XapakTep 3HAHUM, OTBETUBIIUNA Ha BCE BOIIPOCHI OMIIe-
Ta WIA JOMYCTHBIIHMA MOTPEIIHOCTh B OTBETE, HO 00JaMar0muii Heo0Xo-
JMMBIMU 3HAHUSIMU JJI €€ YCTPAaHEHHS;

«He 324YTEeHO0» OYeHKU «He 3aumeHoy» 3aCTy’KUBaeT 00yJaromuics, He caaBmmii Jadopa-
TOPHBII TMPaKTUKYM, MPOJAEMOHCTPUPOBABIINN CEpbe3HbIE MPOOENbl B
3HAHUAX OCHOBHOI'O MaTepuana M3Y4YeHHON IUCLUIUIMHBI, HE OTBETHB-
NI Ha Bce BOMPOCHI OMIIeTa U IOMOJHUTENIbHBIE Borlpockl. Kak mpaswuiio,
OILICHKA «HE 3aYT€HO» CTABUTCS 00YyYarolMMCs, KOTOpbIe HE MOTYT IpO-
JIOJDKUTH 00y4eHHe 10 JaHHON 00pa3oBaTeIbHOM MporpaMme.

Ox3ameH oneHuBaetcs o npuHaTol B ®I'bOY BO «PI'PTY» ueThipexOanapHOl cHCTEME:
«HEYJOBJIETBOPUTEIBHO», «yJIOBJIETBOPUTEIBHOY, «XOPOIIO» U «OTIUYHON:

IlIkana oueHUBaAHUA Kpurepuu oueHnBanus

«OTJITHYHO» cmyoenm 0oJdicen: TIPOJIEMOHCTPUPOBATh INTyOOKOE YCBOGHHE Marepua-
Ja; UCYEPIBIBAIOLIE, TIOCIE0BATENBHO, IPAMOTHO U JIOTUYECKH CTPOIHO
U3JI0KHUTh TEOPETHUYECKUIM MaTepuai; NpaBWiIbHO (OPMYIMPOBATH OMpe-
JIEJIEHUs; YMETh JeNaTh BBIBOJBI 110 M3JaraéMoMy Marepuaiy; 0e3ynpeu-
HO OTBETHTh HE TOJBKO Ha BOIPOCHI OMiIeTa, HO U Ha JOMOJHHUTEIbHbIE
BOIPOCHI B paMKax paboueil mporpamMMbl JTUCHUIUIMHBI; MPOJIEMOHCTPHU-
pOBaTh YMEHUE NPaBUIIBHO BBIIOJIHATH PEAYCMOTPEHHBIE IPAKTUYECKUE
3aJlaHus;

«Xopouio» cmydeHm O0JIICEH: IpOACMOHCTPHUPOBATE AOCTATOYHO IIOJIHOC 3HAHUC
Marcpuraia; IpoACMOHCTPUPOBATE 3HAHNEC OCHOBHBIX TCOPCTUUYCCKHUX I10-
HHTHﬁ; A0CTAaTOYHO ITOCJICAOBATCIBHO, T'PAMOTHO U JIOTUYCCKU CTpOﬁHO
H3JI0KUTh MaTCpHall; YMCTh CACJIaTb JOCTATOYHO 000CHOBaAHHBIE BEIBO-
Abl; OTBETHUTbL Ha BCC BOIIPOCHI 6I/IJ'ICTa; MNpOACMOHCTPHUPOBATE YMCHHUC
IMMPAaBUJIbHO BBIMIOJHATE MPAKTUYCCKUC 3aaHUA, IIPU 3TOM BO3MOXXHBI HE-
MNPUHIMITHAIIBHBIC OI_HI/I6KI/I;

«Yy10OBJIETBOPH- cmydenm OoJdiceH: TPOJEMOHCTPUPOBATh OOIee 3HAHWE MaTepHuaa,

TeJIbHO» 3HAaTh OCHOBHYIO PEKOMEHJIYEMYIO YUeOHYIO JIUTEpPaTypy; YMETh CTPOUTH
OTBET B COOTBETCTBHH CO CTPYKTYPOH H3JIaraeMoro BOIpPOCa; MOKa3aTh
oO1iee BiageHHE MOHATUHHBIM ammapaToM AWCLUIUIMHBI;, YMETh YCTpa-
HSTH JIOMYIIECHHBIE OIMIMOKK B OTBETE HA TEOPETHUYECKUE BOMPOCHI M MPH
BBINOJIHEHUH MPAKTUYECKHUX 3aJaHuil, 1100 (IpU HENPaBUILHOM BBINOJI-
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HEHUU TIPAKTUYECKOTO 3aJlaHMsl) MO YyKa3aHWIO TPEToJaBaTessl BBITOJI-
HUTH JIPYTUE NPAKTUUYECKHE 3aJIaHKS TOTO K€ pa3/ielia JUCIUIINHBL;

«HEYIAOBJECTBOPUTEJIb-
HO»

cmaeumcs 6 ciyyae: HE3HAHUS 3HAYUTENIbHOM 4acTH MPOrpaMMHOrO Ma-
Tepuasa; He BJIAJCHUS NOHITUWHBIM anlapaToM; CyLIIECTBEHHBIX OIIMOOK
IIPU U3JI0KEHUU y4eOHOro mMaTepuana; HEyMEHHsI CTPOUTh OTBET B COOT-
BETCTBUU CO CTPYKTYpPOH M3JIaraéMoro BOIIpOca; HEYMEHUS J€J1aTh BbIBO-
nel. Kak mpaBuiio, Takasi OIleHKa CTaBUTCS CTyJE€HTaM, KOTOPbIe HE MOTYT
IPOJOJDKUTH 00Y4YEHHE 110 JaHHON 00pa30BaTeIbHON MPOrpaMMe, a TaK-
JKe, eCJIM CTYJEHT IOcJie Hayala dK3aMeHa OTKa3ajcs €ro claBaTh, WU
HApyIIWI MpaBUia CAaYd dK3aMeHa (CIHCBIBAJ, MOACKa3bIBal, OOMaHOM
IBITAJICS TOJTYYUTH 00Jiee BBICOKYIO OLICHKY U T.JI.).

4. Tunosbie KOHTPOJBbHBIC 3alaHUA U MHBIC MaTCPHAJIbI

4.1. IlpomeskyTouHas aTrecranus (3a4er)

KO)I Conepmaﬂne Hepeqeﬂb IVIAHUPYEMBIX pE3yabTaTOB
KOMIIETCHIIUN KOMIIETCHIIUN oﬁyqe}mﬂ o JUCHUIIJINHE
OIIK-3: CnocofeH pemiaTh CTaHJapTHHIE 3a1a4H NMPo(decCHOHATLHOMN 1esITeJIbHOCTH HA OCHO-
OIIK-3 Be HMHGoOpManMOHHONH U Oudauorpadguyeckoil KyIbTypbl ¢ NpUMeHeHHeM HHGOPMALMOHHO-
} KOMMYHHUKAIIMOHHBIX TEXHOJIOTHIi M C y4eTOM OCHOBHBIX TpeOoBaHMii nHGoOpMAaLHOHHOH Oe3-
ONACHOCTH
3HaTh npuHIMIB UHPOPMAIMOHHON W OubIHorpaduyeckoit
KyJIbTYpBl, METOJBI M CPEJCTBA pELICHHs CTAaHJApTHBIX 3a4ad
npo(hecCHOHATEHOM NEATENPHOCTH C NMPHMEHEHHEM HH(OopMa-
OUOHHO-KOMMYHUKAaITHOHHBIX TEXHOJIOTUH U C Y4€TOM OCHOB-
HBIX TpeOoBaHMH MH(MOPMAIOHHOH 0€30MacHOCTH.
IMonnmaer ocHOBHbIE TPedo- | YMeTh UCIOIb30BATh MIPUHLIUNB HHGOPMALMOHHON U OHOIHO-
OIIK-3.2 BaHUs MHPOPMANMOHHON 6e3- | TpaduuecKod KyNbTYpHl, METOIBI M CPEACTBA PEIICHUS CTaH-
ONaCHOCTH JapTHBIX 33a4 NPO(eCcCUOHATIBHONW AEATENBHOCTU C NPUMEHe-
HHEM HH()OPMAIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHH H ¢
y4eTOM OCHOBHBIX TpeOoBaHHN HHGOPMAIMOHHOH Oe3omacHo-
CTU.
Buaagers MeTomamu ydera TpeOoBaHUil MHGOPMAIIMOHHON Oe3-
OIIACHOCTH.
3HaTh MCETOAbI U CPEACTBA PCHICHUSA CTAaHAAPTHBIX 3aJad IIpo-
(beccnoHaNBHOW IEATENPHOCTH C ITPUMEHEHHeM WH(OpManu-
OHHO-KOMMYHHUKAIlUOHHBIX TEXHOJIOTUH H C Y4€TOM OCHOBHBIX
Pemaer 3amaum mpodeccno- | TpeboBaHHI HHOOPMAIMOHHOI 0E30MaCHOCTH.
HAJIBLHOH  JefAITeJIbHOCTH ¢ | YMeThb pelarh CTaHZapTHBIC 3aJaudl NMpoQecCHOHANBHOHN nes-
npuMeHeHneM  MHdopManM- | TEILHOCTH c IIPUMEHEHUEM UH(OPMALHOHHO-
OIIK-3.3 OHHO-KOMMYHHMKAIMOHHBIX KOMMYHHKAIIHIOHHBIX TE€XHOJOTHMH M C y4eTOM OCHOBHBIX Tpe-
TEXHOJIOTHIi ¢ y4eTOM OCHOB- | OoBaHMil MH(DOPMAMOHHOH 0E30MacHOCTH.
HbIX TpeOoBaHuii HMHdopMa- | Baagers MeTogaMu M CpeAcTBaMU pEILEHUS CTaHIAPTHBIX 3a-
IMOHHOH 6e30nacHOCTH Jad npo(eCCHOHAJIBHOW JAEATENILHOCTH C TNPUMEHEHHWEM WH-
(GOopMallOHHO-KOMMYHUKALMOHHBIX TEXHOJOTUH M € yd4eToM
OCHOBHBIX TpeOOBaHUI MHPOPMANMOHHONH 0E30MacHOCTH.

4.2. TeMbl IPAKTHYECKUX 3aHATHH

Tema 1. OcBoeHMe MPHUEMOB BOCCTAaHOBJIEHUS (PailyioB, HHPUIIMPOBAHHBIX BUPYCOM, MPHU OT-
CYTCTBMM aHTHBHPYCHOT'O IPOTPAMMHOT0 00ecTieueHMs!.

Tewma 2. OCHOBHBIE TPUHITUIIBI PAOOTHI C JIEKTPOHHOM UG POBOU MOIMUCHIO.

Tema 3. OcHOBHBIE IPUHIIUIIBI PAOOTHI AATOPUTMA OTEUECTBEHHON IIM(PPOBOI




noanucu «Horapuyce»
Tema 4. M3yuenue creraHorpauueckoro MeTojia 3aluTsl HHGpopMauu ot
HECAaHKIMOHUPOBAHHOIO JTOCTYIIA.

4.3. KoHTpo/IbHBIE BONPOCHI TEKYIIEr0 KOHTPOJISI HA NPAKTHYECKUX
3aHATHUSAX U MPHU 3a1UTe Ja00pPaTOPHBIX PadoT

BbazoBbie nonsaTus nucuumiinabl «MHGopMannonHas 6€30nacHOCTbY

Haiite onpenenenue nouarus «MupopmannonHas 6€300acCHOCTbY.

JlaiiTe onpeeneHne NOHATUS «3almTa HHPOPMALTUN.

Haiite onpenenenue nouarus «MHpopmanus» ¢ TOUKH 3peHust UH(HOPMAILIMOHHON

0€30I1aCHOCTH.

5. Ha3osure cBoiicTBa nHpOpMaLuy, HaHOOIEe 3HAUUMBbIE C TOUKH 3PEHUS

MH(POPMAIIMOHHOHN 0€30MaCHOCTH.

UYeM ormpeiensieTcsi ypoBeHb (CTENEHb) CEKPETHOCTH MHPOPMALIUU UK JOKYMeHTa?

7. YTO Takoe KOJIMYECTBEHHAs XapaKTEPUCTHKA WH(POPMAIIUU, KAKHE METO/bI OTpEICICHNUs
JAHHOM XapaKTepUCTUKU CYLIECTBYIOT?

8. Uem xapakTepH3yIOTCs MparMaTHYeCKue CBOCTBAa MHpOpManuu?

9. J[laiite onpenenenue noHsaTus «MHdopManonHas cucteman.

10. Yto noHuMaroT 1o MHPOPMALMOHHBIM ITporieccom?

11. Yem xapakTepu3yroTcsi HHPOPMAIIHOHHBIE CUCTEMBI?

12.Yto Takoe oOpaboTka nHpOpMaui B HHPOPMAIIMOHHBIX CHCTEMax?

13.Yro Takoe ¢usznueckas CTpykTypa HHGHOPMALMOHHONW CUCTEMBI?

14.Yto0 Takoe yornveckas CTpyKTypa HHPOPMALMOHHON CUCTEMBI?

15. YTo Takoe Tonojoruyeckas CTpykTypa UH(HOpMaIMOHHON CUCTEMBI?

16. Yto Takoe KoHpUTYpanns THPOPMATMOHHONW CUCTEMBI?

17. Y10 Takoe apxurekTypa HH(HOPMAIIMOHHON CUCTEMBI?

18. Uro takoe nHpOpMAIOHHBIH y3er?

19. Yto Takoe pecypcbl HHPOPMAITMOHHONW CUCTEMBI?

20. KT0 cunraercs moiap30BaTeieM HH(POPMAITMOHHON CHCTEMBI?

21. KakuMu KpUTEpUSIMHU MOXKHO OLEHUTh Ka4eCTBO MH(POPMALIMOHHOMN cCUCTEMBbI?

22.YT0 OTHOCHTCS K Cpe/icTBaM obecredeHus] HH()OPMAIIMOHHBIX CUCTEM U MX TEXHOJIOTUH?

23. JlaiiTe XapaKTepUCTUKY paclpeeIEHHBIX HH(POPMAIIMOHHBIX CUCTEM.

24.Kakoit CTpyKTypHBIIf KOMITOHEHT CHCTEMBI TIOHUMAETCS 1101 00BEKTOM 3aIIUTHI?

25.Kakoill cTpyKTypHBIIf KOMIIOHEHT CUCTEMBI SIBJISIETCS 3JIEMEHTOM 3aIIUThI?

26. [lepeuncnure XapaKTepUCTUKH, BIUSIONINE HA 0€301MacHOCTh HH(POPMAITUH B

nH(pOpMAaIMOHHO cucteme?

27. [laiiTe onpe/ieicHre MOHATHS «YTPo3a 0€30TacHOCTI.

28. [laiiTe onpezieneHre NOHATHUS «Y I3BUMOCTh HH(DOPMAITUI.

29.UYro Takoe aTaka Ha HHPOPMAITUOHHYIO CHCTEMY?

30.Yto Takoe yreuka uH(pOpMAIH?

31.Yto Takoe pasriamieHne HHPOpMaIum?

32.UYrto Takoe HeCaHKIIMOHUPOBAHHBIN JOCTYII?

33. latite onpenenenne nousaTHs «llomutruka 6e30macHOCTH»?

34.Kakyto yrpo3y uHpopMaluu NpeaAcTaBIsioT coO00i XaKephl.

35.YTo Takoe OECKOHTPOIBHBIN yX0a HH(pOopMarn?

36.YTo Takoe KaHaJ yTEUKH?

37.Ha3oBuTe BUIbI KAHAJIOB YTEUKH ?

38. HazoBute Ki1accupuKaMoHHbIE TPU3HAKU YTPO3 0€30MacHOCTH.

39. Kakue BubI yTpo3 CUMTAIOTCS YMBIIICHHBIMH, 8 KaKue HellpeHaMEePEHHbIMU?

40.YT0 TaKkoe aKTHBHBIC U MTACCUBHBIE YTPO3bI?

41.TlepeurcauTe MyTH HECAHKIMOHUPOBAHHOT'O I0CTYIA K MH(POPMAIIHH.

el N =

o
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42.B yeM 0COOEHHOCTH YIpO3 U YA3BUMOCTEH KOPIIOPATHUBHBIX CETEH?

43.Tlepeuncnure BUbI atak B [IP-ceTsx.

44 Tlepeuncaute HanOoee oo1e MpodaeMbl 6€30MaCHOCTH HHPOPMALMOHHBIX CUCTEM.

45. TlepeurcauTe OCHOBHBIE TPYIITBI METOJIOB M CPEACTB 3alIUThl HH()OPMAIIHH.

46.YT0 BXOUT B MOHATHE KOMIUIEKCHOH 3ammThl nHGopmamu?

47.Ha xakue BHJIBI TOJIPA3JIEIISIOTCS CPEICTBA 3AIIUTHI HHPOpMAu?

48. [lepeuricauTe OCHOBHBIE CPEICTBA 3AIUTHl HHPOPMALIUH.

49. TlepeyricauTe OCHOBHBIE METO/IbI 3aIIUTHI HH()OPMAIIHH.

50. [TepeunciarTe OCHOBHBIE MEXaHU3MBI 3aIIUTH HH(POPMAIIHH.

51.TlosicHuTe coaep)kaHUE MOIXOJ0B K OOecreyeHHro 0e30MacHOCTH MH(pOpMalu U UH
(hOpMaITMOHHBIX CUCTEM, U3JI0)KEHHBIE B MEKTOCYIaPCTBEHHBIX CTaHIApTaX
nH(pOpMaIMOHHOM 0€301MaCHOCTH.

4.4, TunioBbIe KOHTPOJIbHbIE 32JaHUSA HTOTOBOT0 KOHTPOJIsI
NpH NOBeeHUH JIA00PATOPHBIX PadoT

3aoanue 1.

H3yuenue memoooe Kpunmoczpaghuueckoi 3aujumel UHGOPpMAUUU C UCHOTIB30BAHUEM
wughpoe nepecmanogku.

1. Hlughp mapuwpymmnoit nepecmanosku

2. Hlugp nepecmanoexku «Cyumanar

3. Hlugp «llosopomnas pewiemka»

4. Hlughp eepmukanvroii nepecmanosKu

5. Hlughp na ocnose macuueckux xeaopamos
3aoanue 2.

H3yuenue memooos Kpunmozpaguueckoit 3awgumol UHGOPMAUUU C UCHOIL30BAHUEM
uwugpoe 3amenvl.

1. Ilugp npocmoii 3amenvi

HIugp Ilezapa

Hlugp «Appunnas cucmema noocmanogok Ilezaps»
HTugp no3ynzoeuwiii

HIugp «llonubuanckuii keaopam

HTugppyrowaa maoauya Tpucemyca

N o g bk~ N

HIugp oucpammnusiit Ilneigepa
8. Hlugpyrwan cucmema omoghonos
3aoanue 3.

H3yuenue memoooe kKpunmozpaghuueckou 3aujumel UHGOPpMaAUUU C UCHOIL30EAHUEM
wiughpos cnoxcnoii 3amensl.

1. HTughp I'poucepenvoa

2. Cucmema wugpposanus Buscunepa

3. lughp Busicunepa c agmoknouom

4. HIugpp Buosicunepa c nepemeumtannvim anpagumom

5. [eoiinon keadpam Yumcmona
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3aoanue 4.

H3yuenue memoooe Kpunmozpaguueckoii 3auumol UHGoOpmayuu nymem npoeepKu npa-

6UJIbHOCmMU K/lloua

=

RB ©o N Ok wWN

13.
14.
15.
16.
17.

0.
1.
12.

3aoanue 5.

HTugpposanue memooom zammuposanus.

3aoanue 6.

Hlugposanue memooom Bepnama.

3aoanue 7.

Cucmemul ¢c omkpoimuvim Kiouom. Anzopumm RSA

3aoanue 8.

Cxema wmugpposanusn Ilonuza — Xennimana.

3aoanue 9.
Cxema wmuugpposanus Inv-I'amana.

3aoanue 10.

Hlugposanue c ucnonvzoseanuem nomorkogozo wugpa RC4

4.5. TunoBble 3aaHUA /15 CAMOCTOSITEIbHOM PadoThI.
Tembl pedrepaToB U5l NOATOTOBKHU BHICTYIVIEHHI ¥ KOJIEKTUBHOM IMCKYCCHH

[TpoOnems! 3aUTHl THPOPMAITMOHHONW CUCTEMBI. 3aIIUTa JUIsl OTKPBITHIX
WH(POPMALIMOHHBIX CHCTEM.

XapaKTepUCTUKH, BIUAIONINE Ha 6€30MacHOCTh UH(OPMAIIHH.
BosmoxHoctu cetn HTEpHET M pobsieMbl 6€30aCHOCTH.

VYTpo3bl U ySI3BUMOCTH KOPIIOPATUBHBIX CETEH U CUCTEM.

3amaun obecrnieueHust HHPOPMAITMOHHON OE30MTaCHOCTH CETEH.
[TonuTrka 6€30MaCHOCTH B CETAX.

TexHoNOTHM OE30MTACHOCTH JaHHBIX.

Hcnonb3oBaHne KOMOMHUPOBAHHON KPUIITOCUCTEMBI.

Crporas ayreHTUQUKAIINS.

[Tpotokon Kerberos.

bruomerpuueckas ayTeHTHDUKAITHSL.

TurmoBsIe penieHus Mo NPUMEHEHHUIO MEXKCETEBBIX SKPAHOB JIJIS 3AIUTHI
MH(POPMAIMOHHBIX PECYPCOB.

Knaccudukanus cereit VPN.

VYnpasieHue ceTeBoil 6e30MacHOCThIO.

['moGanbHast v JOKaIbHAS TOJUTHKU OE€30MaCHOCTH.

3aKoHOATEIbHBIN YPOBEHb HH(OPMAIIMOHHON 0€3011acHOCTH.

AHaIM3 TEKYILEro COCTOSTHUS POCCUICKOTO 3aKOHOAATEIhCTBA B 00JIaCTH
UH(POPMALIMOHHOM 0€30MacHOCTH.



18.
19.

20.
21.

22,
23.

24,

CTBaM.
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MeToap! ynpaBieHHs CPEICTBAMHU CETEBOM O€30MacHOCTBIO.

3agaun ynpaBiaeHHUs CUCTEMON HH(POPMALIMOHHOHN 0€3011acHOCTH
HIPEATPUATUS.

Konuenmus rino6anbHOro ynpasieHus 0€3011aCHOCTbIO.

OcBoeHMe TPUEMOB ITPOTUBOAECUCTBUS pa3pyLIatOIIUM IIPOrPAMMHBIM
CpEICTBaM.

OCHOBHBIE TIPUHIHIIBI pA0OTHI C ANIEKTPOHHOHN IM(PPOBOI MOAMUCHIO.
OCHOBHBIE IPUHIMIIBI pa0OTHI AITOPUTMA OTEYECTBEHHON
mudposoii noanucu «Hotapuycy.

N3yuenue creraHorpau4eckoro MeTo/a 3auThl HHPOPMALIUU OT
HECAaHKI[MOHMPOBAHHOIO JOCTYIIA.

TeMbl ISl CAMOCTOSITEJIbHOM PadoTHI

Tema 1. IIpoGiemsl 3auThl HHGOPMALIMOHHON CUCTEMBI. 3alluTa /Uil OTKPBITHIX MHMOP-
MaIMOHHBIX CUCTEM.

Tema 2. XapakTepucTHKH, BIHUIOIKE Ha 6€30aCHOCTh HH(POPMALIUH.

Tema 3. BosmoxuocTH cetn UHTepHET 1 Tpo01eMbl O€30MaCHOCTH.

Tema 4. Yrpo3sl v ys13BUMOCTH KOPIIOPATUBHBIX CETEU U CUCTEM.

Tema 5. 3agaun obecnieueHrs HHGOPMAITMOHHON OE30MMACHOCTH CETEH.

Tema 6. [Tonutuka 6€300aCHOCTH B CETSX.

Tema 7. TexHonoruu 6€30MaCHOCTU JaHHbIX.

Tema 8. Vcnosnb30BaHe KOMOMHUPOBAHHON KPUIITOCUCTEMBI.

Tema 9. Ctporas ayreHTH(UKAIUS.

Tema 10. ITIpotoxon Kerberos. (

Tema 11. buomerpuueckas ayreHTU(UKALINSL.

Tema 12. TunoBsle penieHNus MO0 NIPUMEHEHHIO MEXCETEBBIX IKPAHOB JIJIsl 3aLIUThHI
MH(OPMAIIMOHHBIX PECYPCOB.

Tema 13. Knaccuduxanus cereit VPN.

Tema 14. VYmpaBieHue ceTeBoil 6€30MaCHOCTBIO.

Tema 15. 3akoHOonaTenbHBIN YpOBEHb HH(OPMAIIMOHHOMN 0€30MacHOCTH

Tema 16. Ananu3 TEKyIIETO COCTOSHHS POCCUHCKOTO 3aKOHOAATENIbCTBA B 00JIaCTH
UH(POPMALIMOHHOM 0€30MacHOCTH.

Tema 17. Mertoas! yrpaBieHUs CPEICTBaAMU CETEBOM 0€30IaCHOCTHIO

Tema 19. 3agaum ynpasieHHs cUCTeMOM HHPOPMALIMOHHOM 0€30MMacHOCTH MPeIIPUsTUS
Tema 21. OcBoeHue MpPUEMOB MPOTHBOACUCTBUS Pa3pPYyIIAOIIMM MPOTPAMMHBIM CpEJi-

Tema 22. OcHOBHBIE IPUHITUIIBI PAOOTHI C JIEKTPOHHOUM MUPPOBOM MOAMUCHIO.
Tema 23. OcHOBHBIC IPUHIIUIIBI PAOOTHI AJTOPUTMA OTEYECTBEHHON ITUGPOBOI
noanucu «Hotapuycy»

4.6. Boripocbl HTOroBOro KOHTPOJIS (K 3a4eTy) MO AUCHHILIAHE

Beenenue. Cuenapuii 6e3omacHoit paboThl HHPOPMAIIMOHHOW CUCTEMBI.
Bce onpenenenust moustust «MHpopManimonHas 6€301macHOCTbY.
Cocrasnsiromue nHpopmMaimonHou 6e3omacuoctu (MUB).

[ToHsTHE IpEIMETa 3aITUTHI.

[TonsiTHE 0OBEKTA 3AIIUTHIL.

[ToHsATHE KOMIIEKCHOM CHCTEMBI 3aIUTHI.

CuHcTeMHO-KOHIIENTYaTbHBIN MOAX0] K TOCTPOCHUIO CUCTEM 3aIIHTHI.
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Merons! u cpencrsa nocrpoenus Ub. x cTpykrypa.

Buner cooctsennoro I1O cucremsr UB.

Metonst u cpencta obecrnieuenus Ub.

OCHOBHBIE CpECTBA 3AILHTHI.

MeTo/1b1, COCTABISAIOLIME OCHOBY MEXaHU3MOB 3aILIUTHI.

OCHOBHBIE MEXAHU3MBI 3aLUTHI.

OcHosHble cpeacTBa 3amutel oT HCJI.

NHXeHepHO-TEXHUYECKHUE CPEACTBA 3AILUTHI.

MeTtopl 1 CpecTBa 3aIMTHI OT yTeuku 1o ka"anam [IOMIH.
Mertoasl U cpecTBa OPraHU3aLMOHHOM 3aIUTHI.

OCHOBHBIE TIOHATHSI TECOPHH WH(POPMALIMOHHON O€30MaCHOCTH.
[TonsiTre nndopmanuy Kak npeaMera 3auuThl

[TonaTne nHMOOPMAIIIOHHOTO CepBUCA OE30MACHOCTH.

CoiicTBa nHbOpMaIUu.

3akononatenpHas 6a3a B chepe Ub.

Cratpu YK PO B o6mactu Ub.

HopmatusHo-ipaBoBsie 0cHOBEI 11b PO.

IlonsTHE TalHbBI, BUIBI TAlH.

IlonsiTHE M CBOMCTBA 3aILMILEHHON CUCTEMBI.

HudopmalinoHHbIEe CHCTEMBI KaK 00BEKT 3alTUThI
XapaKkTepUCTUKH, BIUSIONINE Ha 0€301macHOCTh HH(pOpMaIui B HHPOPMAIIMOHHOHN CUCTEME
CTpyKTypa U COCTaB OCHOBHBIX KOMIIOHEHTOB MH(OPMAIIMOHHBIX CUCTEM
OO61ure noaxo/p! K 3auTe HHPOpMai U HHPOPMALIMOHHBIX CUCTEM
Pons crangapros Ub.

Mexnynapoansie cranaaptst Ub.

OteuecTBeHHbIe cTanAapTel Ub.

OcoOenHoctu yrpo3 B IP-ceTsx.

OcHOBHBIE BU/IbI YTPO3 HH(OPMAIIMOHHON 0€30MacHOCTH.
Knaccudukanus yrpo3 nHpopManmoHHON 6€30MacHOCTH.

Artaku Ha ceTb. ClicHapuil IPOBEACHUS aTak.

Buner atak, B IP-ceTsax

[ToHsATHE HECAaHKIIMOHUPOBAHHOTO JocTyna K nHpopmarun (HC).
Buaet HCJI.

OcHoBHBIE BUBI PA3pyIIAOINX IPOTPAMMHBIX CPEJICTB.

Kanans! yreukn nunpopmanuu. TexHuueckre KaHajbl yTeUKU UHDOpMAaLIHH.
MexaHu3MOB ayTeHTU()UKALNU U UACHTUDHUKALHH.

OYHKIMH U HA3HAYEHHE MEKCETEBBIX KPAHOB.

TpeboBaHMs K MEKCETEBBIM dKpaHaM.

Krnaccudukanus MexceTeBbIX SKpaHOB.

MexaHu3MBbI IOCTPOSHHS BUPTYaIbHBIX 3amumieHHbIX ceteil (VPN-TexHomornm).
3anmTa UHTEPHET — MOJKIFOYEHUM.

3amuTa CUCTEMBI 2JIEKTPOHHOM MOYTHI.

Pa3pymatoiue nporpaMmMHbie CpeCTBA.

Bupycbl. OCHOBHBIE TOHATHS.

Knaccudukanms Bupycos.

Kpunrorpadus. OCHOBHbIE OHATHSL.

CoBpeMeHHbIE alTOPUTMbI KpUITOrpaduu.

[TonsiTHE a0COMIOTHO CTOMKOTO mIHU(pa.

Krnaccudukanusa kpuntorpadguyeckux anropuTMoB.

[Tonsatue kpunTorpaduu ¢ OTKPHITHIM KIFOUOM.

[Tonstue snexrponno nudposoit noamucu (D1IT)

[TonsaTue X3m-QpyHKINH.
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60. OcnoBHeble anroput™bl DI, ux paznuuus.

Onepatop 340 000 "KomnaHus "TeH3op"

[IOKYMEHT NMOAMWCAH 3/IEKTPOHHOM MOAMMCHIO

COIrNACOBAHO ®reoy BO "PrPTY", PIPTY, Koctpos bopuc Bacunbesuny, 27.11.25 13:14 (MSK) MpocTas noanucb
3aBeaytowmin kaceapoit IBM




